United States Department of Sate
Overseas Security Advisory Council

Emergency Planning
Guiddinesfor
American Busnesses Abroad



DEPARTMENT OF STATE PUBLICATION 10216
Bureau of Diplomatic Security

Released June 1990
Revised November 1994



Table of Contents

Overseas Security Advisory Council

(OSAC) Members v
Foreword

Honorable George P. Shultz
Preface

Chapter I. Introduction

Chapter 1. Crisis Management

General

Organization for Crisis Management

Functions of the Crisis Management Team

Responsibilities and Actions of the
Crisis Management Team

Actions During aCrisis

Response to Acts of Terrorism

Assessing a Hostage Situation

Crisis Actions Associated with
Catastrophes and Disasters

Communicationsin aCrisis Situation

Release of Information to the Public

Crisis Management Evaluation

Business Recovery

Chapter 111. Communications

Chapter 1. Evacuation Planning

General

Organization
Preplanning 22
Evacuation Concept
Evacuation Guidelines

Chapter V. Crimina Acts, Civil Unrest and Coups

19
21
21
22

24
25

27



Overal Preparations
Crimina Acts

Coups and Civil Unrest
War or Acts of War
Sabotage

Chapter VI. Natural Disasters
General
Cyclones/Hurricanes/Typhoons
Tornadoes
Earthquakes 40
Thunderstorms and Lighting
Selected Other Natural Disasters

Chapter VII. Epidemic and Emergency Care
Introduction55
Epidemics
Emergency Care

Chapter VIII. Planning for Industrial Accidents
Objectives
Chemical Accidents
Fires
Nuclear and Radiological Incidents

Chapter I1X. Citizens Emergency Services
Scope and Limitations
Duty Officer
Citizens Emergency Center

Chapter X. Guidelinesfor Emergency Management Exercises

General

Exercise Guidelines

Developing an Exercise Scenario
Summary

Chapter X1. Conclusion

Publications

Bibliography

Appendix |. Departure Kit
Appendix II. Warden Systems
Appendix [11. Transportation

27
28
30
31
31

33
33
33
37

45
47

55

55
S7

61
61
61
68
72

77
77
78
78

82
82
82
83
84

87

89
91




Over seas Security Advisory Council
U.S. Department of State

(NOTE: The member organizations whose representatives serve on the Council are rotated
periodically. Those who served as members when this booklet was released for publication in

June 1990 are listed below.)

Representative

Mr. Clark Dittmer
Director, Diplomatic Security Service
and Chairman, OSAC

Mr. George M. Murphy
Manager - Security and
Vice Chairman, OSAC

Mr. James H. Bailey
Director - Corporate Security

Mr. William F. Beane
Director of Corporate Security

Mr. Ronald L. Bestty
Director - Compliance & Security

Mr. Edmund J. Birch
Director, Corporate Security

Mr. Robert R. Burke
Director of Security

Mr. Philip E. Cassidy
Manager - Corporate Services

Mr. Brian C. Dowling
Director, Office of Security

Mr. C. Michael Flannery
Assgtant Inspector General

Member Organization

U.S. Department of State

Mobil Corporation

Bank of America

United Airlines

Rockwell International Corporation
Occidenta Petroleum Corporation
Monsanto Corporation

Generd Electric Company

U.S. Information Agency

Agency for International Development



Representative

Mr. William G. Goodridge
Director - Corporate Security

Mr. Frank Hynes
Director, Corporate Security

Mr. Raymond F. Humphrey
Director, Corporate Security

Mr. James D. Jessee
Director of Corporate Security

Mr. Radford Jones
Security Manager

Mr. Farrel J. Kunz
Corporate Director - Security

Mr. Raph F. Laurdlo, J.
Executive Director

Mr. Thomas W. Leavitt
Director - Corporate Security

Mr. Wdter T. Lloyd
Director - Security & Safety

Mr. Richard Matson
Director, Operations, Communications
and Security Divison

Mr. George Raddliffe
Assstant Executive Director

Mr. Richard G. McCormick
Vice President, Corporate Security

Mr. Oliver Wainwright
Director of Security

Mr. Frank J. Waldburger
Manager - Corporate Security

Mr. Kenneth J. Wiesman
Director of Security

vi

Member Organization

Warner-Lambert Company

The Coca-Cola Company

Digitd Equipment Company

Procter & Gamble Company

Ford Motor Company

Honeywsll, Inc.

Overseas Security Advisory Council
DdtaAirlines

Lockheed Corporation

U.S. Department of Commerce

CARE

Trian Group

American Internationa Group
Hercules, Inc.

Brown and Root



Foreward

The Overseas Security Advisory Council (OSAC) was created
in 1985 by the U.S. Department of State to foster an exchange of
information between the American private sector conducting
business overseas and the U.S. Government. OSAC is committed
to promoting security cooperation with the American private

sector abroad.

Through OSAC representatives from American International
Businesses and government, the Council provides information and
guidance on security overseas. It focuses on planning techniques
that can be implemented by the private sector and its people, as

well as assistance available through the U.S. Government.

This booklet, along with such previous OSAC publications as
"Crisis Management Guidelines," will make a strong contribution to
the security and well-being of American citizens who live and work

abroad.

James A. Baker, Il



viii



Preface

The Overseas Security Advisory
Council (OSAC) consists of 21
organizations from the private sector and
four U.S. Government departments and
agencies. There are 1400-plus private
sector organizations that participate in the
Council's activities and are recipients of
the information and guidance it provides.

As part of its security program, OSAC
has prepared publications containing
suggested security and emergency
planning guidelines for American private
sector personnel and organizations
abroad. A listing of current OSAC
publications is contained under thetitle
Publications on page 89. Asindicated by
their titles, protection against the threat of
terrorism, catastrophes, crime and theft of
information is addressed in the OSAC
booklets.

This publication isintended for
American private sector organizations and
their personnel abroad. The guidelines
were written by members of OSAC's
Committee on Emergency Planning
including Chairman Kenneth J. Wiesman,
Brown & Root, Inc.; Brian C. Dowling,
U.S. Information Agency; William F.
Beane, United Airlines, Inc.; ThomasW.
Leavitt, Delta Airlines, Inc.; Edmund J.
Birch, Occidental Petroleum Corporation;
Corbett M. Flannery, Agency for
International Devel opment; and Peter G.

Frederick, U.S. Department of
Commerce. Special appreciationis
extended to Henry Kemp, former
Diplomatic Security Officer, who
tirelessly edited and updated this
publication.

The guidelines which follow are
suggested to assist American
organizationsin the private sector and
their personnel abroad in planning to meet
their individual needs and circumstances.
Individuals should ensure, however, that
any approach chosen is best suited to their
individual situation.

Disasters can strike randomly and
unpredictably. To be prepared for awide
variety of emergenciesthat can occur with
little warning, American private
organizations abroad should be involved in
planning for such events. Any occurrence
that causes a significant disruption to their
undertakings or adversely affects the
safety of employees must be regarded as
an emergency or disaster. Adeguate



planning requires an emergency action
plan that prevents or minimizes the loss of
life and or limb, material damage, and loss
of their functions and a post-disaster plan
that expedites recovery.

Effective planning for emergency
preparedness will lessen the

vulnerability of American businessesto
disasters and facilitate the role of the U.S.
Government in rendering assistance where
possible to all Americans and their
families living abroad.



Chapter I. Introduction

Since the beginning of time, people
have encountered diverse catastrophic
events that have resulted in great pain and
suffering, an enormous loss of lives, and
hundreds of billions of dollarsin property
damage. An analysis of these caastrophes
discloses certain generic characteristics.
Some, such as war, insurrection, and acts
of terrorism, are rooted in differences of
political philosophies. Others, such as
criminal acts and industrial accidents, are
the result of behavioral/societal problems
or human error. Still others, such as
earthquakes and violent storms and
resulting floods, originate from natural
phenomena over which people have no
control.

Catastrophic events frequently spawn
conditions that may be even more
insidious than the catastrophes
themselves. Among these conditions are
serious health hazards, such as polluted
water and food supplies and disrupted
sanitation systems, which may cause the
spread of diseases of epidemic
proportions. Effective emergency
planning for such problemswill greatly
reduce their impact on the community
where the disaster strikes.

People have only alimited ability to
control or to prevent some of these events
and will never have the ability to prevent
others, such as earthquakes, violent

storms, and volcanic eruptions. Although
we are unable to prevent such catastrophic
events. We have learned and continue to
learn a great deal about them. The most
valuable |esson learned about natural
phenomenais that the implementation of
effective contingency measures for
emergencies will substantially lessen the
loss of life, seriousinjury, and property
damage.

Preparing for emergenciesis the focus
of thisbooklet. Itisessential to prepare
for both those emergencies over which we
have limited control and those over which
we have no control. Application of
preventive measures is also important to
survival from catastrophic events.
Contingency planning for emergencies
should include the periods before, during,
and after the incident.

Human beings are inclined to react to
events as they occur rather thanto try to
anticipate or plan for them. This
inclination could prove costly because



many disasters, such aslightning strikes,
earthquakes, and acts of terrorism, are not
preceded by awarning and an

i nappropriate spontaneous reaction could
be fatal.

The guidelines presented in this booklet
are intended to assist representatives of
U.S. corporations abroad to prepare
judiciously for emergencies. Planning
and forethought are important, but sois
flexibility in execution. A static,
inflexible emergency plan will almost
certainly result in alack of preparedness
and apoorly rated crisis response.

Readers are reminded to supplement
the guidelines with a knowledge of the
contingency plansin place and available

through the government of the country of
residence and to be sure that the
emergency plans adopted are not in
violation of local laws.

On the front of the National Archives
Building in Washington, D.C., an adage is
inscribed—'"The Past Is Prologue.” Inthe
context of the subject of this booklet, this
adage should be regarded as axiomatic. In
the interest of safety for all concerns,
family, employees and property, you
should never yield to the temptation to
ignore contingency planning for
emergencies because of "afeeling that it
will not happen to me" or "it can not
happen here." Such an attitude may be
costly.

Chapter 1. Criss Management

General

These Crisis Management Guidelines
provide information on how to plan for
and respond to various emergency
situations. They apply to situations such
ascivil unrest, demonstrations, extortion,
hijackings, kidnapings, expatriate
evacuations, nature, and environmenta
disasters.

Organization for Crisis
M anagement

Department of State

The U.S. Department of Statein
Washington, D.C., and abroad can provide
assistance during the implementation of a
crisis management plan at an overseas



location. The names of organizations,
their functional responsibilities, and their
current telephone numbers are as follows:

overseas that affects American citizens,
the Operations Center will become the
site for a Washington task force staffed

- Operations Center: The Operations
Center, a 24-hour communications
facility, monitors worldwide
developments that may affect the
protection of U.S. interests abroad.
Normally, in the event of acrisis

by representatives from various
government agencies that will support
the U.S. responseto the incident. The
telephone number for the center is
202-647-1512.

‘Washington Task Force or Working
Group: Thistask forceisan ad hoc
working group activated only when
necessary to work closely with the U.S.
Embassy in the country where the
incident or problem exists. The
telephone number for the specific task
force can be obtained from Department
of State Operations Center
(202-647-1512).

‘U.S. Government International Disaster
Response coordination is provided by
the Office of U.S. Foreign Disaster
Assistance (OFDA) of the Agency for
International Development (AID). The
OFDA Duty Officer telephone number,
202-647-8924, ismanned 24 hours a
day. (OFDA can also assist with
opportunitiesin exploring corporate
involvement with disaster relief
oversess.)

- Embassy Emergency Action
Committee (EAC): Every U.S.
diplomatic post, i.e. Embassies and
Consulates, isrequired to have an EAC.
The EAC includes, when they are
represented at the post, representatives
from the political, security, public
affairs, defense, administration,
consular, and economic sections and
representatives of other U.S.
Government agencies. The EAC is

responsible for developing U.S.
Government Crisis Management Plans
(CMPs) and recommending appropriate
actions to the Ambassadors at
Embassies or Principal Officers at
Consulatesin the event of acrisisor
emergency.

U.S. Business With Oper ations Abroad

A Crisis Management Team (CMT)



should be established at the corporate
headquarters level and at all principal
business or country sites, depending on
the corporate structure. The CMT should
be composed of managers from such
departments as legal, security (assets
protection and risk management), finance
human resources, personnel, and
public/government relations. Inlarge
corporations, local or country CMTs
should be structured to report to the
corporate CMT regarding any crisis
and/or response. The local manager
should appoint a senior executive as the
team's coordinator. Prior to the
development of alocal crisis management
plan

(CMP), asenior company official should
contact the Regional Security Officer or
Post Security Officer of the nearest
Embassy or Consulate for assistance and
coordination. Each embassy or consulate
can provide advice to private American
organizations regarding emergency
planning.

The CMT must operate within the
guidelines of general authority set forth
by the corporation board of directors or
Executive Committee. The plan must
resolve fixed issues in advance and deal
only with variable el ements during the
crisis.

The organizationa structure of the
local CMT will depend on the corporate
resources available. The organization
should be chaired by a senior company
official who will be the Crisis
Management Coordinator (CMC). The
local or country CMT should also include
representation from such departments or
functions as administration, legal,
security, finance, personnel,
communications, and public relations.

CrisisManagement Planning Guide

It is recommended that each corporate
headquartersdevelopaCMP and aCMT
to coordinate corporatecrisis activities
and decisions on which local or country
plans are based. This coordination will
create consistency and offer corporate
security officersand

other senior management officials an
opportunity to address mattersin the
country plan that are specific to the
country.

- When the corporate CMT and/or
headquarters approves the local CMP,
the CM C should conduct drills of the



various elements of the plan to ensure
that they are redlistic and can be
implemented in real -life conditions.

- The CMP, or portions thereof, should
be both in English and in the local
language so that all employees can
contribute fully inimplementing itin an
emergency.

- CMPswill differ from country to
country. Insome countries certain
elements of the CMP may be
unnecessary and/or inappropriate.

- Sensitive elements of the CMP that
cannot be shared with all employees
should be appropriately marked with a
company classification stating the level
of sensitivity of the document and the
distribution controls.

Functions of the Crisis
M anagement Team

Functions of the Corporate Crisis
Management Team

- The corporate CMT will manage any
incidents directly affecting corporate
headquarters

(management, employees, and assets) and
designated subsidiary companies. It
will also act as the decision-making
authority for the management of the
incident by subsidiary local CMTs.

-To ensure a consistent corporate
response, the corporate CM T should
consider the utility of dispatching a
CMT representative to the location
involved; that representative will
thereafter assist in the activities of the
local CMT. These representatives
should be briefed on their terms of
reference toward local officials and
U.S. Government representatives.

-The corporate CMT, under the direction
of the CM Coordinator, should be
responsible for developing and
communicating to company business
units and local CM Ts the applicable
procedures and practices to be used.

Functions of the Local Crisis
Management Team

-Thelocal CMT will appoint the CMT
members to develop the information
needed and resources available. In
making functiona assignments, some
responsibilities may require 24-hour
coverage in certain situations.
Alternates should beidentified for each
function. Neither members of the CMT
nor their alternates should be
personally involved in the incident
being managed.

- Theteam will formulate and develop
detailed plans and procedures for
handling emergency situations.

- A crisis management center should be
located within the company facility. It
should have the necessary equipment
available for rapid activation during an



emergency. The equipment could
include as a minimum, communications
equipment, tape recorders, emergency
plans and procedures, alog to record all
actions taken during the crisis,
necessary office equipment and
supplies, and appropriate maps and
building plans, as deemed necessary.
Support personnel should be identified.

- An assessment of the nature, degree,
and likelihood of threats to corporate
interests (personnel, facilities,
information, and other assets) should
be conducted to determine the
vulnerability of company personnel,
facilities, or assets to those threats.

- The team will communicate the
contents of the CMP to the appropriate
employees.

- Theteamwill test the CMP on aregular
basisto ensure that it isfeasible and
realistic. Whenever the planisfound
deficient, immediate corrections
should be made. The plan should
contain the names and telephone
numbers of key local government and
U.S. Embassy or Consulate personnel
and private organizations and
individuals that the CMT should
consider briefing or consulting with
before, during, or directly after an
emergency situation.

Responsibilities and Actions of the
Criss Management Team

Responsibilities of the Corporate
CMT

-The corporate CMT will develop
corporate strategies and policies.

-The corporate CMT should be
responsible for, and oversee, all actions
of thelocal CMT.

-To facilitate company communications,
the corporate CMT may need to
dispatch arepresentative to the location
involved.

Responsibilities of theLocal CMT

The members and alternates of the
CMT should be assigned the
responsibilities that follow.

-The Crisis Management Coordinator
(CMC) isthe person responsible for
preparing and implementing the CMP.
This person should speak English,
receive proper training, possess the
appropriate psychological makeup, and
be known at the U.S. Embassy or
Consulate. The CMC directs and
supervises the members of the local
CMT andisresponsible for the
following tasks:



» Preparing the CMP.

» Forwarding the CMP to the
corporate CMC for review by the
corporate CMT representing specific
functional areas.

» Coordinating the CMP with the
responsible regional security officer
or the most appropriate official at
the U.S. Embassy or Consulate.

» Reviewing the CMP on a semiannual
basisto ensurethat it is current.

» Training personnel who have CMP
responsibilities.

» Practicing the CMP and evaluating
CMT responses.

» Ensuring that all appropriate
corporate company employees are
aware of the CMP and its functions.

> Preparing awritten report for senior
management regarding the CMT's
training and its subsequent
evaluation.

» Coordinating the CMP with
responsible officials of all
in-country facilities or sites.

» Establishing liaison with the U.S.
Embassy or Consulate security
officer, local law enforcement,
public emergency officials, and
other corporate CMTSs, if
appropriate.

» |mplementing the plan when directed by

the senior company official or
authorized designee.

-Security/Incident Coordinator: The
Security/ Incident Coordinator is
responsible for briefing the CMT on
the nature and degree of threat to
company interests (personnel,
facilities, information, and assets). This
coordinator initiates investigations to
validate threats and is authorized to
convene the CMT when appropriate.
He or she aso provides security and is
prepared to brief the CMT on physical
protection of all assets during times of
crisis; coordinates warden activities;
and maintains law enforcement liaison.

-Administration-Personnel /M edi cal
Coordinator: This coordinator should
make available personnel and medical
records as well as essential services.
He or she should also ensure that the
consular officer at the embassy or
consulate has alist of al U.S. citizens
(including information on dependents),
employed by the firm in advance of any
crisis.

‘Lega Advisor: ThelLegal Advisor is
responsible for assessing the corporate
liabilities and risks (criminal and civil)
aswell as persond ligbility of CMT
members for CMP actions.



- Financial Coordinator: The Financia
Coordinator should establish bank
sources for funds in the country
involved and be familiar with currency
requirements and how funds can be
provided on short notice.

- Public Relations Coordinator: This
coordinator should develop and
maintain conventional media
relationshipsfor crisis situations,
including contact with host government
press agencies, aswell as the Public
Affairs Officer at the U.S. Foreign
Service post. He or sheisresponsible
for employee communications during
crisis periods and for assistance to an
affected employee and/or his or her
family, if appropriate.

- Business Unit Manager: Thisindividua
represents the operating component or
business unit that isthe victim of the
incident.

Actions During a Crigis

When a crisis situation or local
condition that may have an adverse impact
on the safety or security of the company's
personnel or assets develops,
consideration should be given to the
following actions:

- Convenethe CMT.
- Verify the threat.
-Advise the corporate CMT of thecrisis

and anticipated actions of the local
CMT.

-Assess the crisis, including possible

outcomes. In civil unrest situations, for
example, the crisis may threaten many
company assets. Asone asset is
protected, another may become
vulnerable. A desired goal of crisis
management is to develop and plan
responses so that the asset under attack
IS protected yet other assets are not
placed in jeopardy.

-Obtain executive profile information

files, if appropriate.

-In kidnap or hostage situations, activate

and dispatch to crisis location the local
negotiating team; be prepared to
implement a negotiated agreement.

-Determine company options and goalsin

responding to the crisis.

-Delegate duties not in the CMP to be

performed by CMT members.

-Maintain liaison with the corporate

security structure, advising them of the
problem and action to be taken.

-Advise the regional security officer, or

other appropriate official at the U.S.
Embassy or Consulate of the actions
being taken.



- Report local CMT actions to corporate
CMT organization and update those
reports as necessary.

- Notify host government and law
enforcement agency at the appropriate
level.

- Establish liaison locally as deemed
appropriate (other American or friendly
company, chamber of commerce, etc.).

- Schedule further CMT meetings to
handle or monitor crisis as deemed
necessary.

- Provide the location and telephone
number of the CMT crisis management
center and the alternative off-site
location to appropriate personnel.

- In the event of hostage release, be
prepared for evacuation, debriefing, and
rehabilitation.

Responseto Actsof Terrorism
Key Local Contacts

Theloca CMT should maintain alist of
al CMT members and 24-hour telephone
numbers. In addition, the CMP should list
all U.S. Embassy or Consulate and host
government agencies and security
contacts (names, titles, addresses, and
24-hour telephone numbers) who would
respond to acts of terrorism such as
bombings, seizures of owned facilities,
assassinations or attempted
assassi nations, assaults on personnel
and/or dependents, kidnapings or
attempted kidnapings, and hostage takings.

The following are suggested contacts at
the U.S. Embassy or Consulate:

-Ambassador or Principal Officer.
-Deputy Chief of Mission.
-Economic Officer.
-Administrative Officer.
-Commercial Officer.

-Regional Security Officer or Post
Security Officer.

-Consular Officer.

Suggested contacts with the host
government, depending on circumstances,
might be the following:

‘Head of State.

-Minister of Interior.

-Government intelligence agency.

-Chief of Police.

-Senior police official responsible for
areain which company facilitiesand

residences are situated.

-Senior official responsible for airport
security.



- Senior official responsible for
investigations.

- Senior official responsible for
responding to acts of terrorism.

Company Response

Upon receipt of aterrorist threat,
action against company personnel,
dependents, or facilities, the following
action should be taken:

- Thelocal Security/Incident Coordinator
should notify the corporate security
department by telephone, telex, or
telegram.

- Thelocal company senior executive
should immediately notify the
respective corporate management of an
emergency situation who, along with
corporate security, will notify the
corporate CMT of the emergency.

- Thelocal CMT should immediately
begin efforts to confirm the incident
and evaluate the emergency.

Reports

The swift passing of information about
an emergency incident isvital to allow the
correct functioning of the corporate CMT
and to permit the corporation to respond
toitsresponsibilities. The report should
include:

Nature and circumstances of threat or

incident, including date, time, and
location.
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-Nature of threat or attack and injuries and

damages sustained.

-Full data concerning affected employees,

including names and addresses of next
of kinin the order that they or other
interested parties should be notified.

-Report on contacts and assistance offers

to next of kin and if the person resides
or islocated in the immediate area.

If kidnapping and/or hostage taking

occurs, provide:

» L ocation, number, and identity of

victims.

» Number and identity of terrorists

involved, organization(s), weapons
used, or other descriptive
information.

» Terrorist demands or clams.

» L ocal assessment of the situation,

including effect on business
operations.

» Report injuries, if any.

Initial actions taken by host government

to respond to terrorist



threat and/or incident if company
personnel, dependents, and facilities
are threatened or subjects of aterrorist
attack; describe the local company's
preliminary effort in arranging
enhanced security, medical assistance,
etc., with host country officials
(police, foreign ministry, etc.).

- Precautionary measures taken for other
employees at the location of the
incident and elsewhere in the host
country.

- Telephone number and the name of the
U.S. Embassy (consulate) officer
monitoring the incident.

- Statement on whether police are
involved or whether media coverage has
occurred.

- Name of person sending message along
with compl ete address, telephone
number, and telex number for future
contacts.

Assessing a Hostage Situation

Astheterrorist act unfolds, the CMT,
in conjunction with the host country and
embassy or consulate officials, will
continue to review the following:

Immediate Situation

- Threats by terrorists.

- Need for extra security measures,
security arrangements for the hostage

family, special communications
arrangements, and supplemental

personnel and equipment.
Terrorists

‘What is known about the terrorists? What
are their goals, philosophies, and
tactics?

‘What are pressure points on terrorists?
Local political parties, state supporters,
religious groups, the logical
sympathizers, or international
organizations?

Host Gover nment

‘What is host government policy regarding
terrorist demands?

‘What are host government capabilities to
negotiate with terrorists?

‘What are host country laws regarding
negotiating and paying ransom to
terrorists?

Hostages and Other Victims

‘What is their significance to the
terrorists?

-Are health and personnel records
available on hostages?

11



- Do hostages have any capability to
assist in achieving their own release?

- Ispsychiatric expertise available?

- Areaircraft available for negotiators,
psychiatrists, medical staff, security,
etc.?

- What on-siteintelligence resources are
available?

- If there are victims, what arrangements
should be made for treatment of the
injured or disposition of remains and
personal property?

Action Options

- Should senior U.S. Government

officials or corporate senior executives
be encouraged to intervene with the
host government?

- Consider the most senior level at which

contact with the host government
should be established.

- Critical negotiating issues with the
hostages include:

» The potentia crucial threat to the
life of the hostage.

» The corporation has the authority to
negotiate release.

» The company will cooperate with law
enforcement officials.

>t must be recognized that these are

12

extremely sensitive issues and
corporations should consider, in
advance, responses to possible
hostage negotiations.

‘What company resources should be

deployed to the scene of the incident?
If no CMT existslocally in that
country, should a negotiating team be
deployed?

‘What immedi ate assistance should the

company provide to the families of the
hostages and other victims?

‘What security measures need to be taken

to protect other senior employees of
the company or its assets?

-In the event of a hostage taking, some

type of communication can be
anticipated in the form of aletter, a
telephone call, an audio tape or
videotape, or possibly a hand-delivered
message or tape to the office or home
of the hostage. If legal, and/or
appropriate to do so, place arecorder
on the appropriate telephones at home
and office of the hostage and monitor
them around the clock in the early
stages of theincident. Also assign
someone, if the police do not, to
establish effective liaison with the
appropriate post office to ensure that
all mail directed to the hostage's home
iIsimmediately delivered, regardless of
the time of day or night. Handle the
contents



of such mail with great care to ensure
that it isnot unduly handled, to protect
latent fingerprints and other evidence.

- Telephonesin many foreign countries
are monitored regularly by the
authorities, especialy in crisis
situations. It isnecessary, therefore,
not to expect privacy of such telephone
conversations. If sensitive calls must
be made, go to a public telephone or
use an encryption device on your
telephone.

- Inany crisis situation requiring
negotiations or dialogue with terrorists
or hostage takers, it isimperative that
the CMT member responsible for
conducting the dialogue not have
ultimate decision-making authority and
should make that fact clearly
understood to the terrorists or hostage
takers. This strategy provides
negotiators with a credible delaying
tactic because they can explain that they
will do the best that they can but that
they must take up the problem with
their boss, etc. The top-ranking
executive, either at the local or
headquarters site, should never be the
CMT member cast in therole of the
negotiator.

CrigsActions Associated with
Catastrophes And/or Disasters

As soon as possible after a catastrophe
and/or disaster occurs, corporate
headquarters should be

notified. The corporate CMT should
consider the following.

-The team should confirm that the
appropriate officials at corporate
headquarters have been informed in
accordance with the CMP.

-Appropriate CMT should designate
telephone numbers to be used for the
crisis period (equipped with recording
equipment) and then make
arrangements for 24-hour manning of
the telephone.

-Establish communication with
appropriate U.S. and host government
entities.

The initial report should provide as
much of the following information as
possible to Corporate Headquarters:
-Caller's name (spelled out) and job title.
-Facility location (city and country).

-Date, time, severity, and location of
crisis.

‘Nature of crisis.

‘Number of people affected (killed,
injured, and evacuated).

-Extent of damage to company facilities.

-Effect on business operations.
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- Host government involvement.

- Telephone, FAX, and telex number for
future contacts.

- Alternative communications channel.

- Nature and extent of assistance
requested from corporate headquarters.

Initiate those portions of CM P associated
with disasters and/or catastrophes.

Communicationsin aCrigs
Situation

Reliable communication is a key factor
in the successful management of any
crisis. To ensure that adequate
communications are availablein
emergency circumstances, three basic
capabilities should be considered:

- A local communications net with
employees and authorities to include an
employee warden system.

- A national link to locationsin the
country where other facilities are
located and national authorities are
headquartered.

- Aninternational link to the company's
corporate headquarters.

For additional information regarding

communications, see Chapter |11 of this
bookl et.

Release of Information to the
Public

Coordination between the company
spokesperson at the scene, the local CMT,
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and the corporate CMT is essential.
Guidance from the corporate CM T should
be requested on any policy consideration
or interpretation. All releasesto the
media should pass through and be cleared
by the CMT. Clear communications and
coordination for mediareleases are vital
during acrisis. Misinformation or failure
to consider all factors before commenting
to the media can jeopardize security and
the objectives of the corporation.

Responsibilities of the Spokesper son

-The local media spokesperson will
require expeditious means of
communication with the local and
corporate CMTs and accessto
accurate, current information.

If the crisisis extended in duration, an
alternate spokesperson should also be
appointed.

-The spokesperson should have a
designated work location to facilitate
receipt and dissemination of updated
information. The corporate
spokesperson should consider having
available a briefing room equipped with
telephone jacks and tel ephones that can
be made available to the media at
briefings.



- The spokesperson should deal only with
accredited media representatives.

- The spokesperson should have access
to officials and experts who can provide
background information on all aspects
of the specific event.

- The spokesperson should issue factual
information at periodic briefings.

- All pressinquiries should be referred
to the authorized spokesperson. No
comment should be made unlessitis
authorized by the CMT.

Handling M edia I nterests

- Regular coordination with corporate
headquarters and the corporate CMT
concerning statements to be made to
the pressis absolutely essential.

- The spokesperson should not act asthe
terrorist's "messenger" to the public.

- Liveinterviews with participants and
the use of minicameras at or near the
site of the incident should be
discouraged.

- Prudence by the press regarding actions
that might frighten the terrorists or
promote their cause should be urged.

- The counterproductive aspects of
reporting on any operational activities
of the police, military, or their
counterterrorism forces should be
emphasized.

-Caution with pressinterviews of unknown

or amateur "experts' on terrorists
motivation or background should be
urged.

Criss Management Evaluation

Following a completed action or crisis
incident, acritical review or evaluation of
the crisis management work should be
conducted. A review should be conducted
of the CMP and the CMT planning and
assessment procedures and how CMT
personnel responded to the crisis.

M ethods used for evaluation could
include:

‘CMT personnel critique of the entire
event.

-Post-event written reportsby all CMT
participants.

‘Interviews with the victim(s) and/or
family(ies).

-Final evaluation report, with
recommendations for changesin the
current CMP, if needed.

-Local CMT report to the corporate CMT

of final details of theincident and
analysis of the team's operation.
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Business Recovery

Anintegral part of acorporate CMPis
the organized recovery phase. Recovery
plans should address the following:

- Loss of key personnel due to a disaster
or accident.

- Temporary replacements for affected
management personnel.

- Development of damage assessment.

- Assistance or time off for personnel so
that their personal losses (family
members injured), homes or vehicles
can be properly handled.

- Replacement of critical materials and
equipment.

- Availability of business records. (Prior
planning is required so that the
appropriate records have been copied
and/or stored at a secure or other
location.)

- Development of computer disaster
recovery plans to include company
minicomputers and personal
computers.

General U.S. Policy

U.S. policy isfirmly committed to
resisting terrorist blackmail. The U.S.
Government will not pay ransom for the
release of hostages. It will not

support the freeing of prisonersfrom
incarceration in response to terrorist
demands. Concessions to terrorist
blackmail would merely invite further
demands. The U.S. Government actively
encourages other governments to adopt a
similar position. Whilethe U.S.
Government will not negotiate with
terrorists on the substance of their
demands, it does not rule out contact and
dialogue with hostage takersif such action
will promote the safe release of hostages.

In terrorist incidents abroad, the U.S.
Government looks to the host government
to exerciseitsresponsibility under
international law to protect all persons
within its territories and to bring about the
safe release of hostages. In some cases,
the U.S. Government may be able to
provide foreign governments the services
of terrorism experts and other specialized
assistance, military equi pment, and
personnel.

Specific Policy Guidance

In the event U.S. citizens are taken
hostage abroad, the U.S. Embassy will
convey U.S. policy to the host
government. The embassy will encourage
the host government to resolve any
terrorist incident in a manner that, while
safeguarding the lives of the hostages,
does not permit the terrorist to achieve
their objectives. The host government
will be reminded of its obligation to bring
the terrorists to justice.
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International cooperation to combat
terrorism is essential because all
governments, regardless of philosophy,
arevulnerable.

Use of Force

If the host government asks for advice
from the U.S. Government regarding the
use of forceto resolve an incident, a
response will probably be asfollows:

- The ultimate decision regarding a
strategy for dealing with terrorists and
the successful termination of an
incident must remain with the host
government.

- The U.S. Government believesitis
inappropriate to provide advice because
it would not be party to negotiations or
negotiating strategy.

In most hostage situations, including
hijackings, experience has shown that
there is agreater likelihood of a peaceful
solution when using a strategy designed to
buy time and wear down the terrorists. In
many cases, such a strategy will achieve a
positive outcome without substantive
concessions on the part of the targeted
government. |If the host government
concludes, however, that there may be a
greater risk from waiting and talking,
assault may be the only aternative course
of action.

Humanitarian Appeals

Although thereisonly alimited chance
of successfully appealing to the terrorists
humanitarian instincts, indirect appeals
may have apositive influence and may
cause terrorists to be concerned about
alienating key support groups,
sympathetic governments, or world
opinion. Appealsto the following groups
or individuals may prove to be valuable:

-The United Nations Secretary General.

-Third World countries considered
friendly to theterrorists.

-The dean of the local diplomatic corps.

-Spouses and children of hostages asking
for the return of their family members.

‘Theterrorists leaders or supporter (who
may profess innocence to involvement
with the specific incident).

-Religious |leaders.
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Chapter 111. Communications

To ensure that adequate
communications are available during
emergency circumstances at overseas
locations, three basic capabilities should
exist: alocal link with employees and
authorities, anationa link to locations
within the country where company
operations or other national authorities
exist, and an international link to the
company's corporate headquarters. In
addition, through the Emergency Action
Committee of the U.S. Embassy,
arrangements may sometimes be made
with local Voice of Americaradio relay
stations to broadcast simple emergency
and evacuation advice when appropriate
and within the local broadcast area, which
may cover several countries.

The following are communication
options available to companies and their
employees:

- Thelocal and/or government tel ephone
system available for intracity, national,
and international callsuntil itis
disrupted by natural or man-made
disaster.

- Local telex system, if available, ableto
handle intracity, national, and
international message traffic until the
system is disrupted.

-Facsimile capability, if available, for
local, national, and international use
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(requires operational telephone
system).

‘In high-threat countries without reliable
telephone systems, linkage of one or
two firms with the nonsecure U.S.
Embassy very high frequency (VHF)
radio network, may be possible in some
limited cases.

The company's radio networks, VHF
(local), high frequency (national), and
shortwave (nationa and international).

‘Local commercial radio broadcasts.

-Electronic mail capability (if available)
for local, national, and international
use.

-Company-owned and company-
operated satellite system.

-Company-owned and company-

operated telephone encryption system,
independent of country's system, used
in conjunction with the company's
satellite communications program.



- Company-operated courier or
messenger service providing local,
national, and international surface
and/or air service.

- Direct communication with the U.S.
Embassy or afriendly country embassy.

Note: All modes of communication

should support an emergency notification

system that includes each U.S. citizen
employee and his or her family.
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Chapter V. Evacuation Planning

General

An evacuation plan is designed to cope
with those situations that could require an
evacuation of private sector expatriate
employees and/or their dependents, which
removes them from the specific and/or
general source of risk or threat, to an
out-of-country location. It outlines
procedures to ensure an orderly, safe, and
expeditious evacuation of expatriate
employees and their dependents.

There are circumstancesin which it is
obviousthat aU.S. corporation operating
abroad must consider sending employees
and dependents out, such as times of
serious terrorist threat, insurrection, or
other civil disorder or when a natural
disaster or other event poses serious
hazard to their safety or so overburdens
the country’ s ability to protect, feed, and
house its citizens that departure is the best
course of action.

Occasionally, there are other signs of
hazard, such as gradual, amost
imperceptible declinein services,
shortages in goods or services, capital
flight, increased government travel
restrictions, decreased internal security,
and declinesin the attitudes of established
contacts. Country managers should be
aert to these changes and continuously
evaluate the local conditions for signs of
deterioration so that they can consider a
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gradual and orderly evacuation.

If the U.S. Government were to sponsor
an evacuation of Americansfrom agiven
country, it would be coordinated and
controlled by the U.S. Department of
State. Itisnoted that the Chief of
Mission of the U.S. Embassy cannot order
private American citizens to depart, but
must inform them of impending danger
and may offer evacuation assistance from
the U.S. Government when necessary.
However, it isalso considered prudent for
companies operating overseas to develop
evacuation plans. Evacuation should only
occur when authorized by the company
senior manager in country, or appropriate
headquarters manager. Any evacuation
ordered by a company senior manager
should be coordinated with the Chief of
Mission of the U.S. Embassy. Past
experience indicates that both companies
and employeesin foreign locations show
areluctance to develop, maintain, or
Implement evacuation plans. This
reluctance stems from a fal se sense of



security developed through the absence of
personal threats and the lack of accessto
uncensored news reports.

The fundamental factorsin conducting a
safe and efficient evacuationin a
destabilized overseas environment are
thorough prior planning, continuous and
comprehensive analysis of potential
security threats, and timely decision
making concerning the evacuation itself.
Effective management of these factors
should facilitate the evacuation process of
expatriatesin atimely and orderly
fashion.

Organization

An evacuation organization is
comprised of in-country management that
isresponsible for making evacuation
decisions on the scene and
communicating them to the remainder of
the employee contingent. The senior
manager is usually assisted by an
Expatriate Evacuation Committee (EEC).

The purpose of the EEC isto refine,
tailor, and coordinate the evacuation plan
to ensurethat it isfunctional. The EEC
coordinates implementation of the plan.
Liaison and coordination between the
EEC and thelocal or corporate crisis
management team, if one exists, should be
required. If alocal CMT existsthe EEC
should function within the overall
framework or the CMT.

The EEC should meet on a semiannual
basisto review current events and trends
and to assess the next 6-month period.
The evacuation plan should be reviewed at

these intervals, and minutes of the
meetings should be prepared and
maintained on file. A deteriorating
political climate would indicate more
frequent meetings.

Preplanning

-Employees and their families should
register with the appropriate U.S.
diplomatic post, i.e. embassy or
consulate, or if noneis present in the
host country, with the embassy’s
representative.

-The EEC should maintain liaison with the
U.S. Embassy or Consulate, as
applicable, and the American private
sector mini-council, sponsored by the
Overseas Security Advisory Council, if
it existsin that area.

-Evacuation plans should be
communicated to employees, and a test
of the employee notification system
should be conducted periodically.

-The EEC should determine that adequate
information and personnel files are
available.

If appropriate, local staging areas and

embarkation points for assembly of
personnel and their families should
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beidentified. Preliminary security
plans for the sites should be devel oped.
Asageneral rule, it is preferable to
assembl e evacuees at a secure staging
location other than the embarkation
point and then to move them to
embarkation pointsin groups, sized to
the transport capacity and on a schedule
calculated to minimize the exposure of
evacuees and the means of transport at
the embarkation point.

- The EEC should be in contact with

representatives of other companies so
that rumors of evacuations can be
verified.

- Primary and alternate modes of travel
should be identified. Contactsand
commitments from carriers and agents
should be maintained. Preliminary
arrangements should be made to have
local nationals available to drive to and
translate at airports, roadblocks,
checkpoints, etc.

- The EEC should consider an agreement
with other multinational companiesin
the areato assist one another in
evacuation and should also consolidate
the use of transportation equipment.

- The EEC should distribute copies of the
evacuation plan (only necessary
portions) to employees.

- The EEC should designate authorized
persons to issue return-to-work
instructions.

-In the event of any emergency, personnel
should be directed to stay away from
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the area of trouble or potential trouble
and to advise al other personnel
accordingly. During major
disturbances, al personnel should be
advised to return to their living quarters
and to remain there until they receive
further advice.

‘No personnel should be allowed

unilaterally to attempt either to travel
internally or to leave the country
without authorization and direction.

-The success of evacuating personnel is

enhanced gresatly by having advance
warning so that most personnel can be
withdrawn by commercia airline. The
time required and the procedures
necessary to obtain exit visas should be
determined.

-Local laws should be observed at Al

times unless the situation resultsin a
total breakdown of authority.

-An evacuation of personnel under hostile

conditions from local authorities
and/or the general public is usually not
advisable. Therisk of harm to
personnel is greater when trying to
move about the country than



when maintaining alow profile and
staying indoors. Waiting for the
situation to stabilize generaly isfar
less risky than traveling about.

- The decision to evacuate personnel
under hostile conditions should be
taken only when the risk of staying put
becomes greater than the risk of being
exposed. These conditions could arise
during aperiod of civil disorder, a
military uprising, or outside military
intervention. If ahostile evacuation is
necessary, it is hoped that all
dependents and nonessential personnel
will already have been withdrawn by
commercial airline. Thisaction
presumes that some advance warning of
worsening conditions within the
country or of military action from
outside the country will have been
received and acted upon. Should an
emergency arise suddenly without
advance warning to withdraw
nonessential personnel, and if the
circumstances dictate an evacuation
under hostile conditions, companies
will haveto rely on support from
outside sources. The safety of all
personnel and dependentsis of the
utmost importance. In no case should
any action betaken if that action puts
the personnel and dependents in more
jeopardy than they are in aready.

- Additional transportation information is
noted in Appendix |11 and provides
planning guidelines for the emergency
movement of employees and

dependents for which a corporation has
responsibilities.

Evacuation Concept

The purpose of the evacuation
proceduresisto establish a set of
contingency plans for the withdrawal or
evacuation of staff and dependents from
the host country.

The evacuation process usually evolves
in three phases. A special phase, which
does not involve evacuation from the
country, will also need to be
implemented. Guidelines for each phase
follow this section.

-Phase |I—Alert Stage, awarning to
companies and individuals of host
country instability.

-Phase Il—Limited Action, increased
preparation for evacuation includes
those preparations made under
conditions of increased tension or
instability that could lead to partial or
complete evacuation of expatriate
employees and their dependents.

-Phase Il1—Evacuation Phase, find
preparation and/or evacuation includes
those preparations made under
conditions in which the decision to
evacuate isimminent or has already
been made. Withdrawal and cessation
of businessisimminent or underway.
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- Stand Fast—Could be implemented in
the event that evacuation is not
considered prudent. Under this
concept, employees and their
dependents would remain in their
guarters (or other designated location)
for an extended period of time until
tensions abate.

Making the decision to initiate each of
the phases or stand fast isthe
responsibility of the senior manager in
coordination with the EEC.

Evacuation Guideines
Phase I—Alert Stage

- Thisisaperiod during which routine
collection and assessment of
information about local and
international events arein progress.

- Documents should be identified or set
aside for possible future destruction.

- Potential staging areas for assembling
employees and their dependents should
be reviewed and/or selected.

- The senior manager should consider
meeting periodically with the expatriate
employeesto review current events and
trends. Itisimportant to develop a
procedure to deal with rumorsthat have
atendency to emerge with the onset of
any crisissituation. Left unattended,
rumors can have ademoralizing effect.
The best countermeasures are to have
an open line of communication
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designed to address rumors and a set of
clear evacuation instructions.

-Evacuation priorities should be
established and individually assigned.
The following categories should be
considered:

» First priority—dependents.

» Second priority—individual s other than
key expatriate employees.

» Third priority—key expatriate
empl oyees.

-Alternate routes to the international
airports, seaports, or land borders
should be established and checked for
traversability under emergency
conditions.

Phase Il—Limited Action, Increased
Preparation for Evacuation

‘This phase should be initiated when, in
the judgment of the senior manager, a
situation has reached alevel of tension
or instability that could lead to partial
or complete evacuation of expatriate
employees and their dependents. The
earlier an evacuation decision can be
made, the more likely it can be effected
inacam, secure, and less politically
sensitive atmosphere.



- The contents of departure kits
(described in the next section) should
be examined and reviewed.

- Aninventory of household effects
should be prepared in duplicate, one to
accompany the employee and his or her
dependents and one to be left behind
with an appropriate corporate
representative. The possibility of
having to secure or abandon personal
property prior to evacuations should be
addressed.

- Normal work routines should continue;
however, certain preparatory actions,
such as obtaining requi red clearances,
conducting programmed document
destruction to begin on the order of the
senior manager, etc., should be
undertaken, if appropriate.

Phase lll—Evacuation Phase, Final
Preparation and/or Evacuation

- This phase should be initiated when, in
the judgment of the senior manager, the
situation has deteriorated to the point
that the decision to evacuate is
imminent or has already been made. At
this point, the company home office
should arrange for the services of other
companies and outside commercial
resources necessary to support and
coordinate the evacuation process. Itis
assumed that total withdrawal of
personnel will not meet active
resistance from the authorities.

-The senior manager should determine
whether it would be prudent and
desirableto relocate evacuees from
their quarters to presel ected primary or

aternate staging area(s), prior to
proceeding to the international airport
or other departure site(s), for final
coordination of procedures for
evacuation.

Stand Fast

-A specia phase could be implemented in
the event that evacuation is not
considered prudent under certain
circumstances, for example, if acoup
has occurred. Thisconceptisonein
which operations may slow down or
even temporarily be suspended.
Employees and their dependents would
remain in their compound or quarters
for an undetermined period of time,
awaiting further instructions. Liquids,
canned foods, medicines, and staples to
support the family for an extended
period, should be kept on hand to
support such an eventuality, depending
on thelocal situation.

‘Instructions to and between families
should be transmitted by whatever
means available, depending on the
circumstances. However, it isvital that
whatever means are employed the
senior manager receive positive
feedback to ensure that all expatriate
employees are in touch and to confirm
their daily whereabouts. An employee
warden system should be developed and
used in times of increased threat or
during actual emergencies. (See

Appendix I1.)

25



Chapter V. Criminal Acts,
Civil Unrest, and Coups

Overall Preparations

The purpose of this chapter isto
provide guidance to American businesses
overseas for managing during crises, such
as criminal acts, civil unrest, and coups.
Althoughitisnot possible to plan for
every eventuality, it isonly prudent to
make certain contingency plans outlining
how company employees should react in
emergency situations. Emergency
management is to prepare for response to
and recovery from emergencies of any
kind. In developing aplan for emergency
preparedness, the first step isto assess
the current level of vulnerability. For
example, businesses located in a country
that has experienced a history of
anti-American demonstrations should
determine the probability of its facility or
employees becoming involved in a
demonstration or other more serious
action and devise ways to protect against
such incidents. Alternatively, businesses
located in countries with a history of
coups or a high crime rate should place a
high priority in developing plans to deal
with these emergencies. However,
regardless of the location of a company or
the history of security problemsin the
region, all areas of emergency planning
should be included in each plan. Often, a
relatively benign political situation can
change quickly.
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Thefirst step in developing any plan for
emergency preparednessisto obtain
significant management commitment to
preparedness. To ensure an effective
security plan, every company should
appoint an on-site security manager and
develop a Crisis Management Plan. This
person should be the point of contact for
the company regarding security matters;
his or her responsibilities should include
ensuring that an organized method to
disseminate information exists,
guaranteeing that lines of communication
between the nearest U.S. Embassy or
Consulate exist, and developing a“safe
area’ to retreat to in the event of an
emergency.

American companies and business
firms located overseas should make
immediate contact with the nearest U.S.
Embassy to receive information on the
criminal, law enforcement, political, and
terrorist situation in the host country. The
Regional Security Officer (RSO) or Post
Security Officer (PSO) can provide
information regarding what you can
expect inthe way of assistance from the
host government.



The designated security manager should
make a point to establish contact with
other American organizationsin the area
to determine their experience with the law
enforcement and the criminal elementsin
the area. If no other American companies
are represented, try to locate companies
with which the U.S. Government has close
ties.

If possible, it is recommended that
periodic contact be made with
representatives of these other firmsto
exchange information on criminal
activities, threats, and the reaction of the
responsible law enforcement agencies.

The U.S. Embassy or Consulate should
be provided with alist of key company
personnel and telephone numbers for
contact in an emergency. Each
organization should develop an emergency
notification system to be used to contact
employees or their families.

If acompany does not have a medical
staff, it isrecommended that alist of
English-speaking doctors be devel oped
for usein an emergency involving mass
casualties. Thisinformation can aso be
obtained from the nearest U.S. Embassy
or Consulate.

One helpful techniquein developing an
emergency plan isto develop scenarios of
likely events and to hold periodic drillsto
ensure that the entire staff, American
citizens aswell aslocal nationals, knows
what to do. In addition to familiarizing
employees with their roles, obvious flaws
or ways to improve the plan have a
tendency to surface during these drills.

Use local employees knowledge of the
country, their contacts, and inside
knowledge.

Suggestions for areas that should be
covered in acomprehensive emergency
plan follow.

Criminal Acts

In many countries, local or national law
enforcement officials cannot be depended
on for even basic services, because of
substandard or nonexistent training and
low pay. Therefore, employees should be
trained to accept responsibility for their
own security, through security awareness
seminars, booklets, and other information.
The nearest RSO or PSO can be very
useful in suggesting training programs, as
can various booklets published by the U.S.
Department of State. Training should take
place on afrequent basis to reinforce
individual responsibility.

Residential Safety

The following information regarding
selecting housing contains several items
excerpted from the Overseas Security
Advisory Council’s publication Security
Guidelines for American Families Living
Abroad.
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- Housing for employees should bein
relatively safe, stable neighborhoods.
The RSO at the U.S. Embassy, local
police, and other Americansin the area
can provide information regarding
nei ghborhoods.

- The on-site security manager should be
responsible for approving aresidence.
Particular attention should be given to
the surrounding neighborhood, that is,
the condition of streets, density of
vehicular and pedestrian traffic, access
into and out of the neighborhood, and
the location and nationality of owners
of surrounding residences. Addit-
ionally, the location and types of trees
and shrubs should be noted, aswell as
the presence of parking and the quality
of lighting at night.

- Another important factor to be
considered in residential selectionis
the type of residence. An apartment
located above the ground or first floor
isusua ly considered more secure than
asingle family dwelling. However, if
an agpartment is chosen, care should be
taken to ensure that there are no
exterior balconies or footholds that
would enable would-be thievesto climb
up to the apartment from the ground. In
addition, apartments should not be
selected on floors above the fire
fighting and rescue capabilities of the
local fire department.

- Once aresidence is approved, adequate
technical (alarm systems) and physical
(solid exterior doors and fences and/or
walls) security should be provided.
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Personal Safety

Personal safety islargely the
responsibility of each individual.
Regardless of thelocal threat, you should
take the same safety precautions that you
take when in alarge urban area of the
United States.

-Keep alow profile. Do not dress
provocatively or wear flashy or
obviously expensive jewelry.

-Learn about the city as soon asyou arrive.
Most large cities have areas
considered generally unsafe after dark
or even during the day. Additionaly,
there may be some areas where
Americans are at greater risk.

‘Do not walk alone after dark.

Keep dert. If you are walking and believe
someone isfollowing, go to apublic or
well-lighted area.

‘Women should keep afirm grasp on
purses to avoid being an easy target for
asnatch-and-run attack. Keep the
amount of money and credit cards you
carry at aminimum.

-Learn at least afew phrasesin the local
language so you can ask for help, if
needed.



- Keep your vehiclein good repair with
an adequate amount of fuel at all times.
Keep the doors locked, and do not pick
up hitchhikers. If possible, avoid
parking on the street or in unattended
parking lots.

Coupsand Civil Unrest

In many Third World countries, coups
are not an uncommon occurrence, and all
Americansresiding in those areas should
make special effortsto keep abreast of
the local political situation, becauseit can
sometimes change almost overnight.

- Itisparticularly important to use local
employees’ contacts and knowledge.

- Keep lines of communication between
businesses and the U.S. Embassy or
Consulate open during times of unrest.

- Beflexible; do not necessarily wait for
action from the U.S. Government,
because private businesses may wish to
react to events more quickly, in
accordance with corporate
requirements.

- Monitor local news media—
television, radio, and newspapers—
for political developments or
increasing anti-American rhetoric.

- Maintain adequate (2-3 weeks)
stockpiles of nonperishable food and
drinking water. Keep vehiclesfueled
for an immediate evacuation.

-In the event an evacuation is not deemed
necessary, give employees the option

of sending their dependents to a safe
country.

-In times of unrest, have a bag packed for
each member of the family for
evacuation on short notice.

-For emergencies, keep on hand an
appropriate amount of money and/or
traveler’s checks.

If the threat warrants, consider having
available an open airline ticket available
for each family member to a*“ safe
haven” country (preferably aU.S. dly).

Open airline tickets are normally good
for a 12-month period; at the end of the
period, return the tickets for arefund
and purchase new ones.

-Consolidate important personal records
and documents for easy access and
transportation. Keep passports and
necessary visas up to date.

‘Have in place a preplanned telephone
contact system to ensure that all
employees are aware of what is

happening.

If acoup is attempted, the following
steps can enhance personal safety:
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- Remain at present location until further
instructions are received from the
security manager or U.S. Embassy or
Consulate. Under no circumstances
should individuals go to the troubled
area(s) to find out what is occurring.

- Stay away from windows to avoid sniper
fire. If possible, relocate to aroom
that offersthe greatest degree of safety
from outside gunfire. When necessary,

seek added protection by lying on the
floor behind a durable piece of
furniture. Stay aware of locations of
emergency egressin the event of a
forced evacuation, and keep an
emergency bag with important
documents nearby.

- If you arein the open or on the street,
seek cover and remain close to the
ground.

- If possible remain in contact with the
U.S. Embassy or Consulate or the
company security manager. Monitor
local media stations for news updates.

War or Actsof War

In some areas of the world, there have
been almost constant warsin progress
over aperiod of many years. For
example, since the end of World War 11,
few of the countries that make up the
Middle East have been without war or
internal unrest for extensive

periods. Inlimited or local wars, life
goes on and so does business. In any
case, the political situations can change
rapidly and should be monitored
continuously. Sinceawar can have the
same effect on personnel, resources,
and physical plant as aviolent coup, the
actions just described for safety during
acoup aso apply to the war situation.
One obvious difference between awar
and acoup isthat in awar situation you
will definitely know the belligerents
and their attitude toward Americans. In
the event of a coup, that information
may not be readily available. If your
businessis associated with or can be
perceived to be associated with or
contributing to thewar effort of either
party, it may become atarget for action.

In this case, your survival will depend

on the host government or the attacker
If you are in captured territory.

In the event of any act of war, the first
consideration will be the possibleimpact
on American expatriate employees and
whether they should be evacuated. If the
decision is not to evacuate, at |east take
the preparatory steps discussed in this
chapter. (See Chapter IV for detailed
evacuation planning.)

Sabotage

Acts of sabotage against your business
may be initiated for a number

of reasons and may come in many forms.

The nature of the specific acts committed
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will, to agreat extent, determine how they
should be handled. For example, the



prevention and control of internal
sabotage is frequently the primary
responsibility of the organization’s
security manager and/or staff. Prevention
and control of external sabotage will
normally require the assistance of the
local police, although in some instances,
depending on location, targets, and
severity, the host country’s defense
forces may become involved.

In the event of sabotage directed at
equipment or personnel located outside
your facilities you can reduce your
vulnerability by doing the following:

- Immediately report al suspicious
incidents to the local police agency as
we