U.S. Immigration and Customs Enforcement (ICE)*

As the largest investigative arm of the Department of Homeland Security (DHS), U.S.
Immigration and Customs Enforcement (ICE) deploys Special Agents to strategic positions
abroad at 52 Attaché offices. The ICE Attaché offices are responsible for coordinating
investigative matters with host country counterparts. Within the Embassy community, they
cover a broad range of transnational crime issues including: alien smuggling and human
trafficking; contraband smuggling; money laundering and financial crimes; illegal exports
and diversion of controlled U.S. technology, WMD and military equipment; trade fraud and
IPR violations; illicit trade of cultural property; child pornography, sex tourism, and child
exploitation; document and benefit fraud. The ICE Attachés are also responsible for
supporting and coordinating Deportation and Removal Operations, including the facilitation
of repatriations, and Customs and Border Protection matters to include the Container Security
Initiative (CSI) and Customs-Trade Partnership Against Terrorism (C-TPAT).

ICE Attache Mexico City

The major goals of the ICE Attaché Mexico City MLS are sharing with the Mexican law
enforcement and prosecutorial communities methods utilized by money launderers,
supporting money laundering investigations that originate in the U.S. with Mexican nexus,
and providing reciprocal support to the Mexican Government in their financial investigations.
Additionally, it is a goal of the ICE Attaché Mexico City to assist Mexican law enforcement
in developing more comprehensive investigative and preventive strategies by conducting
increasingly complex joint investigations. To address the threat of money laundering
activities between the U.S. and Mexico, the ICE Attaché Mexico City established the Money
Laundering Section (MLS), comprised of ICE Attaché personnel. The ICE Attaché Mexico
City has successfully conducted high profile money laundering investigations resulting in the
dismantling of large criminal organizations, which utilized sophisticated methods to hide the
source of their illicit funds.

To further enhance the MLS, the ICE Mexico Money Laundering Vetted Unit (MLVU) was
created in 2002. The MLV U is comprised of 34 vetted Mexican law enforcement officials
and five prosecutors, who are assigned to the Agencia Federal de Investigaciones (AFI). The
officers of the MLVU work in conjunction with ICE Attaché personnel to assist in
conducting money laundering and other financial crime investigations, assist in obtaining
provisional arrest and search warrants, and developing leads.

The ICE Attaché Mexico City also conducts significant investigations of “Politically Exposed
Persons” (PEP) and Money Remitters (Casas de Cambios). PEP cases are focused on public
corruption in Mexico and the use of the U.S. financial institutions to hide the illicit proceeds
of cime. The Money Remitter cases involve investigations of businesses and individuals that
frequently use money exchange mechanisms to serve as alternatives to the official banking
system. Casas de Cambio provide currency conversion, exchanges and money movement
services for a fee. Since these businesses are numerous and more lightly regulated than
banks, these exchange houses are often utilized by large-scale criminal organizations,
including terrorists, to launder large amounts of currency throughout the world. The ICE
Attaché Mexico City is addressing these threats by developing proactive strategies and
providing investigative leads to the ICE domestic offices.



Since the inception of the ICE Attaché Mexico City MLS, the following operations have been
developed in coordination with the Mexican authorities:

e Bulk cash smuggling initiatives at international airports in Mexico City and Cancun.

0 Three outbound currency training initiatives targeting bulk cash smuggling via
commercial flights to Central and South America. The initiatives were funded by
the Narcotics Affairs Section (NAS) of the U.S Embassy, and supported by
Customs and Border Protection, Mexican Customs, and the MLVU.

o Fifty seizures totaling nearly $21 million, and 51 arrests in Mexico, Central
America and South America. The arrests in Mexico are being prosecuted for
failure to declare and money laundering violations. Information developed as a
result of these seizures is forwarded to ICE SAC offices for follow-up
investigations.

o0 Due to the success of these operations, Mexican Customs Investigative Branch
has requested additional training from ICE to include bulk cash smuggling
typologies and methodologies.

Operation Firewall

The following highlights some of the successes of Operation Firewall:

» On 08/24/05, the MLV U seized $7,871,320 in U.S. currency concealed in six
pieces of restaurant equipment with a final destination of Cali, Colombia.
This was the largest currency seizure in Mexican history.

= On 09/12/05, $132,139.00 was seized at the Mexico City International
Airport. The currency was discovered within the book covers of four books
belonging to a citizen of Chile, who is a legal resident alien of the U.S.
There were a total of fifty packages containing $130,600. In addition, a
search of the passenger revealed an additional $1,539.00.

= On 09/10/05, $855,379 was seized at the Mexico City International Airport.
The currency seized was discovered inside two automotive coolers located
within two pieces of checked-in luggage belonging to a Colombian passenger
traveling from Mexico City, Mexico to Bogota, Colombia.

= On 10/14/05, while conducting outbound inspections, Inspectors with
Mexican Customs intercepted a shipment of air conditioners and machine
parts as they were being delivered to the cargo area. These shipments where
subjected to an intense inspection by Mexican Customs, and found to contain
$4,699,980 in undeclared U.S. currency. A search warrant conducted at a
later date revealed an additional $3,020 in U.S. currency bringing the total
seizure to $4,703,000.

= Mexican Customs in coordination with the ICE/Mexico Money Laundering
vetted unit seized $5,168,574 in negotiable instruments and arrested a
Mexican passenger who was traveling on a private aircraft to Antigua.



= Mexican Customs in coordination with the ICE/Mexico Money Laundering
vetted unit seized $1,026,598 and arrested a Colombian passenger, who was
traveling from Mexico City to Cali, Colombia.

= On 11/7/05, Mexican Customs in coordination with the ICE/Mexico Money
Laundering vetted unit seized $245,233 and arrested a Cuban passenger, who
arrived in Cancun, Mexico from the U.S.

»= On 11/11/05 Mexican Customs seized $3,349,250. The money was in a Pan
Avian Airlines air cargo shipment destined for Bogota, Colombia and
concealed inside 3 air conditioner compressors. The air conditioners were
manufactured and assembled by a U.S. company.

» Operation Casa Blanca Fugitive Arrested in Guadalajara

Operation Casa Blanca was a three-year money (1996-1999) laundering investigation conducted
by legacy U.S. Customs Service. The investigation was unique in that it targeted both the
financial infrastructures of the Juarez and Cali Cartels, as well as the financial systems used by
those cartels to launder their U.S. drug proceeds. Legacy Customs Agents discovered that corrupt
Mexican bank managers were laundering the cartel’s drug proceeds. The discovery was made in
the course of a joint undercover operation with Mexican law enforcement. Juarez and Cali Cartel
members introduced the corrupt bank managers to undercover Legacy Customs Agents, posing as
drug dealers. For a commission, these bank managers laundered drug money through corporate
accounts they established at their banks. They used their banks United States’ investment
accounts (located in U.S. banks) to complete the laundering cycle. The total amount of money
seized during the investigation was approximately $103 million.

On the evening of January 27, 2005, DEA Mexican Police vetted units arrested Jose ALVAREZ-
Tostado at a residence in Guadalajara, Mexico on narcotics trafficking charges. ALVAREZ-
Tostado is one of the reputed heads of the Juarez Cartel and a

Top Ten Fugitive from Operation CASABLANCA.

ICE Attaché Bogota

The ICE/Bogota Attaché office has also successfully conducted high profile money laundering
investigations, which have resulted in dismantling of large money laundering organizations. The
ICE/Bogota office’s Financial Investigations Unit (FIU) is a vetted unit made up of 43 members
of the Colombian National Police (CNP), assigned to the Judicial Police Headquarters (DIJIN).
ICE/Bogota with funds provided by the Narcotics Affairs Section (NAS), ICE Attaché Bogots,
provides constant and continuing technical and logistical support to the FIU pursuant to an
agreement signed between the U.S. and the Government of Colombia (GOC). The unit was
created in 2002 and began operating in early 2003. The Colombian FIU (Financial Intelligence
Unit) receives suspicious currency report from banks. It is designed to enhance the capability of
the Colombian government to take measures against the goods, individuals and organization
responsible for the laundering of illicit proceeds of narcotics trafficking, terrorist activity, illegal
enrichment, and other crimes.

In calendar year 2005 (CY2005), the FIU applied for 3,256 seizure warrants an increase of 176%
compared to CY2004. The numbers of assets seized also increased dramatically from 253 in



CY2004 to 768 in CY2005, an increase of 204%. The government of Colombia (GOC) estimated
the value of the assets seized to be $382,050,995,800 Colombian Pesos (approx. $167,419,367 at
the current rate of exchange).

These assets were seized as the result of twenty-one (21) separate investigations that targeted a
wide range of organizations:

e Operation Patria 11 targeted several AVIANCA airline employees who were part of a
large-scale heroin trafficking organization.

e Operation Patria 79 targeted lands that were being utilized as coca and poppy fields.

e Operation Patria 99 targeted the head of a major money laundering organization that
utilized drug proceeds to purchase gold which would be smuggled into Colombia.

e Operation Patria 148 targeted assets owned by several members of the Cali Cartel. These
individuals were trusted attorneys and accountants to the RODRIGUEZ OREJUELA
brothers.

o Operation Patria 154 targeted assets owned by a high level member of the Auto-defensas
Unidas de Colombia (AUC).

The FIU was also responsible for the arrest of twelve (12) U.S. fugitives whose extradition is
pending before the GOC. These included members of the Cali Cartel, the Norte Valle Cartel, and
an organization that contaminated containers leaving the port of Buenaventura destined for
Howland Hook Terminal in Staten Island, NY with cocaine.

The FIU also dismantled a money laundering organization that made structured deposits into
various accounts controlled by the AUC’s Bloque Central Bolivar. The accounts received
deposits from Bogota, Medellin, and Cali and were in the name of legitimate business people
from the Florencia, Caqueta region, who were forced to provide their identity for this purpose.

> Norte Valle Cartel

Arrests and convictions continue in the Norte Valle Cartel investigation initiated in January 1997,
as a result of the Treasury Geographical Targeting Order (GTO) in New York City targeting
Colombian money remitters. The legacy Customs and now ICE New York El Dorado Task Force
OCEDTF investigation revealed that Juan Albiero MONSLAVE, owner of various money
remitter stores, was the chief overseas officer in the United States for the Norte Valle Cartel.
From 1993-1996, MONSLAVE’s stores laundered approximately $70 million dollars. It is
estimated that the Norte Valle Cartel is responsible for between 30 to 60 percent of the cocaine
that enters the United States. Over the past ten years, the Norte Valle cartel smuggled in excess
of 500,000 kilograms of cocaine into the United States, with a wholesale value exceeding $5
billion.

Luis Hernando GOMEZ-Bustamante, designated CPOT and leader of the Norte Valle Cartel, was
MONSALVE’s cocaine supplier and was arrested in Cuba in July 2004, for continuing criminal
enterprise (CCE) violations. MONSALVE is serving a life term for murder, drug trafficking, and
money laundering. In September 2005, Arcangel HENAO-Montoya pleaded guilty to controlled
substance violations for his role in the shipment of thousands of kilograms of cocaine to the



United States and the laundering of tens of millions of dollars to Colombia for the Norte Valle
Cartel. In October 2005, members of the Colombian National Police (CNP) arrested Norte Valle
Cartel ICE fugitive John Eidelbert CANO-Correa in Antioquia, Colombia.

To date, there have been thirteen arrests and fourteen indictments against members of this
organization. Five additional members of the cartel have been arrested in Colombia, and are
awaiting extradition to the U.S.

» Cali Cartel Investigation

For more than a decade, the legacy Customs, and now ICE SAC Miami has targeted the Cali
Cartel with significant success. This investigation has resulted in the seizure of 47,500 kilograms
of cocaine and conviction of 130 defendants in both the U.S. and in Colombia. Among the cartel
members who were jailed and pled guilty to Colombian charges mirroring U.S. RICO offenses
were four kingpins: Miguel RODRIGUEZ-OREJUELA, Gilberto RODRIGUEZ-OREJUELA,
Jose SANTACRUZ- LONDONO and Helmer HERRERA-BUITRAGO. Eleven managers who
oversaw the cartel's illegal enterprise and six criminal defense attorneys that served as cartel
counsel were convicted at trials in the U.S.

In 2000, the ICE SAC Miami received information indicating the two remaining leaders of the
cartel, Miguel and Gilberto RODRIGUEZ-OREJUELA, were again involved in large-scale
narcotics trafficking and money laundering operations from within Colombian prison. In
September 2003, pursuant to the ICE SAC Miami investigation, an indictment was returned in the
Southern District of Florida (SDFL) against Gilberto RODRIGUEZ, Miguel RODRIGUEZ,
William RODRIGUEZ-ABADIA and several other subjects. This indictment was superseded in
January 2004 in the SDFL. In December 2004 and March 2005, Gilberto RODRIGUEZ and
Miguel RODRIGUEZ, were extradited, respectively, from Colombia to face charges in Miami
and remain incarcerated in the Federal Detention Center in Miami, Florida. In January 2006,
William RODRIGUEZ-Abadia surrendered to Panamanian law enforcement authorities working
with the ICE Attaché, Panama, Panama City, Panama and was transported to Miami to face
charges in Miami. Over $2 billion in assets are being sought pursuant to forfeiture counts of the
indictments.

» Ruelas-Martinez Money Laundering Investigation

Jose Manuel RUELAS-Martinez, leader of a significant Mexican based money-laundering group,
operated several narcotics trafficking organizations in the U.S., Mexico and Colombia. As an
affiliate of the ARELLANO-Felix organization, RUELAS-Martinez was responsible for the
collection of the narcotics proceeds throughout the U.S. The proceeds were bulk cash smuggled
into Mexico for deposit into casas de cambios (money exchange houses) owned or controlled by
RUELAS-Martinez. The proceeds were repatriated to the U.S. as casa de cambio deposits and
reported in compliance with the Bank Secrecy Act. The funds were deposited into U.S. banks
and wire transferred back to Mexico and other countries.

On January 12, 2005, the Department of the Treasury, Office of Foreign Assets Control (OFAC)
added 15 companies and 24 individuals associated with the ARELLANO-Felix money laundering
cell to its list of persons designated, pursuant to the Foreign Narcotics Kingpin Designation Act.
Among those listed were Jose Manuel RUELAS-Martinez and Ivonne SOTO-Vega. An OFAC



blocking order was filed with the San Diego County Clerk ordering real property and two
vehicles with an estimated value of $1.7 million blocked.

On September 15, 2005, as a result of information developed by the ICE SAC San Diego
financial investigation, a Judge in the Fifth District Court in Mexico sentenced Jose Manuel
RUELAS-Martinez to 22 years in prison for laundering money for the ARELLANO-Felix
Organization. RUELAS-Martinez remains in the custody of the Mexican authorities.
Additionally, the Government of Mexico has seized more than $21 million in U.S. dollars and

property.
» Operation Pyrrhic Victory

Operation Pyrrhic Victory is an ICE-led OCDETF undercover investigation targeting the
activities of a Money Laundering/Drug Trafficking organization based in Bogota, Colombia, led
by brothers Juan Isidro TOLOZA-Pena and Juan Andres TOLOZA-Pena. The brothers and 21 co-
conspirators arranged for the smuggling of cocaine and heroin from Colombia and Venezuela to
the United States, Puerto Rico, the Lesser Antilles, and Europe. Their illegal drug proceeds were
laundered through the Black Market Peso Exchange.

On October 15, 2004, enforcement actions commenced and resulted in 24 indictments and 18
arrests in Puerto Rico, Colombia, and St. Maarten, N.A. This investigation has resulted in the
seizure of 250 kilograms of cocaine, 11 kilograms of heroin, 12 domestic and international bank
accounts, at least $1,417,613 in U.S. currency, as well as an assortment of weapons and vehicles.

* The "U.S. Immigration and Customs Enforcement (ICE)" section, posted March 14, 2006, was not included
in the version provided to Congress on March 1, 2006.
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