


In October, Paraguay hosted representatives from financial intelligence units (FIUs) and other
experts from Argentina, Brazil, Paraguay, and the United States to address the challenges
posed by the transnational movement of funds. Delegations also discussed and planned
implementation of a U.S. program to help uncover discrepancies in customs data that
suggested illicit activity. The Three also agreed to strengthen border controls, establish
customs databases, share legislative standards, and designate points of contact on bulk cash
movements.

Brazil hosted a meeting of the broad 3+1 group in December. Delegates reaffirmed their
commitment to fulfill obligations outlined in UNSCR 1373 and to exchange information
among governments. Additionally, the four countries reiterated the need to strengthen law
enforcement ties by organizing a meeting for TBA public prosecutors in early 2006. Brazil
agreed to fully implement the Regional Intelligence Center in Foz do Iguacu by mid-2006,
and to invite Argentina and Paraguay to send official representatives to staff it. The Three
also agreed to implement joint patrols of Itaipu Lake and adjacent waterways and continue
work on integrated immigration and border controls.

Argentina

While Argentina cooperated very well with the United States at the operational level, it has
not addressed some institutional weaknesses that hinder its counterterrorism efforts. For
example, while the Argentine Government and its Central Bank are committed to ensuring
that the assets of terrorist groups identified by the United States or the United Nations are
frozen if they are detected in Argentine financial institutions, Argentina’s financial
investigative unit lacked legal and political weight. New regulations required travelers to
report the cross-border transport of currency in excess of U.S. $10,000, but there were no
penalties for failure to report, nor were the reports easily accessible by investigators. The
government did not advance legislative reform to criminalize support for terrorism.

Argentine security forces were vigilant in monitoring illicit activity in the Triborder Area and
potential support links to Islamic radical groups outside Argentina. There is no credible
evidence that operational cells of Islamic or regional narcoterrorist organizations exist in
Argentina.

There were approximately 20 incidents by local groups involving small bombings, attempted
bombings, or arson, mostly against U.S. and presumed U.S. businesses, including Citibank,
Bank of Boston, Blockbuster, and McDonalds. No fatalities or injuries resulted. Anti-
American pamphlets or graffiti were found at most incident sites.

In February, a new federal prosecutor took over the special prosecuting unit for the July 18,
1994, terrorist bombing of the Argentine-Israeli Mutual Association (AMIA) that killed 85
people. Hizballah and Iran remain the chief suspects. The prosecutor reinvigorated the
problem-plagued investigation, despite suffering a temporary setback: in September, at Iran’s
request, Interpol canceled the international capture orders for 12 Iranian nationals whom
Argentina seeks in connection with the bombing. There were no new developments in the
investigation of the 1992 bombing of the Isracli Embassy, which killed 29 people.
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Brazil

The government of Brazil vigorously condemned terrorism, but did not provide the necessary
political and material support to strengthen counterterrorism institutions. A government
commission proposed a new national interagency counterterrorism structure, but the
government did not present legislation to implement it.

Overall, Brazil continues to improve its counterterrorism capabilities. The government
effectively utilized its financial intelligence unit (COAF) to monitor and prevent possible
funding for terrorist groups. With assistance and training from the United States, the COAF
upgraded its database and data collection mechanisms. The government is also investing in
border and law enforcement infrastructure with a view to gradually control the flow of goods
— legal and illegal — through the TBA, the proceeds of which could be diverted to support
terror groups.

Brazil chose not to establish a terrorist-designation regime that would make support for and
membership in terror organizations a crime. Moreover, the Government of Brazil considers
Hizballah a legitimate political party. Brazilian law prohibits the extradition of native-born
Brazilian citizens and imposes tight constraints on the extradition of naturalized citizens (for
previous crimes and drug trafficking only) and foreigners (for all but ideological or political
crimes). The latter could complicate foreign governments’ efforts to bring terrorist fugitives
to justice. In August, the Brazilian Federal Police arrested Revolutionary Armed Forces of
Colombia (FARC) "spokesman" Francisco Antonio Cadena Collazos under an international
warrant.

The United States continued to work with Brazil in several bilateral, multilateral, and
international forums to strengthen neighbors’ and its own CT capabilities.

Paraguay

Although Paraguay is cooperative in counterterrorism and law enforcement efforts, its judicial
system remains severely hampered by a lack of strong anti-money laundering and
counterterrorism legislation. In 2004, the Government of Paraguay submitted a bill to the
legislature to strengthen its anti-money laundering regime, but the draft legislation remained
stalled. The government has not yet introduced draft counterterrorism legislation. Both are
essential to Paraguay meeting its international counterterrorism obligations under UN
Security Council resolutions.

Lacking effective counterterrorism legislation, Paraguay had to prosecute suspected terrorist
financiers under tax evasion or other statutes. Paraguayan authorities prosecuted Kassem
Hijazi, a suspected Hizballah money launderer connected to 113 businesses and 46
individuals. Hijazi remains free on bail pending a preliminary trial hearing. In addition,
officials filed charges against suspected terrorist fundraiser Hattem Barakat for tax evasion
and passport and document forgery. Separately, Paraguayan authorities are seeking the arrest
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of fugitive Hassan Ali Barakat (Barakat’s cousin), for conspiracy, piracy, and contempt of
court.

Paraguay was shocked by the discovery in March of the murder of former President Raul
Cubas’ daughter Cecilia, who was kidnapped in 2004. Paraguayan authorities aggressively
prosecuted members of the leftist Free Fatherland Party (Partido Patria Libre, or PPL) and
revealed that the perpetrators had sought and received advice on the kidnapping from a
member of the Revolutionary Armed Forces of Colombia (FARC). In October, a Paraguayan
judge indicted 25 individuals, and PPL faction leader Osmar Martinez repeated earlier
admissions of ties with the FARC.

The United States assisted Paraguay with both antiterrorism training and national security
strategic planning.

Bolivia

Bolivia’s counterterrorism efforts are hindered by inadequate resources, corruption, a weak
legal framework, and political uncertainty. The government’s ability to enforce UN sanctions
on suspected terrorist organizations and individuals is impeded by domestic law and an
ineffective judicial system. As of December, the government had yet to bring an ELN
member arrested in Bolivia, Francisco "Pacho" Cortez, to trial. Bolivian authorities
nevertheless arrested Tupac Amaru Revolutionary Movement (MRTA) member Aida Ochoa
in La Paz and took custody of MRTA member Julio Cesar Vasquez from Peru. The Bolivian
Government sought and received our assistance to deactivate man-portable air defense
systems (MANPADS), which were in deteriorating and unstable condition.

Canada

The governments of the United States and Canada collaborated on a broad array of initiatives,
exercises, and joint operations that spanned virtually all agencies and every level of
government. At the political level, however, tensions over Iraq and U.S. actions against
Canadian citizen terror suspects threatened to disrupt valuable information sharing between
the two nations. Terrorists have capitalized on liberal Canadian immigration and asylum
policies to enjoy safe haven, raise funds, arrange logistical support, and plan terrorist attacks.
The domestic terror legislation Canada passed after September 11, 2001 was used for only
one prosecution and will expire in 2006.

U.S.-Canadian counterterrorism cooperation rests on a number of established forums,
including the Security and Prosperity Partnership of North America, the terrorism sub-group
of the Cross Border Crime Forum, and the Smart Border Accord. The latter led to an
agreement to expand the number of Integrated Border Enforcement Teams (IBETs) covering
the border to 15.

Of several exercises held to test the joint U.S.-Canadian response to terrorist attacks,

TOPOFF (Top Officials) in April was the most ambitious. This exercise with Canada and the
United Kingdom involved more than 8,000 personnel managing scenarios in three countries
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forfeiture of proceeds from illegal activities, but do not outlaw the flow of legitimate money
to terrorist organizations.

El Salvador has the basic statutory framework to prosecute terrorists, but the judicial system is
weak and inefficient. The constitution expressly protects Salvadoran citizens from electronic
monitoring, and the current draft counterterrorism legislation is unlikely to change that.

The National Civilian Police (PNC) is professional and well-regarded by Salvadoran citizens
and outside observers. The PNC coordinates well with the National Intelligence Service, the
Immigration Service, and the Office of the Attorney General. While its immigration regime is
strict, El Salvador does not have a customs and immigration recordkeeping system accessible
in real time at ports of entry and by the central authority.

Guatemala

Severe resource constraints, corruption, and an ineffective criminal justice system hindered
efforts against transnational crime threats such as drug trafficking and alien smuggling,
especially through remote areas of the country. Guatemala lacks the technology and
manpower to effectively monitor the potential transit of international terrorists. Nevertheless,
authorities have provided strong cooperation to U.S. requests for assistance in the
investigation of terrorism leads. Deployment of an interagency task force provides a new
governmental presence in the previously lawless northwest border region.

Guatemalan law enforcement authorities have sought but do not have wiretapping authority.
Legislation pending before the Guatemalan Congress may address this deficiency. Terrorism
suspects -- like ordinary detainees -- can only be held for six hours without being charged.

There is no credible evidence of terrorism financing in Guatemala; the government, along
with the private financial sector, actively cooperates in looking for such funds. Terrorism
finance legislation was passed and complies with international standards.

Mexico

The Mexican Government worked closely with the United States on all aspects of
counterterrorism security and prevention. In particular, Mexico was extremely helpful in
flagging, monitoring, and controlling flights to or over the United States that may have raised
terrorism concerns.

A National Security Law that took effect in January established a National Security Council
to improve military, intelligence, immigration, and civilian law enforcement cooperation on
security issues, including terrorism. The law also established a National Security
Commission in the Congress.

Mexico remained engaged with the United States in efforts to improve border security.
Working with the United States and Canada, the Security and Prosperity Partnership of North
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America (SPP) was launched to keep North American borders closed to terrorism and open to
trade.

The Mexican Government deployed federal authorities and military forces along its northern
border as part of "Operation Secure Mexico," in response to deadly attacks against
government officials and narcotics-related violence. Mexican officials also worked to
implement the Operation Against Smugglers Initiative on Safety and Security (OASISS).

Under Mexico's own Plan Centinela, Mexican armed forces were deployed along the northern
and southern borders to protect vital infrastructure throughout the nation and to enhance
airport security. The Mexican military continued to place great emphasis on expanding its
counterterrorism capabilities, maritime air surveillance, and security and response measures
for all key national strategic facilities, including the oil production infrastructure in the Gulf
of Mexico.

Nicaragua

The most pressing counterterrorism issue for the United States concerning Nicaragua is the
stalled destruction of Nicaragua’s stocks of man-portable air defense systems (MANPADS).
While the Nicaraguan executive branch and armed forces recognized the danger from these
weapons falling into the hands of terrorists and cooperated with the United States, the
opposition-controlled legislature delayed the MANPADS destruction program. With U.S.
assistance, Nicaragua’s armed forces have upgraded security and accountability systems for
these weapons, pending the program’s resumption.

The Nicaraguan legislature has also failed to act on a comprehensive counterterrorism law
that would create a national counterterrorism operations unit and address deficiencies in
existing criminal and money laundering statutes. The latter, coupled with a cash-starved
financial analysis unit, amounts to an ineffective anti-money laundering and terror financing
regime.

Nicaragua’s court system is politicized and mired in corruption that reaches the Nicaraguan
Supreme Court.

Panama

Panama’s primary counterterrorism concerns are protecting the Panama Canal and preventing
Colombian narcoterrorists from gaining greater influence in the country.

Panama has invested heavily in security infrastructure for the Canal and in national security
planning and preparedness, focusing on improving inter-service cooperation through exercises
and joint operations. Panama provides enhanced force protection for U.S. warships transiting
the Canal, and provided enhanced security for 80 ships carrying nuclear waste or nuclear
cargo through the Canal. Panama hosted PANAMAX, an annual multinational
counterterrorism exercise that simulates the defense of the Canal from terrorist attack.
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Members of the Revolutionary Armed Forces of Colombia (FARC) routinely enter the remote
Panamanian province of Darien for rest and refitting. They have killed Panamanians, taken
hostages, and proselytized to captive audiences. Panamanian public security forces in the
area, while increasing in number, are under formal or informal orders to avoid armed
confrontation with these narcoterrorists.

Panama has no army. However, the Panamanian National Police (PNP), with U.S. training
and assistance, has established a permanent presence along the Colombian border to try to
discourage narcoterrorist operations. As part of its Secure Trade and Transportation
Initiative, the government is considering creating a dedicated border control force. Panama
maintains a border security cooperation agreement with Colombia for sharing cross-border
security information and facilitating security force cooperation on narcoterrorist and illegal
migrant issues.

Panama's Foreign Ministry, Council for Public Security and National Defense, Financial
Analysis Unit, and Superintendent of Banks were fully cooperative in reviewing terrorism
finance lists and played a leadership role in helping other countries in the region improve
standards. The Panamanian legislature passed new legislation restricting possession of
precursor chemicals and toughening laws on money laundering.

Peru

Peru’s top counterterrorism concern is preventing the re-emergence of the militant Maoist
Sendero Luminoso (SL or the Shining Path), a designated Foreign Terrorist Organization that
convulsed the country in the 1990s at a cost of more than 35,000 lives.

Although previous Peruvian administrations nearly eliminated the SL in the 1990s, the
organization, now intertwined with narcotics trafficking, remains a threat. The SL --
estimated to number approximately 200 armed combatants at present -- conducted several
deadly attacks in remote areas in 2005. While the new SL seems shorter on revolutionary zeal
than its predecessor did, reports suggest it is attempting to rebuild support in the universities,
where it exercised considerable influence in the 1980s. Meanwhile, the drug trade provides
SL a greater source of funding to conduct operations, improve relations with local
communities in remote areas, and gain recruits. Lack of a government presence in these areas
and a deterioration in Peruvian security capabilities has complicated efforts to counter or
disrupt SL activity.

SL’s attacks, which targeted the Peruvian National Police (PNP) and the U.S.-Peruvian
counternarcotics program, included the ambush and murder of three highway police officers,
an attack on three counternarcotics helicopters, and the killing of three police officers with an
electronically-detonated explosive device. In November, a group of heavily armed SL
members kidnapped ten employees of a USAID economic development contractor. The
abductors released the employees, but threatened to kill them if they returned to the area. SL
forces ambushed and killed five counternarcotics police officers in December.
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President Toledo and the Peruvian Congress allocated more than $55 million to security,
national defense, and socio-economic development activities and projects in areas where SL
and remnants of other terrorist groups operate. The government has also sought to improve
interagency cooperation and strengthen prosecutors. Police units specializing in
counterterrorism and counternarcotics conduct operations together with the Peruvian Army.

Authorities arrested 143 suspected SL and Tupac Amaru Revolutionary Movement (MRTA)
members, including SL leader Toribio Castaneda Quijano and the last at-large original leader
of the MRTA, Julio Cesar Vasquez. Toledo has repeatedly reauthorized a 60-day state of
emergency in parts of Peru's five departments where SL operates, suspending some civil
liberties and giving the armed forces authority to maintain public order.

The Government of Peru aggressively prosecuted terrorist suspects, led by special
counterterrorism prosecutors. A special court is retrying approximately 750 of the 1,900 SL
and MRTA members whose convictions were overturned by Peru’s Constitutional Tribunal in
2003. The government is also retrying SL founder Abimael Guzman and 20 co-defendants.
Peru’s judicial system convicted and sentenced to lengthy prison terms an SL leader and three
associates for the 2002 bombing of the El Polo shopping center and for membership in the SL.
Seven co-defendants were acquitted.

There is no evidence that neighboring Colombia’s National Liberation Army (ELN) operates
in Peru. The Revolutionary Armed Forces of Colombia (FARC), uses remote Peruvian
territory for rest and arms purchases. According to the Peruvian police, the FARC has forced
indigenous groups in remote jungle areas to cultivate coca crops. Peru, Colombia, and Brazil
are party to a 2004 border security agreement to cooperate against terrorism and arms
trafficking.

Uruguay

The Government of Uruguay allocates insufficient resources and lacks the political will to
play a more significant role in the global war on terrorism.

Most Uruguayans, including officials responsible for counterterrorism and emergency
preparedness, do not believe terrorism will ever directly affect Uruguay. Newly inaugurated
President Tabare Vazquez resumed diplomatic relations with Cuba -- a U.S. - designated state
sponsor of terrorism -- that the previous government had severed. Uruguay maintains
diplomatic and commercial relations with Iran -- another state sponsor of terrorism -- and
reacted slowly to the Iranian president’s statements calling for Israel's destruction.

Venezuela

Venezuelan cooperation in the international campaign against terrorism remained negligible.
President Hugo Chavez persisted in public criticism of U.S. counterterrorism efforts, publicly
championed Iraqi terrorists, deepened Venezuelan collaboration with such state sponsors of
terrorism as Cuba and Iran, and was unwilling to deny safe haven to members of Colombian
terrorist groups, as called for in UN resolutions.
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Chavez' ideological sympathy for the Revolutionary Armed Forces of Colombia (FARC) and
the National Liberation Army (ELN) limited Venezuelan cooperation with Colombia in
combating terrorism. FARC and ELN units often crossed into Venezuelan territory for rest
and re-supply, with little concern that they would be pursued by Venezuelan forces. Splinter
groups of the FARC and another designated Foreign Terrorist Organization, the United Self-
Defense Forces of Colombia (AUC), operated in various parts of Venezuela and were
involved in narcotrafficking. The government pursued the latter with greater energy.

It is unclear whether and to what extent the Government of Venezuela provided material
support to Colombian terrorists, and at what level. An ex-ELN guerrilla told the press in
February that a "non-aggression" pact existed between the ELN and Venezuelan authorities,
adding that the Venezuelan National Guard allowed the terrorist group to kidnap ranchers.
Weapons and ammunition -- some from official Venezuelan stocks and facilities -- regularly
turned up in the hands of Colombian terrorist organizations. The government did not
systematically police the 1,400-mile Venezuelan-Colombian border to prevent the movement
of groups of armed men or interdict arms flows to narcoterrorists.

Venezuela passed an organized crime bill and a penal code reform that outlaw collaboration
with terrorists but do not define the terms "terrorist" or "terrorism." In November 2004, the
Supreme Court set up a special panel for terrorism cases, but it is unclear whether the panel
has tried anyone for terrorist acts.

Radical political elements detonated a series of small bombs, particularly in Caracas. Despite
accusations and counter-accusations among various political actors, the exact perpetrators
remain unknown.

Venezuelan citizenship, identity, and travel documents remained easy to obtain, making
Venezuela a potentially attractive way-station for terrorists. Senior FARC member Rodrigo
Granda, who was captured in 2004, had Venezuelan citizenship and identification papers
while residing in Caracas. International authorities remained increasingly suspicions of the
integrity of Venezuelan documents and their issuance process.

170



