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12 FAM 670   
AUTOMATED INFORMATION SYSTEMS 

(AIS) SECURITY CONTROLS 
(CT:DS-137;   07-28-2008) 
(Office of origin:  DS/SI/CS) 

12 FAM 671  PURPOSE 
(CT:DS-137;   07-28-2008) 

The purpose of this chapter is to provide procedures for implementing AIS 
security controls required to protect the Department’s automated 
information systems and the information they process. 

12 FAM 672  UNCLASSIFIED FILE TRANSFERS 
BETWEEN CLASSIFIED, UNCLASSIFIED, AND 
NON-DEPARTMENT AIS 
(CT:DS-137;   07-28-2008) 

a. File transfers may not be performed by users without written approval.  
See 12 FAM 625 and 12 FAM 635 for post and bureau requirements and 
options for granting approvals. 

NOTE:  This section addresses file transfers between systems using 
physical media (e.g., CD-R or flash/thumb drives); it does not address file 
transfers between systems performed via an approved system 
connection, (e.g., e-mail attachments sent or received via the 
Department’s OpenNet Internet gateway). 

b. Systems managers providing a file transfer service are responsible for 
ensuring that requests are from a legitimate user.  Requests should be in 
writing, clearly identify the file(s) to be transferred, and contain a 
statement that the user has reviewed the file(s) for content (e.g., to 
ensure that an ‘unclassified file on a classified system does not have 
unmarked classified content). 

c. If the request is made via other than classified e-mail, the request must 
be confirmed in one of the following manners: 

(1) The original request may be signed using a Department issued PKI 
certificate; 
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(2) The requester may send a confirmation of the request via classified 
e-mail; 

(3) The systems manager staff may call the requester at their 
Department telephone number; or 

(4) The requester may speak in person with the systems manager staff. 

d. Many of the systems manager responsibilities identified in this section will 
be carried out by the systems administrator staff.  In those instances, the 
systems manager is responsible for ensuring that there are properly 
documented procedures in place and that the responsibilities are carried 
out correctly. 

12 FAM 672.1  File Transfer Between a Classified 
AIS and an Unclassified non Department AIS 
(CT:DS-137;   07-28-2008) 

Under no circumstances may an unclassified file be transferred directly 
between a Department classified AIS and an unclassified non-Department 
AIS.  If there is a business requirement to move the file in either direction, it 
must be done indirectly, via an unclassified Department AIS.  The transfer 
must be accomplished using both the procedure for transferring a file 
between a classified AIS and an unclassified Department AIS and the 
procedure for transferring a file between an unclassified non Department AIS 
and an unclassified Department AIS, in the order appropriate for the transfer 
(see 12 FAM 672.2 through 12 FAM 672.5). 

12 FAM 672.2  File Transfers from a Classified 
Department AIS to an Unclassified Department AIS 
- Unclassified Files Only 
(CT:DS-137;   07-28-2008) 

Secret cleared American users must adhere to the following procedures 
when transferring unclassified files from a classified Department AIS to an 
unclassified Department AIS: 

(1) Cleared American Systems Manager approval is required in writing 
to perform the transfer (see 12 FAM 635.2 approval requirements); 

(2) Only data files, (e.g., images, graphic presentations, spreadsheets, 
text documents) may be transferred by a user; 

(3) The file transfer is only authorized between AIS workstations that 
have IT-CCB approved operating systems configured in accordance 
with Department security configuration guidelines.  These 
workstations must have the latest anti-virus and definition files 
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installed; 

(4) Department owned, unused, or reformatted non-electronic 
removable media (e.g., diskette, CD-R) or a dedicated flash drive 
may be used to perform the file transfer.  Reformatted non-
electronic removable media must be labeled “SECRET (for ClassNet-
OpenNet file transfer use only).”  The media must be checked for 
viruses immediately upon insertion into the classified AIS (see 12 
FAM 637.1-4 for flash drive requirements); 

(5) Before transfer, each file to be transferred must be reviewed to 
ensure it does not contain classified information or markings.  The 
user requesting the transfer is responsible for a full review for 
classified content and markings, and the employee performing the 
transfer is responsible for a secondary review for classified 
markings.  The user must confirm in writing (i.e., signed memo or 
e-mail) that the file does not contain classified data, and state 
whether or not the user has any reason to believe the file might 
have previously contained classified data (see 12 FAM 672.2(6) 
below for special requirements if classified content has been deleted 
from the file); 

(6) After the requester has verified that the file only contains 
unclassified information and the employee performing the download 
has completed a double check (for any classified markings only), 
the file must be copied to the removable media using the operating 
system file copy command or a utility program approved by the IT-
CCB for that purpose; 

 Note:  If a file previously contained classified data (e.g., if a user 
has redacted a document to produce an unclassified version) then 
the download must be performed by the systems administrator staff 
using a security utility program approved for that purpose, in order 
to ensure that classified data remnants invisible to the average user 
are not included in the file transfer; 

(7) The removable media must be reviewed to ensure that only the files 
listed to be transferred are resident on the media; 

(8) The removable media can then be taken from the classified AIS 
workstation and placed on the unclassified AIS workstation; 

(9) The removable media must be virus scanned to ensure that it is 
free of viruses.  The removable media must again be reviewed to 
confirm that only the files listed to be transferred are resident on 
the removable media.  The files may then be copied onto the 
unclassified AIS; and 

(10) All removable media used in this process must be labeled and 
secured as classified items through final disposition of the media. 
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12 FAM 672.3  File Transfers from an Unclassified 
Department AIS to a Classified Department AIS - 
Unclassified Files Only  
(CT:DS-137;   07-28-2008) 

Secret cleared American users domestically and TS cleared systems 
administrator staff worldwide must adhere to the following procedures when 
transferring unclassified files from an unclassified Department AIS to a 
classified Department AIS: 

(1) Cleared American systems manager approval in accordance with 12 
FAM 635.2 is required for a user to perform a transfer domestically.  
Users may not transfer files onto a classified AIS overseas; 

(2) Users may only transfer data files (e.g., images, slide 
presentations, spreadsheets, text documents).  Users are prohibited 
from transferring executable files; 

(3) The file transfer is only authorized between AIS workstations that 
have IT-CCB approved operating systems configured in accordance 
with Department security configuration guidelines.  These 
workstations must have the latest anti-virus and definition files 
installed; 

(4) Department owned, unused or reformatted, non-electronic digital 
removable media (e.g., diskette, CD-R) or a dedicated flash drive 
must be used to perform the file transfer, and the media must be 
checked for viruses.  Reformatted non-electronic removable media 
must be labeled “SECRET (for ClassNet-OpenNet file transfer use 
only).”  See 12 FAM 637.1-4 for flash drive requirements; 

(5) The files must be copied to the removable media using the 
operating system file copy command or a utility program approved 
by the IT-CCB for that purpose.  The removable media must be 
reviewed to confirm that only the files listed to be transferred are 
resident on the media; 

(6) The removable media can then be taken from the unclassified AIS 
workstation and placed on the classified AIS workstation; 

(7) The removable media with files must be virus scanned to ensure 
that it is still free of viruses.  The removable media must again be 
reviewed to confirm that only the files listed to be transferred are 
resident on the removable media.  The files may then be copied 
onto the classified AIS; and 

(8) All removable media used in this process must be labeled and 
secured as classified items until final disposition. 
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12 FAM 672.4  File Transfers from an Unclassified 
Non Department AIS to an Unclassified Department 
AIS - Unclassified Files Only 
(CT:DS-137;   07-28-2008) 

After receiving the necessary written approval from a supervisor in 
accordance with 12 FAM 625.2-1, the following procedures must be followed 
when transferring unclassified files from a non Department AIS to an 
unclassified Department AIS: 

(1) Only data files (e.g., images, slide presentations, spreadsheets, 
text documents) may be transferred by users.  Executable files are 
not authorized to be transferred; 

(2) The file transfer is only authorized to an unclassified Department 
AIS workstation that has an Information Technology Change 
Control Board (IT-CCB)-approved operating system configured in 
accordance with Department security configuration guidelines.  The 
workstation must have the latest anti-virus and definition files 
installed; 

(3) Only unused or reformatted, non-electronic removable media (e.g., 
diskette, CD-R) or a dedicated Department owned flash drive may 
be used to perform the file transfer; 

(4) While on the unclassified non-Department AIS, the removable 
media should be virus scanned to ensure that it is free of viruses 
and reviewed to confirm that only the file(s) listed to be transferred 
is/are resident on the removable media; 

(5) Upon introduction to the Department AIS,  the removable media 
must be virus scanned again to ensure that it is free of viruses and 
reviewed to confirm that only the files authorized to be transferred 
is/are resident on the removable media.  (This restriction does not 
apply to other Department files that may be resident on a flash 
drive used only with a personally owned and managed secure PC, 
as defined in the Remote Access and Processing Policy); and 

(6) The file(s) may then be copied onto the unclassified Department 
AIS. 

12 FAM 672.5  File Transfers from an Unclassified 
Department AIS to an Unclassified Non Department 
AIS - Unclassified Files Only 
(CT:DS-137;   07-28-2008) 

After receiving the necessary written approval from a supervisor in 
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accordance with 12 FAM 625.2-1, the following procedures must be followed 
when transferring unclassified files from an unclassified Department AIS to 
an unclassified non Department AIS: 

(1) Only data files (e.g., images, slide presentations, spreadsheets, 
text documents) may be transferred.  Executable files are not 
authorized to be transferred unless authorized in writing by the 
Office of Computer Security (DS/SI/CS) and the Office of 
Information Assurance (IRM/IA); 

(2) The file transfer is only authorized from an unclassified Department 
AIS workstation that has an IT-CCB approved operating system 
configured in accordance with Department security guidelines. This 
workstation must have the latest anti-virus and definition files 
installed; 

(3) Department owned, unused or reformatted, non-electronic, 
removable media (e.g., a diskette, CD-R) or a dedicated 
Department owned flash drive must be used to perform the file 
transfer; 

(4) The removable media must be virus scanned to ensure that it is 
free of viruses; 

(5) The file(s) must be copied to the removable media using the 
operating system file copy command or a utility program approved 
by the IT-CCB for that purpose; 

(6) The removable media must be reviewed to confirm that only the 
file(s) listed to be transferred is/are resident on the media; and 

(7) The removable media can then be taken from the unclassified 
Department AIS workstation and placed on the non Department 
unclassified AIS. 

12 FAM 673  THROUGH 679 UNASSIGNED 


