‘AGREEMENT SZTWEEN
THE UNITZD STATES DEPARTMENT CF DEFENSE
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THE NEW ZERLAMD DFFENF" FORCE

=
™~

"CONCEENING DEFENSE‘COMMUNICATIONS SERVICES

06- 93

“he Uﬁ*ted States Department of Defense (USDGD) and the New Zecaland Defence Force |

(NZDF). Lhe_"Partles")r

- RECOGNIZING the need for improvement ie-te;ecommunications_servtce affecting
defense‘comﬁunications channels and reeerdfmessage;traffic between the UéDOD éﬁd
the NZDF; V |

- NQTING that the United States Global'Iﬁfdrmation Grid {GIG) end the New Zealand

"Defénce Communications® Network (NZDCN) are ‘inferconnected via 'limited'

telecommunlcatlons channels and presently exchange narrative record trafflc

“through a dlrect, on—llne 1nterface between the US GIG Defense Message System-

(DMS) Natlonal-Gateway Center {NGC) and the. NZDCN-

- NCTING that the capablllty ex1sts to upgrade the ex15t1ng telecommunlcatlons
charinels ‘and services between the US GIG and the NZIDCN;

- DESIRING :TO RECORD ARRANGEﬂENTS for ‘furtﬁer. cooperatioﬁ :relating te th%
establishment, essignﬁent, utilizetion, practices, ptocedures.and payment for

telecommunications services shared or provided between the US GIG and NZDCN;

HAVE AGREED AS FOLLOWS: ' ' - N A

J . : : . : s

Commonwealth of Virginia
County of Arlington

, On this 31st day of March, 2006, I certify that this is a true copy of
the above entitled document, the original of which is on file in the Qffice-
of the General Counsel, Defense Informatlon Systems Agency, P.0. Box 4502,

Arllngton, Vlrglnla 22 4-4502.




shall be submitted toc the Directeor, LISA, whc has the authority tc amen

ARTCZCLE T: SCOPE

i.. The United States .[US), Australia [(AS!, and New Zezland 'NZ' have existing

l}

teleccrmunications chapneiélagd services (defined as the.SIMESCN sysIam; between
the US GIG, thé ASDCS arnd theiNZDbN;' This Agreeﬁent.co%e:s thése channels and
se;vices.bgtween the US and NZ and the data handiing équiﬁﬁent'in the terminals
in Ehe‘US and NZ fﬁ link the sysﬁems. This Agreemenf alsd covers existing High

A

Frequency radic system between US GIG and NZDCN facilities.

.2.7 The AS/US cbmmunication agreement dated the thirtegnth day,bf July 1999

expired'in July 2004_ahd is currently being rejnégotiatéd,_ It is concerned with

the US/AS responsibilities for the SIMPSON system.. Any amendment or'céncellation'

. of the successor agreement - shall reguire a bilateral review between ‘USDOD and -

'-NZDF‘of the operational,,tedhniéal'and.fuhdiﬁg'arrahgemenﬁs set out in the

Annexes to this.Agreement.

ARTICLE II: ORGANIZATIONAL AND TECHNICAL RESPONSIBILITIES

1. The Dire;fof, Defense Information Syétems Agencj {DISA), and the Chief '

Information ‘Officer (CIO), on behalf of the USDOD and NZDF, respectively, shall

”bé'responsible for the implementaticn of this Agreement. 'Thé develcopment of any

further technical and‘operational proposaisrand_proceddres fdr telecommhﬁications

services which result from thié Agreement will be_accbmplished through close

liaison and coﬁsultéti;n between these persons. -

_2. The Comménder; Defense Information‘Systems Agenéy, Pacific Area (DISA—PA&),

aétingras Execptive‘Agent cn behalf of_the Directct DISA; and CIC are authcrized

to 5oordinate'those changes- affecting the te&hnigal, operational and funding

l Cecrdinates changes

arrangerents set forth ir the Anrexes to *his: Agreerent.

Annexes ol tnis Agresment for the USDOD and to CIC whe has the suthority Lo amend

]
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[a]

the Annexes of the ARgreement fo
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3 This Agressmert includes Annexss A through F, attached; covering Tachrnical

Arrancements, Communications Practtices and: Frocedures, Postal and Message

Addresses, HF Restoral, and Funding.

4. Direct coordination between the USDOD and.NZDF telecommunications stations is
-authorized and 'encouraged. This  coordination may bs accomplished by
cokrespondence, méssages, or personal visits, keeping CISA-PAC and CIC advised.

The message and postal'addresSes of the USDCD and NZDF. authorities cpncernéd are

reflected in Annex C;

~

5.. Alliintérfa;e'équipmént'must comply with US DefenserMeSSage System (DMS)
'Coﬁpliance Capstone Test & Evéluation,Master Plan (TEMP) prior to_éonﬂectipn'tp
Dﬁs. At DISA's reqﬁest, NZDF will assist in,conductiﬁg DMS—Capstoﬁé TENP
* functionality testing which includes the DMS Component Approval Process -(DMS éAé}
IAW DISA Memorandum, DIS, 24 Mar 93, to validate co_mﬁqtibiiify of the terminal -
with the nétwork; DISA will, in turn, provide advanced notification of any noen-

- .

transparént changes to the operation of the NGC and US Defense Message System

(DMS) . -Likewise,‘NZDF will-proVidé priof written notification to DISA df any

- changeé in hardware,lsoftQare,:location, interfaqe.deviées or parameters of NZDCN
"gatéﬁay_éefminéis handling NGC traffic. . . .

With the closuré of éhe_ﬁs legacy-DTHS in 2003, the Fort Detrick National

Gatewa} Center became the US'interface‘with NZDF for the contiﬁﬁed‘éxchange of

reccerd communications. External to the NZIDF, the‘Nationai Gateway Center will,

.

Qhen rnecessary, convert legacy ARCP 127 formatted messages received from NZDF into
x.400 for delivery to US addressees serviced by DMS. TherNational Gateway. Center
will convert x.400 and JENAP 1282 formatted messages received from US astivities

to ACP 127 format for delivery to NIDF addiresses.




: in the imrplementaticn ¢f =zhis Agresemsnt, each Party has overall

ol that system &nd Lor fulfilling its cwn coﬁmunications'reqﬁiréments. This
:éépqnsibiiityqipcludés:

a; ' Cérrying out anq kEearing the cost bf pfocurement, installaticen,

operation and méintenance_of eguipﬁentlrequired aé,laid down in thé

Anﬁexes} ahd .

E b? Acquirindlandrbeariﬁg‘fhe co;t-of'any sefvicesi(such as leasiﬁga
qiréuit55 fequifea. |

The Parties recognize, however, that .each shall requi?e assistéhbe of the othér
in carrYiné‘out the tésks-for th;hl;tris reépénsible. Therefore,’thelAnheges to
'thié Agreement seﬁ‘out'in detail_fhe specific resouﬁce resppﬁéibilitiés for the
_circu;té and terminals iﬁvolved in khis Agreement. The QSSignment of.resou;qe
responsibilities in,Anﬁexes A and B is inténded only to eétablish which Party to
the Agréement shail perform thé assigned tasks. Theréverail cost of performing

each task shall still .be borne by the Party.for whose. communications ‘system the

task is performed.

2. The Parties rebognize that the USDOD shall provide certain equipment to NZDF
for use in the, NZDCN. The partieS'will enter into a lease to govern the

provision of that eguipment, if appropriate.

3. The Parties :?cognize that the US GIG is dependent on leased commercial
‘Circuité for its'operatiohs in NZ. CIO wiil orde; ana pay for‘circﬁits for the
use of the US GIG iﬁ-the.nbrmal manner for telecoﬁmunications circuits leased by
NEZDF. -These costs will be cffset against Cgarges incurred for NZDF access to the

s ZICG.

4. The parties recognize thet the implementation of this Agreement 1s subject tco

the laws of NZ and the US and the authoriZation and apprepriation of funds.




5. The ccmmunicaticns channel essignments and utilizatio
appliceble ‘¢ the WZDT/USDCD ccoperation under this Agreement are conteined in
es and detaliled

Annex A and.its Appendices, whnich specify resource responsibilitc

channeiizartien of the designated trunks {(circuits), és well &as ccntrol

responsibiiities and operational procedures.

6."Handling.arrangements for the transmission of défense communicaticns petwéeﬁ
the reccrd networks df‘the bS,GIG and the' NZDF under the‘terms‘of'thisiAgreemenﬁ:
are coﬁtained‘in.Anﬁex B. 'The.Apéendices.to:thisLAnnex identify the designéted‘
transfgg §tations‘and spebiﬁy the tecbnicql deiails‘éhd.resource responsibilifies

te carry out this Agreement..

ARTICLE IV: FUNDING

.1l Thé,Parties Have entered into this Agréement with the underétanding that. the
exchange. of communicqtibnslsupport and reléted gupplies and services to be
undertaken pu?suant to this Ag;eemgnt shall be an“exchénge of équivaient-valué
and that there cdnsequently'éhali be no‘reéuirément for monéta:y payments. lIf
actual pfﬁcticé demonstrgtés;that the valueé of_the'commuhicationé support And:
,reléted suppiies and serv;ces being éxéﬁanged is_hqt eqﬁivalent, then-the Paréies
shall enter into negotiations tc adjust the arrangements so that the values
" remain substaniiallg.equivaient. If such adjuStmedt is not possible, .then-any
accrued. credits and Hliaﬁilities resulting from an unequal exchahgg qf
cbmmﬁnications suppoft'and relatédlsupplies and .services during the tefm-of thi§
Agreement annually shall bé'liquidated by direct payment_£o;the Party'having

provided the greater amount cf communicaticns support and related supplies and

serviZes.

2.  Each.Parcy shall b=ar the costs of cperations and mainternance cf 1ts own
telecdommunicaticns system and cf meeting its own teleccrmmunications reguirements
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‘inciuding  thcse costs  issofizted  with  the  use
telecornmunicaticns syscems.

~£

3. Each Party snall reimburse the other Farty Ior the-costs . cf zccess to and use
of the suppliying Party's communications systems. In those instances where one’

Party performs services for the cther, reimbursement for. the cost of thessa

services shall ke negotiated.

4. Deﬁailed funding -arrangements pertinent to this Agreement are contained in.

‘Annex F. .

ARTICLE V: SECURITY

1. Any classified information or material exchanged under the terms of this
Agreement shall be protected in accordancs with the national requirements’

pertaining to each country concerning the handling of classified information.
‘ . ‘ o . .

El

ARTICLE VI: RELEASE OF INFORMATION TO THE PUBLIC

1. The. release of informétion ffo;mal reléasgs or anéwefs:to quefies) to the
pfess of pub;ic concerning the érrangements and activiﬁies re;ulting froﬁ this
lAgréement'shall nét‘éccur'before consultationlbefween the Parties. Quesfions
éddrgssgd to one Party, concerning the. activities of thé:other shali be referred

to the other Party.

2. FEach Party shall take &ll lawful steps available to it to keep informatioh

exchanged in confidence under this Agreement free frem disclosure under any

in ‘prcviding the desired protection, each Party shall mark such

3. T

t

ssls

4t

tnformation furnished teo the cther with & legend indicating the ccuntry- of




srigiLn, the':onﬁitions'cf releazge and the fact that ths InZ

this Agreement, and that it is furnished in confidence.:

4." Unclassified information provided by either Party tec the other in confidence,
! p ¥ i

end Irformaticn produced by either Party pursuasnt to this Agreement requiring

confidentiality, shall be safegquarded in a manner that ensures its rproper

prdtection'from unautherized disclosure.

ARTICLE VII: WAIVER OF CLAIMS

-~

1.. Each Party to this Agreement waives any claim, which it may have against the
other Party for damages resulting from any failure of the equipment, systeﬁ or

handling of reéofd'telecommun;cations under theé provisions of this Agreement.

2. The USDOD shall exercise the same precautions in handling NZDF record traffic
as those used in handling usDoD record .traffic within the DMS. NZDF shall
exercise the same precautions +in handling USDOD reéord traffic as those used in

handiing NZDF record traffié within. the NZDCN.

ARTICLE VIII: DISPUTES

1. Any disagreement regarding. the interpretation‘or implementation of this
-Agreement shall be resolved by consultation between the Parties and shall not be

referred to an International Tribunal or Third Party for Settlement.

ARTICLE IX: ENTRY INTO FORCE, TERMINATION AND REVIEW

1. This Agreement shall enter into force on the date of last signature and shall

in fcrece for five years but, within that pericd, may be terminatel by

remain
gither Party 90 days after written notificaticon is given to the cther Party cr
g02nér by mutual conszent




2. Esch Pakx-y.shall be&r its own costs resulting Zrom

H

Agreement in addition to any Articis IV, paragreph 1,Lizbiiities.

3. This. 'Agreement skall be reviewed ananually by the Parties hexsto and
.nonsubstantive changes, that is thecse changes -affecting the technical,
made tc the

operét;cnal and fundinq arrangements set out in the Annexes, may be

.Annexes without rénegotiation of the basic Agreement.

ARTICLE X: LIST OF ANNEXES AND APBENDICES

The following are attached to'and'form,partléf‘this Agreement:
Arinex A - Technical Arranéemenﬁs ‘
Co ‘ o o : TS _
- Appendix.l - -.Responsibilities, Utilization, Operaticn and Funding of the

Time Division Multipleking System (TDMS)

.*. Attachment 1 System Diagram
Annex B - CommuhigationS‘Préctices and Procedures

Appendix 1 ' = NGC - SECNET Interface Operating Procedures

Attachment 1 Technical Characteristics of the NGC-SECNET Interface

Attachment 2 - Resource Responsibilities for the NGC-Wellington SECNET
Interface ) ) ) ‘ -

Annex C . ’ - Postal and Message Addresses of Authorities Cohéerned'with

NZDF/USDOD Telecommunications Agreements

'Anﬁex.D - Reserved

Annex E . - RestoraL'Plaﬁ for SIMPSON-Communication System
Appendix 1 .; Summary of Restorél,Situatiohs o

Annex F . . — Funding Agregments




FOR THE UNITED STATES

DEPARTMENT ‘OF DEFENSE:

s (o, oo

Name: . Charles Eﬁrcroom, Jr.-

Title: Lieutenant General, USAF
Agency:. pDISA

Date :Signed: 30 Mareh 20(_3 €

Plac‘e Signed: Ap}m).;‘,'iv‘ l_,".:'j,wff\

- Signature:

FOR THE NEW ZEALAND

DEFENCE Force:

 Name': " Mr. D.M. Locke
Title: Chief Information Officer
Agency:  New Zealand Defence Force

Date Signed: b= 'VT/'I{:C -

L;}\, tttlmjf““\ N 1S

Place Signed:




‘ANNEX A TO THE NEDF/USCCD
AGREEMENT . .

- CONCERNING DCEFENSE CCMMUNICETIONS
SERVICES ‘

TECENICAL ARRANGEMENTS
SiMPSON PEASZ III

1. Purpcse. The purpose c¢f this Annex Is to set forth the ‘technical
arrangements . relating to the"assignment, ~utilization and specification -of

¢ommunications channels.

.2._JTrdnks (Circuits) Included In These Arrangements

a. Technical érrangementé for the following trunks (circuits) are included

. in'this-Annéx'with_capacities as'detailed‘in the Appendiées;

(1) Circuits in acceordance with the approved System Diagram.
(2} -Restoral Plan: Provided at Annex E.
‘ . /
b. 'Permanent changes to trunks {circuits) will be the subject of an

appendix to this Arnex (see paragraph 4 for changes to channels),

3, 'Equipment'CompatibiliEy.

a. No alterations of ‘equipment which will affect compatibility will be made

without mutual consent between the Parties concerned.

b. CI0O will assist DISA, working with Commander, DISA PAC, tc determine

commercial interface reguirements in NZ.




rd Zhange Procedures,

“to fcrmalic

The channelization of the trunks referred to in par Jraph 2 gktove Wwill

be as set forth in the System Diagram. - Channeliization Records (TSOS)
will be exchanged at apprcpriate intervals, by Commander, -DISA PAC and

CIO.

Permanent changes to channeli"ation affecting circuits between u.s. /NZ,

"U S /AS and AS/NZ wlll be by mutual’ arrangement between CIO and BISA

through .Commander, DISA AC. The.i AS Dlrector General J01nt

_Communlcatlons Electronics (DGJCE) w1ll assnme Channel Manager

respon51blllt1es in AS for 01rcu1t/channel CcCross connects to the ‘AS tot
NZ TDMS, subject to acceptance of this role by the ASDOD in a separate
agreement. This shall be effected by the AS Manager (1 e DGJCE)
sutmitting narrative channelization change requests to DISA- PAC,-

informing Nz. DISA~PAC will generate the TSR/TSO.

Spare 'system capacity, either existing at the time 'this 'Agreement
becomes effective or created-as & reault'of subsequent syatem ekpansion,-
will be made equitably aﬁailable on & reimbursement basis te either
party (or as a shared cost for joint renuirements) as valid requireﬁents

are identified.

DISA will previde CIC with any required DISA Circulars.

Short-term aliocation knot to exceed 30 days) of spare channela may‘be
arranged mutually by the tetmlnatlng‘commuPLCattons staticns concerned.
Zf-such shott term ailccations axe regulred tc pe extended beycn: 3C
days,_TeLecommunication Servi;e Raqueat TSR] actlion is to be initiated

the circuit.

i



£ Nothing in this dscument wiii be interpreted Ic Drevent emsrgency
arrangements or preempgtlion tc satisfy urgent channel reguiremencs Any
such . emargency arrangements must be formalized cy specific

after-the-fact confirmation by CIO and DISA through Commander, CIS2

5. Restoration Pricrities..

a. The USDOD and . NZDF restoration priority‘systéms are compatible and each

Party recognizes the other's priorities as equivalent tblits'OWn;
b. In the event of teleccmmunications failure, restoration'actions-will.be
accomplished in acco;dance with a restoral'plan mutually déveloped by

CIO and DISA through Commander, DISA PAC and detailed in Annex E.

" For commercial lease trunks/circuits, the US International Carriers

(USICs), in coordination with New Zealand ‘International Qarriefs5
. {NZICs), will be responsible for ensuring prompt restoral ‘of service
when- interruptions occur and for corrective actions -that eliminate’
regurring praoblems.
6. Circuit Specificafions.

a. DISA has

circuits

carriers

‘&. DISA, in

menlitor establishment of the trunks/circuires

]

Eparate

(7]

iagram and TSCs, suplect

agrzerment. Oncs a

the requirement for end-to-end technical sufficiency for all
regardless of method of leasing or the number of agencies and

involved in preoviding the service,
coordinaticn with DGJCE, will specify end-tc-end criteria

tc gcceptance cf this role ey~

lzasing acticn is initlated, 2ach

fa
r~



the USIC, ‘as representatives of their respective

tzXe aporoOpriste measurss tc ensure that the insteiliatlicn and operstiscn

CIC and DISA recogriize <that the USIC, as. DISA's contractor for

transoceanic leased trunks/circuits, will be responsible fcr end-tc-end
technical suffiziency, in ccordination with NZICs. "Both the NZICs and
customers, should.

coordinate directly . to  assure continued end-to-end technical

sufficiency. Confllcts between the reépective carrierstr(NZICs and

lUsICs} which cannot be resolved mutually wrll be referred to cIo and"

DISA, respectlvely,'for resolution.

‘CIO w1ll provrde DISA with c1rcu1t numbers and other general 1nformatlon

for record purposes that may aid the joint operatlon and coordlnatlon

N
process. DISA will provrde CIO. with USDOD c1rcu1t numbers and other
general 1nformatlon for record purposes that. may ald the joint operatlon

and coordlnatlon process.

Leased circuits will be specified in terms of CC?TT specifications and
any departures from these will be tlearly described during orderingh
tooether “uith an?hrdivision of ‘responsibilities between USIC's.
Variations from CCITT specificatioos will be on a mutually arranged

basis.

The trunk Tech'Controi Facility or 'Cireuit Control Cffice (TCF/CCO) will
schedule periodic end-to-end quality control tests on selected circuits

and trunks as reguired.



7 Crerzting Ccondizizns and Tonsiraints.
= . v
a. The arranged restoral path (Annex E} will bz maintained in & conditicn

‘thét will permit :immedidte activation by termiral stations without

referral to highgr auéhcrit? in the event cf an cﬁtage of when ctherwise
required. Periodic tests of £h15 restoral path will be arranged between
'the‘terminatingistaticng.to be conducted at least ﬁoﬁthly‘fcf a 72-hour
period, with an objec#ivé Qf terminéting‘all identified traffic channels
. within 30 minutes from the time fhe,test:is EOmﬁénced; - 7
. b ) .
lb; Neither Pérfy to this Aéreement.wili deny telecoﬁmuniégtions sérVi;é to
the othér,dﬁriné exérciées‘as alméans of siﬁula&iﬁé actual failures,
Vuniéss mutually érranged‘inladvanbe,- o
DISA may suspendéain ﬁhole or 'in part, intra—USéfG telecommuhications
seryices'pfovided to NZ CIb undef the terms of'thislAgreemeﬂt gnd
Anneges'thereto, and Nz CI0 may sdspeﬁd; in_wholeior in pért( ;ntrajNew
Zealand te;ééomﬁﬁhicatiéné‘services proviéed to the USDOD -under the
terﬁs of "this Agreemeht.and-Annéxes thereto,. iniordgr:to mgéﬁ the-
requiremeﬁts cof a US'or_Néw Zealénd eﬁefgency pr'diséster...The Parties,
as a minimum,'shall'comply with Paraéraph B of ﬁhis Annex tc allow for

contingency p;eparationS/implementatidns.

8. Reporting.

a. Each .terminal station will be responsible for reporting on the trunk it

own national instructicns. The U8 CIC

terminates in accordance with its
. \

‘staticres will be regarded as the reported-on sStztions by the NIDE

14:




o)

tween COmmander, DISE PAC and CIC will includs, but

nct be limited to, the following:

‘(1) Exchange =f current informaticn on “he sperational scatus of
telecommunications facilities of commen interest..
o ‘ .
(2) Prompt_notificatiqn'of interruptions and significant changes when

.-availablé and relevant, for example, facility releases for
preplanned outages, pﬁtagés_due‘to natural or man-made disasters,

and impending labor strikes.

- 9. Contrel.

Trunk technical control will be vestéd in a ‘designated TCF.

Control of circuit tail segments and subsbr;bér equipments will be the

responsibility of the respective CCO.

TCFrdesignation of each trunk will be achieved by mutual consultation

.between the natiocnal stations at each termination 6f that-trunk.

15




