BUREAU OF ALCOHOL, TOBACCO, FIREARMS AND EXPLOSIVES

MEMORANDUM OF UNDERSTANDING REGARDING THE
eTRACE INTERNET BASED FIREARM TRACING APPLICATION

Memorandum of Understanding
between the
Bureau of Alcohol, Tobacco, Firearms and Explosi
and the
Foreign Law Enforcement Agency

Section I. Purpose and Authority

This memorandum of understanding (MOU) sets forth t g between
the Bureau of Alcohol, Tobacco, Firearms and Exploswes

Enforcement Agency (hereinafter the “Participants a partnership
with regard to policy and procedures relative to ess a i race services that

violent crime and protectin hance homeland security in the United
States, ATF works collaborati ip with foreign governments and law
enforcement agencies in order i dly nations and allies in the fight against
international crimin e criminal enterprise poses a threat to the citizenry and
global peace.

Law Enforcement agencies that make a commitment to comprehensive and systematic crime gun
tracing will be able to effectively use the eTrace firearms trace information platform for
developing the best investigative strategies for the reduction of firearms-related crime and
violence.



Section I11. Scope

This MOU addresses access to and utilization of eTrace, including the designations of primary
and alternate points of contact (POCs) for the Participants to this MOU. The Participants’ points
of contact are expected to follow the procedures set forth in this MOU. The Foreign Law
Enforcement Agency’s point of contact is to identify individuals within Foreign Law
Enforcement Agency who require eTrace system access, periodically validate the list of users,
and notify ATF’s National Tracing Center (NTC) immediately in the event that it becomes
necessary to revoke or suspend a user’s account.

Section 1V. Interagency Communications

communications and matters relating to this MOU. The
as follows:

ATF: Chief, National Tracing Ce

Address: 244 Needy Road
Martinsburg, WV
(800) 788-7133

Designated ATF Con A ate ATF Contact

n Law Enforcement Agency

ignated Host Government Alternate Designated Host
Contact Name Government Contact Name




Section V. Procedures

A. Foreign Law Enforcement Agency is to:

1. Appoint a primary and alternate point of contact within the agency. The above appointed
individuals are to be responsible for providing and maintaining a list of all personnel within
their agency that will require access to eTrace.

OU. No individual
an agency approved

2. Complete “Attachment A” (Agency Approved eTrace Users) of this
is to be given access to eTrace without being listed on Attachment
user.

3. Immediately notify the ATF National Tracing Center (NTC) in t that an

difficulties involving eTrace to the G rt Group at telephone
number (304) 260-1540.

earms and Explosives
Center Division

B. Th f Alcohol, Tobacco, Firearms and Explosives, National Tracing Center, is to:
1. gned MOU, initiate communication with the designated POC for
the forcement Agency and provide detailed instructions on the process of

requesting and receiving an eTrace user account.

2. Review all'applications for eTrace access in a timely manner and facilitate the
provisioning of accounts to include relative user identifiers and passwords. Once accounts
are activated, a representative from the NTC is to contact each individual user and provide
them with their account information.



3. Upon receipt of a request for account revocation, immediately deactivate the pertinent
user account.

4. Provide the Foreign Law Enforcement Agency’s and ATF’s designated POC with an
annual (or upon request) listing of agency approved eTrace users for review and auditing
purposes.

Section VI. Conditions

Both ATF and the Foreign Law Enforcement Agency acknowledge their understanding that the
eTrace application is intended “FOR OFFICIAL LAW ENFORCEM USE ONLY” and may

from an official duty station and/or alternate task force location. i ly under
isolated and stringent circumstances, when eTrace ca ate location,
specifically in furtherance of law enforcement activities.

The Participants acknowledge that premature d race information can
reasonably be expected to interfere with p orcement proceedings
This law enforcement sensitive information |nclu k a traced firearm to: the
location of a crime; the Federal firear ail purchaser or possessor of a traced
firearm; or to firearms trafficking patter i 1 firearm. Therefore, Foreign Law
Enforcement Agency may not disclose law ensitive firearms trace information

generated pursuant to this MO
of any sensitive firearms tra
to notify the other Participant.

e, taken into police custody, or suspected by law enforcement officials
crime or act of terrorism”.

of having been used i

The Participants acknowledge that the ATF National Tracing Center is the central recipient and
repository of all information entered into the eTrace application relative to crime gun recoveries.
The Foreign Law Enforcement Agency is to make every effort to provide complete and accurate
firearm trace-related information to include: recovery location, possessor information and
associated individuals.



Section VII. Conclusion

It is the intent of the Participants that this MOU promote coordination, cooperation and the
mutual conduct of enforcement and research activities relative to the eTrace application, which
they expect to result in the successful prosecution of illegal firearm crimes as well as the
development of an accurate picture of the illegal firearms market and the inception of new
strategies to effectively interrupt this market and impact the rate of firearm related violence.

This MOU is effective upon the date of the last signature by the authorized representatives of the
Participants and is intended to remain effective until discontinue riting by either
Participant. Discontinuation by either Participant is intended to res vocation of all
eTrace accounts provided under this MOU. This MOU may be rticipants in
writing.

In witness whereof, the Participants have signed this MO

Signature Date Signa Date

(Chief Law Enforcement Official)

TF -'Special Agent in Charge or designee)

Name Name
Title Title
Agency/Department ATF Field Division



BUREAU OF ALCOHOL, TOBACCO, FIREARMS AND EXPLOSIVES

MEMORANDUM OF UNDERSTANDING - ATTACHMENT: A
AUTHORIZED USERS OF ETRACE

Participating Law Enforcement
Agency Name:

Agency Address:

)

N

Designated Law Enforcement Designated Law Enforcement

Agency Primary POC Agency Alternate POC
Name:
Title:
Phone #:
Email Address:
Signature:
Date:

‘
HORIZED eTRACE USERS
NAME TITLE Email ADDRESS PHONE #

W
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