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Comm on Abbreviations

AML
APG
ARS
BCS
CFATF
CFT
CTR
DEA

DHS
DNFBP

DOJ
DOS
EAG
EC

ECOWAS
EO

ESAAMLG
EU
FATF

FBI
Fl

FinCEN
FIU

FSRB
GABAC

GAFISUD
GIABA
IBC

ICE

Common Abbreviations

Anti-Money Laundering

Asia/Pacific Group on Money Laundering
Alternative Remittance System

Bulk Cash Smuggling

Caribbean Financial Action Task Force
Counterterrorist Financing

Currency Transaction Report

Drug Enforcemenfdministration

Department of Homeland Security

Designated Noifrinancial Businesses and Professions

Department of Justice

Department of State

Eurasian Group to Combat Money Laundering and Terrorist Financing
European Commissio

Economic Community of West African States
Executive Order

Eastern and Southern Africa Aiioney Laundering Group
European Union
Financial Action Task Force

Federal Bureau of Investigation
Financial Institution

Financial Crimes Enforcement Network
Financial Intelligence Unit

FATF-Style Regional Body

Action Group against Money Laundering in Central Africa

Financial Action Task Force on Money Laundering in South America
Inter-Governmental Action Group against Money Laundering
International Business Company

U.S. Immigration and Customs Enforcement
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ICRG

IMF

INCSR

INL

IRS

IRS-CID
MENAFATF
MER

MLAT

MONEYVAL

MOU
NGO
NPO
OAS
OAS/CICAD
OFAC
OFC
OPDAT
OTA
SAR
STR
TBML
TTU
UNCAC

UNDrug
Convention

UNGPML
UNODC
UNSCR
UNTOC

International Cooperation Review Group

International Monetary Fund

International Narcotics Control StrateBgport

Bureau for International Narcotics and Law Enforcement Affairs
Internal Revenue Service

Internal Revenue Service Criminal Investigative Division

Middle East and North Africa Financial Action Task Force
Mutual Evaluéion Report

Mutual Legal Assistance Treaty

Committee of Experts on the Evaluation of Aktoney Laundering Measure
and the Financing of Terrorism

Memorandum of Understanding

Non-Governmental Organization

Non-Profit Organizabn

Organization of American States

OAS InterAmerican Drug Abuse Control Commission
Office of Foreign Assets Control

Offshore Financial Center

Office of Overseas Prosecutorial Development, Assistance and Training
Office of Technical Assistance

Suspicious Activity Report

Suspicious Transaction Report

TradeBased Money Laundering

Trade Transparency Unit

United Nations Convention against Corruption

1988 United Nations Conméion against lllicit Traffic in Narcotic Drugs and
Psychotropic Substances

United Nations Global Programme against Money Laundering
United Nations Office for Drug Control and Crime Prevention
United Nations Security Council Resolutio

United Nations Convention against Transnational Organized Crime
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USAID Agency for International Development

USsG United States Government






M ONEY L AUNDERING AND
FINANCIAL CRIMES



INCSR 2011 Volume Il

Legislative Basis for the INCSR

The Money Launderigp and Fi nanci al Cri mes section of the
Narcotics Control Strategy Report (INCSR) has been prepared in accordance with section 489 of
the Foreign Assistance Act of 1961, as amendeoc
INCSR is the 28th annual report prepared pursuant to the'FAA.

The FAA requires a report on the extent to which each country or entity that received assistance
under chapter 8 of Part | of the Foreign Assi ¢
goals and objectives of the United Nations Convention Against lllicit Traffic in Narcotic Drugs

and Psychotropic Substancesodo (the 1988 UN Dr

Although the Convention does not contain a list of goals and objectiviEsgstset forth a

number of obligations that the parties agree to undertake. Generally speaking, it requires the
parties to take legal measures to outlaw and punish all forms of illicit drug production,

trafficking, and drug money laundering, to contrbemicals that can be used to process illicit
drugs, and to cooperate in international efforts to these ends. The statute lists action by foreign
countries on the following issues as relevant to evaluating performance under the 1988 UN Drug
Convention: ilicit cultivation, production, distribution, sale, transport and financing, money
laundering, asset seizure, extradition, mutual legal assistance, law enforcement and transit
cooperation, precursor chemical control, and demand reduction.

In attempting to ealuate whether countries and certain entities are meeting the goals and

objectives of the 1988 UN Drug Convention, the Department has used the best information it has
available. The 2011 INCSR covers countries that range from major drug producing and drug

transit countries, where drug control is a critical element of national policy, to small countries or
entities where drug issues or the capacity to deal with them are minimal. In addition to

identifying countries as major sources of precursor chemisad un the production of illicit

narcotics, the INCSR is mandated to identify major money laundering countries (FAA

A489(a) (3)(C)). The I NCSR is also required t
laws and regulations to prevent narcotielted money laundering (FAA 8489(a)(7)(C)). This

report is the section of the INCSR that reports on money laundering and financial crimes.

A major money | aundering country is defined b\
engage in currency transexts involving significant amounts of proceeds from international
narcotics traffickingo (FAA A 481(e) (7)). Ho\

transactions today makes it difficult in many cases to distinguish the proceeds of narcotics

trafficking from the proceeds of other serious crime. Moreover, financial institutions engaging

in transactions involving significant amounts of proceeds of other serious crime are vulnerable to
narcoticsr el at ed money | aunder i neylaundefingicosintrigsear 6 s | i s
recognizes this relationship by including all countries and other jurisdictions whose financial
institutions engage in transactions involving significant amounts of proceeds from all serious

crime. A government (e.g., the Unitedaféts or the United Kingdom) can have comprehensive

'The 2011 report on Money Laundering and Financial Crimes siamuaa | egislati
International Narcotics Control Strategy Report. This 2011 report on Money Laundering and Financial Crimes is base d upon the

contributions of numerous U.S. Government agencies and international sources. Many agencies provided information on international

training as well as technical and other assistance, i nclgatdnamdy t he foll ow
Customs Enforcement; Department of Justiceds Asset F@riminaDitisiom Brugan nd Money
Enforcement Administration, Federal Bureau of Investigation, and Office for Overseas Prosecutorial Development Assistance; and,

Treasuryo6s Financi al Crimes Enforcement Net wo r kithe Cudrendy,e@md ®fide ofRevenue Servi
Technical Assistance. Also providing information on training and technical assistance are the independent regulatory agencies, Federal

Deposit Insurance Corporation, and the Federal Reserve Board.
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anti-money laundering laws on its books and conduct aggressivenangy laundering

enforcement efforts but still be classified a major money laundering jurisdiction. In some cases,

this classificationrmay si mply or | argely be a function of
In such jurisdictions, quick, continuous and effective-ambiney laundering efforts by the

government are critical. The following countries/jurisdictions have been identiggear in

this category:

Major Money Laundering Countries in 2010:

Afghanistan, Antigua and Barbuda, Australia, Austria, Bahamas, Belize, Bolivia, Brazil,
British Virgin Islands, Burma, Cambodia, Canada, Cayman Islands, China, Colombia,
Costa Rica, Cypwus, Dominican Republic, France, Germany, Greece, Guatemala,
Guernsey, GuineaBissau, Haiti, Hong Kong, India, Indonesia, Iran, Iraq, Isle of Man,
Israel, Italy, Japan, Jersey, Kenya, Latvia, Lebanon, Liechtenstein, Luxembourg, Macau,
Mexico, Netherlands, Ngeria, Pakistan, Panama, Paraguay, Philippines, Russia,
Singapore, Somalia, Spain, Switzerland, Taiwan, Thailand, Turkey, Ukraine, United Arab
Emirates, United Kingdom, United States, Uruguay, Venezuela, and Zimbabwe.

The Money Laundering and Financiali@es section provides further information on these
countries/entities, as required by section 489 of the FAA.

Introduction

The2011 International Narcotics Control Strategy Report, Money Laundering and Financial
Crimes,highlights the most significantstep countri es and jurisdiction
Money Laundering Countr i e smondyéaundering/aockireen t o i mpr
terrorist financing (AML/CFT) regimes. The report provides a snapshot of the AML/CFT legal
infrastructure of each cotry or jurisdiction and its capacity to share information and cooperate

in international investigations. For each country where they have been completed, thgwrite

also provides a link to the most recent mutual evaluation performed by or on behalf of

Financial Action Task Force (FATF) or the FATEyle regional body to which the country or

jurisdiction belongs. When applicable, relevant country reports also provide links to the

Depart ment of Stateds fACount r ylealR egeabdutissuesn Ter r
specific to terrorism and terrorism financing. Providing these links will allow those interested
readers to find detailed information on the cc
its programs.

In addition, the reportontains details of United States Government efforts to provide technical
assistance and training as well as information on the multilateral organizations we support, either
monetarily and/or through participation in their programs. In 2010, USG petdenemged

their expertise to share their experience and knowledge with over 100 countries. They worked
independently and with other donor countries and organizations to provide training programs,
mentoring and support for supervisory, law enforcemenisgrutorial, customs and financial
intelligence unit personnel as well as private sector entities. We expect these efforts, over time,
will build capacity in jurisdictions that are lacking, strengthen the overall level of global
compliance with internatnal standards and contribute to an increase in prosecutions and
convictions of those who launder money or finance terrorists or terrorist acts.

Money laundering continues to be a serious global threat. Jurisdictions flooded with illicit funds
are vulnerale to the breakdown of the rule of law, the corruption of public officials and
destabilization of their economies. The development of new technologies and the possibility of
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linkages between illegal activities that generate considerable proceeds &untithg of

terrorist groups only exacerbate the challenges faced by the financial, law enforcement,

supervisory, legal and intelligence communities. The continued development of AML/CFT

regimes to deter criminal activity and detect illicit proceeds isctdd in this report again this

year. Political stability, democracy and free markets depend on solvent, stable, and honest
financial, commercial, and trade systems. T h e
Narcotics and Law Enforcement Affaisoks forward to continuing to work with our U.S. and
international partners in furthering this important work and strengthening capacities globally to

combat money laundering and the funding of terrorists and terrorism.

Bilateral Activities

Training and Technical Assistance

During 2010, a number of U.S. law enforcement and regulatory agencies provided training and
technical assistance on money laundering countermeasures and financial investigations to their
counterparts around the globe. These courses besn designed to give financial investigators,
regulators and supervisors, and prosecutors the necessary tools to recognize, investigate, and
prosecute money laundering, financial crimes, terrorist financing, and related criminal activity.
Courses havbeen provided in the United States as well as in the jurisdictions where the
programs are targeted.

Department of State

The U.S. Department of Stateds Bureau of | nter
(INL) Crime Programs Division helps strehgh criminal justice systems and the abilities of law
enforcement agencies around the world to combat transnational criminal threats before they
extend beyond their borders and impact our homeland. Through its international programs, as
well as in coordiation with other INL offices and U.S. Government (USG) agencies, the INL
Crime Programs Division addresses a broad esestion of law enforcement and criminal

justice sector areas including: counternarcotics; drug demand reduction; money laundering;
financial crime; terrorist financingransnational crimesmuggling of goods; illegal migration;
trafficking in persons; domestic violence; border controls; document security; corruptiory, cyber
crime; intellectual property rights; law enforcement; police anaddevelopment; and

assistance to judiciaries and prosecutors.

| NL and the State Departmentds Offi cecharf t he (
the interagency Terrorist Finance Working Group (TFWG), and together are implementing a
multi-million dollar training and technical assistance program designed to develop or enhance
the capacity of a selected group of more than two dozen countries whose financial sectors have
been used, or are vulnerable to being used, to finance terrorism. Asastheith the more

than 100 other countries to which INunded training was delivered in 20, the capacity to

thwart the funding of terrorism is dependent on the development of a robustargy

laundering regime. Supported by and in coordination thiéhU.S. Department of State, U.S.
Department of Justice (DOJ), U.S. Department of Homeland Security (DHS), U.S. Department
of the Treasury, the Federal Deposit Insurance Corporation, and various nongovernmental
organizations, the TFWG provided inEDavariety of law enforcement, regulatory and criminal
justice programs worldwide. This integrated approach includes assistance with the drafting of
legislation and regulations that comport with international standards, the training of law
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enforcement, thaugiciary and bank regulators, as well as the development of financial
intelligence units (FIUs) capable of collecting, analyzing, and disseminating financial

information to foreign analogs. Courses and training have been provided in the United States as
well as in the jurisdictions where the programs are targeted.

Nearly every federal law enforcement agency assisted in this effort by providing basic and
advanced training courses in all aspects of financial criminal investigation. Likewise, bank
regulatoryagencies participated in providing advanced AML/CFT training to supervisory
entities. In addition, INL made funds available for the intermittent o#tifmé posting of legal

and financial mentors at selected overseas locations. These advisors waihk with host
governments to assist in the creation, implementation, and enforcementmfosety laundering
and financial crime legislation. INL also provided several federal agencies funding to conduct
multi-agency financial crime training assessmeamtg develop specialized training in specific
jurisdictions to combat money laundering.

The State Department, in conjunction with DHS¢
and the Department of Treasusypports five trade transparency units (TTus)atin America:

three in the trborder area of Brazil, Argentina, and Paraguay, one in Mexico, and one in

Colombia. TTUs are entities designed to help identify significant disparities in import and

export trade documentation and continue to enjoy ssdoesombating money laundering and

other traderelated financial crimes. Similar to the Egmont Group of FIUs that examines and
exchanges information gathered through financial transparency reporting requirements, an
international network of TTUs would $ter the sharing of disparities in trade data between

countries and be a potent weapon in combating customs fraud andasete money

| aunderi ng. Trade i s the common denominator i
systems and underground bamgisystems. Tradeased value transfer systems also have been

used in terrorist finance.

The success of the Caribbean Atoney Laundering Program (CALP) led INL to develop a

similar type of program for small Pacific island jurisdictions. AccordingWt, funded the
establishment of the Pacific Island AiMioney Laundering Program (PALP) in 2005. The

objectives of PALP are to reduce the laundering of the proceeds of all serious crime and the
financing of terrorists by facilitating the prevention, invgstion, and prosecution of money

| aunderi ng. PALPG6s staff of resident mentors
mentoring, training and technical assistance to the 14 Pacific Islands Forum countries that are not
members of the Financial Action TaBkrce (FATF). The management of the program was
transferred to the UN Global Program against Money Laundering from the Pacific Islands Forum
in September 2008, as the PALP began its third year of operdtlemPALP is nearing

completion following its gccessful program, as evidenced by the new laws, increased capacity
and successful investigations completed by participant jurisdictions.

INL also provided support to the UN Global Program against Money Laundering (GPML) in

2010. In addition to sponsoringoney laundering conferences and providing sterh training

courses, GPML instituted its mentoring program to provide advisors on 4oygglasis to

specific countries or regions. GPMhentors provided assistance to Horn of Africa countries

targetedby the U.S. East Africa Counterterrorism Initiative as well as asset forfeiture assistance

to Namibia, Botswana, and Zambi&he resident mentor based in Namibia initiated and

monitored the Prosecutor Placement Program, an initiative aimed at placsegyta's from the
region for a certain period of time within the
prosecuting authorityThe GPML mentors in Central Asia and the Mekong Dettatinued

assisting the countries in those regions to develapl@iAML/CFT regimes. GPML continues
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to develop interactive computbased programs for distribution, translated into several
languages.

INL continues to provide significant financial support for many of the-matney laundering

bodies around the glob&uring 2AL0, INL supported FATF, the international AML/CFT

standard setting organization. In addition to sharing mandatory membership dues to FATF and
the Asia/Pacific Group on Money Laundering (APG) with the U.S. Department of the Treasury
and DOJ, INLis a financial supporter of FAFBtyle regional bodies (FSRBSs) secretariats and
training programs, i ncluding the Council of EL
Action Task Force (CFATF), thiatergovernmental Action Group against MoAegundering in

West Africa(GIABA), the Eastern and Southern Africa AtMioney Laundering Group

(ESAAMLG) and the South American Financial Action Task Force (GAFISUD). In addition to
providing funding to GPML to place a residential mentor in Dakar, Senegal, to heskst t

member states of GIABA that have enacted the necessary legislation to develop FIUs, INL
worked with the mentor to determine priorities and develop opportunities and programs. INL
also financially supported the Organization of American States (OA&}American Drug

Abuse Control Commission (CICAD) Experts Group to Control Money Laundering and the OAS
CounterTerrorism Committee.

INL has supported anpiracy efforts by substantively working with other bureaus within DOS

as well as with internati@h organizations and other countries, to look at the best way to address
piracy through its financial leveisthe assets assembled as a result of piracy activity, and the
material support and instrumentalities of pir&a@nd the application of domestinc

international instruments to thwart pirates as we do other criminals.

As in previous years, INL training programs continue to focus on both interagency bilateral and

mul til ater al efforts. When possi bllavy, we seek
enforcement, judicial and central bank authorities to design and provide training and technical
assistance to countries with the political will to develop viable AML/CFT financing regimes.

This allows for extensive synergistic dialogue and exchahgeo nf or mat i on. Il NL O ¢
been used successfully in Africa, Asia, the Pacific, Central and South America, the Newly
Independent States of the former Soviet Union, and Central Europe. INL also provides funding

for many of the regional training amelchnical assistance programs offered by the various law
enforcement agencies, including assistance to the International Law Enforcement Academies.

International Law Enforcement Academies (ILEAS)

The mission of the regional ILEAs has been to support eéngedgmocracies, help protect U.S.
interests through international cooperation, and promote social, political and economic stability
by combating crime. To achieve these goals, the ILEA program has providequaility

training and technical assistansapported institution building and enforcement capabilities, and
fostered relationships of American law enforcement agencies with their counterparts in each
region. ILEAs have also encouraged strong partnerships among regional countries to address
commonproblems associated with criminal activity.

The ILEA concept and philosophy is a united effort by all the participagwsernment agencies

and ministries, trainers, managers, and students alike to achieve the common foreign policy goal
of internationaldw enforcement. The goal is to train professionals who will craft the future for
the rule of law, human dignity, personal safety and global security.

The ILEAs are a progressive concept in the area of international assistance programs. The
regional ILEAsoffer three different types of programs. The core program, a series of specialized
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training courses and regional seminars tailored to regspecific needs and emerging global

threats, typically includes 50 participants, normally from three or monetges. The

specialized courses, comprised of about 30 participants, are normally one or two weeks long and
often run simultaneously with the Core program. Topics of the regional seminars include
transnational crimes, financial crimes, and coutggrolism.

The ILEAs help develop an extensive network of alumni that exchange information with their

U.S. counterparts and assist in transnational investigations. These graduates are also expected to
become the leaders and decisioakers in their respectivedeties. The Department of State

works with the Departments of Justice (DOJ), Homeland Security (DHS) and Treasury, and with
foreign governments to implement the ILEA programs. To date, the combined ILEAs have

trained over 30,000 officials from over 8buntries in Africa, Asia, Europe and Latin America.

Africa. ILEA Gaborone (Botswana) opened in 2001. The main feature of the ILEA is a six
week intensive personal and professional development program, called the Law Enforcement
Executive DevelopmentrBgram (LEEDP), for law enforcement rrdievel managers. The

LEEDP brings together approximately 45 participants from several nations for training on topics
such as combating transnational criminal activity, supporting democracy by stressing the rule of
law in international and domestic police operations, and raising the professionalism of officers
involved in the fight against crime. ILEA Gaborone also offers specialized courses for police
and other criminal justice officials to enhance their capacityddk with U.S. and regional

officials to combat international criminal activities. These courses concentrate on specific
methods and techniques in a variety of subjects, such as coemtersm, anticorruption,

financial crimes, border security, drugfercement, firearms and many others. Instruction is
provided to participants from Angola, Botswana, Burundi, Cameroon, Comoros, Djibouti,
Ethiopia, Gabon, Ghana, Kenya, Lesotho, Malawi, Mauritius, Mozambique, Namibia, Nigeria,
Republic of Congo, Rwand&enegal, Seychelles, Sierra Leone, South Africa, Swaziland,
Tanzania, Uganda and Zambia. Trainers from the United States and Botswana provide
instruction. Gaborone has offered specialized courses on money laundering/terrorist financing
related topics sutas Criminal Investigation and International Banking & Money Laundering
Program. ILEA Gaborone trains approximately 500 students annually.

Asia. ILEA Bangkok (Thailand) opened in March 1999. The ILEA focuses on enhancing the
effectiveness of regionaboperation against the principal transnational crime threats in
Southeast Asiaillicit drug trafficking, financial crimes, and alien smuggling. The ILEA

provides a core course (the Supervisory Criminal Investigator Course or SCIC) of management
and technical instruction for supervisory criminal investigators and other criminal justice
managers. In addition, these ILEA presents approximately 2@osmeo-week specialized

courses in a variety of criminal justice topics. The principal objectives oLEw® &re the
development of effective law enforcement cooperation within the member countries of the
Association of Southeast Asian Nations (ASEAN), Timor Leste and China (including Hong
Kong and Macau), and the str eicgitsiianstmg of eact
increase their abilities to cooperate in the suppression of transnational crime. Instruction is
provided to participants from Brunei, Cambodia, China, Timor Leste, Hong Kong, Indonesia,
Laos, Macau, Malaysia, Philippines, Singaporeailéimd and Vietnam. Subject matter experts
from the United States, Australia, Hong Kong, Japan, Philippines, and Thailand provide
instruction. ILEA Bangkok has offered specialized courses on money laundering/terrorist
financingrelated topics such as Cpoter Crime Investigations and Complex Financial
Investigations. Approximately 800 students participate annually.
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Europe. ILEA Budapest (Hungary) opened in 1995. Its mission has been to support the
regionds emer ging de mo c riracaminalactibtythatemendgedt i ng an
against the backdrop of economic and political restructuring following the collapse of the Soviet
Union. ILEA Budapest offers three different types of programs: an-eigkk Core course,

regional seminars and specializeourses in a variety of criminal justice topics. Instruction is
provided to participants from Albania, Armenia, Azerbaijan, Bulgaria, Croatia, Czech Republic,
Georgia, Hungary, Kazakhstan, Kyrgyz Republic, Latvia, Lithuania, Macedonia, Moldova,
Montenego, Romania, Russia, Serbia, Slovakia, Slovenia, Tajikistan, Turkmenistan, Ukraine

and Uzbekistan. Trainers from 17 federal agencies and local jurisdictions from the United States
and also from Hungary, Germany, United Kingdom, Netherlands, Ireland,Ra$sia, Interpol

and the Council of Europe provide instruction. ILEA Budapest has offered specialized courses
on money laundering/terrorist financhnglated topics such as Investigating/Prosecuting

Organized Crime and Transnational Money Launderihd:- Al Budapest trains approximately

1,000 students annually.

Global. ILEA Roswell (New Mexico) opened in September 2001. This ILEA offers a
curriculum comprised of courses similar to those provided at a typical criminal justice
university/college. Theséteeweek courses have been designed and are taught by
academicians for foreign law enforcement officials. This Academy is unique in its format and
composition with a strictly academic focus and a worldwide student body. The participants are
mid-to-senia level law enforcement and criminal justice officials from Eastern Europe; Russia,
the Newly Independent States (NIS); ASEAN meml
(including the Special Autonomous Regions of Hong Kong and Macau); member eswftri

the Southern African Development Community (SADC) plus other East and West African
countries; the Caribbean, Central and South American countries. The students are drawn from
pools of ILEA graduates from the Academies in Bangkok, Budapest, Gabamdrtgan

Salvador. ILEA Roswell trains approximately 350 students annually.

Latin America. ILEA San Salvador (El Salvadoopenedn 2005. Its training program is

similar to the ILEAs in Bangkok, Budapest and Gaborone. It offersaespk Law

Enforcenent Management Development Program (LEMDP) for law enforcement and criminal
justice officials as well as specialized courses for police, prosecutors, and judicial officials.
ILEA San Salvador normally delivers four LEMDP sessions and approximately 2@lspezt
courses annually, concentrating on attacking international terrorism, illegal trafficking in drugs,
alien smuggling, terrorist financing and financial crimes investigations. Segments of the
LEMDP focus on terrorist financing and financial evidgnoeney laundering application.
Instruction is provided to participants fromntigua and Barbuda, Argentina, Bahamas,
BarbadosBelize Bolivia, Brazil, Chile, Colombia, Costa Rica, Dominidapminican Republic
Ecuador, El SalvadoGrenadaGuatemala, Gyana, Honduras, Jamaica, Mexico, Nicaragua,
Panama, Paraguay, Peru, Igtts andNevis, St. Lucia, StVincent and the Grenadines

Suriname Trinidad and Tobago, Uruguay and Venezuéld&A San Salvador trains
approximately 500 students per year.

The IL EA Regional Training Center. The Regional Training Center (RTC) in Lima (Peru)
opened in 2007 to complement the mission of ILEA San Salvador. The RTC, expected to be
upgraded to a fulhpperational ILEA in the future, augments the delivery of regipadfic

training for Latin America and concentrates on specialized courses on critical topics for countries
in the Southern Cone and Andean Regions. The RTC trains approximately 300 students per
year.
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Board of Governors of the Federal Reserve SystemBFR

In addition to its domestic programs combat and deter money laundering and terrorist

financing internationally, théoard of Governors of the Federal Reserve Sy$tERB)

conducted training and provided technical assistance to banking supervigotismoney

laundering AML ) and counteterrorist financing (CF) tactics in partnership with regional
supervisory groups or multilateral institutions. Countries participating in these FRB initiatives in
2010 were Armenia, Aruba, Colombia, Croatia, Czech RpuGhana, Hong Kondndia,

Indonesia, Italy, Japan, Kenya, Kuwait, Lebanon, Mexico, New Zealand, Nigeria, Peru,
Philippines, Portugal, Russia, and Turkey.

Due to the i mportance the FRB places on interrt
participak regularly in the U.S. delegation to the Financial Action Task Force (FATF) and the
Basel Co mmi t T eaperdggoupXMILEG]. H he FRBIsois an active participant in

the U.S. Treasury Department ds ongalsongetsPr i vat e
frequently with industry groups and foreign supervisors to communicate U.S. supervisory
expectations and support industry best practices in this area.

The FRB presented training courses on Ol nterne
enforcerent agenci es, including the Department of
Immigration and Customs Enforcement (DHS/ICE), the Federal Bureau of Investigation, and the
Internal Revenue $@ce-Criminal Investigation Division

Federal Bureau of InvestigationKBI), Department of Justice

During 2010, with the assistance of Department of State funding, the U.S. Federal Bureau of
Investigation (FBI) continueds extensive international training in combating money

laundering, terrorist financing, financial frauddacomplex financial crimes, as well as training

in conducting racketeering enterprise investic
International Training and Assistance Unit (ITAU), located at the FBI Academy in Quantico,
Virginia. ITAU coordimt es with the Terrorist Financing an
Counterterrorism Division, as well as other divisions at FBI headquarters and in the field, to

provide instructors for these international initiatives. FBI instructors, who are mest oft

financial analysts, intelligence analysts, staff operation specialists, operational Special Agents or
Supervisory Special Agents, rely on their experience to relate to the international law

enforcement students as peers and partners in the trainirggsour

The FBI regularly conducts training through the International Law Enforcement Academies
(ILEA) in Bangkok, Thailand; Budapest, Hungary; Gaborone, Botswana; and San Salvador, El
Salvador. In 2010, the FBI delivered training to 245 students from Itreesiat ILEA

Budapest. At ILEA Bangkok, the FBI provided training to 55 students fesroountries in the
Supervisory Criminal Investigators Course. At ILEA Gaborone, the FBI provided training to 69
students froneight African countries. At ILEA Sasalvador, the FBI provided training to 140
students from 17 countries.

Also in 2010, the FBI conducted jointly with the Internal Revenue Service Criminal Investigative
Division a oneweek course on combating terrorist financing and money laundering for 483
international students from Algeria, Bahrain, Bosama HerzegovinaBurkinaFaso, Cape
Verde,Egypt, GabonGuineaBissau, Iraq, Jordan, Morocco, NigeriRepublic of Congo, Saudi
Arabia, Senegal, antnited Arab Emirates.
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At the FBI Academy, the FBI oluded blocks of instruction on combating terrorist financing

and/or money laundering for 37 students participating in Session #14 of the Latin American Law
Enforcement Executive Development Seminar; the students were from Argentina, Belize, Brazil,
Chile,Costa Rica, Dominican Republic, El Salvador, Honduras, Mexico, Nicaragua, Panama,
Paraguay, Peru, Spain, Uruguay and Venezuela. The FBI included similar blocks of instruction
for 18 students participating in Session #5 of the Arabic Language Law Enfamté&xecutive
Development Seminar; the students were from Bahrain, Egypt, Irag, Jordan, Palestine, Qatar,
Saudi Arabia, and Sudan.

Also during 2010, the FBI Academy hosted the first session of the Afghan Law Enforcement
Executive Development Seminardyprovided blocks of instructioan terrorist financing to 23

students from Afghanistan. In addition, the FBI Academy hosted the first session of the Mexican

Law Enforcement Executive Development Seminar and provided blocks of instruction on
terroristfinac i ng t o 32 students from Mexi co. I n add
Initiative Session #23, the FBI included terrorist financing instruction for 50 participants from 13
countries; the students were fraxastralia, Cambodia, Chindlong Korg, India, Indonesia

Japan, Malaysighe PhilippinesSingaporeSouth KoreaThailand, and th&nited States

Federal Deposit Insurance Corporation (FDIC)

In 2010, the Federal Deposit Insurance Corporation (FDIC) continued to work in partnerstspusitdl
Federal agencies and international groups to combat money laundering and inhibit the flow of terrorist
funding. These efforts were focused primarily on training and outreach initiatives. In partnership with
the U.S. Department of State, the FDi@sted three anthoney laundering and counter terrorist

financing (AML/CFT) training sessions for 65 representatives from Afghanistan, Argentina, Ghana, Iraq,
Jordan, Kuwait, Mali, Mauritania, Morocco, Nigeria, Pakistan, Paraguay, Qatar, Senegal, &y Turk

The training sessions addressed the AML examination process, suspicious activity monitoring, customer
due diligence, and foreign correspondent banking risks and controls

During the year, the FDIC met with 23 supervisory and law enforcement reptessitam Bosnia and
Herzegovina, Bulgaria, Estonia, Finland, Hungary, Italy, Kosovo, Lithuania, Namibia, Poland, Romania,
Slovenia, Spain, Sweden, Ukraine and Zambia to discuss AML issues. Topics included examination
policies and procedures, the USA PRIDT Act, suspicious activity reporting requirements, and
government information sharing mechanisms

Financial Crimes Enforcement Network (FInCEN),
Department of Treasury

The Financial Crimes Enforcement Network (FINCEN) is a bureau of the U.S. Depaatitieat

Treasury and is the U.S. financial intelligence unit (FIW) 201Q FinCEN hosted

representatives from a variety of foreign government agencies, focusing on topics such as money
laundering trends and patterns, the Bank Secrecy Act, the USA PATRGDT

communications systems and databases, and case processing. A number of these visitors were
participants in the U.S. Department .of Stateo:s

FINCEN assists new or developing FIUs that it issponsoring for mmbership in the Egmont
Group of FIUs. The Egmont Group is comprised of FIUs that cooperatively agree to share
financial intelligence and has become the standatting body for FIUSFINCEN is currently
co-sponsoring FIUs from nine jurisdictions for Egni@&roup membership: China, Dominican
Republic, Ghana, Jordan, Kuwait, Oman, Pakistan, Tanzania, and Yé&s@nmember of the
Egmont Group, FINCEN also works multilaterally through its representative on the Egmont
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Training Working Group to design, implemt, and instruct at Egmoesponsored regional
training programs for Egmont Group members as well as Egmont candidate FIUs

FINCEN regularly engages with foreign FIUs in order to exchange information on operational
practices and issues of mutual concefhe participants in these exchanges share ideas,
innovations, and insights that lead to improvements in such areas as analysis, information flow,
and information security at their home FlUs, in addition to deeper and more sustained
operational collaboratim In 2010, FinCEN conducted analyst exchanges with the FIUs of
Afghanistan, Brazil, Paraguay, the Philippines, and Senegal

Immigration and Customs Enforcement, Department of
Homeland Security (DHS)

During Fiscal Year 2010, IGHomeland Security Investgions (HSI), the investigative arm of

the U.S. Department of Homeland Security (DHS), continued its commitment to providing
financial investigative training to countries around the world. The HSI Financial, Narcotics, and
Special Operations Division, itconjunction with the HSI Office of International Affairs

conducted and/or participated in training to foreign law enforcement, regulatory agencies, and
bank and trade officials in 13 foreign countries. Utilizing their broad experience and expertise in
conducting international financial investigations, HSI designed the training to provide the
attendee with the critical skills necessary to successfully identify and investigate financial crimes
and included such topics as an introduction to money laundéufgcash smuggling, asset
forfeiture, unlicensed money services business/informal value transfer systems, prepaid access
devices, and interviewing techniques.

Bulk Cash Smuggling

Using primarily U.S. Department of State funding, HSI provided bilatemnamtilateral

training and technical assistance to host nations which consisted of blocks of training detailing

the various aspects of money laundering and the interdiction and investigation of bulk cash

smuggling (BCS) for over 591 representatives fr@rcauntries. Notably, Nigeria, Saudi

Arabia, Egypt, Indonesia, Algeria, India, Morocco, the Dominican Republic and HSI personnel
participated in one of the first money | aunder
Yemen.

Throughthe U.S. Depate nt of St ateds I nternational Law Er
programs, HSI conducted 16 financial investigations andmaatiey laundering training

programs for over 700 participants at various ILEA Training Centers located in Peru, Botswana,

El Salvadorand Thailand.

In FY10, HSI continued its partnership with the Organization of American States (OAS) and the
United Nations Office on Drugs and Crime (UNODC). HSI participated in aegibnal

workshop in Lima, Peru dedicated to the interdiction andstigation of cross border bulk cash
smuggling. More than 40 financial intelligence analysts from financial intelligence units,
immigration and customs officials, and prosecutors from Argentina, Bolivia, Brazil, Chile,
Colombia, Ecuador, Paraguay, Peru almdguay participated in the workshop.

Trade Transparency Units (TTUS)

Trade Transparency Units (TTUs) are designed to help identify significant disparities in import
and export trade documentation and identify anomalies related tolbmass trade thadre
indicative of international tradlbeased money laundering. Trade is the common denominator in

11
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most of the worl dds alternative remitt-ance sSYVys
based value transfer systems have also been used in terroristrfqmam TUs generate, initiate,

and support investigations and prosecutions related to-braskd money laundering, the illegal

movement of criminal proceeds across international borders, the abuse of alternative remittance
systems, and other financiairoes. By sharing trade data, HSI and participating foreign

governments are able to see both sides of import and export transactions for commodities

entering or exiting their countries, thus assisting in the investigation of international money
launderingorganizations. The number of trabdased money laundering investigations emerging

from TTU activity continues to grow.

The United States established a TTU within DHS/HSI that generates both domestic and

international investigations. With funding fromtde S. Depart ment of St at ef¢
International Narcotics and Law Enforcement Affairs (INL), HSI worked to expand the network

of operational TTUs beyond Colombia, Brazil, Argentina, Paraguay and Mexico. In 2010,

Panama officially became the newest nbemof the TTU network. As part of this new TTU

initiative, HSI provided IT equipment and training as well as increased support to this newly
established TTU to ensure its successful development.

In 2010, HIS updated the technical capabilities of existiigs and trained new and existing
TTU personnel from Brazil, Colombia, Paraguay, Argentina, Mexico, and Panama, as well as
members of their financial intelligence units. Additionalgl strengthened its relationship

with the TTUs by deploying temporaand permanent personnel overseas to work onsite and
provide handn training. These actions have continued to facilitate information sharing
between the USG and foreign TTUs in furtherance of ongoing joint criminal investigations.

Other HSI Programs

In 2010, HSI expanded its highly successful Operation Firewall, a joint strategic bulk cash
smuggling initiative with U.S. Customs and Border Protection (CBP) to provide {mends
training and capacity building to law enforcement officials around the gloperafon Firewall
was designed to address the threat posed by the bulk cash smuggling via the key facets of
transportation to include movement within the continental United States aneboroes
smuggling through the various air, sea, and land portatof.eln FY 2010, Operation Firewall
resulted in 1,367 seizures totaling in excess of $133 million in U.S. currency and negotiable
instruments and to date has resulted in the seizure of more than $411 million dollars.

Under the HSI Cornerstone initiativieaining was designed and developed to provide the
financial and trade sectors with the necessary skills to identify and develop methodologies to
detect suspicious transactions indicative of money laundering and criminal activity. In
furtherance of th€ornerstone initiative, HSI has dedicated field and headquarters agents who
are charged with providing training to the financial and trade communities on identifying and
preventing exploitation by criminal and terrorist organizations. In FY 2010, HSlegstome

liaisons conducted 2,419 outreach presentations for more than 45,179 industry professionals in
the U.S. and abroad.

Internal Revenue Service (IRS), Criminal Investigative
Division (CID), Department of Treasury

In 2010, the U.S. Internal Revenue Bee (IRS) Criminal Investigation Division continued its
involvement in international training and technical assistance efforts designed to assist
international law enforcement officers in detecting tax, money laundering, and terrorist financing
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crimes. © complement its independent programs, RS partnered with several USG and
multilateral organizations, including agencies and offices of the U.S. Departments of State,
Justice, Treasury and Defense; INTERPOL,; the Organization for Econorop&ation ad
Development (OECD); and the governments of Greece, Norway and South Korea to deliver a
variety of programs. Training consisted of Basic and Advanced Financial Investigative
Techniques, and topics addressing the detection and deterrence of moneyrguarteterrorist
financing. Each course was tailored to meet the needs of the relevant participating countries,
with varying emphasis on drug trafficking, corruption, methods of proof, tax crimes, customs
violations and mock investigations.

Financial Inestigative Techniques Training
IRS-CID conducted Financial Investigative Techniques (FIT) courses in the following locations:

Bosnia and HerzegovindPar t i ci pants included 57 represent .
Office, Financial Intelligence Departmeftate Investigative and Protection Agency, Financial
Police, Tax Authorities and other police organizations.

Indonesiai Seventyt wo partici pants from the I ndonesia N
Office, Financial Transaction Reports and Analysis €entnmigration, and Corruption
Commission attended this training. Additionally, prosecutors from Toegte participated.

South Africai Ninety-two participants from the South African Revenue Service received
training in Pretoria, Capetown and Johannegb

Albania T Attendees included 34 participants assigned to the Albanian Joint Investigative Units.
Another course included 30 members of the newly formed Criminal Investigations section of the
Albanian Tax Authority.

Colombiai The 29 participants ingted investigators from the Colombian National Police,
members of the Attorney General 6s investigati\
Financial Investigative Unit.

Cambodiai Approximately 35 members of the National Police Counter Drugs Force,drhan
Institutions, Financial Investigative units and A@Gorruption units from Cambodia received
training.

Mexico i The training was presented to 53 Mexican Federal Police officers, investigators,
prosecutors, and investigative analysts. The courseti®pdne Merida initiative which

supports bilateral cooperation between the US and Mexico. Also, two advanced FIT classes
were delivered to 52 Mexican prosecutors, accountants, investigative analysts and federal agents.

Estoniai A modified FIT trainingcourse was delivered to investigators from the Estonia Tax
and Customs Board and prosecutors. The training was provided at the request of the Estonian
Tax and Customs Board.

Norway 1 A course funded by the government of Norway was presented to 24 @arts;ip
including police investigators, customs officers, and investigators/advisers to the Norwegian Tax
Directorate that specialized in economic crimes, customs violations, and/or tax crimes.

Greecei Approximately 60 participants from the Hellenic NatibRalice and the SDOE, a
Special Financial Investigative Unit, participated in FIT courses based on a direct agreement
with the government of Greece.

South Koreai IRS-CID trained 30 participants from the National Tax Service in cooperation
with the SouthKorean government.

13
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Other Training Initiatives

Various norFIT training initiatives were delivered by IRGED in conjunction with other
agencies. These include:

Thailand- The Transnational Crime Affairs Section sponsored three Complex Financial
Investigatons (CFl) courses given to a total of 159 participants. Participants included members
of the AnttMoney Laundering Office (AMLO), bank examiners, the Royal Thai Police, and
Thailand Border Patrol.

Mexico -- The International Money Laundering/Criminal @rgzations and lllicit Financing

course introduced 215 Mexican federal prosecutors, accountants, and law enforcement officials
to various aspects of the U.S. judicial system including: money laundering, direct examination,
Ponzi schemes, and forfeiture.

Two sessions dEvidence Seizure and Chain of Custaalyoduced Mexican law enforcement
officials to the U.S. based legal system for executing search warrants, seizing evidence, and
preserving the chain of custody. The goal is to help prepare Mexicaalfeffarials to
investigate and prosecute criminal cases using the accusatorial system.

An Electronic Crimes and Financial Crime Scene presentation was given to money laundering
investigators of the Federal Police AMoney Laundering Unit and Ministry gustice Judicial
Police.

IRS-CID participated in delivering training to combat terrorist financing and money laundering
in Algeria, Bosnia and Herzegovina, Egypt, Iraq, Jordan, Morocco, Nigeria, Philippines,
Senegal, and United Arab Emirates.

InternationBLaw Enforcement Academy Training

IRS-CID provided instructor and course delivery support to the State Department International
Law Enforcement Academies (ILEA) located in Bangkok, Thailand; Budapest, Hungary;
Gaborone, Botswana; and San Salvador, Blefir.

At ILEA Bangkok: IRS-CID participated in one Supervisory Criminal Investigator Course.
IRS-CID also participated in three sessions of Complex Financial Investigations. The 159
participants represented various law enforcement agencies fromlthwirigi countries: Brunei,
Cambodia, China, Hong Kong, Indonesia, Laos, Macau, Malaysia, Philippines, Singapore,
Thailand, TimorLeste and Vietnam.

At ILEA Budapest: IRS-CID participated in delivering five sessions of Financial Investigative
Techniques &ining. Participating countries included: Albania, Bosnia and Herzevonia,

Bulgaria, Croatia, Georgia, Hungary, Kazakhstan, Kosovo, Macedonia, Moldova, Montenegro,

Serbia, Slovenia, Tajikistan and Ukrain®S-CID provided a class coordinator for ILEA 78

who was responsi ble for coordinating and super
activities. IRSCID also provided the key note speaker for the graduation of ILEA 78.

At ILEA Gaborone:IRS-CID participated in four Law Enforcement Executive Depahent
programs. Countries that participated were Angola, Botswana, Cameroon, Djibouti, Ethiopia,
Ghana, Guinea, Mauritius, Mozambique, Republic of Congo, Seychelles, South Africa, Uganda
and Zambia.

At ILEA San Salvador:IRS-CID assisted in the deliveyf four FIT courses for the Law
Enforcement Management Development Programs (LEMDP). Participating countries were
Antigua and Barbuda, Argentina, Bahamas, Barbados, Brazil, Chile, Colombia, Costa Rica,
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Dominica, El Salvador, Grenada, Guatemala, Mexicoadrey, Peru, St. Kitts and Nevis, St.
Lucia, St. Vincent and the Grenadines, and Uruguay.

IRS-CID led a Financial Investigative Techniqgues/Money Laundering course funded by the
ILEA at the Regional Training Center in Lima, Peru. The 33 participants Agentina,

Brazil, Chile, and Peru were members of their respective national police agencies and
prosecutorsodé offices.

Nonroutine Training Events

Employees of IRSCID International Operations also completed severairoatine training
events.

Membersfrom IRS-CID International Operations attended a joint Mexi¢® workshop that

focused on arms trafficking and money laundering by Mexican narcotics cartels. The conference
sponsored by the U.S. Ambassador to Mexico, brought together high ranking taceemént,
prosecutorial and regulatory officials from both countries.

In conjunction with the Office of Economic Development and Cooperation (OECD) and the
Treasury Executive Office for Asset Forfeiture, R® led a multinational training team to
devdop and present a threlay training symposium in Washington D.C. The symposium
consisted of money laundering and bribery awareness for tax examiners. The course was
attended by 58 examiners and auditors of 20 countries:ClRSalso attended an OECD
meeting in Paris, France.

Members of International Operations participated in meetings with the International Criminal

Police Organization (I NTERPOL) and with a del

working group on Money Laundering and Terrorist Finagaimet to provide advice on

devel oping | NTERPOLOGs ability to facilitate
investigations through effective information sharing. The meeting with officials from South
Korea culminated in the signing of a Simultaneouisn@al Investigation Program between the

IRS and the National Tax Service of South Korea.

IRS-CID Narcotics and Counterterrorism (NCT) participated in the South Asia Regional
Workshop held in Kathmandu, Nepal. NCT discussed domestic/international atimnaiof
investigations and how IRSID can add value to terrorism investigations.

A tax and fraud training session organized
Overseas Prosecutorial Development, Assistance and Training Resident Legal Aatjetioer

€

m

with the Georgian Ministry of Justice Prosecut

The training, presented to 120 Ministration of Finance prosecutors and investigators, focused on
case development, case assessment and evidencergather

IRS-CID attaché in Australia participated in two training sessighiseminar for the

International Association of Financial Crime Investigators focused on the IRS investigative
mission and the benefits of law enforcement working together on a ¢goleal Attendees

included 130 participants from various Australian agencies and other fraud investigative entities.
Another session presented to the Australian Taxation Office (ATO) provided an overview of the
| RS and CI DG6s i nt eraininginduded approximatayss0 marticipantsfirons t
several sections within ATO.

Assessments

Training assessments for Bosnia and Herzegovina, Cambodia and the Philippines were
completed during 2010.
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Office of the Comptroller of the Currency (OCC), Departmte
of Treasury

The U.S. Department of the Treasuryods Office
with other federal banking agencies to provide training to foreign banking supervises.

OCC sponsored several initiatives to provide-ambneylaundering/countéiterrorist financing

(AML/CFT) training to foreign banking supervisors in 20Ithe OCC organized and conducted

its annual AML/CFT School in Washington, D.@Che school is designed specifically for

foreign banking supervisors to increaseir knowledge of money laundering and terrorist

financing typologies and improve their ability to detect these activities, thus strengthening their
national AML/CFT regimesBanking supervisors from 12 countries, including Australia, Brazil,

China, Irdia, Indonesia, Italy, Malaysia, Netherlands, PhilippiigsjthKorea, Sri Lanka,

Turkey, and Uruguay attended the school hel d e
OCC officials also met with a delegation®buthKorean FIU supervisors who visid

Washington.Di scussi ons focused on the U.S. bank sup
supervisory approach, and AML enforcemenhe OCC also hosted two foreign bank regulators

from Uruguay and Argentina to participate in a three week OCC AML &dion.

OCC continued its industry outreach efforts to the International banking community. OCC
officials delivered AML/CFT presentations at the MoneyLaundering.cofmAtfual Antk

Money Laundering Conference, attended by more than 1,000 AML prafessioom 50

countries; and the institute of International Bankers Annual-Kathey Laundering Seminatr,

hosting attendees from 30 countries. OCC also participated in an AML/CFT presentation and
conducted a separate workshop at the Kuwait-Mahey Laun@ring ConferenceThe OCC

also provided instructors for a workshop organized by the Association of Banking Supervisors of
the Americas (ASBA) and hosted by the Superintendencia de Banca y Seguros, Peru that was
attended by 29 supervisors from Argentinalitda, Brazil, EcuadqgrParaguayandPeru

Office of Overseas Prosecutorial Development, Assistance and
Training, the Asset Forfeiture and Money Laundering Section,
& Counterterrorism Section (OPDAT, AFMLS, and CTYS),
Department of Justice

Training and echnical Assistance

The U. S. Depart ment of Justicebs (DOJ) Office
Assistance, and Training (OPDAT), assesses, designs, and implements training and technical
assistance programs for U.S. criminal justice sector copantis overseasOPDAT draws upon

the antimoney laundering/countgerrorist financing (AML/CFT) expertise within DOJ,
including that of the Asset Forfeiture and Mor
Division (AFMLS/Criminal Division), the Countenteorism Sectior{CTS)and the Office of

Law and Policy of the National Security Divisiohc ol | ecti vel vy, ANSDO) , a
Offices to train and advise foreign AML/CFT partners. Much of the assistance provided by

OPDAT, AFMLS, NSD and other DGebmponents is provided with funding from the U.S.

! The mission of the NatioheSecurity Division is to combat terrorism and other threats to
national security.
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Department of State; funds are also provided by the U.S. Agency for International Development
and the Millennium Challenge Corporation.

Il n addition to training pr ogrds ORDAT adso wavitlesd t o
long-term, incountry assistance througésidentegaladvisors (RLAS). RLAs are federal

prosecutors who provide4eountry technical assistance to improve capacity, efficiency, and
professionalism within foreign criminal justisgstems.RLAs are posted to U.S. embassies to

work directly with counterparts in foreign legal and law enforcement agencies, including

mini stries of justice, prosecut or oleprombté i ce s,
reforms within the crninal justice sector, RLAs provide assistance in legislative drafting
modernizing institutional structures, policies and practiaad training law enforcement

personnel, including prosecutors, and judges.
International Criminal Investigative Training Assistance Program (ICITAP) to train police and
ot her investigative officials. OPDATOGs wor Kk

multilateral organizationsFor all programs, OPDAT draws uponekpei se fr om DOJO6 s
Criminal Division,NSD, AFMLS, and other DOJ components as needed.

In 2010, OPDAT, AFMLS, and CTS met with and provided presentations to more than 244
international visitors from more than 20 countries on AML and/or CFT totossentatins
covered U.S. policies to combat terrorism, U.S. legislation, issues raised in implementing new
legislative tools, and the changing relationship of criminal and intelligence investigatibas.
meetings also covered money laundering and material sugiptutes, and the Classified
Information Procedures AcOf great interest to visitors is the balancing of civil liberties and
national security issues, which is also addressed.

Money Laundering/Asset Forfeiture/Fraud

In 2010, OPDAT organized trainingrfforeign judges; prosecutors; other law enforcement
officials; legislators; customs, supervisory, and FIU personnel; and private sector participants,
and provided assistance in drafting amtiney laundering statutes compliant with international
standard. Such assistance enhanced the ability of participating countries to prevent, detect,
investigate, and prosecute money laundering and to make appropriate and effective use of asset
forfeiture. The content of individual technical assistance programsdvdeapending on the

participantsdé specific needs, but topics addr e

prosecution of complex financial crimes, economic crimes, money laundering, and corruption;
the use of asset forfeiture as a law enforcement toohterfeiting; health care fraud; and
international mutual legal assistance.

OPDAJprovided Training and Technical Assistance

In 2010, OPDAT led or participated in training programs and seminars addressing the following
topics, all tailored to the regiasr individual country: asset forfeiture seminars for Southeast
Europe, Indonesia, Cameroon, Moldova, Montenegro, and Mexico; complex financial crime
investigation and prosecution programs for Jordan, Bangladesh, Turkey, Indonesia, Ukraine,
Kosovo, Albaniaand Mexico; antcorruption programs for Indonesia, Georgia, Kyrgyzstan,
Albania, Montenegro, Armenia, Kazakhstan, Ukraine, Serbia, Tajikistan, Yemen, Liberia,
Cameroon, Rwanda, Uganda, Tanzania, and Sierra Leone; mutual legal assistance programs for
Ukraine and Southeast Europe, Indonesia, and Megiwd AML/CFT-related seminars for

Saudi Arabia, Jordan, Uganda, Bangladesh, Indonesia, Kuwait and Tuéditionally,

Turkish, Bangladeshi and Indonesian officials participated in study tours to the Stated to
observe how the U.S. investigates and prosecutes complex financial crimes and corruption.
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In February and September 2010, with support from NSD, OPDAT organized conferences in
Turkey designed to promote regional courtesrorism cooperation. Ehfirst conference

consisted of representatives from Albania, Bulgaria, Greece, Macedonia, and Turkey, while the
second conference included representatives from Egypt, Jordan, Lebanon, and Turkey.

In March, OPDAT , again with the support of NSD, hostetlidysvisit to Washington for
Turkish Ministry of Justice and financial crimes agency officials charged with drafting and
refining legislation related to criminalizing terrorist financing, freezing terrorist assets, and
designating terrorist organizations.

In May, OPDAT hosted a Southeast Asia Regional Asset Forfeiture Conference in Jakarta for
representatives from twelve Southeast Asian Countries (Vietnam, Laos, Thailand, Bangladesh,
Malaysia, Indonesia, Hong Kong, Taiwan, Timor Leste, France, United Stade&sustralia).

The conference focused on encouraging countries in the region to enact asset forfeiture
legislation and use it effectively through international cooperation.

In June, OPDAT ceponsored a bulk cash smuggling training program for Tur&ish |
enforcement officers in Istanbul, Turkey. The training focused on the interdiction and
investigation of crosborder bulk cash smuggling, with emphasis on money laundering and
terrorist financing.

In July, OPDAT cesponsored two sessions of a workslamgising on enforcement measures
against money laundering, terrorist finance, and other financial crimes for Jordanian officials in
Amman, Jordan. The program emphasized the respective roles of financial crimes analysts,
investigators, prosecutors and gas in addressing financial crimes.

In September, OPDAT esponsored with the Treasury Department a regional workshop
examining the roles of the financial intelligence unit, law enforcement officers, and prosecutors
in Amman, Jordan for officials from Jaad, Egypt, Saudi Arabia, Irag, Lebanon, Yemen, and

the Palestinian Authority. The program provided a framework for discussion of stakeholder
roles in money laundering efforts, financial investigative techniques, and international
cooperation.

Terrorism/Torist Financing

OPDAT, AFMLS, and CTS/NSD, with the assistance of other DOJ components, play a central

role in providing technical assistance to foreign counterparts to attack the financial

underpinnings of terrorism and to build legal infrastructuresotabat it. In this effort, OPDAT,

CTS/INSD, and AFMLS work as integral parts of the interagency U.S. Terrorist Financing

Working Group (TFWG),ce¢e hai red by the State Departmentdos
the Coordinator for Counterterrorism (S/CT).

OPDATProvided Training and Technical Assistance

The TFWG supports four RLAs assigned overseas, located in Bangladesh, Kenya, Turkey, and
the United Arab Emirates (UAE)The RLA for the UAE is stationed at the U. S. Embassy in

Abu Dhabi, UAE, and is respsible for OPDAT program activities in the UAE, Saudi Arabia,
Kuwait, Qatar, Jordan, Yemen, Oman, and Bahrdime TFWG also supports OPDAT
implemented projects in Indonesia, working through the-fihded RLA posted there. The
activities of the RLAs const not only of capacitypuilding with host country justice sectors.
Working in countries deemed to be vulnerable to terrorist financing, RLAs focus on money
laundering and financial crimes and developing coutgenrism legislation that criminalizes
terrorist acts, terrorist financing, and the provision of material support or resources to terrorist
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organizations.The RLAs implement these programs by providing training, assistance in
legislative drafting and support for the coydrAML/CFT efforts. Sme highlights of the
RLAsOG efforts in 2010 include:

In Bangladesh, OPDAT organizedaUlsased study visit for senior
law enforcement community and provided technical assistance to the Bangladeshi National
Coordinating Committeeofr med t o combat financi al crimes by
AML/CFT legislation. The US visit helped to facilitate a better understanding between the US

and Bangladesh of their respective datror efforts, enhanced mulateral counteterrorism

ties,and stimulated possible future actions related teraotiey laundering; combating terrorism

and terrorist financing; and asset recovery anduallegalassistance.

I n I ndonesia, the RLA continued to engage the
Crime Task Forcevhich OPDAT has supported since its establishment as an operational unit in
2006. The task force is responsible for prosecuting significant cases involving four key areas:
terrorism, money laundering, trafficking in persons, and cghere.

In Turkey, the RLA hosted regional conferences designed to promote regional d¢ewmuiesm
cooperation.In this ongoing project, the RLA continues to focus on regionalaptive
strategies to fight terrorism and its related crimelis propct is designed to foster mentoring
relationships among law enforcement of the respective participating countries.

In Kenya, the RLA provided support to the Kenyan government, U.S. authorities, and the
international community in the prosecutions of Sorpalir at e s . The RLA addre
piracy law, criminal elements of piracy, best practices in these cases, and the need for

modernizing evidence practice in Kenya through multiple training sessions delivered in Kenya.

The RLA also delivered countg@iracy training programs to officials from the Seychelles and

Mauritius.

In the UAE and Gulf Region, the RLA focused on initiatives involving enforcement measures
against money laundering and financial crimes in Jordan, and assistance to regulators, customs
personnel and prosecutors to combat bulk cash smuggling in the UAE. These efforts are part of
a regionwide initiative to address threat finance and money laundering.

In 2010, in addition to the programs listed under the Money Laundering/Asset Forfeitude/Fra
section, the RLAs conducted or participated in the following training programs and seminars:
international cooperation in combating terrorism in Uganda, terrorist financing investigations
and prosecutions in Qatar, Saudi Arabia, Bangladesiindonesa; and countepiracy

seminars in Kenya, Mauritius, Seychelles and Tanzania.

Office of Technical Assistance (OTA), Treasury Department

The U.S. Department of the Treasuryods Office
the Office of Internationad\ffairs. OTA has five training and technical assistance programs:

revenue policy and revenue administration, government debt issuance and management, budget
policy and management, banking and financial services, and economic crimes. The economic

crimes pogram offers technical assistance to combat money laundering, terrorist financing, and

other financial crimes.

Fifty-three experienced Resident Advisors and Intermittent Advisors comprise the Economic
Crimes Team (ECT). These advisors provide diverseréisp in the development of anti

money laundering/countgerrorist financing (AML/CFT) regimes, and the investigation and
prosecution of complex financial crimes. The ECT is divided into three geographic areas, each
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of which is managed by a fuiime Regional Advisor: Europe and Asia, Africa and the Middle
East, and the Americas.

OTA receives direct appropriations funding from the U.S. Congress, and funding from the U.S.

Depart ment of Stateds Bureau for I ng¥E86national

Agency for International Development (USAID) country missions, and the Millennium
Challenge Corporation (MCC).

Assessing Training and Technical Assistance Needs

The goal of OTAGs Economic Crimes program i s
prevent, detect, investigate, and prosecute complex international financial crimes by providing
technical assistance in three primary areas: combating money laundering, terrorist financing, and
other financial crimes; fighting organized crime and corargtand building capacity for

financial law enforcement entities.

Before initiating training or technical assistance, OTA Economic Crimes Advisors conduct
comprehensive assessments to identify needs and to formulate responsive assistance programs.
These peds assessments examine legislative, regulatory, law enforcement, and judicial
components, and include the development of technical assistance work plans to enhance a
countrydés efforts to fight money | awuptberi ng,
In 2010, OTA conducted assessments and/or developed new technical assistance plans in Bosnia
and Herzegovina, Costa Rica, El Salvador, Georgia, Guatemala, Guyana, Honduras, and
Uruguay.

Regional and Resident Advisors

OTA Regional Advisors and Rilent Advisors continued international support in the areas of
money laundering and terrorist financing through conducting bilateral assessments; organizing
and participating in regional training events and international workshops and seminars; working
collaboratively with international donors; and supporting FASifle regional bodies in the

delivery of technical assistance and other direct and indirect technical assistance activities.

Africa and Middle East: The Regional Advisor serves as the U.S regmesive for the MENA
FATF Technical Assistance and Topology Working Group and is a member of U.S. delegations
to three FATFstyle regional bodies in his region. The region has resident advisors in Botswana,
Jordan, Irag, Ghana and Morocco and intermitpeajects in Sao Tome and Principe, Lesotho,
Palestine, Algeria and Saudi Arabia.

In Eastern and Southern Africa, OTA placed a resident advisor in Botswana to work with the
newly established financial intelligence unit (FIU) and to also provide assisiarare

intermittent basis to Lesotho as that country implements its AML/CFT legislation and establishes
an FIU. In Lesotho, OTA provided assistance in identifying required amendments to AML/CFT
legislation, drafted implementing AML/CFT regulations, drdfteposition description for the

t

FI'U Directorés position, reviewed the proposec

activities for public and private institutions. In Botswana the OTA resident has finalized an
AML/CFT technical assistance worlam, trained FIU staff, assisted in the development of a
2011 budget for the FIU, and played a key role in getting an interim FIU Director appointed.

In West Africa, a resident advisor was placed in Ghana andlecated in the FIU, providing
assistance o bring it to an operational | evel and
AML/CFT regime. In 2010, the advisor focused on assisting the FIU with the FATF

International Cooperation Review Group (ICRG) monitoring process, assisted in the 201tl budge
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development, improved the FIU data management process, assisted in the development of a
currency declaration form, and coordinated an OTA Information Technology (IT) assessment to
initiate the IT development process for the FIU.

In North Africa, a residnt advisor was placed in Morocco in December 2010 to provide

technical assistance to the FIU, Central Bank and other AML/CFT stakeholders. Technical
assistance to Algeria will continue and focus on AML/CFT gaps identified in its recently adopted
mutual ealuation report.

I n the Middle East, a resident advisor was pl ¢
Laundering Reporting Office (MLRO) and other AML/CFT stakeholders in passing new

legislation and improving regulatory, investigative and poogorial capacity to combat serious

financial crimes. OTA participated in aimtioney laundering and antorruption workshops for

Iraqi officials and mentored investigators and prosecutors on complex money laundering and

terrorist financing cases.

Europeand Asia:OT A6s Regi onal Advi sor for is a member
Pacific Group on Money Laundering (APG) and actively participates in the activities of the
APGO6s Technical Assistance and Traitonahg group.

resident advisors in Afghanistan: one with the Major Crimes Task Force (MCTF); and one
banking AML/CFT specialist to work with the AML/CFT section of the supervisory section of
the Central Bank. OTA also placed Economic Crimes RAs in Vietnam asovigon early

2010.

The RA in Afghanistarcontinued to focus on development of the Afghan FQX A placed a

second advisor with the Afghan MCTF to teach financial investigative techniques, mentor
investigation of economic crimes, mentor processes assdamth asset seizure, and orient
investigative conduct toward prosecuti on. T h e
investigations was expanded in 2010 to include tax evasion by individual and commercial

entities in which the FIU occupies a critilgasupportive role. Two one week bulk cash

smuggling & money laundering training courses were developed and conducted for the MCTF as

part of joint OTA/DHS Immigration and Customs Enforcemidnimeland Security

Investigations training endeavors. Sigrafit improvement, regarding the extent and quality of

routine coordination occurring between METF and FIU, was achieved in 2010. OTA also

helped prepare the Afghan Government for the IMF mutual evaluation of its AML/CFT regime.
OTAplacedathirdadgsior i n t he supervision department of
to provide mentoring on hawala licensing and bank and hawala examination procedures. This
advisor has developed and conducted training on bank AML/CFT inspection procedures for

DAB staff.

OTA placed a new resident advisor in Kosovo in early 2010. The OTA resident advisor
provided assistance in the drafting and revi e\
Laundering and Terrorist Financing, which was passed by Parliament aed|seabidy signed

by the President in November 2010. OTA continues to provide mentoring, advice, and other
development assistance to FIU management, analysts and other staff. OTA initiated a working

group to develop a Suspicious Activities Report awaretmassng program that will be

delivered to Kosovoods financi al institutions.

The resident advisor in the Mekong Region continued to deliver redidsed TA to Vietnam,
Cambodia, and Laos according to assessed needs in each jurisdiction.

Western Hemisphee: During 2010 OTA substantially increased its presence in the Western
Hemisphere, placing resident advisors in Mexico (March), Costa Rica (June), Guatemala
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(August), and Honduras (September). Il n Mexic
law enbrcement community providing Financial Investigative Techniques as well as workshops
to foment interagency coordination in advanced money laundering investigations. Additionally,

(

OTA began work in earnest with Metkee cobs Tax ar

development of a supervisory regime for money remitters. OTA continued its work with the
FIUs of Mexico and Uruguay by providing training seminars and mentoring.

OTAOGs resident advisor i n Paraguay comti nued
fight smuggling and tax evasion, and the undervaluation and wedistration of goods,

improve its internal control and investigation capability and, as a result, reduce corruption in the
customs sector. Controls over the importation and exportafignods have been substantially
enhanced; opportunities for corruption substantially decreased; and, customs revenues have

i ncreased. OTA also continued work in Paragu
its IT system.

AML/CFT Training

OTA specialists delivered AML/CFT courses and other achbased services to government and
private sector stakeholders in a number of countries. Course topics included money laundering
and financial crimes investigations; identification and development of dmchinternational

sources of information; operations and regulation of banks antbauai financial institutions

and the gaming sector, including record keeping; investigative techniques; financial analysis
techniques; forensic evidence; computer asstgtand criminal analysis; interviewing; case
development, planning, and organization; report writing; and, with the assistance of local legal
experts, rules of evidence, mutual legal assistance and cooperation, search, and seizure, and asset
seizure anddrfeiture procedures.

In Sao Tome and Principe OTA continues implementation of an M@@Ged project with

customs authorities to modernize operations. Efforts have led to the passage of a modern and
internationally compliant Customs law, and work is pesging on installing a modern

automated system to improve the processing, transparency, and security of goods moving
through the seaport and airport, and improving infrastructure and capacity to execute customs
operations, including inspection and courgstuggling.

In Algeria, Palestine, and Saudi Arabia advisors provided technical assistance to enhance the
operational capacity of FIUs. This assistance involved institutional building, analytical training,
IT assessments, budget and facilities developmstnategy development, legislative review,
regulation drafting, mentoring, cross border monitoring and outreach to public and private
institutions on AML/CFT responsibilities. During 2010, OTA worked with prosecutors from the
Palestinian Attorney Gereerl 6 s of fi ce providing mentoring in
Financial Investigative Techniques Course (FIT) was conducted for the Saudi Arabia FIU and
other officials in September 2010. A regional FIU workshop focusing on the FIU relationship
with law enforcement and international cooperation was conducted for officials from Jordan,
Saudi Arabia, Egypt, Palestine Authority, Yemen, and Iraq in September 2010. A study tour
visit was organized for Jordanian FIU officials to visit the Lebanese &pdagestigation

Commi ssion (SIC), Lebanondés FI U.

A regional Middle East North Africa AML/CFT training project, initiated in 2007 and funded by
USAID, concluded in September 2010 after conducting eight major regional events covering
topics such as corrupin, bulk cash smuggling, task force investigations, financial analysis,
financial investigations, targeted economic sanctions, FIU operations and international
cooperation. Approximately 235 individuals participated in these training events.
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In Vietnam, sispicious activity reporting training was delivered to compliance and executive
staff of all 84 licensed banks, AML examination training was delivered to the State Bank of
Vietnam, and mentoring was delivered to FIU staff. Development of internal fihancia
investigation training curricula commenced with OTA assistance at the Ministry of Public
Securityds Police Academy, as well as at the ¢
assisting with development of an electronic reporting system for suspattugy and large

cash transaction reports. In Laos, OTA conducted a legislative assessment with the Laotian
Anti-Money Laundering Intelligence Unit (AMLIU). OTA assisted Laos in preparing for its
APG mutual evaluation, funding translation of the mutaadluation questionnaire and other key
documents, and delivering preparatory training for completion of the questionnaire in
conjunction with APG and UNODC.

In Georgia, OTA conducted a FIT course for law enforcement investigators and prosecutors.

Due tothe high level of interest, OTA delivered three separate FIT courses and two separate
Advanced Money Laundering Analysis courses to
agencies. Technical assistance was provided to the Kosovo Tax Administration irgdhegtin

criminal tax amendment and OTA is also assisting in drafting the new criminal tax procedures
manual.

In the Americas during 2010, OTA delivered technical assistance in Argentina, Costa Rica, El
Salvador, Guatemala, Haiti, Honduras, Mexico, Paragaiag Uruguay. In Argentina, OTA
delivered a workshop focused on money laundering through the Securities Sector to staff of the
National Banking and Securities Commission, Argentine prosecutors, financial crimes
investigators and FIU staff members plusiginayan officials. In Uruguay, OTA led a workshop
focused on the Enterprise Theory of Investigation for Organized Crime; there were participants
from Paraguay. OTA also continued to work closely with the Mexican tax authority and the
Mexican banking secities supervisor to assist their efforts to develop a regulatory and
supervisory regime for money service businesses. In Haiti, OTA continued its program to assist
the Government of Haiti draft reforms for its outdated Criminal and Criminal Proceddralean
Codes, as well provide continued training and mentoring for analysts at its financial intelligence
unit and analysts, investigators and prosecutors in a companion financial crimes investigative
task force unit. Finally, OTA continued its work iretil" area, assisting the Haiti FIU in its

efforts to obtain appropriate IT systems to receive reports from obligated entities.

OTA continued to offer trahthe-trainer courses throughout its programs so that the basic skills
taught in investigative coursean be passed on by the recipients to their agency colleagues.

Financial Analysis Techniques Training

Globally, OTA delivered the Financial Analysis Training Course (FATC) to analysts in the
financial intelligence units of Georgia, Jordan, Kosovo, MexRakistan, Singapore, Uruguay,
and Vietham. Regional training-@ponsored with the IMF in Singapore included participants
from Cambodia, Indonesia, Laos, Malaysia, Nepal, Pakistan, Thailand, and Vietnam.

Looking forward, and in response to a demand ftwvaaced training, OTA continued

development of its Advanced FATC, adding modules on: corruption; international cooperation;
the black market peso exchange system; advanced transactional analysis and targeting. In
anticipation of using these and other FAmodules in Central America, the foregoing materials
have been translated into Spanish. OTA is working on translating these same materials into
French for use in francophone Africa. This course was presented to analysts from Jordan,
Kosovo, Palestine @ahVietnam.
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Casinos and Gaming

I n 2010 the Casino Gaming Group (CGG) experts

provided technical assistance to the international community in the area of gaming industry
regulation. The CGG provides assistance in theidgadif gaming legislation and implementing
regulations, and trains gaming regulators and FIU personnel to develop the capacity for
implementing AML programs, conduct plieensing investigations, and audit and inspect casino
operations and all games of clte.

In 2010 the CGG followed up on assistance provided in 2009 to both Costa Rica and Guatemala
in the creation of draft gaming laws. In both countries the draft laws are before the National
Assemblies and, in 2010, CGG advisors worked with both govertsnaed legislators resolving
issues and answering questions. It is anticipated that both laws will be enacted in 2011. In the
current form both laws would meet international standards. Additionally, meetings have been
held with regulators in Argentingcuador and Mexico to work toward enhancing gaming
regulations.

The draft Kosovo Law on Games of Chance was submitted to the Minister, Ministry of Economy
and Finance in February 2010. The CGG worked extensively with the Ministry in the creation of
thislaw. Following subsequent submission and review of alternative proposals, a meeting
between OTA and Kosovar authorities is scheduled for January 2011 to finalize the law for
presentation to the Minister.

CGG conducted assessments of the casino regulstetgms and gaming laws in Armenia and
Georgia.

Insurance

In 2010 OTA in conjunction with the New York Insurance Commission provided separate week
long insurance fraud training courses to insurance regulators in Egypt and Jordan. This followed
assistane to the Egypt Insurance Supervisory Authority (EISA) in planning and conducting its
firstinsurance AML/CFT examination.

Treaties and Agreements

Treaties

Mutual Legal Assistance Treaties (MLATS) allow generally for the exchange of evidence and
informationin criminal and related matters. In money laundering cases, they can be extremely
useful as a means of obtaining banking and other financial records from our treaty partners.
MLATSs, which are negotiated by the Department of State in cooperation wibegbertment of
Justice to facilitate cooperation in criminal matters, are in force with the following countries:
Antigua & Barbuda, Argentina, Australia, Austria, the Bahamas, Barbados, Belgium, Belize,
Brazil, Canada, Cyprus, Czech Republic, Dominica,#Egystonia, France, Germany, Greece,
Grenada, Hong Kong, Hungary, India, Ireland, Israel, Italy, Jamaica, Japan, Latvia,
Liechtenstein, Lithuania, Luxembourg, Malaysia, Mexico, Morocco, the Kingdom of the
Netherlands (including Aruba, Curacao, and St. ag, Nigeria, Panama, Philippines, Poland,
Romania, Russia, St. Lucia, St. Kitts & Nevis, St. Vincent & the Grenadines, South Africa,
South Korea, Spain, Sweden, Switzerland, Thailand, Trinidad & Tobago, Turkey, Ukraine,
United Kingdom (including the Islof Man, Cayman Islands, Anguilla, British Virgin Islands,

and Montserrat), Uruguay, and Venezuela. In addition, on February 1, 2010, ZZUWJ.S.
Instruments/Agreements/Protocols entered into force that either supplemented existing MLATSs
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or created new mual legal assistance relationships between the United States and every
member of the EU. Mutual legal assistance agreements have been signed by the United States
but not yet brought into force with the following countries: Algeria, Bermuda, and Colombia.

The United States is engaged in negotiating additional MLATs with countries around the world.
The United States also has signed and ratified the-Fatesrican Convention on Mutual Legal
Assistance of the Organization of American States, the UnitedmMsa@onvention against
Corruption, the United Nations Convention Against Transnational Organized Crime, the
International Convention for the Suppression of the Financing of Terrorism and the 1988 UN
Drug Convention.

Agreements

In addition to MLATS, the Unied States has entered into executive agreements on forfeiture
cooperation, including: (1) an agreement with the United Kingdom providing for forfeiture
assistance and asset sharing in narcotics cases; (2) a forfeiture cooperation and asset sharing
agreemat with the Kingdom of the Netherlands; and (3) a drug forfeiture agreement with
Singapore. The United States has asset sharing agreements with Canada, the Cayman Islands
(which was extended to Anguilla, British Virgin Islands, Montserrat, and the Tatk€aicos
Islands), Colombia, Ecuador, Jamaica, Mexico, and Monaco.

Treasuryods Financi al Crimes Enforcement Net wor
Understanding (MOU) or an exchange of letters in place with other financial intelligence units
(FlIUs)tofacl i t at e the exchange of information betwe

FIU. FinCEN has an MOU or an exchange of letters with the FIUs in Albania, Argentina,

Aruba, Australia, Belgium, Bermuda, Bulgaria, Canada, Cayman Islands, Chile, Columbia,
Craatia, Cyprus, France, Guatemala, India, Indonesia, Italy, Japan, Macedonia, Malaysia,
Mexico, Montenegro, Moldova, the Netherlands, Netherlands Antilles, Panama, Paraguay, Peru,
Philippines, Poland, Romania, Russia, Serbia, Singapore, Slovenia, Sou#h) 8&ith Korea,

Spain, the Money Laundering Prevention Commission of Taiwan and the United Kingdom.

Asset Sharing

Pursuant to the provisions of U.S. law, including 18 U.S.C. § 981(i), 21 U.S.C. § 881(e)(1)(E),

and 31 U.S.C. 8§ 9703(h)(2), the Departmeritdustice, State, and Treasury have aggressively
sought to encourage foreign governments to cooperate in joint investigations of narcotics
trafficking and money laundering, offering the possibility of sharing in forfeited assets. A

parallel goal has bedn encourage spending of these assets to improve narogiitsd law
enforcement. The long term goal has been to encourage governments to improve asset forfeiture
laws and procedures so they will be able to conduct investigations and prosecutioestsar
trafficking and money laundering that include asset forfeiture. To date, the Bahamas, Canada,
Cayman Islands, Hong Kong, Jersey, Liechtenstein, Luxembourg, Singapore, Switzerland, and
the United Kingdom have shared forfeited assets with the USiizes.

From 1989 through October 2010, the international asset sharing program, administered by the
Department of Justice, shared $233,042,355 with 36 foreign governments that cooperated and
assisted in investigations. In 2010, the Department of Juesgres=d to transfer $2,946,237 in

forfeited proceeds to the Government of United Mexican States. Prior recipients of shared assets
include: Anguilla, Antigua and Barbuda, Argentina, the Bahamas, Barbados, British Virgin
Islands, Canada, Cayman Islands,dabia, Costa Rica, Dominican Republic, Ecuador, Egypt,
Germany, Greece, Guatemala, Guernsey, Honduras, Hong Kong, Hungary, Indonesia, Isle of

25



INCSR 2011 Volume Il

Man, Israel, Jordan, Liechtenstein, Luxembourg, Netherlands Antilles, Paraguay, Peru, Romania,
South Africa, Switerland, Thailand, Turkey, the United Kingdom, and Venezuela.

From Fiscal Year (FY) 1994 through FY 2010, the international &bsatng program

administered by the Department of Treasury shared $30,321,113 with foreign governments that
cooperated and assed in successful forfeiture investigations. In FY 2009, the Department of
Treasury transferred $1,500.235 in forfeited proceeds to Vietham ($12,882), Japan ($381,608),
Brazil ($1,038,976), Malta ($50,000) and Canada ($16,768.46). Prior recipients@d sissets
include: Aruba, Australia, the Bahamas, Cayman Islands, Canada, China, Dominican Republic,
Egypt, Guernsey, Honduras, Isle of Man, Jersey, Mexico, Netherlands, Nicaragua, Panama,
Portugal, Qatar, St. Vincent & the Grenadines, Switzerland,f@tnited Kingdom.

Multi -Lateral Organizations & Programs

The Financial Action Task Force (FATF) and FATRStyle
Regional Bodies (FSRBS)

The Financial Action Task Force (FATF)

The Financial Action Task Force (FATF) is an inggvernmental body whose purgos the
development and promotion of national and international policies to combat money laundering
and terrorist financing. The FATF was created in 1989 and works to generate legislative and
regulatory reforms in these areas. The FATF currently hase36bers, comprising 34 member
countries and territories and two regional organizations, as follows: Argentina, Australia,
Austria, Belgium, Brazil, Canada, Denmark, Finland, France, Germany, Greece, Hong Kong,
Iceland, India, Ireland, Italy, Japan, Luxembg, Mexico, The Netherlands, New Zealand,
Norway, Peoples Republic of China, Portugal, Republic of Korea, Russian Federation,
Singapore, South Africa, Spain, Sweden, Switzerland, Turkey, United Kingdom, the United
States, the European Commission and tbd# Gooperation Council. FATF admitted India in
June 2010.

There are also a number of FABEyle regional bodies that, in conjunction with the FATF,
constitute an affiliated global network to combat money laundering and the financing of
terrorism.

The AsidPacific Group on Money Laundering (APG)

The Asia/Pacific Group on Money Laundering (APG) was officially established in February

1997 at the Fourth (and last) Asia/Pacific Money Laundering Symposium in Bangkok as an
autonomous regional antioney launderig body. The 40 APG members are as follows:

Afghanistan, Australia, Bangladesh, Brunei Darussalam, Burma, Cambodia, Canada, Chinese
Taipei, Cook Islands, Fiji, Hong Kong, India, Indonesia, Japan, Laos, Macau, Malaysia,

Maldives, Marshall Islands, Mongolidlauru, Nepal, New Zealand, Niue, Pakistan, Palau, Papua
New Gui nea, Philippines, Peopl edbs Republic of
South Korea, Sri Lanka, Thailand, Timor Leste, Tonga, United States, Vanuatu, and Vietnam.

The Caribbean Financial Action Task Force (CFATF)

The Caribbean Financial Action Task Force (CFATF) was established in 1992. CFATF has 29
members: Anguilla, Antigua & Barbuda, Aruba, The Bahamas, Barbados, Belize, Bermuda,
British Virgin Islands, Cayman Islands, Curacaoninica, Dominican Republic, El Salvador,
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Grenada, Guatemala, Guyana, Haiti, Honduras, Jamaica, Montserrat, Nicaragua, St. Kitts &
Nevis, St. Lucia, St. Maarten, St. Vincent & the Grenadines, Suriname, Trinidad & Tobago,
Turks & Caicos Islands, and VenefraeIn 2010, Costa Rica and Panama left the group, and, in
November 2010, Curacao and St. Maarten become individual members after the dissolution of
the Netherlands Antilles.

The Committee of Experts on the Evaluation of Aftloney Laundering
Measures andhe Financing of Terrorism (MONEYVAL)

The Committee of Experts on the Evaluation of Avibney Laundering Measures and the

Financing of Terrorism (MONEYVAL) was established in 1997 under the acronyR-BY.
MONEYVAL is comprised of 28 permanent membedwgp temporary, rotating members; and

one active observer. The permanent members are Albania, Andorra, Armenia, Azerbaijan,
Bosnia and Herzegovina, Bulgaria, Croatia, Cyprus, Czech Republic, Estonia, Georgia, Hungary,
Latvia, Liechtenstein, Lithuania, Mal Moldova, Monaco, Montenegro, Poland, Romania,

Russian Federation, San Marino, Serbia, Slovakia, Slovenia, the Former Yugoslav Republic of
Macedonia, and Ukraine. The active observer is Israel. Temporary members, designated by the
FATF for a tweyearmembership, are currently Austria and the United Kingdom.

The Eastern and Southern Africa AiMoney Laundering Group (ESAAMLG)

The Eastern and Southern Africa AMioney Laundering Group (ESAAMLG) was established
in 1999. Fourteen countries comprisenitsmbership: Botswana, Kenya, Lesotho, Malawi,
Mauritius, Mozambique, Namibia, Seychelles, South Africa, Swaziland, Tanzania, Uganda,
Zambia, and Zimbabwe.

The Eurasian Group on Combating Money Laundering and Financing of
Terrorism (EAG)

The Eurasian Groupn Combating Money Laundering and Financing of Terrorism (EAG) was
established in 2004, and has nine members: Bel
Republic of China, Russian Federation, Tajikistan, Turkmenistan and Uzbekistan. India and
Turkmenistan became the newest members of the group in 2010.

The Financial Action Task Force on Money Laundering in South America
(GAFISUD)

The Financial Action Task Force on Money Laundering in South America (GAFISUD) was
formally established in 2000 by the teriginal member states of Argentina, Bolivia, Brazil,

Chile, Colombia, Ecuador, Mexico, Paraguay, Peru and Uruguay. Costa Rica and Panama joined
the group in 2010, bringing total membership to 12.

Inter-Governmental Action Group against Money Launderimg West Africa
(GIABA)

The InterGovernmental Action Group against Money Laundering in West Africa (GIABA) was

formally established in 1999. GIABA consists of 15 countries: Benin, Burkina Faso, Cape

Verde, Cltte dolvoire, Th-8iss&alibkria,avali, BderaNigeria, Gui n e
Senegal, Sierra Leone, and Togo.

The Middle East and North Africa Financial Action Task Force (MENAFATF)

The Middle East and North Africa Financial Action Task Force (MENAFATF) was formally
established in 2004. MENAXF has 18 members: Algeria, Bahrain, Egypt, Iraq, Jordan,
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Kuwait, Lebanon, Libya, Mauritania, Morocco, Oman, Qatar, Saudi Arabia, Sudan, Syria,
Tunisia, United Arab Emirates, and Yemen.

The Organization of American States Inteékmerican Drug
Abuse ControlCommission (OAS/CICAD) Group of Experts
to Control Money Laundering

The Organization of American States, through its hatererican Drug Abuse Control

Commission (OAS/CICAD), is responsible for combating illicit drugs and related crimes,

including moneyaundering. In 2010, CICAD continued to carry out its activities in-enaney

laundering and combating the financing of terrorism (AML/CFT) throughout Latin America and

the Cari bbean. Cl CAD6s AML/ CFT training progrt
knowledge and capabilities of judges, prosecutors, public defenders, law enforcement agents,

and financial intelligence unit (FIU) analysts. The U.S. Department of State Bureau of

International Narcotics and Law Enforcement Affairs (INL) provided full otiplfunding for

many of the CICAD training programs in 2010.

Expert Group

The expert group, which met twice in 2010, has two working groups: one dealing with seizure
and forfeiture of assets and their management, coordinated by Costa Rica, and artadbatsha
with coordination and integration of law enforcement agencies and financial intelligence units
(FIUs), coordinated by Chile. The two groups deliberated and met in plenary to deal with
building consensus on proposals to put before the full CICAB@ission. Discussion also
focused on streamlining working group methodology and strategic planning. The expert group
designated Uruguay as its representative in a regional initiative to draft model legislation on
seized and forfeited assets for the regigponsored by the United Nations Office on Drugs and
Crime (UNODC)}Colombia.

Seized and Forfeited Assets

After compl et i fyanrpilohphasein Argemticat Ghite artd Wroiguay in

December 2009, the Seized and Forfeited Assets Managemegrafrof Latin America

(BIDAL, from the Spanish acronym) project shifted to a different regional focus, working with

the governments of the Dominican Republic, EI Salvador, Guatemala, and Panama to implement
asset recovery management programs. As anlisigg for each of these four countries, the

project carried out an assessment of existing legislation on asset investigation and seized and
forfeited asset administration systems before determining the work plan for each country. The
CICAD Executive Sea@tariat worked to help member states implement the guidelines and
recommendations that have emerged from the BIDAL project and the Expert Group, on topics
such as the recovery of stolen assets, asset tracing, capital asset investigations, mutual legal
assstance (MLA), and asset management. The CICAD Executive Secretariat has also drawn on
the asset management expertise of the US Marshalls, the National Narcotics Directorate of
Colombian and the Costa Rican Institute on Drugs.

Capacity Building

The AntFMoney Laundering Section organized a total of 17 seminars and workshops in 14
countries in 2010, training nearly 700 judges, prosecutors, law enforcement officers, financial
intelligent unit analysts and forfeited assets administration officers, amongpattierpants. It
partnered with the UNODC, the Stolen Assets Recovery (StAR) Initiative of the World Bank, the
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World Bank Institute, the Ministry of Interior of the Government of Spain and INL of the
Department of St at e - Amarisan @oeiittee Against Trereoris®A SO s | nt ¢
(CICTE) and the governments of CICAD member states.

CICAD also coordinated with the UNODC Legal Assistance Program for Latin America and the
Caribbean (LAPLAC/UNODC), INTERPOL, and the South American Financial Action Task
Force (GAFISUD) in setting up the Asset Recovery Network of GAFISUD (RRAG per its
Spanish abbreviation) as a vehicle for exchanging information about the identification and
recovery of assets, products or instruments of transnational illicit activities.inftitaigve is

based on the guidelines of the CARIN Network (CAMDEN Assets RecoveryAgency

Network in Europe).

The AntFMoney Laundering section continued with its project backed by LAPLAC/UNODC,
the Government of Spain and INL to train judges, @cosors, police investigators, and financial
analysts through mock trials and investigations of money laundering cases. Costa Rica,
Dominican Republic, El Salvador, Guatemala, Nicaragua and Panama benefited from the
program in 2010.

Joint efforts with tike OAS CICTE and UNODC (Vienna), funded by INL, among others, led to
two regional workshops in 2010 on the financing of terrorism for legislators, prosecutors, police
and financial analysts in Costa Rica (six countries) and The Bahamas (13 countriesp CICA
joined follow-up missions with CICTE and UNODC to Bolivia, Costa Rica, Ecuador and
Paraguay to discuss implementation of legislation and adjustments in law enforcement.

The Narcotics Affairs Section of the U.S. Embassy in Lima underwrote a comprehensive
program to train Peruvian judges, prosecutors, public defenders, law enforcement officers and
financial analysts in the techniques and tools for dealing with money laundering and the
financing of terrorism. Workshops were held on special investigatitmitgpees, incriminating
evidence, and the analysis of financial links and relationships. The Section is also working to
develop a methodological plan of investigation for prosecutors and investigators, as well as
holding mock investigations and mock triadsgive participants hanesn experience. In

December, the Superintendence of Banks and Insurance of Peru signed an agreement with the
CICAD Executive Secretariat to establish a training center specialized in the control of money
laundering and the fin@mg of terrorism.

Pacific Anti-Money Laundering Program (PALP)

The Pacific AntiMoney Laundering Program (PALP), which commenced in September 2006, is
a joint initiative between the UN Office on Drugs and Crime (UNODC) and the U.S. Department
of State. he PALP was conceived by and is funded by
for International Narcotics and Law Enforcement Affairs. The PALP is a regional technical
assistance and training program designed to assist the 14 members of the PaxddHstam

that are not also members of the Financial Action Task Force (FATF) in establishing,
implementing and strengthening their amtoney laundering and combating the financing of
terrorism (AML/CFT) regimes. The 14 members of the Pacific Islandsnrtinat receive PALP
assistance are the Cook Islands, the Federated States of Micronesia, Fiji, Kiribati, the Marshall
Islands, Nauru, Niue, Palau, Papua New Guinea, Samoa, Solomon Islands, Tonga, Tuvalu, and
Vanuatu. The PALP is coordinated and managethe United Nations Office on Drugs and

Crime, Global Programme against Money Laundering, Proceeds of Crime and the Financing of
Terrorism (GPML).
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The PALP uses resident-gountry mentors and intermittent mentors who visit participating
jurisdictions toprovide tailormade advice and assistance on establishing viable AML/CFT

regimes, including assistance with legal, law enforcement, regulatory, and financial intelligence
unit (FlI U) devel opment. PALPGOs strength | 1ies
operational experience of each of the mentors. This wealth of experience means that the PALP
mentors are ideally positioned to give participating countries sound advice based upon expert
knowledge and practical knetwow.

In 2010, the PALP continued fwovide assistance on a wide range of AML/CFT issues,
including legislative drafting, capacity building, and very importantly, case support. During
2010 a number of jurisdictions passed or amended their AML/CFT legislations and/or
regulations. Nationat&inings were also conducted for FIU staff, prosecutors, customs officers
and law enforcement officials.

The PALP works in close cooperation with the Asia/Pacific Group against Money Laundering
(APG) in order to coordinate delivery of technical assistamcktraining to jurisdictions that are
both APG members and PALP participants. The PALP law enforcement mentor made
presentations during the regional training in Kuala Lumpur on Strategic Implementation
Planning. This training was supported by APG, Malaynd Canada, and was provided to 25
FIU personnel, prosecutors, and investigators.

Case Support

Strong case support was provided in Palau. Assistance was provided by three GPML mentors to
the Assistant Attorney General, the Attorney General and thependent Counsel in relation to

and at different stages of ongoing investigations surrounding the collapse of a major bank in
Palau. Case support also took place in other jurisdictions. Mentoring investigators and
prosecutors is an effective way to eresthat the new knowledge and skills gained through
attendance at formal training events is put into operation. Coaching by the PALP mentors builds
confidence within officials who are charged with undertaking money laundering investigations
and prosecutios.

PALP will continue to provide an esite and intermittent support to a number of Pacific

countries with a focus on Cook Islands; the Republic of Marshal Islands; Samoa; the Kingdom of
Tonga; and Vanuatu. The Program will continue to deliver its teahassistance and training

efforts on AML/CFT through the work of its FIU mentor, regulatory mentor and legal mentor.
Many countries now have legislation in place and have officers trained in basic identification and
investigation of AML/CFT related crigs. PALP will focus its work on assisting responsible
agencies to undertake successful investigations and prosecutions and to confiscate criminal
assets as well as development of AML/CFT supervision programs. The Program is expected to
conclude in the thd quarter of 2011

United Nations Global Programme against Money
Laundering, Proceeds of Crimgand the Financing of
Terrorism (GPML)

The United Nations is one of the most experienced global providers ehangy laundering
(AML) training and technicahssistance and, sincel9, countering financing of terrorism (CFT)
training and technical assistance. The United Nations Global Programme against Money
Laundering, Proceeds of Crime and the Financing of Terrorism (GPML), part of the United
Nations Officeon Drugs and Crime (UNODC), was established to assist member states to
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comply with the UN Conventions and other instruments that deal with ranagering and

terrorist financing. These now include the United Nations Convention against Traffic in

Narcotc Drugs and Psychotropic Substances (the 1988 Vienna Convention), the United Nations
International Convention for the Suppression of the Financing of Terrorism (the 1999
Convention), the United Nations Convention against Transnational Organized Crira@qthe
Palermo Convention), and the United Nations Convention against Corruption (the 2003 Merida
Convention).

Il n March 2008, GPMLOGs scope and objeand i ves wer
demand®f the international community for tailonade asstance in the effective

implementation of these UN instruments and other internationahamey

laundering/countering the financing of terrorism (AML/CFT) standards, and to use AML/CFT

systems as effective tools to achieve better financial transpanateyrity and good

governance, thereby increasing investment prospects. GPML elaborated an ambitious program

to make international action against the proceeds of crime and illegal financial flows more

effective. Thisis done through a wide range of tecdlrassistance measures and in close

partnership with regional or multilateral organizations.

GPML is the focal point for AML policy and activities within the UN system and a key player in
strengthening efforts to counter terrorist financing. GPML pravtdehnical assistance and
training in the development of related legislation, infrastructure and skills, directly assisting
member states in the detection, seizure, and confiscation of illicit proceeds. Since 2001,
GPMLOGs technical almsaissrecaived miority.o0GPKIL rmw incGrpofates a
focus on CFT in all its technical assistance work, in particular its financial investigations and
financial analysis training tools.

In 2010, GPML provided longerm assistance in the development oblesAML/CFT regimes
in six regions, to 44 countries. GPML also delivered 26 training events worldwide, in
partnership with other agencies and organizations where possible; and trained 1,250
representatives of law enforcement agencies, financial intetiggenits (FIUs), judicial
authorities and reporting entities.

An independent evaluation of GPML was conducted throughout the second half of 2010. The
evaluators concluded that GPML fAdhas been succe¢
legislationand the establishment of law enforcement institutions and procedures through its
mentoring, training and information support s\

The Mentoring Program

GPMLO6s mentoring program i s -kmowreactwiiesdf he most s
international ML/CFT technical assistance and training, and is increasingly serving as a model
for other organizationsd initiatives. 't i s ¢

assistance program and is highly regarded by the AML/CFT community. The GPMbrivign
Program provides targeted-time-job training that adapts international standards to specific
local/national situations, rather than the traditional training seminar. GPML provides
experienced prosecutors and law enforcement personnel who wottkysside with their

counterparts in a target country for several months at a time on daily operational matters to help
develop capacity. By giving tdepth support upon request, the mentors have gained the
confidence of the recipient institutions, whiatmeéles the achievement of concrete and

significant outputs. In many countries, GPML mentors are the only locally placed AML/CFT
experts, hence they are heavily relied upon by local offices of donor countries and organizations
for advice in the creation drdelivery of other donor AML/CFT projects.
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The GPML Asset Forfeiture Mentor based in the
provides assistance for the development and strengthening of asset forfeiture mechanisms in
Southern Africa. The mentor contied to monitor the Prosecutor Placement Program, an

initiative aimed at placing prosecutors from the region for a certain period of time within the

Asset Forfeiture Unit of the National Prosecuting Authority (NPA) in South Africa. In 2010,

two Namibian posecutors were successfully placed, impacting positively on the management of
large corruption cases in Namibia. In Botswana, a ragléncy agreement on new confiscation

| egi sl ation has been reached and i nasfachedabwe,
to establish a specialized asset forfeiture unit within the office of the Director of Public

Prosecution.

Il n West Africa, GPMLG6s main achievements in 2(
operational capacities in Céte d'lvoire, Guinea &isdMali, Senegal and Sierra Leone, through

the delivery of both training and equipment; and outreach to reporting entities in Céte d'lvoire

and Mali. Activities were completed in coordination with the l@&vernmental Action Group

against Money Launderg in West Africa (GIABA).

The World Bank/GPML mentor based in Hanoi continued to strengthen operational capacities in
Vietnam, Laos, and Cambodia. In Laos, the mentor took part in the drafting of the memorandum
of understanding (MOU) for exchange ofaliigence between the FIU and other authorities.

Also, following the delivery of financial investigation courses, the number of corruption cases
being investigated in Vietham has increased, and case management and witness handling
techniques have been guled in Cambodia.

In October 2008, GPML assumed the coordination and administration of the Pacifid@msy
Laundering Program (PALP), which provides AML/CFT advice, training and technical
assistance to support the establishment, development and impéiore of AML/CFT systems
to 14 Pacific Island Forum.

In collaboration with the World Bank, GPML continued providing support to their joint

AML/ CFT mentor for Central Asi a. I n 2010, t he
building related to th FIUs of Kazakhstan, Turkmenistan, Uzbekistan, and Tajikistan as well as
domestic and international interagency cooperation. As a result of this work, the Kazakh FIU

became an observer to the Egmont Group and the Uzbek FIU is also considering becoming an
observer to the Egmont Group in 2011. In January 2010, Tajikistan established a FIU and with

the mentor's assistance adopted its organizational structure and prepared a new draft AML/CFT

law.

In Central America and the Caribbean, GPML contributed ir020the PubliePrivate
Partnership against Money Laundering. This innovative program, which is being piloted in
Colombia, aims to integrate AML/CFT measures into business management. The alliance
includes more than 20 members from the public (justiceragulators) and private (financial
and commerce) sectors.

Mentoring & Financial Intelligence Units

GPML mentors worked extensively on the development and the implementation phases of FIUs
in several countries in the Eastern Caribbean; Western, SoutigtEeatern Africa; the Pacific;
Central Asia; and the Mekong region. A major initiative that could have global implications for
many FlUs is the development by the UNODC Information Technology Service, with
substantive inputs from GPML, of an analyticatlantegrated database and intelligence analysis
system for operational deployment in FIUs, called goAMttd://goaml.unodc.ong Itisan IT

32


http://goaml.unodc.org/

Money Laundering and Financial Crimes

solution for FIUs to manage their activities, particularly data collectinalysis, and
dissemination. Version one of goAML is fully developed and is being installed in Namibia,
Kosovo, Palestine, Nigeria, Tanzania, Bermuda, Denmark, Netherlands, Morocco and South
Africa.

Financial Intelligence Unit Analyst Course

GP ML 0 dtal Imalligence Unit Analyst Coursse an opportunity for FIU analysts to develop
knowledge and skills in the analysis process and the development of financial intelligence. The
course focuses on analysis of suspicious transactions related to possikle laundering and
terrorist financing; anaddresses relationships between the FIU and agencies responsible for
investigation of money laundering and terrorist financing. In 2010, the training was delivered in
the Maghreb region with the following panifpating countries: Mauritania, Morocco, Tunisia and
Algeria.

Other GPML Initiatives

Mock Trials: The AML/CFT Mock Trial Program is a key training activity, designed to support
and enhance judiciary capacities in dealing with complex financial crime. chsdésngterm
objective is also to develop a methodology and a prototype of mock trials that could be used in
other developing countries. In2010, GPML replicated the Latin American training in
Kazakhstan and Cambodia.

Financial Investigation Course: GPML also developed a Financial Investigation Course that
aims to provide an opportunity for investigators to develop their knowledge and skills in

financial investigation and to raise awareness of terrorist financing and money laundering
methods. This case has a practical focus and is designed upon legal and procedural processes
in the country of training. It gives participants the opportunity to learn the legislative aspects of
financial crime, understand their powers, conduct searches and undet¢akiews. The

training wasdelivered in Vietnam, Cambodia, and Tanzania in 2010.

lllicit Financial Flows: As part of the UNODC Rainbow Strategy, which aims to reduce the
supply, trafficking and consumption of opiates in Afghanistan and neighboring ies,1GP ML
took the |l ead since January 2008 in a new i
l inked to the illicit drug production and t
to assess the proportion of money flows to/from Aligistan and determine the destination and
transit countries involved in the financial flows derived from Afghan opiates production and
trafficking.

it
af

GPML is also working on a study on the illicit financial flows linked to cocaine production and
trafficking in West Africa, with a view to determining their possible destabilizing effect on
regional economies.

StAR: In September 2007, UNODC and the World Bank launched the Stolen Asset Recovery
(StAR) Initiative aimed at assisting developing countries tovecstolen assets that have been

sent abroad by corrupt leaders. Given the close links between money laundering and corruption,
and the fact that building an AML system forms an integral part of good governance policy and
asset recovery strategy, GPML fieipated in the development of several knowledge products
including the Study on Barriers to Return of Stolen Assets and the Handbook on Asset Recovery
which were both finalized in 2010.

Manual on Financial Instruments: TheManual for users and Employee&Financial
Institutions on the Risks of Money laundering through Financial Instrunveagsieveloped in
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2009 jointly with the UNODC Legal Advisory Programme for Latin America and the Caribbean
(LAPLAC). The English version of the Manual was launchetthatl8" EGMONT Plenary

2010, the CFATF XXXI Plenary, and at the International Conference on Financial Crime and
Terrorism Financing 2010. Training modules based on the Manual and addressed to judges and
prosecutors, were held within the StAR initiatinveGolombia and Argentina and the Mock

Trials on Money Laundering Program held in Bolivia. The manual is available in Spanish and
English versions; Russian and French versions are being developed.

IMOLIN/AMLID:  AMOLIN is a onestop AML/CFT research resoce, which is administered
and managed by GPML on behalf of eleven partner organizations. Within IMoLIN is the Anti
Money Laundering International Database (AMLID), a unique passywatécted service
cataloguing AML/CFT laws on a global basis in an lgasearchable format. The database has a
collection (and analysis) of legislation from 102 jurisdictions. AMLID also provides an
overview of the status of a country or territory in relation to the international conventions
applicable to AML/CFT as wellsthe status of a country or territory in relation to
bilateral/multilateral treaties or agreements on mutual legal assistance in criminal matters and
extradition.

Cash Couriers: In November 2010, GPML conducted an expert working group on cash
couriers vith participants from Interpol, OSCE, WCO as well as representatives of FIUs,
customs and other government agencies from 12 jurisdictions. The meeting focused on the
development of a training program to be employed in the course of technical assistance to
countries which have basic legislative structures in place to deal with theboroles movement

of cash, but lack the structural awareness and experience to effectively intercept cash couriers.

Development of AML/CFT Experts/Trainers: GPML commenced & project to imbed
AML/CFT curricula into police and prosecution training institutions. This initiative involves
design and development of AML/CFT training modules and the development of national
AML/CFT subject matter experts, through a series of ittatrainer and technical workshops.
The final workshop involves national trainers delivering the course. Bangladesh is the pilot
country for this project.

Computer Based Training: The Computer Based Training (CBT) includes higlality voice,
pictures,graphics, interactive video and animation, simulation and student tests. The AML CBT
training is currently available in ten languages: Spanish, French, Russian, Arabic, Chinese
(Mandarin), Amharic, Bahasa, Thai, English, and Vietnamese. In 2010, GP Mastirership

with the British High Commission, funded the establishment of a new CBT centre in Fiji.

Major Money Laundering Countries

Every year, U.S. officials from agencies with amoney laundering responsibilities meet to
assess the money laundersipations in 200 jurisdictions. The review includes an assessment

of the significance of financial transactions
proceeds of serious crime, steps taken or not taken to address financial crime and money
launder i ng, each jurisdictionds vulnerability t

and policies to international standards, the effectiveness with which the government has acted,

1

and the governmentods political wi || to take ne

The 2011NCSR identifies money laundering priority jurisdictions and countries using a
classification system that consists of three different categories: Jurisdictions of Primary Concern,
Jurisdictions of Concern, and Other Jurisdictions Monitored.
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AJuri safi cPRriiomary Concerno are those that are i
requirements, as fAmajor money | aundering count
defined by statute as one fAwhose f ismelicg al I n e
significant amounts of proceeds from internat:.i

nature of money laundering transactions today makes it difficult in many cases to distinguish the
proceeds of narcotics trafficking from the prode®f other serious crime. Moreover, financial

institutions engaged in transactions that involve significant amounts of proceeds from other

serious crimes are vulnerable to narcetice | at ed money | aundering. T
of PrimaryConcera r ecogni zes this relationship by incl
jurisdictions whose financial institutions engage in transactions involving significant amounts of
proceeds from all serious crimes. Thus, the focus in considering whether a country or

jurisdiction should be included in this category is on the significance of the amount of proceeds
laundered, not of the anthoney laundering measures taken. This is a different approach taken
than that of the Financi al pefioh Review Gfoaps(KRGE or c e 0 ¢
exercise, which focuses on a jurisdictionbs cc
regulatory framework, international cooperation, and resource allocations. A government (e.g.,

the United States or the Unit&ihgdom) can have comprehensive ambney laundering laws

on its books and conduct aggressive-ambney laundering enforcement efforts but still be
classified a APrimary Concerno jurisdiction.
largelybea f uncti on of the size of the jurisdictio
continuous and effective anmoney laundering efforts by the government are critical.

All other countries and jurisdictions evaluated in the INCSR are separateterntiod remaining
groups, AJurisdictions of Concerno and AOt her
factors that may include: (1) whether the cour
involving significant amounts of proceedsHrncerious crimes; (2) the extent to which the

jurisdiction is or remains vulnerable to money laundering, notwithstanding its money laundering
countermeasures, if any (an illustrative list of factors that may indicate vulnerability is provided

below); (3) he nature and extent of the money laundering situation in each jurisdiction (e.g.,

whether it involves drugs or other contraband); (4) the ways in which the U.S. Government

(USG) regards the situation as having international ramifications; (5) the sitatso i mpact on
U.S. interests; (6) whether the jurisdiction has taken appropriate legislative actions to address

specific problems; (7) whether there is a lack of licensing and oversight of offshore financial

centers and businesses; (8) whether the jutisdion 6 s | aws are being eff ec
and (9) where U.S. interests are involved, the degree of cooperation between the foreign

government and the USG. Additionally, given concerns about the increasing interrelationship
between inadequate monewtalering legislation and terrorist financing, terrorist financing is an
additional factor considered in making a determination as to whether a country should be

considered a AJurisdiction of Concerno or an f
money | aundering problem in jurisdictions cl as
as in those considered to be of APrimary Conce
enhance their antnoney laundering regimes. Finally, whjleu r i sdi cti ons i n the

Jurisdictions Monitoredo category do not ©pose
to monitor their money laundering situations because, under certain circumstances, virtually any
jurisdiction of any size can delop into a significant money laundering center.

Vulnerability Factors

The current ability of money launderers to penetrate virtually any financial system makes every
jurisdiction a potential money laundering center. There is no precise measure of vlityéoab
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any financial system, and not every vulnerable financial system will, in fact, be host to large
volumes of laundered proceeds. A checklist of what drug money managers reportedly look for,
however, provides a basic guide. The checklist includes:

e Failure to criminalize money laundering for all serious crimes or limiting the offense to
narrow predicates.

¢ Rigid bank secrecy rules that obstruct law enforcement investigations or that prohibit or
inhibit large value and/or suspicious or unusual traimsaceporting by both banks and
nonbank financial institutions.

e Lack of or inadequate Aknow your customero
financial transactions, including the permitted use of anonymous, nominee, numbered or
trustee accounts.

e Norequirement to disclose the beneficial owner of an account or the true beneficiary of a
transaction.

e Lack of effective monitoring of crodsorder currency movements.

e No reporting requirements for large cash transactions.

e No requirement to maintain finamtirecords over a specific period of time.

e No mandatory requirement to report suspicious transactions or a pattern of inconsistent
reporting under a voluntary system and a lack of uniform guidelines for identifying
suspicious transactions.

e Use of bearer metary instruments.

e Well-established nobank financial systems, especially where regulation, supervision,
and monitoring are absent or lax.

e Patterns of evasion of exchange controls by legitimate businesses.

e Ease of incorporation, in particular where owsiép can be held through nominees or
bearer shares, or where -tiffe-shelf corporations can be acquired.

e No central reporting unit for receiving, analyzing, and disseminating to the competent
authorities information on large value, suspicious or unusaahial transactions that
might identify possible money laundering activity.

e Lack of or weak bank regulatory controls, or failure to adopt or adhere to Basel
Committeebs ACore Principles for Effective
jurisdictions wherehe monetary or bank supervisory authority is understaffed, under
skilled or uncommitted.

e Well-established offshore financial centers or-t@xwen banking systems, especially
jurisdictions where such banks and accounts can be readily established witfaimini
background investigations.

e Extensive foreign banking operations, especially where there is significant wire transfer
activity or multiple branches of foreign banks, or limited audit authority over foreign
owned banks or institutions.

e Jurisdictions wher charitable organizations or alternative remittance systems, because of
their unregulated and unsupervised nature, are used as avenues for money laundering or
terrorist financing.
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e Limited asset seizure or confiscation authority.

e Limited narcotics, moneylndering, and financial crime enforcement, and lack of
trained investigators or regulators.

e Jurisdictions with free trade zones where there is little government presence or other
supervisory authority.

e Patterns of official corruption or a laisstzre atitude toward business and banking
communities.

e Jurisdictions where the U.S. dollar is readily accepted, especially jurisdictions where
banks and other financial institutions allow dollar deposits.

e Well-established access to international bullion tradiergers in New York, Istanbul,
Zurich, Dubai, and Mumbai.

e Jurisdictions where there is significant trade in or export of gold, diamonds, and other
gems.

e Jurisdictions with large parallel or black market economies.

e Limited or no ability to share financialfiormation with foreign law enforcement
authorities.

Changes in INCSR Priorities for 2011

Jurisdictions moving from the fAJurisdiction of
column:

British Virgin Islands and Iraq
New jurisdicti on calumn (firdtime mapoyt): Concer no
Somalia

Jurisdictions moving from the fAOther Jurisdict
Concerno col umn:

Kazakhstan, Kosovo, and Montenegro

Jurisdiction moving from thehé@éJi®Oikeir cduoins adif c
Monitoredo col umn:

Uzbekistan

New jurisdiction in AOther Jurisdictions Moni't
Sudan

I n the Country/ Jurisdiction Table on the follc
that arderimsdtike idns of Primary Concerno categ
statutory reporting requirements. |l denti ficat
on whether the country or |jur i satiiosstinvobvinggs f i nar
significant amounts of proceeds from serious crime. It is not based on an assessment of the
country or jurisdictionds | egal framewor k to

financing problem; or the degree of its coopenaiin the international fight against money

laundering, including terrorist financing. These factors, however, are included among the
vulnerability factors when deciding whether to place a country or jurisdiction in the
AJurisdictions rofJuQoinscdeircntdi oonrs fiMbtnhiet or edo cat e
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Note: Country reports are provided for only those countries and jurisdictions listed in the
APrimary Jurisdictions of Concerno category.
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Concern

Afghanistan
Antigua and Barbuda
Australia

Austria

Bahamas

Belize

Bolivia

Brazil

British Virgin Islands
Burma

Cambodia
Canada

Cayman Islands
China, People Rep
Colombia

Costa Rica

Cyprus

Dominican Republic
France

Germany

Greece
Guatemala
Guernsey
GuineaBissau

Haiti

Hong Kong

India

Indonesia

Iran

Iraq

Isle of Man

Israel

Italy

Japan

Jersey

Kenya

Latvia

Lebanon

Countries and Jurisditons Table

Countries/Jurisdictions of Primary

Liechtenstein
Luxembourg
Macau
Mexico
Netherlands
Nigeria
Pakistan
Panama
Paraguay
Philippines
Russia
Singapore
Somalia
Spain
Switzerland
Taiwan
Thailand
Turkey
Ukraine
United Arab Emirates
United Kingdom
United States
Uruguay
Venezuela

Zimbabwe

Countries/Jurisdictions of

Concern
Albania
Algeria
Angola
Argentina
Aruba
Azerbaijan
Bahrain
Bangladesh
Barbados
Belarus

Belgium

Moldova
Monaco
Montenegro
Morocco
Nicaragua
Palau

Peru

Poland
Portugal
Qatar

Romania

Bosnia and HerzegovinaSamoa

Bulgaria
Chile
Comoros
Cook Islands
Cote dolvoi
Curacao

Czech Rep
Ecuador

Egypt

El Salvador
Ghana

Gibraltar

Grenada

Guyana

Honduras
Hungary

Ireland

Jamaica

Jordan
Kazakhstan

Korea, North
Korea,South
Kosovo

Kuwait

Laos

Malaysia

Saudi Arabia
Senegal

Serbia
Seychelles
Sierra Leone
Slovakia

South Africa

St. Kitts & Nevis
St. Lucia

St. Maarten

St. Vincent
Suriname

Syria

Tanzania
Trinidad and Tobago
Turks and Caicos
Vanuatu

Vietnam

Yemen
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Other Countries/Jurisdictions

Monitored

Andorra
Anguilla
Armenia
Benin
Bermuda
Botswana
Brunei
Burkina Faso
Burundi
Cameroon

Cape Verde

Central African Republic

Chad

Congo, Dem Rep of
Congo, Rep of
Croatia

Cuba

Denmark
Djibouti
Dominica

East Timor
Equatorial Guinea
Eritrea

Estonia
Ethiopia

Fiji

Finland

Gabon

Gambia
Georgia
Guinea

Iceland

Kyrgyz Republic
Lesotho

Liberia

Libya

Lithuania

Macedonia

Madagascar
Malawi
Maldives

Mali

Malta

Marshall Islands
Mauritania
Mauritius
Micronesia FS
Mongolia
Montserrat
Mozambgue
Namibia

Nauru

Nepal

New Zealand
Niger

Niue

Norway

Oman

Papua New Guinea
Rwanda

San Marino

Sao Tome & Principe
Slovenia
Solomon Islands
Sri Lanka
Sudan
Swaziland
Sweden
Tajikistan

Togo

Tonga

Tunisia
Turkmenistan
Uganda
Uzbekistan

Zambia
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Introduction to Comparative Table

The comparative table that follows the Glossary of Terms below identifies the broad range of
actions, effective as of December 31, 2010, that jurisdictions haveyemiod, taken to combat
money laundering. This reference table provides a comparison of elements that includes
legislative activity and other identifying characteristics that can have a relationship to a

jurisdictionds money | aundering vulnerability.
Glossary of Terms

e 1. ACriminalized Drug Money Launderingo: TI
criminalizing the offense of money laundering related to the drug trade.

e 2. ACriminalized Beyond Drugso6: The jurisdi
offense ofmoney laundering related to crimes other than the drug trade.

e 3. AKnow Your Customer Provisionso: By | a\
banks and/or other covered entities to adopt and implement Know Your
Customer/Customer Due Diligence proggafar their customers or clientele.

o 4. AReport Large Transactionso: By | aw or
are required to report large transactions in currency or other monetary instruments to
designated authorities.

o 5. NfnRepoud TSrusmpsadti onso: By | aw or regul a
entities are required to report suspicious or unusual transactions to designated authorities.

On the Comparative Table the I etter AYO0 sic
reportlgy i s not required but rather i s per miss|
regime.

e 6. AMai ntain Records over Ti meo: By | aw or

entities are required to keep records, especially of large or unusual trarsdoti@n
specified period of time, e.qg., five years.

o« 7. ADi scl o-HBrad ePHatr dotrioon By | aw, the |

harboro defense to banks and/ or ot her cov

otherwise confidential bankindata to authorities in pursuit of authorized investigations.

e 8. ACriminalize ATi pping Offo: By | aw,
unusual activity to an individual who is the subject of such a report, or to a third party, is
a criminal ofense.

di

e 9. AFinanci al Intelligence Unito: The juri

national agency responsible for receiving (and, as permitted, requesting), analyzing, and
disseminating to the competent authorities disclosures of finantmaiiation in order to
counter money laundering. An asterisk reflects those jurisdictions that are not members
of the Egmont Group.

e 10. nABCorodsesr Transportation of Currencyo:

borders, either inbound or outbound, and carrying currency or monetary instruments
above a specified threshold.
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11. Al nternational Law Enforcement Cooper:
authorizel investigations involving or initiated by third party jurisdictions, including

sharing of records or other financial data, upon request. No known legal impediments to
cooperation exist in current law.

12. AMutual Legal Assi gftrejuasdicdion had ggrebdaov or t
provide and receive mutual legal assistance, including the sharing of records and data.

13. AiSystem for Il dentifying and Forfeiting
legally authorized system for the tracing,ezeng, seizure, and forfeiture of assets
identified as relating to or generated by money laundering activities.

14. AArrangements for Asset Sharingo: By |
jurisdiction permits sharing of seized assets with thimtiygarisdictions that assisted in
the conduct of the underlying investigation.

fal)

15. ACriminalized the Financing of Terrori ¢
provision of material support to terrorists, terrorist activities, and/or terrorist

organiations as required by the UN International Convention for the Suppression of the
Financing of Terrorism and UN Security Council Resolution 1373.

16. AfReport Suspected Terrorist Financi ngo¢
covered entities are remead to record and report transactions suspected to relate to the
financing of terrorists, terrorist groups or terrorist activities to designated authorities.

17. inStates Party to 1988 UN Drug Conventi c
Conventon against lllicit Traffic in Narcotic Drugs and Psychotropic Substances, or a

territorial entity to which the application of the Convention has been extended by a party

to the Convention.

18. AStates Party to the UN sdgiomofée Finaricingo n a | (
of Terrorismo: States party to the I nternat
Financing of Terrorism, or a territorial entity to which the application of the Convention

has been extended by a party to the Convention.

19.tatheéss Party to the UN Convention against
party to the United Nations Convention against Transnational Organized Crime

(UNTOC), or a territorial entity to which the application of the Convention has been

extended by garty to the Convention.

20. nStates Party to the UN Convention ag:
Nations Convention against Corruption (UNCAC), or a territorial entity to which the
application of the Convention has been extended by a fatiye Convention.

2 1. AUS or I nternational Sanctions/ Penal ti
international organization, e.g., the UN or FATF, has imposed sanctions or penalties
against the jurisdiction. terdatiooab@ooperatprido s | ncl
Review Group exercise is not considered a sanction or penalty unless the FATF

recommended counteneasures against the country/jurisdiction.
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Govt/Jurisdiction

Afghanistan

Algeria

Andorra

Argentina
Aruba

Albania

Algeria

Angola

Anguilla®

Antigua and
Barbuda

Armenia

Austria

Australia

Azerbaijan

Bahamas

Bahrain

Bangladesh

Barbados

Belarus

Belgium

Belize

Benin

! The UK extended its application of the 1988 Convention and the UK Terrorism Order 2001 to Anguilla, Bermuda, the British

Virgin Islands, the Cayman Islands, Montsertia¢, Turks and Caicos, Isle of Man, Bailiwick of Jersey, and Guernsey. The

International Convention for the Suppression of Terrorism has not yet been so extended.
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Bermuda

Bolivia

Bosnia &

Herzegovina

Botswana

Brazil

rgin
Brune Darussalam

British Vi

Island

Bulgaria

Burkina Faso

Burma

Burundi

Cambodia

Cameroon

Canada

Cape Verde

Cayman Island's

Central African

Republic

Chad

Chile

China

Colombia

Comoros

Congo, (Dem

Republic)
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Congo,Republic of

Cook Island

Costa Rica

dol

Cot e

Croatia
Cuba

Curacao

Cyprug (1)

Czech Republic

Denmark

Djibouti

Dominica

Dominican

Republic

Ecuador
Egypt

El Salvador

Equatorial Guinea

Eritrea

Estonia

Ethiopia

Fiji

Area administered by

Turkish Cypriots
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Finland

France
Gabon

Gambia

Georgia

Germany

Ghana

Gibraltar

Greece

Grenada

Guatemala

Guernse§/

Guinea

GuineaBissau

Guyana

Haiti

Honduras

Hong Kongd

Hungary

Iceland

India

Indonesia

Isle of Mart

Iran

Iraq

Ireland

Israel

UN Financing of

he

t

extended

Peopleds Republic of China

IThe

Hong Kong and Macau.
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Italy

Jamaica

Japan

Jersey

Jordan

Kazakhs$an

Kyrgyz Republic

Kenya

Korea (DPRK)

Korea, Republic of

Kosovo

Kuwait

Laos

Latvia

Lebanon

Lesotho

Liberia

Libya

Liechtenstein

Lithuania

Luxembourg

Macad

Macedonia

Madagascar

Malawi

Malaysia

Maldives
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Mali

Malta

Marshall Islands

Mauritania

Mauritius

Mexico

Micronesia

Moldova

Monaco

Mongolia

Montenegro

Montserrat

Morocco

Mozambique

Namibia

Nauru

Netherlands

Nepal

New Zealand

Nicaragua

Niger

Nigeria

Norway

Oman

Pakistan

Palau
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Panama

Papua New Guinea| Y

Paraguay

Peru

Philippines

Poland

Portugal

Qatar

Romania

Russia

Rwanda

Sao Tome &

Principe

St. Kitts and Nevis

St. Lucia

St.Vincent and the

Grenadines

Samoa

San Marino

Saudi Arabia

Senegal
Serbia

Seychelles

Sierra Leone

Singapore
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Slovak Republic

Slovenia

Solomon Islands

Somalia

South Africa

Spain

Sri Lanka

Sudan

Suriname

Swaziland

Sweden

Switzerland

Syria

Tajikistan

Taiwan

Tarzania

Thailand

Timor-Leste

Togo

Tonga

Trinidad &
Tobago

Tunisia

Turkey

Turkmenistan

Turks and Caicds

Ukraine
UAE
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United Kingdom

United States

Uganda

Uruguay

Uzbekistan

Vanuatu

Vietnam

Venezuela

Yemen

Zambia

Zimbabwe
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1. INTRODUCTORY PARAGRAPH

This section provides a historical and economic picture of the country or jurisdiction, particularly
relating to the countryds vulnerabilities to
Information on the extent arganized criminal activity, corruption, druglated money

laundering, financial crimes, smuggling, black market activity and terrorist financing should be
included.

This section should also include a brief summary of the scope of any offshore seettvgdeec
zones, the informal financial sector, alternative remittance systems or other prevalent area of
concern or vulnerability. Discussion of deficiencies in any of these areas should be further
discussed in item 9, below.

2. DO FINANCIAL INSTITUTION S ENGAGE IN CURRENCYTRANSACTIONS
RELATED TO INTERNATIONAL NARCOTICS TRAFACKING THAT INCLUDE
SIGNIFICANT AMOUNTS OF US CURRENCY; CURENCY DERIVED FROM ILLEGAL
SALES IN THE U.S.; (R THAT OTHERWISE SIGNIFICANTLY AFFECT TH E U.S:
(Y/N)

This question addresss whet her the jurisdictionbés financi
transactions involving international narcotics trafficking proceeds that include significant

amounts of U.S. currency or currency derived from illegal drug sales in the United $tiduzs o

otherwise significantly affect the United States.

3. CRIMINALIZATION O F MONEY LAUNDERING:
All serious crimes approach or list approach to predicate crimes:
Legal persons coveredcriminally: (Y/N) civilly: (Y/N)

In general, two methods designating money laundering predicate crimes are in use. The

response to this question indicates which method of designation the countrydaesshe

country list specific crimes as predicate crimes for money laundering in its penal code?
Converel y, does it wuse an fall serious crimeso a
over a specified amount or that carry a threshold minimum sentence are money laundering

predicate crimes?

Are legal persons, that is, corporations, partnershipg)ylegal entity, liable for money
laundering/terrorist financing activity by law? Are they subject to criminal penalties, such as
fines? Are they subject to civil or administrative penalties, such as civil money penalties, or
suspension or loss of licez®

4. CRIMINALIZATION OF TERRORIST FINANCING:
Ability to freeze terrorist assets without delagY/N)

UN lists of designated terrorists or terrorist entities distributed to financial institutions:
(Y/N)

(Please refer to the Departmentof Stattes Country Reports on Terrori
found here: http://www.state.gov/s/ct/rIs/crt/).
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The seizure and forfeiture of assets (including but not limited to bank accounts, other financial
assets, airplanes, autos, residences, other property) belonging to terrorists or terrorist
organizations can be important elements in efforts to control the financing and perpetration of
terrorist acts and terrorism.

Does the government have an independatipnal system and mechanism for freezing terrorist
assets in a timely manner?

Does the government distribute to financial institutions the names of suspected terrorists and
terrorist organizations | i sted o nconsdidateddisti t ed 1
as being linked to Usama bin Ladin, members of tH@atla organization or the Taliban?

The |l ink to the Department of Statebs Country
for the country/jurisdiction appears in that report.

5. KNOW-YOUR-CUSTOMER RULES

Covered entities: A list of the types of financial institutions and designated-fioancial
businesses and professions covered by KYC rules

Enhanced due diligence procedures for PEPBoreign: (Y/N) Domestic: (Y/N)

Customer due diligence (CDD) or know your customer (KYC) programs should apply not only

to banks or financial institutions but also to designatedfmamcial businesses and professions
(DNFBPs). Covered institutions should be required to kneegnd, and report the identity of
customers engaging in significant transactions. Entities such as securities and insurance brokers,
money exchanges or remitters, financial management firms, gaming establishments, lawyers,
real estate brokers, higlaluegoods dealers and accountants, among others, should all be

covered by such programs.

Countries should be using a riblased approach to CDD or KYC. Using that approach, types of
accounts or customers may be considered either less or more risky angebetewlarying

degrees of due diligence. Politically exposed persons (PEPs) should be considered high risk and
should be subject to enhanced due diligence and monitoring. PEPs are those individuals who are
entrusted with prominent public functions i@untry, for example, heads of state; senior

politicians; senior government, judicial or military officials; senior executives of-stated
corporations; important political party officials. Does the country apply enhanced due diligence
procedures to feign and/or domestic PEPs?

6. SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entities: A list of the types of financial institutions and designated-fioancial
businesses and professions covered by reporting rules

Number of STRs receed and time frame
Number of CTRs received and time frame

Suspicious transaction reporting requirements should apply not only to banks or financial
institutions but also to DNFBPs. Entities such as securities and insurance brokers, money
exchanges aremitters, financial management firms, gaming establishments, lawyers, real estate
brokers, highvalue goods dealers and accountants, among others, should all be covered by such
programs.

If available, the report will include the number of suspicioaagaction reports (STRS) received
by the designated government body and the time frame during which they were received. The
most recent information available, preferably the activity in 2010, will be included.
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Similarly, if the country has a large currgricansaction reporting requirement, whereby all

currency transactions over a threshold amount are reported to a designated government body, the
report will include the number of currency transaction reports (CTRS) received by the designated
government bogland the time frame during which they were received. The most recent
information available, preferably the activity in 2010, will be included. The report should not
include information on CTRs not required to be forwarded to a designated governmebtibody

held in institutions for government review.

7. MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS

Prosecutions: (Number and time frame)
Convictions: (Number and time frame)

Assets forfeited: criminally{amount and time framegivilly: (amount and time frame)

The seizure and forfeiture of assets (including but not limited to bank accounts, other financial
assets, airplanes, autos, residences, and other property) derived from the international drug trade,
money laundering, or other sewis crimes can be important elements in efforts to control

criminal activity. If the jurisdiction has enacted laws authorizing the seizure and forfeiture of
assets identified as relating to or generated by money laundering activities, the report will

indicate the dollar equivalent of assets subject to criminal forfeiture and the relevant time frame.
Similarly, if the country has a nezonviction based or civil asset forfeiture regime, the dollar
equivalent of assets forfeited civilly and the relevant tiraene will be included.

If available, the report will include the numbers of prosecutions and convictions and the relevant
time frames. The most recent information available, preferably the activity in 2010, will be
included.

8. RECORDS EXCHANGBVECHANISM:

With U.S.:(Y/N)
With other governments/jurisdictions(Y/N)

Does the country/jurisdiction have in place treaties, memoranda of understanding or other
agreements to share information related to financial crimes, money laundering, anskterrori
financing with the United States? With other governments?

The report will indicate if the country/jurisdiction is a member of the Financial Action Task
Force (FATF) or a FAT#style regional body. A link to the website with its most recent mutual
evduation will be shown.

9. ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Information in this section should include: changes in policy, law, and implementation of

regulations occurring since January 1, 2010, and any issues or deficiencies tioéed in
country/jurisdictiondéds AML/CFT program. These
legislative deficiencies, and/or implementation deficiencies; information on any U.S. or

international sanctions against the country/jurisdiction; whetherdtwetyy has cooperated on

important cases with USG agencies or has refused to cooperate with foreign governments, as

well as any actions taken by the USG or any international organization to address such obstacles,
including the imposition of sanctions oemealties; any known issues with or abuse of-puoofit

organizations, alternative remittance systems, offshore sectors, free trade zones, bearer shares, or
other specific sectors, or situations; any other information which impacts on the

countr yodtsi/gmuédd sadbi |l ity to successfully i mpl eme
provides information on successful, innovative policies or procedures.
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Countries/Jurisdictions of Primary Concern

Afghanistan

Af ghani stanbs f or mal rapidly expaoding Whilestrgdgional mforma n o
financial systems, particularly regional hawala networks, remain significant in reach and scale.
Afghanistan currently is experiencing large gross outflows of currency. Annually, hundreds of
millions of dollass are transported out of the country through a variety of means. Terrorist and
insurgent financing, money laundering, cash smuggling, informal value transfer systems and
other activities designed to finance organized criminal activity continue to pesmassthreat

to the security and development of Afghanistan. Afghanistan remains a major drug trafficking
and drug producing countryT he illicit narcotics tradecorruption and contract fraud are major
source of laundered funds. Despite ongoing efffdny the international community to build the
capacity of Afghan police and customs forces, Afghanistan is unable to consistently uncover and
disrupt financial crimes because of limited resources, little expertise, and corruption and
insufficient politicd will. Proposed reforms often conflict with legal, historical, and cultural
factors.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALESIN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
All serious crimes approach or list approach to predicate crimdsgt crimes
Legal persons covered: criminally: YES civilly: NO
CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delay'ES
UN lists of designated terrorists or terrorist entities distributed to financial institutioh&d

Pl ease refer t o t hwtrylRepprtsont Tereomsm, whi¢h ce® beafduredd s C o
here:http://www.state.gov/s/ct/rls/cit/

KNOW-YOUR-CUSTOMER RULES:

Covered entitiesCentral Bank of Afghanistan (DABRpanks, money service providers,
insurarce companiesgealers in precious metalad stongdawyers, accountants, securities
dealersand real estate agents

Enhanced due diligence procedures for PEPBpreign: YES Domestic: YES
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entities Financial institutions and money service businesses including informal
funds transfer providers such as hawaladars

Number of STRs received and time fram&98 from June 2006 to October 2010
Number of CTRs received and time framé;, 744,169, from Jum2006 to October 2010
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MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: None
Convictions: None

Assets forfeited: criminallyNot available  civilly: Not available
RECORDS EXCHANGE ME®ANISM:
With U.S.: YES

With other governments/jurisdictions:-YES

Afghanistan is a member of the Asia/Pacific Group on Money Laundering (APG), a Financial
Action Task Force (FATF}tyle regional body It is scheduled to undergo its first mutual
evaluation late in 2010.

ENFORCEMENT AND IMPLEMENTATION IS SUES AND COMMENTS
In 2010 Afghanistan became a member of the Egmont Group of Financial Intelligence Units.

Money laundering and terrorist financing investigations in Afghanistan have been hampered by a
lack of capacity, awareness)dpolitical commitmentparticularly involving prosecutors and the

courts Corruption permeates all levels of Afghan government and society and has a direct

impact on the lack of financial crimes enforcement. Afghanistan ranked 176 out of 178 countries
surveyed in Transparency International és 2010

Border security continues to be a major issue throughout Afghanistan. In 2008 there were 14

official border crossings that came under central government control, utilizing imealat

assistance as well as local and international forces. However, many of the border areas are
underpoliced or not policed at all. These areas are particularly susceptible to illicitmmases

trafficking, tradebased money laundering, and bullslsamuggling. Furthermore, officials
estimate there are over 1,000 wunofficial bor de
Customs authorities, with the help of outside assistance, have made improvements, but much

work remains to be done.

It is estimated that five percent or leskthe Afghanpopulation uses banksAfghanistan is

widely served by the traditional and deeply entrenched hawala system, which provides a range of
financial and noffinancial business services in local, regional, anerimational markets. Itis
estimated between 80 percent and 90 percent of all financial transfers in Afghanistan are made
through hawala. Financial activities include foreign exchange transactions, funds transfers
(particularly to and from neighboring entriessuch as the UAE, Iran and Pakistaith weak

regulatory regimes for informal remittance systems), micro and trade finance, as well as some
deposittaking activities. Although the hawala system and formal financial sector are distinct,

the two systms have links. Hawala dealers often keep accounts at banks and use wire transfer
servicedo settle their balances with other hawaladars abnohide banks will occasionally use
hawaladars to transmit funds to hdodreach areas within Afghanistaimhere are

approximately 250 kown hawala dealers in Kabul, and approximately 1,500 dealers that vary in
size and reach spread throughout Afghanistano:
hawala system is in Afghanistatundoubtedly is involved, inte¢ionally or inadvertently, in

financial crimeshowever,only a fewSTRs have been submitted by money service providers
(MSPs), including licensed hawaladars. This needs to be addressed immediately, while
continuing to license the remaining 50 perce®® percent of MSPs still operating outside the

formal sector.
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The Afghan government has no formal extradition or mutual legal assistance arrangements with

the United States. In the absence of a formal bilateral agreement between Afghanistan and the
United States, requests for extradition and mutual legal assistance have been processed on an ad
hoc basi s, | argely with the assistance of the
Afghan Counter Narcotics law, however, allows the extradition of drug affenechder the 1988

UN Drug Convention.

Antigua and Barbuda

Antigua and Barbuda is a significant offshore center that despite recent improvements remains
susceptible to money laundering due to its offshore financial sector and Internet gaming industry.
lllicit proceeds from the transshipment of narcotics and from financial crimes occurring in the
U.S. also are laundered in Antigua and Barbuda.

Antigua and Barbuda uses the East Caribbean (EC) dollar and its monetary authority is the
Eastern Caribbean CentiBhnk (ECCB). Seven other island economies are also members of the
ECCB: Anguilla, Dominica, Grenada, Montserrat, St Kitts and Nevis, St. Lucigstavicthcent

and the Grenadined he existence of this common currency may raise the risk of money
launderng, but there is little evidence that the EC dollar is a primary vehicle for money
laundering.

As of 2010, Antigua and Barbuda has 15 international banks, one international trust, three
offshore insurance companies, 3,497 international business corpsrdB@s), ten interactive

gaming companies, six interactive wagering companies, eight money services businesses, and 25
corporate management and trust services providers. In addition, there are five casinos. Bearer
shares are permitted for internationampanies but the names and addresses of directors (who
must be naturalized persons), the activities the corporation intends to conduct, the names of
shareholders, and number of shares they will hold are required to be disclosed. Registered
agents or serge providers are required by law to know the names of beneficial owners. All
licensed institutions are required to have a physical presence, which means presence of at least a
full-time senior officer and availability of all files and records. Shellgames are not

permitted. Internet gaming companies are required to incorporate as IBCs, to report all payouts
over $25, 000 to Antigua and Barbudads Office
Policy (ONDCP), and to have a physical presence, mgahe primary servers and the key

person are resident in Antigua and Barbuda.

A nominal free trade zone in the country seeks to attract investment in areas deemed as priority

by the government. Casinos and sports bwaiering operations in AntiguaaBdar budadés f r
trade zone are supervised by the ONDCP, and the Directorate of Offshore Gaming. Internet

gaming companies are required to submit quarterly and annual audited financial statements and
maintain records relating to all gaming and financiat$ections of each customer for six years.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso approach Abgeriodslcimed 06 appr
Legal persons coveredcriminally: YES civilly: YES

CRIMINALIZATION OF T ERRORIST HNANCING :
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Ability to freeze terrorist assets without delayY'ES

UN lists of designated terrorists or terrorist entities distributed to financial institutions:
YES

KNOW-YOUR-CUSTOMER RULES

Covered entities:Banks, agricultural credit institutionand money exchangers; notaries;
domestic and Internet gaming centers; real estate and travel agents; company service
providers; lawyers; accountants; dealers in autos, precious metals and stones, and ether high
value goods; insurance brokers; and securifiealers

Enhanced due diligence procedures for PEPBpreign: YES Domestic: YES
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entitiesBanks, agricultural credit institutions, and money exchangers; notaries;
domestic and Internet gamingrders; real estate and travel agents; company service
providers; lawyers; accountants; dealers in autos, precious metals and stones, and ether high
value goods; insurance brokers; and securities dealers

Number of STRs received and time fram®45, Januaryo December 2010
Number of CTRs received and time fram&lo information available

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: One in 2009
Convictions: None

Assets forfeited: criminally:$23,000 (In addition, $1, 379,120 wanfiscated on behalf of
US authorities.) civilly: None

RECORDS EXCHANGE MEGANISM:

With U.S.: YES
With other governments/jurisdictionsYES

Antigua and Barbuda is a member of the Caribbean Financial Action Task Force (CFATF), a
Financial Action Tals Force (FATF)style regional body. Its most recent mutual evaluation can
be found herehttp://www.cfatf

gafic.org/downloadables/mer/Antigua_ancrBuda 3rd Round MER_Final(Eng).pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

During the year, the Prevention of Terrorism (Amendment) Act was passed, making further
explicit provisions for the désting of specified entities; however, defioiges remain.

The Government of Antigua and Barbuda (GOAB) does not have a unified regulatory structure

or uniform supervisory practices for its domestic and offshore banking sectors. Currently, the

ECCB supervises Anti gua eectr. Bha Registrdraofdrnsuratice me st i ¢
supervises and examines domestic insurance agencies. The Financial Services Regulatory
Commission is responsible for the regulation and supervision of all IBCs, including offshore

banks and all aspects of offshore gagnitiis includes conducting examinations and reviews of

offshore financial institutions as well as some domestic financial entities, such as insurance
companies and trusts. The director of the ONDCP supervises all financial institutions for

compliance wilh suspicious transaction reporting requirements. Only gaming institutions are

required to file large currency transaction reports.
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The GOAB has taken steps to combat money laundering by passing relevant legislation that
applies to both domestic and offsedinancial institutions, and establishing a thorough
regulatory regime. The GOAB should implement and enforce all provisions of its AML/CFT

legislation. The ONDCP should be given direct access to financial institution records in order to

effectively asess their AML/CFT compliance. Antigua and Barbuda has yet to prosecute a
money laundering case and there are few arrests or prosecutions. More comprehensive

investigations could lead to higher numbers of arrests, prosecutions, and convictions. @ontinue

efforts should be made to enhance the capacity of law enforcement and customs authorities to
recognize money laundering typologies that fall outside the formal financial sector. Continued
international cooperation, particularly with regard to the tinsbigring of statistics and

information related to offshore institutions, and enforcement of foreign civil asset forfeiture

orders wil/l |l i kewi se enhance Antigua and Bar bt

Australia

Australia is one of the major cems for capital markets in the Asiacific region. While
narcotics offenses provide a substantial source of proceeds of crime, the majority of illegal
proceeds are derived from fravelated offenses. The Government of Australia (GOA)

maintains a comptensive system to detect, prevent, and prosecute money laundering. The last

few years have seen a noticeable increase in activities investigated by Australian law

enf orcement agencies that relate diremhaty
evolved over time to address new money laundering and terrorist financing risks identified
through continuous consultation between government agencies and the private sector.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLU DE SIGNIFICANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAI'l serious cr itnbe saop parpoparcoha ctho Abyweriefididricsst e
Legal persons covered: criminallyYES civilly: NO

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delayY'ES

UN lists of designated terrorists or terrorist etiés distributed to financial institutions:
YES

(Pl ease refer to the Department of Stateobs
here:http://www.state.qov/s/ct/rls/cit/

KNOW-YOUR-CUSTOMER RULES

Covered entities:Banks; gaming and bookmaking establishments and casinos; bullion and
cash dealers and money exchanges and remitters, including electronic funds transferors;
insurers and insurance intermediaries; securities or derdgatigalers; registrars and trustees;
issuers, sellers or redeemers of travelers checks, money orders or similar instruments;
preparers of payroll in whole or in part from currency on behalf of other persons; currency
couriers

Enhanced due diligence procedes for PEPs: Foreign: YES Domestic: YES
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SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entities: Banks,gaming and bookmaking establishments and casinos; bullion and

cash dealers and money exchanges and remitters, including electrosic¢raursferors;

insurers and insurance intermediaries; securities or derivatives dealers; registrars and trustees;
issuers, sellers or redeemers of travelers checks, money orders or similar instruments;
preparers of payroll in whole or in part from currelcybehalf of other persons; currency

couriers

Number of STRs received and time framd7,386- 2009-2010
Number of CTRs received and time fram&;375,447 20092010

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: 88 indictments July 2009- June 2010
Convictions: 50 in 2009- 2010

Assets forfeited: criminally$7,691,800 civilly: Not available
RECORDS EXCHANGE MEGANISM:

With U.S.: YES
With other governments/jurisdictionsYES

Australia is a member of ti@nancial Action Task Force (FATF). It also serves as permanent
co-chair, and hosts and funds the Secretariat of the Asia/Pacific Group on Money Laundering
(APG), a FATFstyle regional body. Its most recent mutual evaluation can be found here:
http://www.fatfgafi.org/dataoecd/60/33/35528955.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The formal and informal money remittance sector is vulnerable to the risk of being ekfboite

criminal purposes. Additionally, the majority of designated-fieancial businesses and

professions (DNFBPSs), such as real estate agents, dealers in precious stones and metals, and
specified legal, accounting, trust, and company service providersoayet covered by reporting

and record keeping requirements of Australiad:
persons subject to enhanced due diligence procedures. This lack of coverage leads to increased
vulnerabilities in these entities. Amwalia should amend its legislation, as necessary, to cover all
DNFBPs.

In comparison to the size of the Australian economy and the comprehenstagoapty
laundering countermeasures in place, the number of convictions for money laundering remains
very low.

Austria

Austria is a major regional financial center and Austrian banking groups control significant
shares of the banking markets in Central, Eastern, and Southeastern Europe. Money laundering
occurs within the Austrian banking system as well asinbank financial institutions and
businesses. Money laundered by organized crime groups derives primarily from serious fraud,
smuggling, corruption, narcotiggafficking, and trafficking in persons. Theft, drug trafficking

and fraud are the main predie crimes in Austria according to the statistics of convictions and
investigations. Austria is not an offshore jurisdiction and has no free trade zones.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
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AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso appr eaimds:Combindtibni st 06 appr
Legal persons covered: criminallyYES civilly: NO

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delay'ES

UN lists of designated terrorists or terrorist entities distributed to finandredtitutions:
YES

KNOW-YOUR-CUSTOMER RULES

Covered entitiesBanks and credit institutions, financial institutions, leasing and exchange
businesses, safe custody services, portfolio advisers, brokers, securities firms, money
transmitters, insurancempanies and intermediaries, casinos, all dealers including those in
high value goods, auctioneers, real estate agents, lawyers, notaries, certified public
accountants, and auditors.

Enhanced due diligence procedures for PEPBpreign: YES Domestic: NO
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entitiesBanks and credit institutions, financial institutions, leasing and exchange
businesses, safe custody services, portfolio advisers, brokers, securities firms, money
transmitters, insurance Eganies and intermediaries, casinos, all dealers including those in
high value goods, auctioneers, real estate agents, lawyers, notaries, certified public
accountants, auditors, and customs officials.

Number of STRs received and time framé&;385 in 200
Number of CTRs received and time fram&lot applicable

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: 289 in 2009
Convictions: Five in 2009

Assets forfeited:  criminallyNot available  civilly: Not available
RECORDS EXCHANGEMECHANISM:

With U.S.: YES
With other governments/jurisdictionsYES

Austria is a member of the Financial Action Task Force (FATF). Its most recent mutual
evaluation can be found heréttp://www.fatf-gafi.org/dataoecd/22/50/44146250.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Numerous legal amendments to bring Austria's AML/CFT regime more in line with FATF
standards were adopted by Parliament on May 20, 2010, and enteréaice July 1, 2010.

Those amendments strengthen regulatory standards, give more power and responsibility to bank
compliance officers and regulators (in particular Austria's FIU), and make asset seizure easier in
AML/CFT cases. New paragraph 165tloé Austrian Penal Code extends the scope of money
laundering offenses to "sdliundering” of illicit proceeds. Austria has a combination of both an
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Afall serious crimeso approach plus a |ist of
domestic defition of serious crimes, but which Austria includes to comply with international
legal obligations and FATF standards.

Since July 1, 2010, asset freezes pursuant to UN and European Union (EU) sanctions are based
on Austriads new S aheé¢dreign ExshangeaAst). (Themmewsanotions | vy
Law significantly expands and improves implementation of UNSCR and European financial
sanctions on terrorists, including measures set forth in directly applicable EU Regulations. Asset
freezes now apply notigt to financial funds but to all economic resources including real estate,
companies, and vehicles. The law provides for bans on travel and bans on rendering services to
designated entities; it also establishes administrative and criminal penalties.

TheGovernment of Austria has committed to sharply restrict the issuance and use of bearer
shares. Draft legislation eliminating bearer shares for all companies except those listed on the
stock exchange has been circulated for comment.

Even absent a specifstispicion, new regulations require tax authorities to inform the FIU of all
cases where private foundations do not disclose the founding deed including all appendices and
supplementary documentation, as well as beneficial owners of hidden trusteeships.

In June 2010, the United States and Austria signed a bilateral asset sharing agreement to share
assets seized from convicted criminals.

Bahamas

The Commonwealth of The Bahamas is an important regional and offshore financial center. The
economy of the countris heavily reliant upon tourism, tourdtiven construction and the

offshore sector. The Bahamas is a transshipment point for cocaine bound for the United States
and Europe. Money laundering trends include the purchase of real estate, large vetiicles a
jewelry, as well as the processing of money through a complex web of legitimate businesses, and
international business companies registered in the offshore financial sector. Drug traffickers and
other criminal organizations take advantage of the latgeber of international business

companies and offshore banks registered in The Bahamas to launder significant sums of money
despite strict KYC and transaction reporting requirements.

The country has one large free trade zone, Freeport Harbor. Thisszoa@aged by a private

entity called the Freeport Harbor Company, which is owned and operated through a joint venture
between Hutchison Port Holdings (HPH) and The Port Group (The Grand Bahama Port
Authority). Businesses at the harbor include private,ldeety and cruise ship visits, rell

on/roll-off facilities for containerized and LTL cargo, and car transshipment. Freeport Harbor

has the closest offshore port to the United States and the entire country is relatively accessible by
medium sized boatsThis makes smuggling and bulk cash money laundering relatively easy.

While it is illegal for citizens of the Bahamas to gamble, gambling is legal for tourists and there
are three main casinos.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: YES

CRIMINALIZATION OF M ONEY LAUNDERING:

AAll ser i opupr acad  mesrdo Al i st o aplpstap@aath. t o pr edi
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Legal persons covered: criminallyYES civilly: YES
CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delaY'ES

UN lists of designated terrorists derrorist entities distributed to financial institutions:
YES

KNOW-YOUR-CUSTOMER RULES

Covered entitiesBanks and trust companies, insurance companies, securities firms and
investment fund administrators, financial and corporate service provideperatives,
societies, casinos, lawyers, accountants, real estate agents, and company service providers

Enhanced due diligence procedures for PEP$:oreign: YES Domestic: YES
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entities:Banks ad trust companies, insurance companies, securities firms and
investment fund administrators, financial and corporate service providers, cooperatives,
societies, casinos, lawyers, accountants, real estate agents, and company service providers

Number of STR received and time framel38 STRs in 2009
Number of CTRs received and time fram&lot applicable

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: 0 in 2010
Convictions: 0in 2010

Assets forfeited:  criminally$0 in 2010 civilly: $0 in 2010
RECORDS EXCHANGE MEGANISM:

With U.S.: YES
With other governments/jurisdictionsYES

The Bahamas is a member of the Caribbean Financial Action Task Force, (CFATF), a Financial
Action Task Forcestyle regional body. Its most recent mutergaluation can be found here:
http://www.cfatf

gafic.org/downloadables/mer/The Bahamas 3rd Round MER (Final) English.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMEN'S:

The Government of the Commonwealth of the Bahamas should provide adequate resources to its
law enforcement, judicial, and prosecutorial bodies in order to enforce existing legislation and
safeguard the financial system from possidbuses. The Bahamas should continue to enhance

its antrmoney laundering/countgerrorist financing regime by implementing the National

Strategy on the Prevention of Money Laundering; by ensuring full compliance with UNSCRs

1267 and 1373; and by implemting a system to collect and analyze information on the cross
border transportation of currency. It should also ensure there is a public registry of the beneficial
owners of all entities licensed in its offshore financial center.

Additional gapsinthe ount ryés | egislation include a fail:
organized criminal group and to tighten the currency transaction reporting system to track people
arriving and leaving to all destinations.
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Belize
Belize is not a major regionahfincial center but is an offshore financial center. In an attempt to
di versify Belizebs economic activities, author

financial activities that are vulnerable to money laundering, including offshore banksnicesura
companies, trust service providers, mutual fund companies, and international business
companies. Belize has pegged the Belizean dollar to the U.S. dollar and continues to offer
financial and corporate services to nonresidents in its offshore finaeciar, which represents
a potential vulnerability for money laundering.

Most money laundering is largely thought to be related to proceeds from U.S. residents
participating in unlawful internet gaming. Belize is a transshipment point for marijuana and
cocaine. There is a growing indication that money laundering proceeds are related to proceeds
from the trafficking of illegal narcotics, psychotropic substances, and chemical precursors, and
that they are controlled by local drug trafficking organizatiams @ganized criminals.

Belizean officials suspect that money laundering occurs primarily within the free trade zones.
Belizean officials believe the large Corozal Commercial Free Zone (CFZ) that operates at the
border with Mexico is involved in tradeased money laundering.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso approachBoth Al i sto appr
Legal persons covered: criminallyYES civilly: YES

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze érrorist assets without delayYES

UN lists of designated terrorists or terrorist entities distributed to financial institutions:
YES

(Pl ease refer to the Department of Stateds Col
here:http://www.state.qov/s/ct/rIs/cit/

KNOW-YOUR-CUSTOMER RULES

Covered entitiesDomestic and offshore banks; venture risk capital; money broker, exchange
and transmission services; moneylenders and pawnshop@nosureal estate; credit unions
and building societies; trust and safekeeping services

Enhanced due diligence procedures for PEPBEpreign: NO Domestic: YES
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entities:Domestic and offshore bankeenture risk capital; money broker,
exchange and transmission services; moneylenders and pawnshops; insurance; real estate;
credit unions and building societies; trust and safekeeping services

Number of STRs received and time fram@&7, January 1 throughdg2ember 13, 2010
Number of CTRs received and time framipt applicable
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MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: Six, January 1 through December 13, 2010
Convictions: Five,January 1 through December 13, 2010

Assets forfeited: criminally: None civilly: $510,000
RECORDS EXCHANGE MEGANISM:
With U.S.: YES

With other governments/jurisdictionsYES

Belize is a member of the Caribbean Financial Action Task Force (CFATF), a Financial Action
Task Force (FATFxstyle regional body. Its most recent mutual evaluation cannot be found on
the CFATF website. A Report on the Observance of Standards and Codes prepared by the IMF
can be found atttp:/Mww.imf.org/external/pubs/ft/scr/2004/cr04373.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Belize lacks the resources to effectively enforce-amdin ey | aundering rul es.

Intelligence Unit (FIU) has a broad mandate angeierely understaffed. The FIU staff does not
have sufficient training or experience in identifying, investigating, reviewing, and analyzing
evidence in money laundering cases. Prosecutors and judges also need additional training on
financial crimes, inkeiding money laundering. Prosecutors assigned to the FIU could also assist
with cases going to court, as the FIU is currently forced to contract outside attorneys to prosecute
its cases. If implemented, an arrangement for asset sharing may providenadidésources to

the FIU.

While it is widely believed that abuse occurs within the offshore sector and in the free trade
zones, no one from these organizations has been charged with a financial crime. Belize should
require the Commercial Free Zones @} ko be reporting entities. The GOB should become a
party to the UN Convention against Corruption.

Bolivia

Bolivia is not a regional financial center, but money laundering activities continue to take place.
These illicit financial activities are rekd primarily to narcotics trafficking, corruption, tax

evasion, and smuggling and trafficking of persons. Hotels, currency exchange houses, casinos,
cash transporters, informal exchange houses, and wire transfer businesses are not subject to anti
money laindering controls. The Bolivian financial system is highly dollarized, with

approximately 50% of deposits and loans distributed in U.S. dollars rather than Bolivianos, the
local currency (down from 90% in 2004Bolivia has 13 free trade zonégcated n El Alto,

Cochabamba, Santa Cri@turo, Puerto Aguirre, and Desaguaddéon,commercial and
industrial use.

Bolivia was suspended from the Egmont Group of Financial Intelligence Units (the Egmont
Group) in July 2007 because Bolivia has not criminalizetbtist financing. In December of
2008, the Egmont Group expelled Boliviabds FI
financing legislation in Bolivian law. To regain Egmont membership, Bolivia must reapply and
provide written evidence ofits| U6s compl i ance with Egmont FI

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO
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CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso appr oach Lietappidch.st 0 appr
Legal persons coveredcriminally: YES civilly: YES

CRIMINALIZATI ON OF TERRORIST FINANCING:
Ability to freeze terrorist assets without delaitO

UN lists of designated terrorists or terrorist entities distributed to financial institutions:
YES

(Pl ease refer to the Depart menthichocanb&foumd e 6 s Col
here:http://www.state.gov/s/ct/rIs/crt/2009/140888.htm

KNOW-YOUR-CUSTOMER RULES
Covered entitiesBanks, insurance companies, securities brokers and financial intarrasdi

Enhanced due diligence procedures for PEPBpreign: YES Domestic: YES
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:
Covered entitiesBanks, insurance companies, securities brokers and financial intermediaries

Number of STRs received and timmme: Not available
Number of CTRs received and time framipt available

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: Not available
Convictions: Not available

Assets forfeited: criminally:Not available civilly: Not availabé
RECORDS EXCHANGE MEGANISM:

With U.S.: NO
With other governments/jurisdictionsNot available

Bolivia is a member of the Financial Action Task Force of South America (GAFISUD), a
Financial Action Task Force (FATFtyle regional body. Its most redeanutual evaluation can
be found herehttp://www.gafisud.info/pdf/InformeBolivia. pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The expulsion of the U.S. Drug Enforcement Administra from Bolivia in November 2008

has diminished the effectiveness of several financial investigative groups operating in the
country, i ncluding Boliviads Financi al l nvesti
Police, and the Bolivian Speci@lperations Force. Most money laundering investigations

continue to be in the Department of Santa Cruz and are associated with narcotics trafficking
organizations.

Boliviads expulsion from the Egmont Group bar s
meetings or using the Egmont Secure Web (the primary means of information exchange among
Egmont Group member FIUS).

New legislation introduced in March of 2010 provides for money laundering to be treated as an
autonomous offense. The law also expandgishef predicate offenses for money laundering
but still does not include all offenses recommended in the international standards. The predicate
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offenses for money laundering should cover all serious offenses, and Bolivia should seek to
extend its lawso the widest range of predicate offenses.

In September 2010, a draft law to criminalize terrorist financing was provided to the Council of
Ministers for approval. This draft law also includes provisions addressing the freezing, seizure

and confiscation faterroristrelated assets; amives authority to the FIU to freeze for 48 hours

the execution of a transaction suspected of being related terrorist finaticappears the

proposed criminalization of TF méwgapplicakos fAi nt er
and interpretation of the provision. The provision seems to require that the funds are actually

used to carry out or attempt a terrorist act. Separately, obligatiiges should be required by

law or regulation to report to the FIUformation related to terrorist financing

The continued lack of personnel, combined with inadequate resources and weaknesses in
Boliviads basic | egal and regul atory framewor k
the Ul FO0s | i matederesotuheesize of Boliviads fi
reporting requirements is extremely low. The exchange of information between the UIF and
appropriate police investigative entities is also limited, although the UIF does maintain a

databasef suspect persons that financial entities must check before conducting business with

clients.

Brazil

Brazil i s the worl doés fifth | argest country ir
largest economy in the world. Brazil is consideredggoreal financial center for Latin America.
ltisamajordrug ransit country, as well as one of the

Brazil maintains some controls of capital flows and requires disclosure of the ownership of
corporations. Money lawering in Brazil is primarily related to domestic crime, especially drug
trafficking, corruption, organized crime, gambling, and trade in various types of contraband.
Laundering channels include the use of banks, real estate investment, financial destst ma
luxury goods, remittance networks, informal financial networks, and-traded money
laundering.

Sao Paulo and the FBorder Area (TBA) of Brazil, Argentina, and Paraguay are particular areas

that possess high risk factors for money launderingddition to weapons and narcotics, a wide

variety of counterfeit goods, including CDs, DVDs, and computer software (much of it of Asian

origin), are routinely smuggled across the border from Paraguay into Brazil. In addition to Sao

Paulo and the TBAgther areas of the country are also of growing concern. The Government of

Brazil (GOB) and local officials in the states of Mato Grosso do Sul, and Parana, for example,

have reported increased involvement by Rio de Janeiro and Sao Paulo gangs indiie alrea
significant trafficking in weapons and drugs t

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCYDERIVED FROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso approach Lietappidch st 6 appr
Legal persons covered: crimilig NO civilly: NO

CRIMINALIZATION OF T ERRORIST FINANCING:
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Ability to freeze terrorist assets without delaitO

UN lists of designated terrorists or terrorist entities distributed to financial institutions:
YES

(Please refertothe Depare nt of St ateds Country Reports on
here:http://www.state.gov/s/ct/rls/cit/

KNOW-YOUR-CUSTOMER RULES

Covered entitiesCommercial and savingshks and crediinions; insurance companies and
brokers; securities, foreign exchange, anchmodities brokers/traders; real estate brokers;

credit card companies; money remittance businesses; factoring companies; gaming and
lottery operators and bingo parlors; dealergimelry, precious metals, art and antiques

Enhanced due diligence procedures for PEPBEpreign: YES Domestic: YES
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entities:Commercial and savingsbks and credit unions; insurance companies and
brokers; securities, foreign exchange, anchmodities brokers/traders; real estate brokers;
credit card companies; money remittance businesses; factoring companies; gaming and
lottery operators and bingo parlors; dealers in jewelry, precious metaladaahtiques

Number of STRs received and time framé&6,371 in 2009
Number of CTRs received and time framd; 746, 494 in 2009

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: Not available
Convictions: Not available

Assets forfeited:  criminally: Not available civilly: Not available
RECORDS EXCHANGE MEGANISM:

With U.S.: YES
With other governments/jurisdictionsYES

Brazil is a member of the Financial Action Task Force (FATF) and the FATF of South America
(GAFISUD), a FATFstyle regional body Its most recent mutual evaluation can be found here:
www.fatf-gafi.org

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The GOB achieved visible results from investments in border andrdavcement infrastructure
that were executed with a view to gradually control the flow of goods, both legal and illegal
across Br azi | 6-smubging dnd law enfdreement effort\ly state and federal
agencies have increased. Brazilian Guost and the Brazilian Tax Authority (Receita Federal)
continue to take effective action to suppress the smuggling of drugs, weapons, and contraband
goods along the border with Paraguay. According to the Receita Federal, in 2009 the agency
interdicted a lege volume of smuggled goods, including drugs, weapons, and munitions.
Because of the effective crackdown on the Friendship Bridge connecting Foz do Iguacu, Brazil,
and Ciudad del Este, Paraguay, most smuggling has migrated to other sections of the border
The Federal Police have Special Maritime Police Units that aggressively patrol the maritime
border areas.
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Legal persons are not subject to direct civil or administrative liability for committing money
laundering (ML) offenses. Corporate criminal lidtlyilis not possible due to fundamental

principles of domestic law. Natural and legal persons are not subject to effective sanctions for
ML because systemic problems in the court system seriously hamper the ability to obtain final
convictions and sentengemnd legal persons are not subject to direct civil/administrative
sanctions for committing a ML offense. Very few final convictions for ML and convictions in

the first instance are low given the level of ML risk and size of the financial sector. The GOB
should take legislative action to establish direct civil or administrative corporate liability for ML
and ensure that effective, proportionate and dissuasive sanctions may be applied to legal persons.
Brazil also should continue to support the SpecidliZzederal Courts and other measures to
ameliorate the negative impact of some of the systemic problems in the court system which are
undermining the ability to effectively apply final sanctions for ML. The GOB should continue
taking measures to ensuretthide overlapping jurisdiction among federal and state law
enforcement authorities does not impede the effectiveness of their ability to investigate ML.
Brazil should also continue the PNLD training program and extend it as widely as possible to
ensure tht police, prosecutors and judges at both the state and federal levels have sufficient
training in the investigation and prosecution of ML cases.

Most highpriced goods in the TBA are paid for in US dollars, and ebasdger bulk cash

smuggling is a majoconcern. Large sums of US dollars generated from licit and suspected illicit
commercial activity are transported physically from Paraguay through Uruguay and Brazil to
banking centers in the United States.

In February 2006, U.S. Immigration and Customsdecgment established a Brabised
partner Trade Transparency Unit (TTU) to aggressively analyze, identify, and investigate
companies and individuals involved in tralolesed money laundering activities between Brazil
and the United States. As a resultred TTU, Brazil has identified millions of dollars of lost
revenue.

The GOB has generally responded to U.S. efforts to identify and block teredaitad funds.

None of the individuals and entities on the U
list has been found to be operating or executing financial transactions in Brazil, and the GOB has
frequently insisted that there is no evidence of terrorist financing within Brazil. However, in

December 2010, the U.S. Treasury Department designatedvBiladh s e n  We h b e, Hi zbal
chief representative in South America, as a Specially Designated Global Terrorist (SDGT) under
Executive Order 13224. Wehbe has been involved in transferring funds collected in Brazil to
Hizballah in Lebanon. In 2009, based aformation provided by the F.B.I., a man was arrested

in Sao Paulo on suspicion that he was connected to the Jihad Media Battalion, a known terrorist
organization with possible ties to Al Qaeda. However, a Brazilian judge ordered his release after
severalweeks, and the GOB has taken the position he had no demonstrable ties to any terrorist
activity.

Although Brazil is a party to the United Nations International Convention for the Suppression of
the Financing of Terrorism, it has not criminalized tertdirsancing in a manner that is

consistent with international standards. Terrorist financing is a predicate offense for money
laundering but is not an autonomous offense in Brazil; however, a bill awaiting legislative action
contains language that coulgsolve this gap.
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British Virgin Islands

The British Virgin Islands (BVI) is a United Kingdom (UK) overseas territory with a population

of approximately 22,000. The economy depends greatly on tourism and its offshore financial

sector. As of September 20, there were 456,547 active companies, 237 licensed banks and
2,951 mutual funds registered with the BVI Fir
unique share structure that does not require a statement of authorized capital as well as the lack

of mardatory filing of ownership, pose significant money laundering risks. Tourism accounts

for 45 percent of the economy and employs the majority of the workforce. Financial services are

very important, however, contributing over half of government reverB@éremains

vulnerable to money laundering practices through its drug trafficking trade and the exploitation

of its offshore financi al services. BVI &0s pr ¢
U.S. dollar for its currency pose risk factéos money laundering. The BVI are a major target

for drug traffickers, who use the area as a gateway to the United States. Drug trafficking in

general is a serious problem.

BVI is a well established center offering accounting, banking and legal sercégde

insurance; company incorporations; mutual funds administration; trust formation; and shipping
registration. The FSC is the sole supervisory authority responsible for the licensing and
supervision of financial institutions under the relevant stgtut

While gaming is prohibited in the Virgin Islands, casinos have been incorporated in the
definition of relevant business under the AML/CFT regime.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFI CANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso appr oamds: Abarimes dppreacho appr
Legal persons covered: criminally: YES civilly: YES

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delayf'ES

UN lists of designated terrorists or terrorist entities distriied to financial institutions:
NO

KNOW-YOUR-CUSTOMER RULES

Covered entities:Banks; currency exchanges; charities and nonprofit associations; dealers in
autos, yachts, and heavy machinery; dealers in precious metals and stones; and leasing
companies

Enhanced due diligence procedures for PEPsForeign: YES Domestic: YES
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entities: Banks; currency exchanges; charities and nonprofit associations; dealers
in autos, yachts, and heavy machinerygldes in precious metals and stones; and leasing
companies

Number of STRs received and time framé&91 in 2010
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Number of CTRs received and time fram&lot available
MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: 0 in 2010
Convictions 0in 2010

Assets forfeited: criminally0 civilly: 0
RECORDS EXCHANGE MEGANISM:
With U.S.: YES

With other governments/jurisdictionsYES

BVI is a member of the Caribbean Financial Action Task Force, (CFATF), a FinantiahAc
Task Forcestyle regional body. Its most recent mutual evaluation can be found here:
http://www.cfatf

gafic.org/downloadables/mer/Virgin Isldst 3rd Round MER (Final) English.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Reporting institutions are advised to monitor relevant websites for names of suspected terrorists
and related organizations. No specific guidance has beenissuedtut | i ne r eporting
obligations to freeze funds of designated terrorists and terrorist organizations.

The U.S. and the British Virgin Islands established a Tax Information Exchange Agreement

(TIEA) in 2006. Application of the USUK mutuallegal assistance treaty (MLAT) concerning

the Cayman Islands was extended to the BVI in 1990. The FSC cooperates with foreign

counterparts and law enforcement agencies. In 2000, the Information Assistance (Financial

Services) Act (IAFSA) was enactedtocr ease t he scope of cooperati
regulators and regulators from other countries.

While BVI legislation has strengthened due diligence requirements where a representative is
acting on another per sonos thmanotadr dounoyrwhichhlees t he
not fully comply with FATF rules, and has extended regulation to money value transfer service
operators these laws are too new to be evaluated. The FSC should increase its staffing in order
to meet the recommended inspectand reporting requirements, especially in light of the new

entities covered under the law. The lack of prosecutions for money laundering and a reported
decline in number of inspections suggests that the FSC should work closely with law

enforcement andther authorities. In addition, while real estate agents, lawyers, other

independent legal advisers, accountants, dealers in precious metals and stones are covered by the
AML/CFT regulations, there appears to be no effective mechanism to ensure compliinc

AML/CFT requirements.

The British Virgin Islands is a United Kingdom (UK) Caribbean overseas territory and cannot
sign or ratify international conventions in its own right. Rather, the UK is responsible for the
BVI 6s i nter nat i oangelfor thefrdtifecation ®f aay rcahventianyto ba extended
to the BVI. The 1988 Drug Convention was extended to the BVI in 1995. The UN Convention
against Corruption was extended to the BVI in 2006. The International Convention for the
Suppression ahe Financing of Terrorism and the UN Convention against Transnational
Organized Crime have not yet been extended to the BVI.

71


http://www.cfatf-gafic.org/downloadables/mer/Virgin_Islands_3rd_Round_MER_(Final)_English.pdf
http://www.cfatf-gafic.org/downloadables/mer/Virgin_Islands_3rd_Round_MER_(Final)_English.pdf

INCSR 2011 Volume Il

Burma

Burma is not a regional or offshore financial center. Its strategic geographic location, prolific
drug production, and l&mf transparency make it an attractive transit country for money
laundering. While its underdeveloped economy is not adequate as a destination to harbor funds,
the low risk of enforcement and prosecution make it appealing to the criminal underground.

Drug trafficking, human trafficking, and public corruption are major sources of illicit proceeds.
Money launderers also exploit the illegal trade in wildlife, gems, and timber, anebaadd

money laundering is of increasing concern.

Burma is second dyto Afghanistan in opium production, and is increasingly a source of
methamphetamine and amphetamine type substances. Its long, porous borders are poorly
patrolled. In some remote regions where smuggling is active, ongoing ethnic tensions, and in
somecases armed conflict, impede government territorial control. In other areas, political
arrangements between traffickers and Bur mabd
groups to function with minimal risk of interdiction.

The Government of Buna (GOB) dominates the economy. Stavened enterprises and
military hol ding companies contr ol a SsSubsta
privatization in 2010 transferred significant assets to private parties; however, most new owners

S r

nti

appear to be business associates of the ruling generals, and some are allegedly connected to drug

trafficking.

Corruption is endemic in both business and
Corruption Perception Index ranked Burma 176 out ofddihtries. This extensive corruption
and overall | ack of governmental transparen
reforms. The GOB enacted several reforms in the past several years to reduce vulnerability to
drug money laundering in thenking sector. However, connections to powerful patrons still
outweigh rule of law, and Burma continues to face significant risk of drug money being funneled
into commercial ventures.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious oriimeisost @appp paacaclListappmachr edi ca
Legal persons covered: criminallfyYES civilly: NO

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delay'ES

UN lists of designated terrorists or terrorist etiéis distributed to financial institutions:
YES

(Pl ease refer to the Department of Stateos
here:http://www.state.gov/s/ct/rls/cit/

KNOW-YOUR-CUSTOMER RULES
Covered entitiesNone
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Enhanced due diligence procedures for PEPBpreign: NO  Domestic: NO
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entitiesBanks, customs officials, statevned insurance company and small loans
enterprise, securities exchange, the Andaman Club Resort Hotel (the only licensed money
changer) accountants, the legal and real estate sectors and dealers of precious metals and
stones

Number of STRs received and time framé&lot available
Number of CTRs eceived and time frameNot available

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:

Prosecutions: Not available
Convictions: Not available

Assets forfeited: criminallyNot available civilly: Not available
RECORDS EXCHANGE MEGANISM:

With U.S.:NO
With other governments/jurisdictionsYES

Burma is a member of the Asia/Pacific Group on Money Laundering (APG), a Financial Action
Task Forcestyle regional body. Its most recent evaluation can be found at:

http://www.apgml.org/documents/docs/17/Myanmar%202008.pdf
ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS.

Burma's financial sector is extremely underdeveloped and most currency is held outside the

formal banking system. The informal economy generates few reliable records, and the GOB

makes no meaningful efforts to ascertain the amount or source of income or value transfers. The
GOB6s | ack of engagement eSomeBudngsafamciali t s f i nanc¢
institutions may engage in currency transactions related to international narcotics trafficking that
include significant amounts of U.S. currency. However, the absence of publicly available GOB
information on this issue precludes confirmatiorswéh conduct. Burmese law does not contain

any customer due diligence requirements, although some entities follow such procedures under

other, norRAML related legal provisions.

Corruption is pervasive in every level of government. Senior militaryiafi@are essentially

above the law and free to engage in a range of activities designed to enrich themselves and

maintain their hold on power. Government workers do not receive a living wage and may seek

bri bes as additional fiesish threpraampantacoriupion are impe@efd byi ¢ i a |
the militaryds contr ol over all civilian aut hc
policies that facilitate corrupt practices, including strengthening its oversight of the formal

financial sectoand implementing a transparent transaction reporting regime. The FIU should

become a fully funded independent agency that functions without interference, and the GOB

should supply adequate resources to administrative and judicial authorities for tbeieerent

of government regulations. The GOB should become a party to the UN Convention against
Corruption.
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Cambodia

Cambodia is neither a regional nor an offshor e
money laundering regime; cablased, dollariz¢ economy with an active informal banking

system; porous borders; loose oversight of casinos; and limited capacity of the National Bank of
Cambodia to oversee the fast growing financial and banking industries contribute to a significant
money laundering sk.

Cambodia has a significant black market for smuggled goods, including drugs and imported
substances for local production of the methamphetamine ATS. Both licit and illicit transactions,
regardless of size, are frequently done outside of formal fiahimstitutions, and are difficult to
monitor. Proceeds from crime are readily channeled into land, housing, luxury goods or other
forms of property. The majority of real estate transactions are done without a registered real
estate agent, and buyers a®dllers determine the price of the property without reference to an
independent valuation system.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso appr oac h Albserioustrimest 6 appr
Legal persons covered: crimaily: YES civilly: YES
CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delay'ES
UN lists of designated terrorists or terrorist entities distributed to financial institutiohkd

(Please refer to the Departmentcd$te 6 s Country Reports on Terror
here:http://www.state.qov/s/ct/rls/cit/

KNOW-YOUR-CUSTOMER RULES

Covered entities:Banks; micrefinance institutions; credit coopéinees; security brokerage

firms and insurance companies; leasing companies; exchange offices/money exchangers; real
estate agents; money remittance services; dealers in precious metals, stones and gems; post
office operating payment transactions; lawyexgaries, accountants, auditors, investment
advisors and asset managers; casinos and gambling institutiorgovermmental

organizations (NGOs) and foundations doing business and raising funds; and any other
institutions or professions designated by Fgancial Intelligence Unit to fall within the

scope of the present law

Enhanced due diligence procedures for PEPBpreign: YES Domestic: NO
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entities:Banks; micrefinance institutions; credit c@eratives; security brokerage

firms and insurance companies; leasing companies; exchange offices/money exchangers; real
estate agents; money remittance services; dealers in precious metals, stones and gems; post
office operating payment transactions; lawgjenotaries, accountants, auditors, investment
advisors and asset managers; casinos and gambling institutions; NGOs and foundations doing
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business and raising funds; and any other institutions or professions designated by the
Financial Intelligence Unita fall within the scope of the present law

Number of STRs received and time fram@6 (January through October 2010)
Number of CTRs received and time fram&59,599 (January through October 2010)

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosectuions: 0
Convictions: 0

Assets forfeited: criminallyNot available civilly: Not available
RECORDS EXCHANGE MEGANISM:

With U.S.: NO
With other governments/jurisdictionsYES

Cambodia is a member of the Asia/Pacific Group on Money Laundering (AF&nancial
Action Task Force (FATF¥tyle regional body. Its most recent mutual evaluation can be found
here:

http://www.apgml.org/documents/docs/17/0aodia%20World%20Bank%20DAR%20July%20
07.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Government of Cambodia (GOC) has not fully implemented its current AML/CFT

legislation, and its list of covered entities is incomplete. The GOC shauid &iditional

decrees, mandating compliance of designatedfimamcial businesses and professions with the
reporting requirements established by the AML/CFT law, and provide training to commercial
bankers. Given the high level of corruption in Cambatthia,GOC should also require special

due diligence for domestic politically exposed persons (PEPs). Cambodia does not have, and has
not offered, a safe harbor provision. The government should propose such a provision in the
short term.

By regulation, lanks are individually responsible for maintaining and monitoring the list of
designated terrorists or terrorist entities; however, the GOC does not distribute the UN lists.

The GOC should also expand the authorities of the Cambodian Financial Intelligr@hce
(CAFIU). At present, the CAFIU lacks the power to enforce AML/CFT laws. As a result, few
covered entities follow STR reporting guidelines.

While Article 30 of the AML/CFT law provides for the confiscation of property in cases where
someone is fouwhguilty of money laundering as stipulated in the penal code, the law is vague,

and does not describe a system of asset forfeiture. Cambodia should clearly define the system of
asset forfeiture, and establish a regulation to implement the system.

Law enbrcement capacity remains quite limited, and is hindered by corruption and a weak
investigative and prosecutorial infrastructuidiere have been no money laundering
prosecutions or convictions since 2007, when two suspects were arrested but not convicted
Elements of the Ministry of Finance, the new A@orruption unit, and the Cambodian National
Police are receiving training on complex financial criméghile the law enforcement training
plan is long term and progressive, until the GOC fully imples&ML/CFT legislation and
addresses corruption, Cambodia will remain a figh environmentdr money laundering
operations.
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Canada

Money laundering in Canada is primarily associated with drug trafficking and financial crimes,
particularly those relate fraud. With roughly $1.4 billion in trade crossing the United States
and Canadian borders each day, both governments share concerns about illibibiess
movements of currency, particularly the proceeds of drug trafficking. Organized criminpkgro
are involved in drug trafficking, contraband smuggling, illegal arms sales, migrant smuggling
and whitecollar crimes. The Criminal Intelligence Service Canada estimates that over 900
organized crime groups operate in Canada, with the vast majordlved in the illicit drug

trade.

Money laundering generally occurs through the following methods: smuggling; money service
businesses and currency exchanges; casinos; purchase of real estate; wire transfers;
establishment of offshore corporations; creditds, stored value cards and new payment
methods. Criminals have also used internet payments or gold bullion to move funds.

Casinos now are required to report large disbursements and suspicious transactions. In 2010, the
first year of reporting, 43,75€asino disbursement reports were filed. Alternative remittance
systems, such as hawala, hundi, and chitti are also required to report.

There are no free trade zones or offshore financial institutions.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAl |l ssecrriioomeso approach or Al ilsstappraaghpr oach t c
Legal persons covered: criminallyNO civilly: YES

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delayY:ES

UN lists of designated terroristor terrorist entities distributed to financial institutions:
YES

(Pl ease refer to the Department of Stateds Col
here:http://www.state.qov/s/ct/rlsitf)

KNOW-YOUR-CUSTOMER RULES

Covered entitiesBanks; credit unions; life insurance companies; trust and loan companies;
brokers/dealers of securities; foreign exchange dealers; money services businesses; sellers
and redeemers of money orders; accaoniistareal estate brokers; casinos; lawyers; notaries

(in Québec and British Columbia only) and dealers in precious metals and stones

Enhanced due diligence procedures for PEPBpreign: YES Domestic: NO
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entitiesbanks; credit unions; life insurance companies; trust and loan companies;
brokers/dealers of securities; foreign exchange dealers; money services businesses; sellers
and redeemers of money orders; accountants; real estate brokers; dasiyers,; notaries

(in Québec and British Columbia only) and dealers in precious metals and stones
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Number of STRs received and time framé4,240 April 2009 through March 2010
Number of CTRs received and time fram&,868,506 April 2009 through Marci®20

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: 211 April 2005 through March 2006
Convictions: Ten April 2005 through March 2006

Assets forfeited:  criminally:$17.5 million  civilly: Not available
RECORDS EXCHANGE MECHANISM:

With U.S.: YES
With other governments/jurisdictionsYES

Canada is a member of the Financial Action Task Force (FATF) as well as the Asia/Pacific

Group on Money Laundering (APG), and is a supporting nation of the Caribbean Financial

Action TaskForce (CFATF) Both APG and CFATFare FATBEt yl e r egi onal bodi ¢
most recent published mutual evaluation can be found here:

http://www.fatf
gafi.org/document/58/0,3343,en 32250379 32236963 40199098 1 1 1 1,00.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Lawyers in several provinces have successfully challenged the applicability of the AML law to
them based upon common law atysclient privileges, therefore, lawyers are not completely
covered by the AML provisions.

The United States and Canada signed a memorandum of understanding (MOU) in November
2010 to track the movement of illicit currency by sharing data on currency seideelborder.

The MOU will significantly enhance the ability of law enforcement officers in both countries to
investigate and track illicit cash movements and disrupt the flow of funds that support the
activities of criminals and terrorists.

Money laurdering offenses have a higher threshold for prosecution and conviction than the
offense of benefiting from the proceeds of crime. Criminals appear willing to forfeit assets and
plead guilty to lesser charges to avoid prosecution under AML and proceads@efstatutes.

While the law provides sufficient powers to Canadian law enforcement to pursue money
launderers, the budget for relevant law enforcement authorities has not increased; additional
resources could increase the effectiveness of existing IBn®vincial and federal statistics

should be tracked jointly. Appropriately tracking these cases could reveal a more robust rate of
money laundering related convictions.

Canada should continue oversight and increase fallpwf the relatively new AM/CFT

measures within the casino industry; reduce the length of time needed for FINTRAC to prepare
reports used by law enforcement authorities (average number of days for a report dropped from
82 to 68 from 2002010); and maintain the monitoring of the mey services business registry.
Canada also should continue to ensure its privacy laws do not excessively prohibit provision of
information to domestic and foreign law enforcement that might lead to prosecutions and
convictions.
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Cayman Islands

The Caymarslands, a United Kingdom (UK) Caribbean overseas territory is an offshore
financial center. Most money laundering that occurs in the Cayman Islands is primarily related
to fraud and drug trafficking. Due to its status as a-t@xagegime, the Caymaslands is also
considered attractive to those seeking to evade taxes in their home jurisdiction.

The Cayman Islands is home to a wadiveloped offshore financial center that provides a wide
range of services, including banking, structured finance, inedtfunds, various types of

trusts, and company formation and management. As of December 2010, the banking sector had
$1.73 trillion in assets. There were approximately 245 banks, 150 active trust licenses, 738
captive insurance companies, eight moneyise businesses, and more than 85,000 companies
licensed or registered in the Cayman Islands. According to the Cayman Islands Monetary
Authority (CIMA), at year end 2010, there were approximately 9,400 mutual funds. Shell banks
are prohibited, as are amymous accounts. Bearer shares can only be issued by exempt
companies and must be immobilized.

Gambling is illegal; and the Cayman Islands do not permit the registration of offshore gaming
entities. There are no free trade zones and the authoritiest dee risks from bulk cash
smuggling related to the large number of cruise ships that dock at the island.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURKENCY; CURRENCY DERI\ED FROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso approach Abgeriodislcimed 0 appr
Legal persons coved: criminally: YES civilly: YES
CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delay'ES
UN lists of designated terrorists or terrorist entities distributed to financial institutioWN€S
KNOW-YOUR-CUSTOMER RULES:

Covered entities:Banks, trust companies, investment funds, fund administrators, insurance
Companies and managers, money service businesses, corporate and trust service providers,
money transmitters, dealers of precious metals and stones, awrdltbstate industry

Enhanced due diligence procedures for PEPsForeign: YES Domestic: YES
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entities:Banks, trust companies, investment funds, fund administrators, insurance
Companies and magars, money service businesses, corporate and trust service providers,
money transmitters, dealers of precious metals and stones, and the real estate industry

Number of STRs received and time fram&08 in 2010
Number of CTRs received and time frameNot applicable

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions: Eight 2003 2010
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Convictions: Six 2003-2010; only one since 2006
Assets forfeited:  criminally:Approximately $6 million civilly: Not available
RECORDS EXCHANGE MECHANISM:

With U.S.: YES
With other governments/jurisdictionsYES

The Cayman Islands is a member of the Caribbean Financial Action Task Force (CFATF), a
FATF-style regional body. Its most recent mutual evaluation can be found here:

http://www.cfatf
gafic.org/downloadables/mer/Cayman lIslands 3rd Round MER_(Final) English.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

While the caintry has increased both its regulatory and law enforcement staffing, the number of
prosecutions and convictions is extremely | ow
sector; only six successful prosecutions for money laundering, and onlg treelast four

years.

Private trust companies and individuals who carry on trust businesses or act as trustees are
exempt from licensing requirements and the AML requirements. In addition, the lack of
penalties for failing to report ownership and idgninformation undermines the effectiveness of
these obligations. This is a problem in particular for an estimated 3,000 unregulated mutual
funds resident in the Cayman Islands. In addition, there appear to be no requirements for
companies, trusts andnpaerships to retain records for at least five years.

The Cayman Islands should continue to computerize various registrations, such as those for
mutual funds. There is a need to pay greater attention to the risks and proper supervisien of non
profit organzations.

In January 2010, an antbrruption law took effect which criminalizes bribery and formalizes
international cooperation. Amendments to the Criminal Justice (Internationgpétation) Act
were passed in February 2010. These laws providedumesaf®or investigation, prosecution and
confiscation of the proceeds of all serious crimes and broadened international assistance to
include not only drug trafficking but all serious crimes, including official corruption and other
types of transnational ione.

In 1986, the United States and the United Kingdom signed a Mutual Legal Assistance in
Criminal Matters Treaty (MLAT) concerning the Cayman Islands. By a 1994 exchange of notes,
Article 16 of that treaty has been deemed to authorize asset shariregbehg United States

and the Cayman Islands.

The Cayman Islands is a United Kingdom (UK) Caribbean overseas territory and cannot sign or
ratify international conventions in its own right. Rather, the UK is responsible for the Cayman

| sl ands &alaffaits and may airrange for the ratification of any Convention to be
extended to the Cayman Islands. The 1988 Drug Convention was extended to the Cayman
Islands in 1995 and is implemented through several laws. The UN Convention against
Corruption andhe UN Convention against Transnational Organized Crime have not yet been
extended to the Cayman Islands. However, the full implementation platform for the anti
corruption convention exists under current Cayman law. A 2002 request for extension of the
International Convention for the Suppression of the Financing of Terrorism to the Cayman
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Islands has not yet been finalized by the UK, although the provisions of the Convention also are
implemented by domestic laws.

Chi na, Peopleds Republic of

China is amajor global financial center, with a rapidly growing economy and increased
integration in the international market. The primary sources of criminal proceeds are corruption,
narcotics and human trafficking, smuggling, economic crimes, intellectual pyapeft,

counterfeit goods, crimes against property, and tax evasion. Money is generally laundered
through bulk cash smuggling, tralased fraud (over/under pricing of goods, falsified bills of
lading and customs declarations, counterfeit import/exgmtracts), and both the formal and
underground banking systems. The use of -tagnsive, norfinancial sectors such as real

estate has increased, as has the usecofrency, online exchanges, and the exploitation of
investment vehicles such as fordaxchange rate contracts and financial derivatives.

Most money laundering cases currently under investigation involve funds obtained from
corruption and bribery. Proceeds of tax evasion, recycled through offshore companies, often
return to China disguiskas foreign investment and, as such, receive tax benefits. Chinese
officials have noted that most acts of corruption in China are closely related to economic
activities that accompany illegal money transfers.

Chinese authorities have observed that tieesiase in AML efforts by banks has been

accompanied by increased laundering through the underground banking system and trade fraud.
Value transfer via trade goods, including barter exchange, is a common component in Chinese
underground finance. Many Cleise underground trading networks in Africa, Asia, the Middle
East, and the Americas participate in the trade of Chimesaufactured counterfeit goods.

China has multiple Special Economic Zones (SEZs) and other designated development zones at
the nationalregional, and local levels. SEZs include Shenzhen, Shantou, Zhuhai, Xiamen, and
Hainan, along with 14 coastal cities and over 100 designated development zones. Itis nota
major offshore financial center.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAl lousserciri meso approach or Al Lissagpmgroaghppr oach t
Legal persons covered: criminallf.ES civilly: YES

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delaitO

UN lists of designagd terrorists or terrorist entities distributed to financial institutions:
YES

KNOW-YOUR-CUSTOMER RULES

Covered entitiesBanks, securities dealers, insurance companies

Enhanced due diligence procedures for PEPBpreign: YES Domestic:YES
SUSPIAOUS TRANSACTION REPORTING REQUIREMENTS:
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Covered entitiesBanks, securities dealers, and insurance companies

Number of STRs received and time framd2,933,226 in 2009
Number of CTRs received and time fram&€hina does not separate STRs and CTRs

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTDNS

Prosecutions: Not available
Convictions: 10,674 in 2009

Assets forfeited: criminallyNot available civilly: Not available
RECORDS EXCHANGE MEGANISM:
With U.S.: YES

With other governmentsyrisdictions: YES

China is a member of the Financial Action Task Force (FATF), as well as the Asia/Pacific Group
on Money Laundering (APG) and the Eurasian Group on Combating Money Laundering and
Terrorist Financing (EAG), both of which are FAEBEyle regonal bodies (FSRB). Its most

recent mutual evaluation can be found here:

http://www.fatfgafi.org/dataoecd/33/11/39148196.pdf
ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Government of China (GOC) has strengthened the legal framework for its overall
AML/CFT regime, notably by clarifying the suspicious transaction reporting obligations of
Chinese banks and by increasing the number of money laundering investigations, gosgcuti
and convictions. Howeveeven though it is mandatorihe courts do not systematically pursue
the confiscation of criminal proceeds, which undermines any disincentive to commit the crime.
The GOC should ensure that all courts are aware of the tnmapd@nfiscation laws, and ensure
uniform implementation.

Chinads terrorist financing | egislation has
terrorist assets without delay. China should enact comprehensive terrorism and terrorist
financing kgislation and create a mechanism to freeze terrorist assets without delay. China
should also enhance coordination between its financial regulators and law enforcement bodies to
better investigate and prosecute offenders.

Chinese financial regulators hawnade progress in recent years in applying AML/CFT controls
t o C hdevelepigfinancial systerhowever, enforcement efforts need strengthening to keep
pace with thesophistication and reach of criminal and terrorist networks.

The GOC has become marpen to working across borders on money laundering and terrorist
financing investigations. However, U.S. law enforcement agencies note that the GOC has not
cooperated sufficiently on financial investigations and does not provide adequate responses to
requests for financial investigation information. The G&duld expand cooperation with
counterparts in the United States and other countries and pursue international linkages in
AML/CFT efforts more aggressively. U.S. agencies have continued to segbatiodex

cooperation with Chinese counterparts on AML/CFT matters and to strengthen both gadicy
operationalevel cooperation in this critical area.
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Colombia

The Government of Colombia (GOC) is a regional leader in the fight against money laundering.
TheGOC has a forceful anthoney laundering/countéerrorist financing (AML/CFT) regime.
However, the | aundering of money from Col ombi &
penetrate its economy and affect its financial institutions. Bothaindgnoney laundering

organizations use a variety of methods to repatriate their illicit proceeds to Colombia. These

methods include the Black Market Peso Exchange, trade based value transfer, bulk cash
smugglingreintegro(wire transfers), remittancesnsggled merchandize (contraband) and

more recently, electronic currency and prepaid debit cards.

In addition to drugrelated money laundering, laundered funds are also derived from commercial
smuggling for tax and import duty evasion, kidnapping, araffid¢king, and terrorism

connected to violent, illegallgrmed groups and guerrilla organizations. Further, money
laundering is carried out to a large extent by U.S. Goverrhesignated terrorist organizations.
Criminal elements have used the bankiagter, including exchange houses, to launder money.
Money laundering also has occurred via trade and thebaaok financial system, especially
related to transactions that support the informal or underground economy. The trade of
counterfeit items in vilation of intellectual property rights is an ever increasing method to
launder illicit proceeds. Casinos, free trade zones and the postal money order market in
Colombia present opportunities for criminals to take advantage of inadequate regulation and
transparency. Although corruption of government officials remains a problem, its scope has
decreased significantly in recent years.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFI CANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso approach Lietappidch st 06 appr
Legal persons coveredcriminally: YES civilly: YES

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delayNO

UN lists of designated terrorists or terrorist entities distributed to financial institutions:
YES

Pmse refer to the Department of Stateds Count
here:http://www.state.qov/s/ct/rls/cit/

KNOW-YOUR-CUSTOMER RULES

Covered entities:Banks, stock extanges and brokers, mutual funds, investment funds,
export and import intermediaries, credit unions, wire remitters, money exchange houses,
public agencies, notaries, casinos, lottery operators, car dealers, and foreign currency traders

Enhanced due dilignce procedures for PEPs:Foreign: Not available Domestic:Not
available

SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:
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Covered entitiesBanks, stock exchanges and brokers, mutual funds, investment funds,
export and import intermediaries, credit urspwire remitters, money exchange houses,
public agencies, notaries, casinos, lottery operators, car dealers, and foreign currency traders

Number of STRs received and time frame9,600 in 2010
Number of CTRs received and time framé\ot available

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTONS:

Prosecutions: 408 investigations and/or prosecutions in 2009
Convictions: 54 in 2009

Assets forfeited: criminally: Approximately $1.3 million in 2009 civilly: Not available
RECORDS EXCHANGE ME®ANISM:

With U.S.: YES
With other governments/jurisdictions)YES

Colombia is a member of the Financial Action Task Force (FATF) of South America
(GAFISUD) a FATFEstyle regional body. Its most recent mutual evaluation can be found here:
http://www.qgafisud.info/home.htm

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

In the Black Market Peso Exchange (BMPE), goods from abroad, particularly the United States,
are bought with drug dollars. Many of theogis are either smuggled into Colombia or brought
directly into Col ombiads customs warehouses
customs duties. In other tratdased money laundering schemes, goods arearender

invoiced to transfer valueReportedly, evasion of the normal customs charges is frequently
facilitated by the drug and money laundering groups corrupting Colombian oversight authorities.

To help combat BMPE and other financial crimes, in 2005, a Colonii@aad trade
transparencynit (TTU) was createtly U.S. Immigration and Customs Enforcem&nanalyze,
identify and investigate companies and individuals involved in tkeded money laundering
activities between Colombia and the United States. In the past year, the Coldmbidas
worked to enhance the quality and quantity of trade data shared, expanding its investigative
capacity.

While the Colombian financial system has banking controls and governmental regulatory
processes in place, it is reported that drug and moneyéaimg groups have influenced high
level bank officials in order to circumvent both established@atney laundering controls and
government regulations. Official corruption has also aided money laundering and terrorist
financing in geographic areas cwmited by the Revolutionary Armed Forces of Colombia
(FARC).

According to the Prosecutor Generalds Office,
crimes connected to drug trafficking, terrorism, and other felonies. The GOC cooperatsis@yteiith
U.S. law enforcement agencies to identify, target and prosecute groups and individuals engaged in
financial and drug crimesColombia is working with other member countries of GAFISUD to
develop a common PEP standard and to share its PERthstther financial intelligence units.

The Colombian government regularly carries out asset seizure operations against a myriad of
drug trafficking and other criminal organizations throughout Colombia. Freezing assets is very
quick and efficient under @ombian law, while forfeiture can take betweeB §ears The

biggest difficulty in Colombia is administering seized assets. The National Drug Directorate

83

, t

236


http://www.gafisud.info/home.htm

INCSR 2011 Volume Il

(DNE) i as a legal institution lacks the technical expertise to administer seized assets. The
proceeds from asset seizures or forfeitures are by law used to fund various projects, such as the
construction of new higisecurity prisons, lowncome government housing, or specific

educational initiatives. However, many assets have lost their valuémeedue to poor
administration, and the National Drug Directorate (DNE) has been unable to conduct studies to
evaluate and monitor the impact of its efforts.

Col ombian |l aw is unclear on the governmentos
entities on the UN 1267 Sanctions Committee consolidated list. In addition to the UN lists,

banks also monitor the Office of Foreign Asset

Narcotics Traffickers, pursuant to Executive Order (EO) 12978, and theyfrdtarcotics
Kingpin Designation Act, and Specially Designated Global Terrorists, pursuant to E.O. 13224.

Costa Rica

While Costa Rica is not a major regional financial center, it remains vulnerable to money
laundering and other financial crimes. Iltiproceeds from fraud, trafficking in persons, arms,
narcotics trafficking (mainly cocaine), and corruption are laundered in Costa Rica. To a limited
extent, money laundering/terrorist financing occurs across the formal financial sector, within the
free tade zones (FTZs), and in the Abank financial system. Costa Rica has 33 FTZs, used by
approximately 270 companies. In addition, Costa Rica has a sizeable internet gaming industry
which in practice is almost unregulated. While local criminals aregdtie majority of

laundered criminal proceeds derive from foreign criminal activity. Costa Rica does not have a
significant market for smuggled gogdswevercriminal organizations involved in fraud,
trafficking in persons, arms, narcotics traffickjraand corruption are known to utilize the
international trade system to move and launder their criminal proceeds.

The Government of Costa Rica (GOCR) reports that Costa Rica is primarily used as a bridge to
send funds to and from other jurisdictions usiimgmany cases, companies or banks established

in offshore financial centers. Nicaraguans residing in Costa Rica send approximately $200
million in remittances annually to family members in their home country, much of which is sent
via unlicensed moneemitters. These unregulated businesses are a significant risk for money
launderingand a potentianechanism for terrorist financing.

Costa Rica has demonstrated a genuine commitment to strengtheningmmeaey
laundering/counteterrorist financing AML/CFT) regime. As a result of a law passed in 2009,

in 2010 Costa Rica continued implementing new regulations directed at combating money
laundering, terrorist financing, and organized crime. Costa Rica also created a new National
Anti-Drug Commissioar posi ti on that is responsible for
policies and plans to combat money laundering.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENCY; CRRENCY DERIVED FROMILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
All serious crimes approach or list approach to predicate crimédl serious crimes
Legal personsovered: criminally: NO civilly: YES

CRIMINALIZATION OF T ERRORIST FINANCING:
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Ability to freeze terrorist assets without delaiNO

UN lists of designated terrorists or terrorist entities distributed to financial institutions
YES

KNOW-YOUR-CUSTOMERRULES:

Covered entities Banks and savings and loan cooperatives; pension funds; money
exchangers or remitters; investment fund and safekeeping companies; credit institutions;
issuers, sellers or redeemers of travelers checks and postal money ordsesuaities
dealers

Enhanced due diligence procedures for PEPBoreign: YES Domestic: YES
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entities Banks and savings and loan cooperatives; pension funds; money

exchangers or remitterguciary trust investment fund and safekeeping companies, and

asset managers; credit institutions; issuers, sellers or redeemers of travelers checks and postal
money orders; securities dealaasdreal estate agents

Number of STRs received and time fram&04 from January to December 2010
Number of CTRs received and time framé&lot available

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: Not available
Convictions: Ten- January through October 2010

Assets forfeited: criminally:$9,69,214.00 in FY2010 civilly: Not applicable
RECORDS EXCHANGE MEGANISM:

With U.S.: YES
With other governments/jurisdictionsYES

In December 2010, the Financial Action Task Force of South America (GAFISUD) admitted
Costa Rica as a member, formallyarking its departure from the Caribbean Financial Action
Task Force (CFATF). Its most recent mutual evaluation can be found tgog/www.cfatf
gafic.org/mutuakevaluationreportshtml

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Money laundering cannot be charged as an additional offense to the predicate crime (e.g., a drug
dealer who is convicted on drug charges cannot also be prosecuted for laundering the drug
proceeds) In addition, criminal liability does not extend to legal persons.

There are over 250 Internet sports book companies registered to operate in Costa Rica. The
industry transacts approximately $12 billion annually and employs 10,000 people. Thisyindust

in practice is almost unregulated. The FIU reports that Costa Rican attorneys oftentimes conduct
cash purchases of real estate on behalf of persons located in the U.S. The FIU has had
significant difficulties verifying the identity and source of furidsthose purchases.

The FIU does not directly receive cash transaction reports (CTRs). Each supervisory entity that
receives CTRs holds them unless it determines that further analysis is required or the FIU
requests the reports.
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Costa Rica fully coopetas with appropriate United States government law enforcement
agencies investigating financial crimes related to narcotics and other crimes. Additionally, Costa
Rica has a tax information exchange agreement with the U.S.

Law 8719 authorizes the FIU to adnstratively freeze assets or accounts that are subject to an
ongoing money laundering or narcotics investigation by the host government authority without a
prior Court order (a judicial order must be obtained within 5 days after the seizure). This
provision was used in several money laundering cases involving bulk cash smuggling during
2010. Although the GOCR enacted a provision to allow for civil forfeitures in 2009, no case has
been pursued by prosecutors. The prosecutors state they have beentrigluictacases under

this law, because they fear these cases will not hold up in court. Based on-trseradrthis
provision, it is unclear whether the GOCR will assist other countries in obtaining non
convictionbased forfeiture.

Several pieces of a¢ property were identified and frozen by the U.S. Office of Foreign Asset
Control (OFAC) owned by a Colombian National that resides in Costa Rica and uses his farms to
launder funds for the FARC. This subject and his property were named as a sedarttieier
King-Pin Act with money laundering ties to the FARC. Shortly after the OFAC reawt

publicized in Costa Rica traubject fled Costa Ricand returnedo Colombia.

Cyprus

Cyprus has been divided since 1974. Since then, the Republic of Cy@a3 (Rs controlled

the southern twahirds of the country, while a Turkish Cypriot administration calling itself the

ATur ki sh Republic of Northern Cyprus (TRNC)O ¢
recogni zes the ATRNC. 0 sbrlyehe Bep@lic of&@gpvus. rThisne n 't r e
section of the report discusses the area controlled by the ROC. A separate section on the area
administered by Turkish Cypriots follows at the end.

Cyprus is a major regional financial center with a robust financralcsss industry and a

significant amount of nonresident businesses. A number of factors have contributed to the
development of Cyprus as a financial center: a preferential tax regime; double tax treaties with
44 countries (including the United States,esaV European Union (EU) nations, and former

Soviet Union nations); a sophisticated telecommunications infrastructure; and EU membership.
In 2003, Cyprus introduced tax and legislative changes effectively abolishing all legal and
substantive distinctionsetween domestic and offshore companies. Cyprus has also lifted the
prohibition from doing business domestically and companies formerly classified as offshore are
now free to engage in business locallgternational business companies are allowed to be
registered in Cyprus but their ultimate beneficial ownership must be disclosed to the authorities.
There are over 220,000 companies registered in Cyprus, many of which anesittemt. The

same disclosure, reporting, tax and other laws and regulatiphsexually to all registered
companies.

Like any financial center, Cyprus remains vulnerable to money laundering and illicit finance

activities. Simple financial crime constitutes the biggest threat for domestic money laundering

and tax evasion internatially. There is no significant black market for smuggled goods in

Cyprus. What little black market trade exists is usually related to small scale transactions,

typically involving fake clothing, pirated CDs/DVDs and cigarettes moved across the UN

patrol ed buf fer zone separating the ROC from t he

Cyprus has three free trade zones (FT4syo, located in the main seaports of Limassol and
Larnaca, are used only for transit trade, while the third, located near the international airport in
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Larnaca, an also be used for repacking and reprocessing. These areas are treated as being
outside normal EU customs territory. Consequently-Bongoods placed in FTZs are not

subject to any import duties, VAT or excise tax. FTZs are governed under the prewasio

relevant EU and Cypriot legislation. The Department of Customs has jurisdiction over all three
areas and can impose restrictions or prohibitions on certain activities, depending on the nature of
the goods.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAEErious crimeso approach or Alfskriousstrimesappr oac
Legal persons covered: criminallyY ES civilly: YES

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delayY'ES

UN lists of designate terrorists or terrorist entities distributed to financial institutions:
YES

(Pl ease refer to the Department of Stateds Col
here:http://www.state.qoks/ct/rIs/crt)

KNOW-YOUR-CUSTOMER RULES

Covered entitiesBanks, credit institutions, securities and insurance firms, money transfer
services, international financial services and trust companies, auditors, tax advisors,
accountants, real estate atge dealers in precious stones and gems, and in certain cases,
attorneys

Enhanced due diligence procedures for PEPBpreign: YES Domestic: NO
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entitiesBanks; credit institutions; issuers or seeris of credit or payment cards,

and travelerds checks; financi al | easi ng com
firms; money transfer or brokerage services; financial advisors, international financial service
providers, and trust and safekeepamgnpanies; auditors, tax advisors, and accountants; real

estate agents; dealers in precious stones and gems; and in certain cases, attorneys

Number of STRs received and time framd28 in2009
Number of CTRs received and time fram&lot available

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:

Prosecutions: 30 in 2009
Convictions: Five in 2009

Assets forfeited: criminally:Euros 5.5 million (approximately $7.1 million in 2009
civilly: Not applicable

RECORDS EXCHANGE MEGANISM:
With U.S.: YES
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With other governments/jurisdictionsYES

Cyprus is a member of the Council of Eu+r opeds
Money Laundering Measures and the Financing of Terrorism (MONEYVAL), a Financial

Action Task Force (FATF¥tyle regioml body. Its most recent mutual evaluation can be found

here:

http://www.coe.int/t/dghl/monitoring/moneyval/Countries/Cyprus_en.asp
ENFORCEMENT AND IMPLEMENTATION ISSUESAND COMMENTS:

There are no | egal i ssues hampering Cypruso al
assistance requests. Cypriot law allows MOKAS, the Cypriot financial intelligence unit (FIU) to
share information with other FIUs without kit of a memorandum of understanding (MOU).

Cyprus has enacted comprehensive legislation and established systems for identifying, tracing,
freezing, seizing, and forfeiting narcoticslated assets and assets derived from other serious
crimes. Like mosEU countries, though, Cyprus has no provisions allowing civil forfeiture of
assets without a criminal case. The police and the FIU are responsible for tracing, seizing and
freezing assets and they fully enforce existing legislation. Cyprus has aemugep national
system and mechanism for freezing terrorist assets, and has also engaged in bilateral and
multilateral negotiations with other governments to enhance its asset tracking and seizure
system.

Amending legislation that came into force in J@04.0 strengthened the 2007 Law for the
Prevention and Suppression of Money Laundering Activities (LPSMLA), e.g., by requiring a
timely response to FIU enquiries, and criminalizing the provision of false or misleading
information.

Area Administered by Turkish Cypriots

The Turkish Cypriot community continues to lack the legal and institutional framework

necessary to provide effective protection against the risks of money laundering, although
significant progress has been made in recent years withthepassag @Al aws o0 bett er
the onshore and offshore banking sectors and casinos. There are currently 22 domestic banks in
the area administered by Turkish Cypriots and Internet banking is available. The offshore sector
consists of 13 banks and 34 canges. The offshore banking sector remains a concern. The
offshore banks may not conduct business with residents of the area administered by Turkish

Cypriots and may not deal i n cash. Under revi
tookoverthe egul ati on and | icensing of offshore ban
i mproving oversight. The ACentr al Banko audit
annual report on their activitiesdscensedbhe new il

Organization for Economic Goperation and Development (OEGB)ember nations or Turkey

to operate an offshore branch in northern Cyprus. Despite the 2009 promulgation of more strict

Al aws, 0 the 23 operating ddustothelackafaamai n essent
enforcement or investigative mechanism by the casino regulatory body and effors to de

criminalize any failure by casinos to follow KYC regulations.

The Turkish Cypriot community is not part of any FSRB and thus is not subjeatn@ainpeer
evaluations. Turkish Cypriot authorities have taken steps to address the risk of financial crime,
including enacting an "anthoney laundering law (AMLL)" for the area and formally

establishing an FI U equi v almbendfcashtrdnbaetionSinthevo ai r
area administered by Turkish Cypriots as well as improve the tracking of any transactions above
10,000 Euros (approximately $13,000). Under t
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Banko and t he @ Morneau @ nan \E xelhemtgreo Biuc transfer
$100,000. Such reports must include information identifying the person transferring the money,

the source of the money, and its destination.
institutions, andoreign exchange dealers must report all currency transactions over 10,000

Euros (approximately $13,000) and suspicious t
Exchange Bureauo. Banks must follow a KYC pol
Barks and other designated entities also must submit STRs tom#venb e r -Ménadyn t i
Laundering Committeeo which decides whether tc
Aattorney general 6s of f i c-eémbérocommitelissconipesedoi nv e st
representatives of the Apolice, 0 Acustoms, o t}
According to the Turkish Cypriot authorities,

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl <ei imes® approach or dl i s tAlbserimysprimesach t o
Legal persons covered: criminallyfES civilly: YES
CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delay'ES
UN lists of designated teorists or terrorist entities distributed to financial institutiong\lO

(Pl ease refer to the Department of Statebs Col
here:http://www.state.qov/s/atls/crt/)

KNOW-YOUR-CUSTOMER RULES

Covered entities:Banks, cooperative credit societies, finance companies, leasing/factoring
companies, portfolio management firms, investment firms, jewelers, foreign exchange
bureaus, real estate agents, retaibérgames of chance, lottery authority, accountants,
insurance firms, cargo firms, antiqgue dealers, auto dealers, lawyers

Enhanced due diligence procedures for PEPBpreign: NO Domestic: NO
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered enties: Banks, cooperative credit societies, finance companies, leasing/factoring
companies, portfolio management firms, investment firms, jewelers, foreign exchange
bureaus, real estate agents, retailers of games of chance, lottery authority, accountants,
insurance firms, cargo firms, antiqgue dealers, auto dealers, lawyers

Number of STRs received and time framé&06 in 2010
Number of CTRs received and time fram&lot available

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: None
Convictions: None

Assets forfeited: criminally:None  civilly: None
RECORDS EXCHANGE ME®ANISM:
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With U.S.:NO
With other governments/jurisdictionsYES, with Turkey

The area administered by Turkish Cypriots is not a member of any Financial Aeskr-orce
(FATF)-style regional body.

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Turkish Cypriot "AMLL" provides better banking regulations than were in force previously,

but without ongoing enforcement its objectives cannot be met. A majkness continues to

be the many casinos, where a lack of resources and expertise leave the area essentially
unregulated, and therefore, especially vulnerable to money laundering abuse. Amendments that
would essentially decriminalize failure to implem&XC rules are currently being considered

to a fAlawd to regulate potential AML activity
finance institutions and currency exchange houses are also of concern. The Turkish Cypriot
authorities should continuefebr t s t o enhance the fAFI U, 0 and ac
licensing and regulatory environment for all obligated institutions, in particular casinos and

money exchange houses. Turkish Cypriot authorities should stringently enforce thieortess

currency declaration requirements. Turkish Cypriot authorities should continue steps to enhance

the expertise of members of the enforcement, regulatory, and financial communities with an
objective of better regulatory guidance, more efficient STR reportettgrbanalysis of reports,

and enhanced use of legal tools available for prosecutions.

Dominican Republic

In spite of having the largest economy in the Caribbean, the Dominican Republic (DR) is not a
major regional financial center. The DR continuesd@bmajor transit point for the

transshipment of illicit narcotics destined for the United States and Europe. The existence of six
international airports, six major seaports, and a poorly controlled frontier with Haiti present the
authorities with serioushallenges. The existence of corruption within the government and the
private sector, an organized crime presence (primarily illicit trafficking in narcotics and persons),
a fragile economy and a large informal economy make the DR vulnerable to monégriag

and terrorist financing threats. The major sources of laundered proceeds stem from illicit
trafficking activities, tax evasion and fraudulent financial activity, particularly transactions with
forged credit cards.

The DR is a major bulk cash sguling hub. The smuggling of bulk cash by couriers and the

use of wire transfer remittances are the primary methods for moving illicit funds from the United
States into the DR. Once in the DR, currency exchange houses, money remittance companies,

real etate and construction companies, and casinos are commonly used to facilitate the

laundering of illicit funds. The lack of a single recognized financial intelligence unit exacerbates

the problem, and the proposed creation of an offshore financial centermaor sen t he DRO
vulnerability to money laundering.

There is a significant market for illicit or smuggled goods in the Dominican Republic; the
funding sources are unclear, as is the destination of the proceeds. Authorities say the under
invoicing of impats and exports by Dominican Republic businessmen is still a relatively
common practice. The primary goal for businessmen who engage in such activity is reportedly
to avoid taxes and customs fees. Customs fraud and invoice manipulation are also found in
regional value transfer schemes.
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DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISESIGNIFICANTLY AFFECT THE U.S.? YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso approach Abgeriodslcimed 0 appr
Legal persons coveredcriminally: YES civilly: YES

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without dela}Y'ES

UN lists of designated terrorists or terrorist entities distributed to financial institutions:
YES

KNOW-YOUR-CUSTOMER RULES

Covered entitiesBanks, currency exchange houses, stockbrokersrities brokers, cashers

of checks or other types of negotiable instruments, issuers/sellers/cashers of travelers checks
or money orders, credit and debit card companies, remittance companies, offshore financial
service providers, casinos, real estgjerds, automobile dealerships, insurance companies,

and certain commercial entities such as those dealing in firearms and precious metals

Enhanced due diligence procedures for PEPBpreign: YES Domestic: YES
SUSPICIOUS TRANSACTION REPORTING REQUIREMENS:

Covered entitiesBanks, agricultural credit institutions, money exchangers, notaries, gaming
centers, and securities dealers

Number of STRs received and time framé5 from January to August 2010
Number of CTRs received and time framé38 in 2009

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONICTIONS:

Prosecutions: 4 from January 2009 to October 2010
Convictions: 0

Assets forfeited:  criminally:Not available civilly: Not available
RECORDS EXCHANGE MEGANISM:

With U.S.: YES
With other governments/jurisdictions: YES

Dominican Republic is a member of the Caribbean Financial Action Task Force (CFATF), a
Financial Action Task Force (FATFtyle regional bodyIts most recent mutual evaluation can
be found herehttp://www.cfatf -gafic.org/

ENFORCEMENT AND IMPLEMENTATION ISUES AND COMMENTS:

Limited resources hamper the Government of t he
enforce the antimoney laundering (AML) regulations. Institutions and pareel lack the

training and capacity to fully enforce the law and its attendant regulations. Earlier resistance in

the judiciary and among prosecutors to applying AML has evaporated, and authorities effectively
apply the AML and regulations when able tther proper evidence. The lack of data and
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systematic study make it difficult for the Federal Police to identify trends in money laundering.
The system of asset forfeiture is largely ineffective.

The AML law excludes from the list of covered entitieslées of art, antiques, and other high

valued consumer goods; entities dealing with jewelry and precious metals; and attorneys,
financial management firms and travel agencies. These entities are not required to maintain
customer information or report susjpus activity. Additionally, accountants and auto dealers

are excluded from the STR requirement. PEPs are addressed in a circular issued by the
Superintendency of Banks and in force since September 7, 2010; while this is a step forward, the
circular dees not address all elements in the international standards and does not apply to all
pertinent entitiesCovered norbank businesses and professions are to be inspected by the Tax
Authority. However, in practice, such inspections rarely occur.

The decison to replace the UIF financial intelligence unit (FIU), which became a member of the
Egmont Group in 2000, with the Financial Analysis Unit (UAF) caused the Dominican Republic

to |l ose its Egmont member ship. Al tshliranciglh t he |
intelligence unit, it appears there is still confusion among obligated entities regarding their

reporting requirements. Further confounding the duality of FIU functions in the Dominican

Republic is the proposed creation of an offshore findiceiater with its own agency equivalent

to an FIU.

I n December 2008, the GODR passed | aw 480/ 08 :
Financi al Zoneso (Il FzZzs) where the full range ¢
from traditional monetarybanking and financial regulatory oversight. Sections of Law 480/08

would allow the IFZs to have their own regulatory and supervisory authority, independent from

that of the domestic financial systerfihis Law creates a new entity called the Financial

Investigations Department (DIF) created within the NCIFHAe creation of the DIF within the

NCIFZ, with specified roles, gives such a unit the same functions as the UA$ situation is

unacceptable, because two FIUs cannot coexist within a jurisdidtenw 480/08 has not been
implemented nor have any IFZs been established. Members of the Dominican Congress are

trying to amend Law 480/08 to correct this risk. The Dominican Republic has approximately 50

free trade zone parks, focused on textilesatob, small electric devices, and medical and
pharmaceutical products.

The GODR should bolster the operational capacity of the UAF, which is the single, unified FIU.
The UAF should have budgetary independence. There should be enhanced supervisioly of mone
service businesses. Authorities should identify, investigate and prosecute organized criminal
groups involved with bulk cash smuggling and trédsed money launderind.he GODR

should not establish International Financial Zones, which will greathgase the risk of all

source money launderingpecific steps should be taken to combat corruption within both
government and industry.

France

France remains an attractive venue for money laundering because of its sizable economy,
political stability, aml sophisticated financial system. Narcotics trafficking, human trafficking,
smuggling, and other crimes associated with organized crime are among its vulnerabilities.

France can designate portions of its customs territory as free trade zones anddheeises in
return for commitments in favor of employment. France has taken advantage of these
regulations in several specific instances. The French Customs Service administers these zones.
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DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll seriousch rdrmmefsloi satpop raopap r oAl sehoustcomep r e di c at
Legal persons coveredcriminally: YES  civilly: YES

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delaYES

UN lists of designated terrorists oetrorist entities distributed to financial institutions
YES

(Pl ease refer to the Department of Stateds Col
here:http://www.state.qov/s/ct/rls/cjt/

KNOW-YOUR-CUSTOMER RULES

Covered entitiesBanks, credit institutions, monegsuing institutions, investment firms,
money exchangers, investment management companies, mutual insurers and benefit
institutions, insurance intermediaries, insurance deat®taries, receivers and trustees in
bankruptcy, financial investment advisors, real estate brokers, chartered accountants,
auditors, dealers in highalue goods, auctioneers and auction houses, baliliffs, lawyers,
participants in stock exchange settlsthand delivery, commercial registered office
providers, gaming centers, companies involved in sports bets andraonsg tips, and
casinos

Enhanced due diligence procedures for PEPBpreign: YES Domestic:YES
SUSPICIOUS TRANSACTION REPORTING REQUIRMENTS:

Covered entitiesBanks, credit institutions, monegsuing institutions, investment firms,
money exchangers, investment management companies, mutual insurers and benefit
institutions, insurance brokers and intermediaries, notaries, receiversiste@s$ in
bankruptcy, financial investment advisors, real estate brokers, chartered accountants,
auditors, dealers in highalue goods, auctioneers and auction houses, baliliffs, lawyers,
participants to stock exchange settlement and delivery and comnahregistered office
providers, gaming centers, companies involved in sports bets andraonsg tips, and
casinos

Number of STRs received and time fram®7,310 in 2009
Number of CTRs received and time frameNot available

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:

Prosecutions: Not available
Convictions: 225 in 2009

Assets forfeited  aiminally: Not available  civilly: Not available
RECORDS EXCHANGE MEGANISM:

With U.S.: YES

With other governments/jurisdiction YES
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France is anember of the Financial Action Task Force (FATF), and is a Cooperating and
Supporting Nation to the Caribbean Financial Action Task Force (CFATF) and an Observer to
the Financial Action Task Force of South America (GAFISUD), two FATye regional

bodies. The International Monetary Fund (IMF) prepared a Report on the Observance of
Standards and Codes. This report can be found here:
http://www.imf.org/external/np/fsap/fsap.asp#rance was evaated by the FATF in 2010

once finalizedheevaluatiorreportmay be found herehttp://www.fatf
gafi.org/infobycountry/0,3380,en 32250379 32236963 1 1 1,00.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS!

France applies the 2006/70/CE European Union (EU) directive by which politically exposed
persons from the EU states may benefit from simplified vigilance procedures, but only in a
limited number of cases.

France and the United States have exchanged large amounts of data in connection with money
laundering and terrorist financing.

France does not have the capacity to share forfeited assets with other jurisdictions.

The Government of Fran¢&OF) has established a comprehensive iaatney
laundering/counteterrorist financing (AML/CFT) regime and is an active partner in

international efforts to control money laundering and the financing of terrorism. France should
continue its active partigation in international organizations and its outreach to lesapacity
recipient countries to combat the domestic and global threats of money laundering and terrorist
financing.

Germany

Germany is one of the largest financial centers in Europe. égthoot a major drug producing
country, Germany continues to be a consumer and a major transit hub for narcotics. Organized
criminal groups involved in drug trafficking and other illegal activitiesaasggnificantsource of

money laundering in GermanyL.rends in money laundering in Germany cited in 2009 include
trade in CQ emission certificates, cash and gold transactions, and commercial websites that did
not ship goods after receiving payment. Germany is not an offshore financial center. Free Trade
Zonesof control type lexist in Bremerhaven, Cuxhavemd Hamburg.Deggendorf and

Duisburg are control type Il Free Trade Zones (unfenced inland ports).

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso approamas:Bahr Al i st o appr
Legal persons covered: criminally: NO civilly: YES

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delayY ES

UN lists of designated terrorists or terrorist entities distributed to finaaldnstitutions:
YES
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(Pl ease refer to the Department of Stateds Col
here:http://www.state.qov/s/ct/rls/cjt/

KNOW-YOUR-CUSTOMER RULES

Covered etities: Credit institutions, financial services institutions, financial enterprises,
insurance companies, insurance intermediaries, investment companies, lawyers, legal
advisers, auditors, chartered accountants, tax advisers and tax agents, trust oy compan
service providers, real estate agents, casinos, persons trading in goods

Enhanced due diligence procedures for PEPsForeign: YES Domestic: NO
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entitiesCredit institutions, financial servicesstitutions, financial enterprises,
insurance companies, insurance intermediaries, investment companies, lawyers, legal
advisers, auditors, chartered accountants, tax advisers and tax agents, trust or company
service providers, real estate agents, caspersons trading in goods

Number of STRs received and time fram@046 in 2009
Number of CTRs received and time framiot applicable

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: 518 in 2009
Convictions: 416 in 2009

Assets forfeited  criminally: Not available civilly: Not available
RECORDS EXCHANGE MEGANISM:
With U.S.: YES

With other governments/jurisdictionsYES

Germany is a member of the Financial Action Task Force. Its most recent mutual evaluation can
be foundhere: http://www.fatFgafi.org/dataocecd/44/19/44886008.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

In 2009, suspicious transaction reports increased 23% compared tot¥Bicrease mostly
comes from an increased number of "financial agents," i.e., persons who are solicited to make
their private accounts available for money laundering transactions. Authorities confirmed the
suspicion of a criminal act in about half bktreports (46%). While Germany has no automatic
CTR requirement, large currency transactions frequently trigger a report.

Tipping off is a criminal offense only if it is committed with the intent to support money

laundering or obstruct justice and ajglionly to previoushjiled reports. Otherwise, it is an
administrative offense that carries a fine of
Money Laundering Act. Legal persons are only covered by the Administrative Offenses Act,

and are notréminally liable under the Criminal Code.

In July 2010, Germany banned the Frankhased Foundation for Human Rights and Freedoms

and Humanitarian Relief (I HH) because it Akno\
that either are under Hamas aord | or support Hamas themsel veso.
Interior Ministry, the Germaihased IHH, which ostensibly split from the Turkish IHH, funneled

money to Hamas.
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The numbers of prosecutions and convictions included in this report only reflectrcagesh

the money laundering violation carried the highest penalty of all the crimes of which the offender
was convicted.A trial continued in 2010 against seven persons accused of laundering money

from cocaine sales throughout Europe by transportitliebanon. According to the press, in

May 2008 customs officers found hiddedinldggage | | i on
at Frankfurt Airport. A police search of the subject men's apartment unearthed an additional
U500, 000 ( a p 9300)xAdditrialeairegts ek made in October 2009.

Germany has no statistics on assets forfeited in criminal money laundering cases, as money
laundering is usually only one of the charges leading to conviciasets can be forfeited as
part of a cnninal trial or through administrative procedures such as claiming back taxes.

Germany has signed, but not yet ratified, the UN Convention against Corruption.

Greece

Greece is considered to be a regional financial center in the developing Balkang assavel

bridge between Europe and the Middle East. Official corruption, the presence of organized
crime, and a large shadow economy make the country vulnerable to money laundering and
terrorist financing. Greek law enforcement proceedings indicate tle&ic&iis vulnerable to

narcotics trafficking, trafficking in persons and illegal immigration, prostitution, smuggling of
cigarettes and other contraband, serious fraud or theft, illicit gaming activities, and large scale
tax evasion. Anecdotal evidenceilb€it transactions suggests an increase in financial crimes in

the past few years and that criminal organizations (some with links to terrorist groups)
increasingly are trying to use the Greek banking system to launder illicit proceeds. Criminally
derived proceeds historically are most commonly invested in real estate, the lottery, and the stock
market. Criminal organizations from southeastern Europe and the Balkan region are responsible
for a large percentage of the crime that generates illicit fultle. widespread use of cash
facilitates a gray economy as wel lyeag tidlx Oev a:
billion (approximately $143 billion) European Union (EUF program, the government is

trying to crack down on both trends. Duelie targe informal econoniyestimated by the
Organization for Economic Goperation and Development and others to be between 25 and 37
percent of GDR it is difficult to determine the value of goods smuggled into the country,

including whether any of themuggled goods are funded by narcotic or other illicit proceeds.

There is increasing evidence that domestic terrorist groups are involved with drug trafficking.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCL UDE SIGNIFICANT
AMOUNTS OF U.S. CURENCY; CURRENCY DERINED FROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:

AAll serious cri meso a pedicatearocnasA combirfationafda 0 apopr
Ailisto of predicate offenses and a threshol d
Legal persons covered: criminallyNO civilly: YES

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delayY'ES

UN lists of designated terrorists or terrorist entities distributed to financial institutions:
YES
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Pl ease refer to the Department of Stateds Cour
here:http//www.state.gov/s/ct/rIs/crt/

KNOW-YOUR-CUSTOMER RULES

Covered entitiesBanks; savings banks, and cooperative banks; credit companies, money
remitters, financial leasing and factoring companieseaux de changand postal

companies; stock brokgrinvestment services firms, and collective and mutual funds; life
insurance companies and insurance intermediadespuntants, auditors, and audit firms;

tax consultants, tax experts and related firms; real estate agents and companies; casinos
(including internet casinos) and entities engaging in gaming activities; auction houses; and
dealers in high value goods and auctioneers; notaries and lawyers

Enhanced due diligence procedures for PEPBEpreign: YES Domestic: NO
SUSPICIOUS TRANSACTION REPORTNG REQUIREMENTS:

Covered entitiesBanks; savings banks, and cooperative banks; credit companies, money
remitters, financial leasing and factoring companieseaux de changand postal
companies; stock brokers, investment services firms, and collectd/enutual funds; life
insurance companies and insurance intermediadespuntants, auditors, and audit firms;
tax consultants, tax experts and related firms; real estate agents and companies; casinos
(including internet casinos) and entities engagimgaming activities; auction houses; and
dealers in high value goods and auctioneers; notaries and lawyers

Number of STRs received and time fram2392 through December 28, 2010
Number of CTRs received and time framipt applicable

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:

Prosecutions: 42 in 2008; more recent data not available
Convictions: 34 in 2008; 20 through June 2009

Assets forfeited:  criminally: Not available civilly: Not Applicable
RECORDS EXCHANGE MEGANISM:

With U.S: YES
With other governments/jurisdictionsYES

Greece is a member of the Financial Action Task Force (FATF). Its most recent mutual
evaluation can be found heréttp://www.fatf
gafi.org/document/23/0,3343,en 32250379 32236963 38916695 1 1 1 1,00.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Greece ratified the United Nations Convention against Transnational OrganizediCAogu st
2010, and amended its anationey laundering/countering the financing of terrorism (AML/CFT)
law to adequately criminalize and widen the scope of the terrorist financing offense. The
Government of Greece (GOG) also improved the supervisory capacity of issigegvisors.

Despite continued i mprovements in Greeceds AMI
remain, and Greece continues to be subject to enhancedingtidy the FATF.

The GOG has been working to improve the effectiveness of the Greek finataiggence unit;
however, deficiencies pertaining to staffing and information technology remain. While the
Greek authorities have hired more staff and ensured that STR analysis is carried out only by full
time FIU staff, the total number of employe&#i appears insufficient to carry out the extensive
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functions with which the FIU is tasked. The GOG should make available adequate human and
financial resources to ensure the FIU is able to fulfill its responsibilities, ensure its powers are in
line withthe international standards related to a financial intelligence unit, and ensure its
technical and data management systems and capacities support its functions.

Greece should ensure that its confiscation regime is more effectively implemented and used.
While the 2008 AML/CFT law contains provisions allowing civil asset forfeiture, Greek
authorities advise it is not practical to launch civil procedures and currently do not @beso.
government also should develop an arrangement for the sharing of aesetsl with third party
jurisdictions that assist in the conduct of investigations.

Although the law provides for the freezing, seizure and confiscation of terrorist assets, Greece

has a limited ability to freeze funds in accordance with UNSCR listingsgifnated terrorists

outside of the EU listing system. In the absence of a comprehensive listing and freezing regime,
Greece uses an administrative procedure for freezing assets of suspected terrorists designated as
such domestically or upon requestrfra foreign authority. While the GOG advises it is not
necessary to open a criminal investigation to use this procedure, it is not clear how quickly it
works, and whether all supervised entities are complying. The GOG does not provide guidance

to financal institutions and designated nénancial businesses and professions on freezing

assets without delay, and does not monitor for compliance. In July 2010 the Bank of Greece
introduced sanctions for credit and financial institutions for failure to prigrapply freezing

requests or respond without delay to such requests. The GOG advises itis in the process of
drafting |l egislation that would iIintroduce a ¢cc
designation and listing, and asset freezing in accm@avith UNSCRs 1267 and 1373.

While Greece has made positive strides in the supervision area, particularly with its recent move
to transfer supervisory powers over the insurance sector to the Bank of Greece, a shortage of
personnel at the Hellenic CaglitMarkets Commission (which supervises securities firms,

brokers, other financial intermediaries, and clearing houses) remains and continues to challenge
its effectiveness. In addition, it is not clear whether the Ministry of Justice has enough resources
available to deal with ML or TF related cases.

The GOG should adopt regulations to report large currency transactions and explicitly abolish
companyissued bearer shares. It should also ensure uniform enforcement of itbantess

currency reporting mguirements and take further steps to deter the smuggling of currency across
its borders. Greece also should ensure that companies operating within its free trade zones are
subject to the same AML/CFT requirements and customer due diligence provisighsras o
sectors and work steadfastly to bring charitable and nonprofit organizations under the AML/CFT
regime.

Guatemala

Guatemala is not considered a regional financial center. It continues to be a transshipment route
for South American cocaine and herdiestined for the United States aiodreturning cash to

South America. Open source reports suggest that the narcotics trade is increasingly linked to
arms trafficking.

Historically weak law enforcement and judiciary systems coupled with endemic corraypil
increasing organized crime activity contribute to a favorable climate for significant money
laundering in GuatemalaAccording to law enforcement agencies, narcotics trafficking and
corruption are the primary sources of money laundered in Guatemeai@ver, the laundering of
proceeds from other illicit activities, such as human trafficking, contraband, kidnapping, tax
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evasion, and vehicle theft, is substanti@here is no indicatioof terroristfinancingactivities

Guatemal ads omrmages i g deathaverofar aansnational organized crime
groups, including human and drug trafficking organizations. The Central America Four
Agreement between El Salvador, Guatemala, Honduras, and Nicaragua allows for free
movement of the citizens tfiese countries across their respective borders without passing
through immigration or customs inspectiofs suchthe agreement represents a vulnerability to
each country for the crogsrder movement of contraband and illicit proceeds of crime

Therearefree trade zones operating in the country. There are no reported hawala or other
similar alternative remittance systems operating in Guatemala. A significant number of
remittances are transferred through banks and appear to pose little risk forlenordsyring

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAI'l serious crimeso appr oac h Albserious trimest 0 appr
Legal persons coveredcriminally: YES civilly: YES

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freezeterrorist assets without delayYES

UN lists of designated terrorists or terrorist entities distributed to financial institutions
YES

(Pl ease refer to the Department of Statebds Col
here:http://www.state.qov/s/ct/rls/cit/

KNOW-YOUR-CUSTOMER RULES

Covered entities: Banks; finance and leasing companies; credit card cooperatives, issuers, or
payment agents; stock brokers; insurance companiggyrremitters and exchanges;
pawnbrokers; notaries and accountants; tax advisors and lawyers; casinos, raffles and games
of chance; dealers in motor vehicles, precious metals and stones, and art and antiquities; and
real estate agents

Enhanced due diligene procedures for PEPsForeign: YES Domestic: YES
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entities:Banks; finance and leasing companies; credit card cooperatives, issuers, or
payment agents; stock brokers; insurance companies; memgyars and exchanges;
pawnbrokers; notaries and accountants; tax advisors and lawyers; casinos, raffles and games
of chance; dealers in motor vehicles, precious metals and stones, and art and antiquities; and
real estate agents

Number of STRs received artime frame Not available
Number of CTRs received and time fram&lot available

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions:13 in 2009
Convictions: 11 in 2009
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Assets forfeited: criminally: Not available civilly: Not available
RECORDS EXCHANGE ME®ANISM:

With U.S.: YES
With other governments/jurisdictiosi YES

Guatemala is a member thfe Caribbean Financial Action Task For€+@ATF), a Financial
Action Task Force (FATF§tyle regional body. Its most recent mutuadlenation can be found
here http://www.cfatf

gafic.org/downloadables/mer/Guatemala 3rd Round MER _(Final) English.pdf

ENFORCEMENT AND IMPLEMENTATION | SSUES AND COMMENTS

There are relatively few convictions for money laundering, most of which are for the illegal
transport of cash. The number of staff at the FIU and the capacity of law enforcement officials
may hamper the ability of the authoritiespimsecute more cases

Former President Alfonso Portillo was indicted in the United States in December 2009 with one
count of conspiracy to commit money laundering. Both a Guatemalan trial and appellate court
have approved his extradition to the Unitedt&and the case is currently on appeal before the
Guatemalan Supreme Court.

Law enforcement agencies report that money laundering has increased during the year,
especially by groups of air travelers heading to countries such as Panama with sligkitigriess
the amounbf the Guatemalan reporting requirement ($10,0800 a large number of small
deposits in banks along the Guatemalan border with Mexico. A new law regarding asset
seizures, passed by Congress in December,2@ll@ake effect in June 2001 and allows
Guatemalan authorities to seize cashtmcturing transactiorend transfer it to the state without
first having to obtain a criminal conviction against the courier. The sameilbalso prevent
new businesses from issuing bearer shafetock. The law requisany existing business with
bearer shares to convert the shares to nominative by June 2013, but it is not clear what the
consequences will be for failure to da so

In October Guatemalammonetary authorities approved a regulatiorstablish limits for cash
transactionsn foreign currency to reduce money laundering and terrorism financing fs$ies.
law stateghat deposits totaling over $3,000 in any given mavithbe subject to additional
requirements

Casinos are not legal Guatemala, however, a number of casinos, games of chance and video
lotteries operate, both onshore and offshore. There is no regulatory oversight or legal framework
for casino operation, although they are listed as covered entities under the AMAttamwpts

by the government to enforce requirements are not successful. Lotteries and raffles are subject to
local jurisdiction licensing but are not subject to AML/CFT supervision. Unsupervised gaming
activity represents a significant money launderisg.r

Guernsey

The Bailiwick of Guernsey (the Bailiwick) encompasses a number of the Channel Islands
(Guernsey, Alderney, Sark, and Herm). As a Crown Dependency of the United Kingdom, it

relies on the United Kingdom (UK) for its defense and internaticeiations. Alderney and

Sark have their own separate parliaments and
legislates in matters of criminal justice for all of the islands in the Bailiwick. The Bailiwick is a
sophisticated financial center and, ashsut continues to be vulnerable to money laundering.
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DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S; OR THAT OTHERWISESIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:

AAll serious crimeso appr oach Abgeriodsicimnes 06 appr
approach
Legal persons covered: criminallyYES civilly: YES

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delayY ES

UN lists of designated terrorists or terrorist entities distributed to financial institutions:
YES

KNOW-YOUR-CUSTOMER RULES

Covered entitiesAll financial services businesséswyers, accountants and estate agents
andeGambling services

Enhanced due diligence procedures for PEPBpreign: YES  Domestic: YES
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:
Covered entitiesAll businesses

Number of STRs received and time framé&73 in 2010
Number of CTRs received and time framé&05 in 2010

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: Two
Convictions: Twoin 2010

Assets forfeited:  criminally:  $1,567265  civilly: Not available
RECORDS EXCHANGE ME®ANISM:

With U.S.: YES
With other governments/jurisdictionsYES

The | MFOs D elReriladAssessdntlR@portion AMoney Laundering and
Combating the Financi ngkobGQuerdseyrcanbe fousdratb f or t he
http://www.imf.org/external/pubs/ft/scr/2011/cr1112.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Bailiwick has been actively involvedtime provision of formal mutual legal assistance for
many years.The authorities consider themselves able to provide assistance without the need to
enter intomutual kgalassistanceéaties, and this has enabled compliance with requests from a
wide rangeof jurisdictions, including the US, using the full range of investigatory powers in the
law.

Guernseyb6s comprehensive AML/CFT | egal framewc
AML/CFT regime, and most shortcomings are technical in nature. Monagéang and the

financing of terrorism are criminalized fully in line with the FATF standard and the legal

framework provides an ability to freeze and confiscate assets in appropriate circumstances.
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While no shortcomings have been identified in the |égahework, concerns remain with

respect to the implementation of the money laundering provisi@ngen the size of the
Bailiwickods financi al sector and its status as
of cases involving money launderibg financial sector participants and the small number of

money laundering cases resulting in convictions raises questions concerning the effective

application of money laundering provisions.

Guernseys a Crown Dependency and cannot sign or ratify ngtonal conventions in its own

right unless entrusted to do. Rather, the UK is responsible ftre Bailiwickht s i nt er nat i on
affairsand, aGuernseg s r equest , may arrange for the rati
extended tahe Bailiwick. The K6 s rati fi cation of the 1988 UN
to include the Bailiwick on April 3, 2002; its ratification of the UN Convention against

Corruption was extended to include Guernsey on November 9, 2008s ratification of the
InternationalConvention for the Suppression of the Financing of Terrorism was extended to
Guernseyn September 25, 2008 he UK has not extended the UN Convention against

Transnational Organized Crime to the Bailiwick

GuineaBissau

The Government of Guindaissau isnot in full compliance with international conventions
against money laundering and tersbfinandng because of inadequate resources, weak border
controls, and competing national priorities. Of all West African countries, none has been so
thoroughly paetrated and corrupted by Latin American drug cartels as Glissau. Drug

barons from Latin America and their collaborators from the region and other parts of the world
have taken advantage of the extreme poverty, unemployment, political instaddikyofl

effective customs and law enforcemeand general insecurity to make the country a major
transit point for cocaine destined to consumer markets, mainly in Eu@mpeof the poorest
countries in the worldhe value of the illicit narcotics tradie GuineaBissau is much greater

than its national income. Using threats and bribes, drug traffickers infiltrate state structures and
operate with impunity.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUD E SIGNIFICANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso apprateeaimés:Abarimasdppreachdo apopr
Legal persons covered: criminallyYES civilly: YES

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delayY ES

UN lists of designated terrorists or terrorist entities distriled to financial institutions
YES

KNOW-YOUR-CUSTOMER RULES

Covered entities:Financial institutionsmicrofinance institutionsexchange houses,
securities firms, insurance companies, casinos, brokerages, charities, nongovernmental
organizations (N@s), and intermediaries such as lawyers, accountants, notaries and
broker/dealers
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Enhanced due diligence procedures for PEPBEpreign: YES Domestic: YES
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entities: Financial institutionsmicrofinance institutionsexchange houses,
securities firms, insurance companies, casinos, brokerages, charities, nongovernmental
organizations (NGOs), and intermediaries such as lawyers, accountants, notaries and
broker/dealers

Number of STRs received and tinfimme: 0 in 2009
Number of CTRs received and time fram® in 2009

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: 0
Convictions: 0

Assets forfeited:  criminally: Not available civilly: Not available
RECORDS EXCHANGEMECHANISM:

With U.S.: NO
With other governments/jurisdictionsNO

Guinea Bissau is a member of the Intergovernmental Action Group against Money Laundering in
West Africa (GIABA), a Financial Action Task Force (FAT&lyle regional body. Its most
recentmutual evaluation can be found heltgtp://www.giaba.org/

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

In April, 201Q the United States Treasury froze the assets of two top GBiiseau military
officers and designated them as major drug kingpins.

Reportedly, banks are reluctant to file STRs I
indiscrete judiciary.Article 26 of National Assembly Resolution No. 4 of 2004 stipulates that if

a bank suspestmoney laundering it must obtain a declaration of all properties and assets from

the subject and notify the Attorney General, who must then appoint a judge to investigate.
bankds solicitation of an asseping saf ffog otmhe t su

Although the lawestablishes asset forfeiture authorities pravides for the sharing of
confiscated assets, a lack of coordination mechanisiseize assets aracilitate requests for
cooperation in freezing and confiscation frother countries hampers cooperation.

The Government of Guindaissau (GOGB) should continue to work with its partners in

GIABA, the Economic Community of West African States (ECOWAS) and others to establish
and implement an effective antioney launderingounterterrorist finaning (AML/CFT)

regime. The government needs urgent help to restore sovereignty, administer justice and regain
control of its bordersThe GOGB should ensure the sectors covered by its AML law have
implementing regulationsandcomp ent aut horities to ensure com
requirements.t should alsamend itgerrorist financing lavio comport with international
standards The GOGBshould establish, staff and train its FIU, and ensure that resources are
available to gstain its capacitylt should work to improve the training and capacity of its police
and judiciary to combat financial crimes. Guirgasau should undertake efforts to eradicate
systemic corruption. The GOGB should become a party to the UN Convéortithre

Suppression of the Financing of Terrorism, and the UN Conventions against Corruption and
Transnational Organized Crime.
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Hauiti

International donors reacted to the Haitian earthquake, tropical storms and cholera epidemic of
2010 by pumping muchealed currency and investments for disaster relief and reconstruction
into the country. The earthquake impacted all aspects of Haitian life including ripple effects in
the banking, commercial and criminal justice institutions. Despite improving financial
intelligence and enforcement capacity, the weakness of the Haitian judicial system and
prosecutorial mechanism continues to leave the country vulnerable to corruption and money
laundering. Haitian organized crime groups are engaged in drug traffickirgrerdcriminal

and fraudulent activity, but do not appear to be involved in terrorist financing. Haiti is the
poorest country in the Western Hemisphere and relies heavily on remittances from the large
expatriate Haitian community.

DO FINANCIAL INSTITUTIO NS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso approach Abgeriodslcimed 0 appr
Legal persons covered: criminallyYES civilly: NO

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delailO

UN lists of designated terrorists or terrorist entities distributed to financial institutions:
YES

(Pl ease refer to the Department of Stateds Col
here:http://www.state.gov/s/ct/rls/cit/

KNOW-YOUR-CUSTOMER RULES

Covered entities: Banks and no#bank financial institutions including casinos and money
remittance institutions

Enhanced due diligence procedures for PEPsForeign: NO Domestic NO
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:
Covered entities: Banks

Number of STRs received and time frama\¥ine in an unknown time frame
Number of CTRs received and time framet46,627 in 2010

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS

Prosecutions: 0
Convictions: 0

Assets forfeited:  criminally: 14 houses confiscated and slated for sale; five houses
confiscated and donated to GOH law enforcement agencies; $2,000,000 currency seized
civilly: Not available

RECORDSEXCHANGE MECHANISM:
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With U.S.: YES
With other governments/jurisdictionsYES

Haiti is a member of the Caribbean Financial Action Task Force, a Financial Action Task Force
(FATF)-style regional body. Its most recent mutual evaluation can be found here:
http://www.cfatfgafic.org/index.php

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Haiti suffered a devastating earthquake on January 12, 2010 which destroyed 28 of 29 Haitian
ministry buildingsand the Presidential Palace. In addition, an outbreak of cholera, floods and a
contested Presidential election were all contributing factors slowing, but not stopping, the
activities of the key institutions involved in financial intelligence, -antiney hundering
enforcement, and asset forfeiture and seizure.

The Government of Haiti (GOH) remains hampered by ineffectual and outdated criminal and
criminal procedural codes, and by the inability of judges and courts to address cases referred for
prosecution A Presidential commission has drafted new criminal and criminal procedural codes
that require parliamentary approval. The detrorist legislation drafted and submitted to
Parliament is also awaiting Parliamentary approval.

Following the January 2@learthquake, banks, with the exception of the Central Bank, could not
transmit reports to UCREF. The UCREF also lost office space as a result of the earthquake and,
together with a few other law enforcement agencies, has relocated to a building cedfisoat

a Colombian drug dealer. The UCREF is making plans to review casino operations in Haiti and
ensure that casinos are properly licensed and are made aware of their responsibilities as defined
in the GOH antmoney laundering legislation.

BAFE, a urit within the Haitian National Police continues to work closely with the DEA to seize
and confiscate properties owned by convicted drug traffickers serving prison sentences in the
United States.

Haiti is not a party to the International Convention for $uppression of the Financing of
Terrorism or the UN Convention against Transnational Organized Crime.

Hong Kong

Hong Kong, a Special Admi ni strative Region of
international financial and trading center. AsofPeoaber 2010, Hong Kongobs

the worldbés seventh | argest and Asiab6s third |
trillion. Al ready the worl ddés 15th | argest be

trading center, Hong Kongpntinued its expansion as an offshore Renminbi (RMB) financing
center, accumulating in 2010 over $48 billion in RMBnominated deposits at authorized
institutions. Hong Kong does not differentiate between offshore and onshore entities for
licensing andsupervisory purposes.

Hong Kongés | ow and simplified tax regime, col
company formation agents, free port status, and the absence of currency and exchange controls,
present vulnerabilities for money laundeyjmcluding tradebased money laundering. The

primary sources of laundered funds in Hong Kong are corruption, tax evasion, fraud, illegal

gambling and bookmaking, prostitution, loan sharking, commercial crimes, and intellectual

property rights infringemd. Criminal proceeds laundered in Hong Kong are derived from local
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and overseas criminal activities, but Hong Kong law enforcement authorities attribute only a
small percentage of these laundered funds to-ttafficking organizations.

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF U.S. CURENCY; CURRENCY DERI\ED FROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF MONEY LAUNDERING:
AAI'l serious crimeso appr oac h Albserious trimest 6 appr
Legal persons covered: criminallyfES civilly: NO

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delaY:ES

UN lists of designated terrorists or terrorist entities distributed to financial institutions:
YES

(Pl ease refer to the Department of Stateds Col
here:http://www.state.gov/s/ct/rls/cit/

KNOW-YOUR-CUSTOMER RULES
Covered entities:Banks, securities and insurance entities, and money exchangers

Enhanced due diligence procedures for PEPBpreign: YES Domestic: YES
SUSPICIOUS TRANSACTION EPORTING REQUIREMENTS:
Covered entitiesAll persons, irrespective of entity or amount of transaction involved

Number of STRs received and time fram®9,690 in 2010
Number of CTRs received and time fram&lot applicable

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:

Prosecutions: 332 in 2010
Convictions: 279 in 2010

Assets forfeited: Criminally:As of December 2010, $9.33 million was under a court
confiscation order but not yet paid to the governmer€ivilly: Not applicable

RECORDS EXCHANGEMECHANISM:

With U.S.: YES
With other governments/jurisdictionsYES

Hong Kong is a member of the Financial Action Task Force (FATF) and the Asia/Pacific Group
on Money Laundering (APG), a FAT$tyle regional body. Its most recent mutual evaluation
canbe found herehttp://www.fatfgafi.org/dataocecd/19/38/41032809.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

U.S. government agencies enjoy excellent working relationshipHwitm g Ko ngds | aw
enforcement personnel and financial regulators. Cooperation includes joint investigative efforts,
information exchange, training, and extraditions.

In October 2010, the Government of Hong Kong introduced to the legislature a draatiif th
passed, would provide statutory backing to existing financial regulatory guidelines, provide for
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administrative and criminal sanctions authority, and establish a regulatory regime for money
changers.

In April 2010, the Government of Hong Kong iaited a study to evaluate the implementation of
acrosbhorder currency reporting system. The gov
the feasibility of tracking and monitoring currency movements in/out of its borders, including
necessary legidiae and resource requirements.

Hong Kong still needs to institute mandatory oversight for designatedimancial businesses

and professions, and implement mandatory ebmsder currency reporting requirements, both

potential loopholes for money laurrées and terrorist financiers. Hong Kong should also

establish threshold reporting requirements for currency transactions and put in place
Astructuringo provisions to counter evasion ef
also closely examinteadebased money laundering.

India
l ndi ads economi ¢ a nrdakdadithotlvageganafimancalcenkepaadias i 0 n
increasingly significant target for money | aur

informal economy and remittancgssems, porous borders, strategic location, persistent
corruption, and historically onerous tax administration contribute to its vulnerability to financial
and terroristrelated crimes.

Tax avoidance and the proceeds of economic cr{imekiding fraud,cyber crime and identity

theft) are still the mainstay of money launderers in India, but laundered éuadkso derive

from human and narcotics trafficking, transnational organized crime, illegal trade, particularly in
endangered wildlife and illegal ges (principally diamonds), and corruption. India also faces an
increasing inflow of higkquality counterfeit currency, which is produced primarily in Pakistan
but smuggled to India through multiple international routes. Criminal networks exchange
countefeit currency for genuine notes, which not only facilitates money laundering, but also
represents a threat to the Indian economy.

|l ndiadbs | ocation between heroin producing cour
Crescent, along with its porous bordergke it a frequent transit point for drug trafficking.

Additionally, India is a major producer of licit acetic anhydride, the precursor chemical required

to convert morphine base into heroin, making producers susceptible to abuse by illicit networks.

India is also a significant target for terrorist groupsth externaland domestic Mostterrorist

activities are conducted hgternational terrorisjroups and entities linked to the glofpakd,

with the support oboth state and nestateexternal aairs. In addition, several domestic
separatisandinsurgent groupare active Terrorist groups often use counterfeit currency and
hawaladars, as well as physical crossder currency smuggling, to move funds from external

sources to finance their adties in India.

India licenses seven offshore banking units (OBUS) to operate in the Special Ecdooesc

(SEZ). The OBUs are prohibited from engaging in cash transactions and are restricted to lending
to the SEZ wholesale commercial sector. Althougdated in India, OBUs essentially function

like foreign branches of Indian banks, but with defined physical boundaries and functional limits.
As such, they are subject to the same-amiihey laundering/countéerrorist financing

(AML/CFT) provisions ashe domestic sector. SEZs were established to promote export

oriented commercial businesses, including manufacturing, trading and services (mostly
information technology), and access is controlled by Customs officers. As of December 2010,
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about 122 SEZs ere operating and more than 575 SEZs had been formally approved throughout
India.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso approach Lietappidch st 6 appr
Legal persons covered: criminally:-YES civilly: YES

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delaY:ES

UN lists of designated terrorists or terrorist entities distributed to financial institutions:
YES

(Pl ease refer to t he RepmmsanTemoasmtwhiohfcan®de faunde 6 s Co L
here:http://www.state.gov/s/ct/rls/cit/

KNOW-YOUR-CUSTOMER RULES

Covered entities:Banks and merchant banks; insurance companies; housing and non

banking finance companies; casinos; payment system operators; authorized money changers
andremitters; &it fund companies; charitable trusts that include temples, churches and non
profit organizations; intermediaries; stock brokers;-bulikers; share tresfer agents;

trustees, underwriters, portfolio managers and custodians; investment advisors; depositories
and depository participants; foreign institutional investors; credit rating agencies; venture
capital funds; collective schemes including mutuabfsiand the post office

Enhanced due diligence procedures PEPBDreign: YES Domestic: YES
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entities: Banks and merchant banks; insurance companies; housing and non
banking finance companies; gass; payment system operators; authorized money changers
andremitters; it fund companies; charitable trusts that include temples, churches and non
profit organizations; intermediaries; stock brokers;-butkers; share transfer agents;
trustees, underiters, portfolio managers and custodians; investment advisors; depositories
and depository participants; foreign institutional investors; credit rating agencies; venture
capital funds; collective schemes including mutual fuasl the post office

Numbe of STRs received & time framei0,067 (April 2009 March 2010)
Number of CTRs received & time frames,690,000 (April 2009 March 2010)

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: Six (April 2006- December 2009)
Convictiors: Zero

Assets forfeited: criminally:Not available civilly: Not available
RECORDS EXCHANGE ME®ANISM:
With U.S.: YES
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With other governments/jurisdictiosi YES

India is a member of the Financial Action Task Force (FATF)tad=AT F-style reyional
bodies:the Asia/Pacific Group on Money Laundering (AP&)d the Eurasian Group on
Combating Money Laundering and Terrorist Financing (EAB.most recent mutual
evaluation is available here:

http://www.fatf-gafi.org/dataoecd/60/56/45746143.pdf
ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

|l ndiads | ow number of money | aundering convi ct
terrorismrelated suspicious transactioeports ETRsS) are not commensurate with the size of

|l ndi ads economy Additionally, helackhof sevare pepatties inipdsed by

regulators againdtanks and financial institutionsoupled withthe low statisticsmayindicate a

lack of gppropriate due diligence procedures anefeaknesses ithe transaction monitoring

systems.The Government of India (GOBhould ensure reporting entities fully implement

appropriate due diligence proceduregniude both computerized tracking systesnsl active

engagement by trained frontline personnel. The GOI stedstttmphasize the importance of

human intervention and analysis in terrorist financing cases, as the varied profiles of these cases

may not trigger an automated report.

The GOl issud circulars requiring financial institutions to examine more closely transactions
involving higher risk jurisdictions. The circular requires that written reports be available to
competent authorities and auditors. As of December 31, 2010, the AML/CkilaRey

Framework Assessment Committee finished its evaluation of the institutional framework and
began drafting a report on appropriate countermeasures for countries that do not conform to the
FATF Recommendations.

The GOI has taken action against certaanvala activities, but its successes generally stem from
prosecuting legitimate businesses that conduct hawala transactions on the side. Hawaladars
operating entirely outside of the formal economy are difficult to trace, and provide money

launderers anterrorist organizations ready access to an extensive but unmonitored network in

|l ndi a. The GOl 6s liberalization of the foreic¢
actors move out of hawala and into the formal sector. However, the GOI no tmimgmalizes

operating a money transfer business without a license. The remaining administrative penalties

do not serve as a sufficient deterrent to those engaged in criminal activity. The GOI should re
criminalize operating without a license.

The GOlshould also facilitate the development of alternative money transfer services, including
mobile banking. This expansion of legitimate, accessible services would allow broader financial
inclusion of legitimate individuals and entities, and reduce AMO/@#Inerabilities by

shrinking the informal network.

The GOI should press for presidential approval to implement the Foreign Contribution
(Regulation) Act 1976, which would extend foreign contribution reporting requirements to any
non-profit organizationhat has a political, cultural, economic, educational or social focus and
automate notification of suspicious transactions to the FIU. The GOI should also extend the
Prevention of Money Laundering Act to include gem and preeinetals dealers, real estate
agents, lawyers, notaries, other independent legal professionals, accountants, and commodity
futures brokerand to clearly add a safe harbor provision for those filing STRs in good faith
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Indonesia

Although neither a regional financial center nor &slwre financial haven, Indonesia is

vulnerable to money laundering and terrorist financing due to gaps in financial system
regulation, extensive use of cash in the economy, a lack of effective law enforcement, and the
wide-ranging tactics of major indigeus terrorist groups, such as Jemaah Islamiyah, and their
financiers from abroad. Most money laundering in the country is connected-trugperiminal
activity such as corruption, illegal logging, theft, bank fraud, credit card fraud, maritime piracy,
sale of counterfeit goods, gambling and prostitution. Indonesia has a long history of smuggling,
a practice facilitated by thousands of miles of unpatrolled coastline, weak law enforcement, and
poor customs infrastructure. The proceeds of illicit acésiare easily moved offshore and
repatriated as needed for commercial and per sc¢
indicators are improving, corruption remains a major issue for all aspects of Indonesian society
and a challenge for anthoney laudering/counteterrorist financing (AML/CFT)

implementation.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:

AAll serious crimeso appr oach Combindtibni st 06 appr
approach
Legal persons covered: criminall¥ES civilly: YES

CRIMINALI ZATION OF TERRORISTFINANCING :
Ability to freeze terrorist assets without delailO

UN lists of designated terrorists or terrorist entities distributed to financial institutions:
YES

(Pl ease refer to the Depart memwhicocanb8tound e 6s Co L
here:http://www.state.qov/s/ct/rIs/cit/

KNOW-YOUR-CUSTOMER RULES

Covered entitiesBanks, finance companies, insurance companies and insurance brokerage
companies, pesion fund financial institutions, securities companies, investment managers,
providers of money remittance and foreign currency traders

Enhanced due diligence procedures for PEPBpreign: YES Domestic: YES
SUSPICIOUS TRANSACTION REPORTING REQUIREMENS:

Covered entitiesBanks, financing companies, insurance companies and insurance brokerage
companies, pension fund financial institutions, securities companies, investment managers,
custodians, trustees, postal services as providers of fund transfeesgforeign currency
changers (money traders), providers of instruments of payment using cards, providers of e
money or ewallet, cooperatives doing business as savings and loans, pawnshops, companies
doing business in commodity futures trading, and jolens of money remittance. Property
companies, property agents, car dealers, dealers of precious stones and jewelry/precious
metals, art and antique dealers, and auction houses became subject to STR reporting in 2010
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Number of STRs received and time franl7,348 in 2010
Number of CTRs received and time framd;461,883 in 2010

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: Not available
Convictions: 36 - January through November 2010

Assets forfeited: criminallyNot availdle civilly: Not available
RECORDS EXCHANGE ME®ANISM:
With U.S.: YES

With other governments/jurisdiction:YES

Indonesia is a member of the Asia/Pacific Group on Money Laundering (APG), a Financial
Action Task Force (FATF§tyle regional body. Its mbsecent mutual evaluation can be found
here: http://www.apgml.org/documents/docs/17/Indonesia%20MER2 FINAL .pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

On Octoler 22,the pesident signed Law No. 8 of 2010 on the Prevention and Eradication of the
Crime of Money LaunderingThis law expands the list of agencies permitted to conduct money
laundering investigations; increases the ability of the independent Fihamelagence Unit

(PPATK) to examine suspicious financial transactions; expands institutions authorized to obtain
results of PPATK analysis or examination of transactions; creates a streamlined mechanism to
seize and freeze criminal assets; expandsritiges which must file reports with PPATK and
increases some criminal penalties for money laundering offefi$eslaw designates nen

financial businesses, in addition to Indonesian banks and providers of financial services, which
are required to reposduspicious transactions to PPATK.

The Central Bank issued new regulations, effective December 1, 2010, applying to rural banks

and rural Shariah banks, which contain more extensive requirements for customer due diligence,
enhanced due diligence for higisk customers and politically exposed persons, and checks
against the Central Bankbdbs Terrorist List, as

Indonesia continues to lack an effective mechanism to implement UNSCR 1267 and 1373,
though it recently passed AMEgislation that will provide for the freezing of terrorist assets
linked to the UN List of designated terrorists and terrorist organizations. The government also
appointed a drafting team to prepare dtaftorig finandng legislation that would expah

criminal liability, create a better mechanism to freeze and seize terrorist assets and subject non
governmental organizatioffslGOs)to PPATK regulation.This draft legislation is expected to

be submitted to the legislature in 2011.

In 2010, Indonean prosecutors brought their first terrorism case based solely on terrorist

financing grounds.The Saudi national defendant charged with financing the July 19,t200

Jakarta hotel bombings was acquitted of the terrorist finance charge on June@&u2®dund

guilty of i mmigration violations and sentencec
mid-December 2010, there are three indictments under Article 11 of the 200B&krarism

law, which proscribes intentionally providing or collegtifunds to be used partly or wholly for

acts of terrorism.

On July 7, 2010, the Government of Indonesia completed a domestic review of-fisofibn
sector and the Coordinating Ministry of Politics, Law and Security Affairs is expected to submit
to thePresié&nt recommendations regarding BGection supervision.
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Indonesia has mutual legal assistance treaties with several countries but not the U.S. It shares
law enforcement information with the U.S. through memoranda of understanding.

Iran

Iran is na a regional financial center. Its economy is marked by a bloated and inefficient state

sector and overeliance on the petroleum industry. A combination of price controls and

subsidies continue to weigh down the economy, although the Iranian govetreganta broad

subsidy reform in 2010. Widespread corruption has also undermined the potential for private
sectorled growth. The United States lists Iran as a stgpensor of terrorism arttie Financial

Action Task Force (FATFhas repeatedly warnedbfr anés fai lure to addres
financing,urgingjurisdictions around the world to imposéectivecountermeasures to protect

their financial sectors from the dangers of illicit finance emanating from liram has a large
undergroundeconomy spurred by restrictive taxation, widespread smuggling, currency

exchange controls, capital flight, and a large Iranian expatriate community.

Iran has established an international banking network, with many largestaésl bankshat
haveforeign branchesand subsidiaries Europe, the Middle East, Asiand the Western
Hemisphere In 1994, Iran authorized the creation of private credit institutions; licenses for these
banks were first granted in 2001. In a number of cases, Iran has ustatkitsvned banks to
channel funds to terrorist organizaticared finance its nuclear and ballistic missile programs

The United States has designated a total of 20 Irdimiked banks and subsidiaries under its
counterproliferation and terrorism authaes.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF U.S. CURENCY; CURRENCY DERINED FROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: Unknown

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso approach Abarimes appreacho apopr

Legal persons covered: criminallyYES civilly: YES

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delaj]O

UN lists of designated terrorists or terrorist entities distributed to financial institutions:
Not available

KNOW-YOUR-CUSTOMER RULES
Covered entitiesThe Central Bank, banks, financial andditénstitutions, insurance
companiegincluding the state regulator and reinsurance provjidagrestfree funds,
charity organizations and institutions, municipalities, notaries, lawyers, accountants, auditors,
authorized specialists of the Justice Mtry, and official inspectors

Enhanced due diligence procedures for PEPBEpreign: Unknown Domestic:Unknown
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:
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Covered entitiesThe Central Bank, banks, financial and credit institutions, insurance
companies(including the state regulator and reinsurance providagrestfree funds,

charity organizations and institutions, municipalities, notaries, lawyers, accountants, auditors,
authorized specialists of the Justice Ministry, and official inspectors

Number of STRs received and time framé&lot available
Number of CTRs received and time fram&lot available

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions: Not available
Convictions: None

Assets forfeited: criminally:Not availabé civilly: Not available

RECORDS EXCHANGE MEGANISM:
With U.S.: NO
With other governments/jurisdictiosi Unknown

Iran is not a member of any Financial Action Task Force (FAStHE regional body.
ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

In 1984, the Department of State designated Iran as a state sponsor of terrorism. Iran continues

to provide material support, including resources and guidance, to multiple terrorist organizations

and other groups that undermine the stability oflddle East and Central Asia. Hamas,

Hizballah, and the Palestinian Islamic Jihad (P1J) maintain representative offices in Tehran in

part to help coordinate Iranian financing and trainingNovember 2008, Treasury revoked the

|l icense aduwmoritziamgfefWUs involving lran, thus I
U.S. financial system indirectly via ndranian foreign banks.

Since 2006, the U.S. has taken a number of targeted financial actions against key Iranian
financial institutions, ktities, and individuals underon-proliferation,counterterrorism,human
rights,and Iragrelated authorities, i.e., Executive Order 13382, Executive Order 13224,
Executive Order 1355&nd Executive Order 13438, respectively. To date, the Departnfents o
theTreasury and State have designated over 240 Iranian entities and indifaduals
proliferationrelated activityunder Executive Order 13382.

The following are some examples of notable designations under Executive Ordensty
Iranianlinked banks (includingBank Sepah, Bank Melli, Bank Melland Export Development

Bank of Iran plus Post Bank, Ansar Bank, Mehr Bank, and Europdaisshische Handelsbank

in 2010, located in Iran and oversedmve beemlesignatedn connectionwitH r an 6 s
proliferation activities. One statevned Iranian bank (Bank Saderat and its foreign operations)
was designated for funneling money to terrorist organizations. The Qods Force, a branch of the
Iranian Revolutionary Guard CorpfRGC), was designated for provitj material support to the
Taliban, Lebanese Hizballah, and Palestinian Islamic Jihad. The Martyrs Fouridksttmn

known as Bonyad Shahid), an Iranian parastatal organization that channels financial support
from Iran to several terrorist organizationdhe Levant, including Hizballah, Hamas, and the
Palestinian Islamic Jihad (B)has been designatatbng with Lebanonand U.S:based

affiliates. Another Iranian parastatal, Bonyad Taavon Sepah, was designated in 2010 for its ties
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to the IRGC. The Uted States also designated the Islamic Republic of Iran Shipping Lines
(IRISL)as a proliferator in 2008 and Irandés Moall
marine insurance to vessels owned by IRISL.

Since July 2006, the United Nations Securigu@cil (UNSC) has passed six related resolutions
(UNSCRs), four of whichmposedfinancial sanctionn Iran. The most recent of these,
UNSCR 1929, was adopted by the UNSC in June 2010.

In October 200,/the Financial Action Task Force (FATIpsued itdirst public statement
expressing concern that Irands |l ack of a compr
and terrorist financing represents a significant vulnerability to the international financial system.

In February 2009, the FATF urged alfisdictions to apply effective countermeasures to protect
their financial sectors from the money laundeftegorist financing risks emanating from Iran

and also stated that jurisdictions should protect against correspondent relationships being used to
bypass or evade countermeasures or risk mitigation practices. The FATF reiterated its call for
countermeasures most recently in October 2010. The FATF urges Iran to immediately and
meaningfully address its antioney laundering/counter the financing efrorism AML/CFT)
deficiencies, in particular by criminalizing terrorist financing and effectively implementing
suspicious transaction reporting requirements.

Since February 2007, the European Union (EU)dtssadopted numerouseasure$o
implementthe UNSCRs on Iraand further protect the EU from Iranian riskiSor examplein
2010, the EU adopted significant new measures againsincmnding new sanctions aseveal
Iranian banks, the IRG@nd IRISL; enhanced vigiland® way of additional neorting and prior
authorization for anyunds transfers to and from an Iranian person, entity, or body above a
certain threshold amourd prohibition orthe establishment afewIranianbank branches
subsidiaries, joint ventureand correspondent accdgnand other restrictions on insurance,
bonds, energy, and trade.

Numerous countries around the world have also restricted their financial and business dealings

with Iran in response to both the UNSC measures on Iran as well as the FATF statements o

l ranbds | ack of ade @&granwing nuabélof goernmeats have movedsta
designate Iranian banks,améa ny of t he wor |l dés | eavduntardy fi nanc
chosen to reduce or cut tiegth Iranian banksSouth Korea, JapaAustralia, Canada\orway,

India and others undertook extensive additional listings of Iranian entities and individuals and
implemented new systemic measures in 2010

l ran is ranked 146 out of 178 countruptiens | i st ec
Perception Index. There is pervasive corruption within the ruling and religious elite, government
ministries, and governmewbntrolled business enterprises.

In Iran and elsewhere in the region, proceeds from narcotics sales are sometimeseeiidrang

trade goods via value transfer. lllicit proceeds from narcotics trafficking are used to purchase
goods in the domestic I ranian market; those (gc¢
merchant community makes active use of hawala and nemsigrs. Countevaluation in

hawala transactions is often accomplished via trade, thushesizl money laundering is likely

a prevalent form of money laundering. Many hawaladars and traditional bazaari are linked

directly to the regional hawala hub@ubai. Over300,000 Iranians reside in Dubai, with
approximately,200 Iranianowned companies based there.
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l rands r eal alseditetnaseeto laumdeknoney. iFequently, real estate settlements
and payments are made overseas. In additieere are reports that billions of dollars in Iranian
capital has been invested in the United Arab Emirates, particularly in Dubai real estate.

In 2010, the Government of the Islamic Republic of Iran teamed with United Nations Office on
Drugs and Cme to establish a financial intelligence unit (FIU) that will analyze suspicious
financial transactions, particularly those dealing with illicit narcotics proceddsaever, no
independent assessment has been conducted to assess if the FIU meetsnatlestatidards.

Iraq

|l ragbds econo mybadsed ang thdrensdittld daty available on the extent of money
laundering in the country. Smuggling is endemic, involving consumer goods, cigarettes, and
petroleum products. There is a large markétaq for stolen automobiles from Europe and the
United States. Bulk cash smuggling, counterfeit currency, trafficking in persons, and intellectual
property rights violations are also major problems. Ransoms from kidnappings and extortion are
often u®d to finance terrorist networks. There are credible reports of counterfeiting.- Trade
based money laundering, customs fraud, and value transfer are found in the underground
economy. Hawala networks, both licensed and unlicensed, are widely usedtioratgand

illicit purposes. Regulation and supervision of the formal and informal financial sectors is still
quite limited and enforcement is subject to political constraints, resulting in weak private sector
controls. Corruption is a major challengalas exacerbated by weak financial controls in the
banking sector and weak links to the international law enforcement community. Transparency

I nternational s 2010 I nternational Corruption
countries, demonsttiag a slight decline from the previous year.

Iraq has four free trade zones: the Basra/Khahuddair seaport; Ninewa/Falafel area;
Sulaymaniyah; and #@aim, located in western Al Anbar province. Under the Free Trade Zone
(FTZ) Authority Law, goods imgrted or exported from the FTZ are generally exempt from all
taxes and duties, unless the goods are to be imported for use in Iraq. Additionally, capital,
profits, and investment income from projects in the FTZ are exempt from taxes and fees
throughout tle life of the project, including the foundation and construction phases. Value
transfer via trade goods is a significant problem in Iraq and the surrounding region. lIraq is
investigating the application of a new customs tariff regime.

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: YES

CRIMINALIZATIO N OF MONEY LAUNDERING:
AAll serious crimeso approach Abgeriodslcimed 0 appr

Legal persons covered: criminallyYES civilly: NO

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets withodelay: YES
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UN lists of designated terrorists or terrorist entities distributed to financial institutions:
YES

(Pl ease refer to the Department of Statebds Col
here:http://www.state.qov/s/ct/rls/cit/

KNOW-YOUR-CUSTOMER RULES
Covered entities:Banks; investment funds managers; life insurance companies and those
which offer or distribute shares in investment funds; securities dealers; morayittars,
hawaladars, and issuers or managers of credit cards and travelers checks; foreign currency
exchange houses; asset managers, transfer agents, investment advisers, securities dealers;
and, dealers in precious metals and stones

Enhanced due diligace procedures for PEPsForeign: NO Domestic: NO

SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:
Covered entities: Banks; investment funds managers; life insurance companies and those
which offer or distribute shares in investment funds; secaritealers; money transmitters,
hawaladars, and issuers or managers of credit cards and travelers checks; foreign currency
exchange houses; asset managers, transfer agents, investment advisers, securities dealers;
and, dealers in precious metals and stones

Number of STRs received and time framé&lot available
Number of CTRs received and time fram&lot available

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions: None
Convictions: None

Assets forfeited: criminallyNone civilly: None

RECORDS EXCHANGE ME®ANISM:
With U.S.: NO
With other governments/jurisdictionsYES

Irag is a member of MENAFATF, a Financial Action Task Force (FAStly)e regional body.
Irag has not yet undergone a mutual evalumtio

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

CPA Law 93 AML Act of 2004,theonlyantmoney | aunderi ng statute ir
serious crimeso approach although the statute
unlawful activitye . @lthough the statute seems to broaden itself even beyond serious crime,

the criminalization under CPA Law 93 is that of a misdemeambus, Iraq will not prosecute

cases under this law because the law does not effectively criminalize money laginttagn

should become a party to the UN Convention for the Suppression of the Financing of Terrorism.

|l ragdébs | egal fr amewor k n e enendnent orbedraftmg afrew gt h e n e
AML/CFT legislation. Until the parliamentarians change thve éand adequately criminalize
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money laundering, there will be a lack of political will in enforcing it. In addition, Iraqi
ministries need to support a viable AML/CFT regime with cooperation across ministries. The
lack of implementation of legislation ameeak enforcement by the Money Laundering Reporting
Office (MLRO) housed in the Central Bank of Iraq undermine its ability to be a stalwart
counterforce to terrorist financing and modayndering. The MLRO does not appear to take
action to gather finanal intelligence on suspected criminal activity to shore up law enforcement
efforts or assist in obtaining relevant information to support ongoing investigations from foreign
jurisdictions. The Government of Iraq should ensure the MLRO has the capasoiy;oes and
authorities to serve as the central point for collection, analysis and dissemination of financial
intelligence to law enforcement and to provide international assistance

Investigators, prosecutors and judgeshattd support from their prirpals to move farther with
pursuing AML/CFT cases. Prosecutors and investigators are frustrated because their cases are
not pursued by judges; similarly, judges claim the cases they receive are of poor quality and not
prosecutable. Senior level suppantdancreased capacity for all parties are necessary to ensure
AML/CFT cases can be successfully prosecuted in Iraq.

In practice, despite customer due diligence requirements, most banks open accounts based on the
referral of existing customers and/or¥eii cat i on of a persondés empl oy
of the rules var i es-owmedaadpyivatalmnkse Akso, ratheathad le 3 9 st
STRs in accordance with the law, most banks either do internal investigations or contact the FIU,
which does an account review to resolve any questionable transactions. In practice, very few

STRs are filed. US dollars are widely accepted and are used for many payments made by the US
military, and assistance agencies and their contractors.

Banks do receie the UNSCR 1267 Committee list of designated terrorists and terrorist
organizations, although the current process for distribution is very inefficient and inconsistent.

Isle of Man

Isle of Man (IOM) is a British crown dependency, and while it haguts parliament,

government, and laws, the United Kingdom (UK) remains constitutionally responsible for its
defense and international representation. Offshore banking, manufacturing, and tourism are key
sectors of the economy. The government offers imoesito hightechnology companies and
financial institutions to locate on the island. Its large and sophisticated financial center is
potentially vulnerable to money laundering. Most of the illicit funds in the IOM are from fraud
schemes and narcoticatficking in other jurisdictions, including the UK. ldentity theft and

Internet abuse are growing segments of financial crime activity.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso approach Lietappi@acthi st 0 appr
Legal persons covered: criminallyYES civilly: YES

CRIMINALIZATION OF T ERRORIST FINANCING:
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Ability to freeze terrorist assets without delayY'ES

UN lists of designated terrorists or terrorist entities distributed to financial institutions:
YES

KNOW-YOUR-CUSTOMER RULES

Covered entitiesBanks; building societies; credit issuers; financial leasing companies;

money exchanges and remitters; issuers of <c¢h
money, or payment cards; guarantors; seesrand commodities futures brokers;

safekeeping, portfolio and asset managers; estate agents; auditors, accountants, lawyers and
notaries; insurance companies and intermediaries; casinos and bookmakevsjuegioods

dealers and auctioneers

Enhanced de diligence procedures for PEPS=oreign: YES Domestic: YES
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entities:Banks; building societies; credit issuers; financial leasing companies;

money exchanges and remitters; issuers of checksavel er 6s checks, mo n e )
money, or payment cards; guarantors; securities and commodities futures brokers;

safekeeping, portfolio and asset managers; estate agents; auditors, accountants, lawyers and
notaries; insurance brokers and compamnd intermediaries; casinos and bookmakers: high

value goods dealers and auctioneers

Number of STRs received and time framé&;435
Number of CTRs received and time fram&lot applicable

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutons: 15in 2010
Convictions: 13 in 2010

Assets forfeited: criminally:$510,381 civilly: $94,903
RECORDS EXCHANGE MEM®ANISM:

With U.S.: YES
With other governments/jurisdictions)YES

Compliance with international standards was evatuate report prepared by the International
Monetary Fundbés Financi al Sector Assessment Pr
http://www.imf.org/external/pubs/ft/scr/2009/cr09275.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

IOM legislation provides powers to constables, including customs officers, to investigate

whether a person has benefited from any criminal conduct. These powers allow information to

be obtainedabouthat per sonds financi al affairs. Thes
investigations abroad as well as in the IOM. In 2003, the U.S. and the UK agreed to extend to

the IOM the U.SUK Treaty on Mutual Legal Assistance in Criminal Matters.

The Terrorism (Finance) Act 2009 allows the IOM authorities to compile their own list of
suspects subject to sanctions when appropriate.

IOM is a Crown Dependency and cannot sign or ratify international conventions in its own right
unless entrustedtodosBat her, the UK is responsible for |
| OM6s request, may arrange for the ratificati c
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Ma n . The UKO6s ratification of the 1988 UN Dr t
December 2, 1993; its ratification of the UN Convention against Corruption was extended to

include the IOM on November 9, 2009; and its ratification of the International Convention for

the Suppression of the Financing of Terrorism was extended to IOMpter8iger 25, 2008.

The UK has not extended the UN Convention against Transnational Organized Crime to the

IOM.

Israel

Israel is not regarded as a regional financial center. It primarily conducts financial activity with
the markets of the United StatesldBurope, and to a lesser extent with the Far East. Criminal
groups in Israel, either horgrown or with ties to the former Soviet Union, United States, and
European Union often utilize a maze of offshore shell companies and bearer shares to obscure
beneicial owners. The Minister of Public Security recently announced that domestic revenue
from the drug trade is in the billions of dollars. Seizures by the police have increased
dramatically over 2009, with increased manpower and cooperation at key poiatst Human
trafficking is considered the crirder-profit with the greatest human toll in Israel, and public
corruption the crime with the greatest social toll.

Black market penetration in Israel remains low and is comparable in scale to that offiyester
industrialized nations. With the exception of a few isolated incidents involving the sales of drugs

in the United States by | sraeld.@ or gfecumsedz ed cr i
with Israel as more of a transit country than adialone significant market. Concern from the

authorities is growing relative to illegal pharmaceuticals sales, some retail businesses which are
suspected moneaundering enterprises, and corruption accusations against some public officials
which may or my not be politicallynotivated. Bilateral cooperation between United States and

Israeli lawenforcement authorities is very high, including joint repatriations, training exercises

and sharing of information where relevant.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSATIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso approach Lietappidch st 0 appr
Legal persons covered: criminally)fES civilly: YES

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delay'ES

UN lists d designated terrorists or terrorist entities distributed to financial institutions:
YES

(Pl ease refer to the Department of Statebds Col
here:http://www.state.gov/s/ct/rls/cit/

KNOW-YOUR-CUSTOMER RULES
Covered entitiesBanks

Enhanced due diligence procedures for PEPBEpreign: YES Domestic: NO
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SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entities:Banks, members of the Tel Avistock Exchange, portfolio managers,
insurers and insurance agents, provident funds and the companies who manage them,
providers of currency services, money services businesses and the Postal Bank

Number of STRs received and time fram@7,332 (January November 2010)
Number of CTRs received and time fram@&60,316 (January November 2010)

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: 19 (January August 2009)
Convictions: 13 (January August 2009)

Assets forfeited: crimially: civilly:

Combined total assets forfeited (criminally and civilly): 1,927,000 NIS (approximately
$550,571) Januaiiy August 2010

RECORDS EXCHANGE MEGIANISM:

With U.S.: YES
With other governments/jurisdictionsYES

Israel has observer statwith MONEY VAL (the Council of Europe Select Committee of
Experts on the Evaluation of AAtloney Laundering Measures and the Financing of Terrorism).
Its most recent mutual evaluation can be found hevey.coe.nt/moneyval

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

A scathing report by the State Comptroller to
effectively organize and fight the scourge of organized crime. While the police did gefared

pursuing and arresting many leading mafia figures despite lack of resources, the report pointed

out that the State would have to do a better job of targeting and weakening the financial

foundation of organized crime, and there was considerableofamboperation, coordination of

activity, and sharing of information among relevant agencies, and ineffective leveraging of

current legislation, including anthoney laundering lawsWith an established director of the

Israeli Money Laundering AuthorityniSeptember 2010, the hope is that a key source of internal

lack of coordination which has plagued some sensitive operations will be reduced.

In July 2009, the Ministry of Finance announced that a special unit would be established
alongside the Tax Authdyi to coordinate the economic side of the fight against organized crime,
including better tracking of money laundering. As of November 2010, this unit still has not been
established. The Israeli National Police established the Lahav 433 special argeto t

organized crime, which had many notable successes in arresting senior members of crime
families. While significant resources and attention exist within the GOI to fight tefrelaged
money laundering, the lack of resource allocation and fetlmaugh on no#terror related

financial crimes still lags significantiyersusthe scope of the problen©rganized crime has

existed in Israel for many years, although it is only within the last couple of years that there has
been formal acknowledgement the authoritiesf the scope of the problem, or existence of

crime families. The State of Israel convicted a businessman and former mayoral candidate in
Jerusalem for laundering over 650 million shekels (approximately $183.8 million)

| srael 6sefiuirgbtl| awwvs for citizenship have meant
continued to operate in their home countries while having easy access into and out of the
country. | srael:i citizenship for thossoh fimaki-r
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as proof of continuous residency. Therefore it is not uncommon for some crime figures
suspected of money laundering to hold passports in a home country, a third country for business,
and Israel without necessarily having established ties here.

US | aw enforcement has a robust relationship
and Money Laundering Unit. A customs mutual assistance agreement between the U.S. and

Israel allows for the exchange of information between Customs servicgggars of joint

financial investigations, and the U.S. and ITA routinely coordinate to target illicit finance and

bulk cash smuggling between the two countries. In addition, U.S. and Israeli law enforcement
officials cooperate on extradition requestsifalividuals accused of crimes such as money

laundering. For exampléizhak Abergil,a U.S-designated Consolidated Priority Organization

Target (CPOT), and several other Israeli nationals recently lost their appeal fighting iextradit

to the United States, where they now face a host of charges including money laundering, and

drug trafficking.

Italy

Italy is fully integrated into the European Union (EU) single market for financial services.

Money laundering is a concern becausthefprevalence of homegrown organized crime groups
as well as criminal organizations from abroad, especially from Albania, Bulgaria, China, Israel,
Romania and Russia. Italy is both a consumer country and a major transit point for heroin
coming from SoutlAsia through the Balkans en route to Western/Central Europe and, to a lesser
extent, the United States. The heavy involvement of organized crime groups in narcotics
trafficking complicates narcotialated antimoney laundering (AML) activities becauskthe
sophistication of the laundering methods used by these groups. Italian and ethnic Albanian
criminal organizations work together to funnel drugs to Italy and, in many cases, on to third
countries. Additional important trafficking groups include lad organized crime entities, as

well as Nigerian, Colombian, and other South American trafficking groups. In addition to the
narcotics trade, laundered money originates from myriad criminal activities, such as alien
smuggling, contraband cigarette smugg] counterfeit goods, extortion, human trafficking, and
usury. Financial crimes not directly linked to money laundering, such as credit card fraud,
Internet fraud, and phishing have increased over the past year. Phishing more than tripled from
2008 t02009 (from 791 to 2,687 instances) for an overall amount increase from 3 to 8 million
euros (approximately39 to $10.4 million) |l talydéds financi al intel i
reported a reduction among suspicious cash transactions, but an increasdransactions and
money transfers.

Money laundering occurs to some extent in both the regular banking sector and the nonbank
financial system, including casinos, money transfer houses, and the gold market. There is a
substantial black market for smugd goods in the country, but it is not believed to be funded
significantly by narcotics proceedsl7percént al yos
of Italian GDP, totaling about 233 to 264 billiearos (approximately $304 billion to $344

billion), though a substantial fraction of this total is related to tax evasion of otherwise legitimate
commerce.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURKENCY; CURRENCY DERI\ED FROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
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AAll serious crimeso approachAlbseriodstrimset 06 appr
Legal persons covered criminally: YES civilly: YES

CRIMINALIZATION OF TERRORIST FINANCING:
Ability to freeze terrorist assets without delayY ES

UN lists of designated terrorists or terrorist entities distributed to financial institutions
YES

(Pleaserefer@ t he Depart ment of Statebs Country Repo
here:http://www.state.gov/s/ct/rls/cit/

KNOW-YOUR-CUSTOMER RULES

Covered entities:Banks, Italian postal sems, electronic money institutions, investment

firms, asset management companies, insurance companies, agencies providing tax collection
services, stock brokers, financial intermediaries, trust companies, lawyers, accountants,
auditors, and casinos

Enhanceal due diligence procedures for PEPS$:oreign: YES Domestic: NO
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entities:Banks, Italian postal services, electronic money institutions, investment
firms, asset management companies, insurance coagyagencies providing tax collection
services, stock brokers, financial intermediaries, trust companies, lawyers, accountants,
auditors, and casinos

Number of STRs received and time fram87,114in 2010
Number of CTRs received and time framé&lot a\ailable

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QONVICTIONS:

Prosecutions: Not available
Convictions: Not available

Assets forfeited: criminally: Not available civilly: Not applicable
RECORDS EXCHANGE ME®ANISM:
With U.S.: YES

With other governments/jurisdictios YES

Italy is @ member of the Financial Action Task Force (FATF). Its most recent mutual evaluation
can be found herehttp://www.fatf -gafi.org/datacecd/5229/36221355.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Given the relatively low number of STRs being filed by +#bamk financial institutions, Italy

should improve its training efforts and supervision in this sector and should clarify

attomey/client privilege.ltaly should take steps to allow for civil forfeiture of criminal proceeds.
Italian law enforcement agencies should take additional steps to understand and identify
underground finance and value transfer methodologies employed byyt6 s bur geoni ng
immigrant communitiesltaly also should ensure its new regulations on PEPs are enforced.

Finally, Italy should continue its active participation in multilateral fora dedicated to the global

fight against money laundering and terrorisahcing and its assistance to jurisdictions with

nascent or developing AML/CFT regimes.
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Japan

Although the Japanese government continues to strengthen legal institutions to permit more

effective enforcement of anthoney laundering/counteerrorist financing (AML/CFT) laws,

Japan still faces substantial risk of money laundering by organized crime (including Boryokudan,

Japanbs organized cri me groups, and I rani

groups, and other domestic and intermaail criminal elements. The major sources of money
laundering proceeds include drug trafficking, fraud, lsharking (illegal money lending),
remittance frauds, the black market economy, prostitution, and illicit gamblntipe past year,

there has ben an increase in financial crimes by citizens of West African countries, such as

Nigeria and Ghana, who are resident in Japan. There is not a significant black market for
smuggled goods, and the existence of alternative remittance systems is belizveeity
limited in Japan.

Japan is not an offshore financial center. It has onetfagle zone, the Okinawa Special Free

an dr

Trade Zone, established in 1999 in Naha, to promote industry and trade in Okinawa. The zone is

regulated by the Department of Okirewffairs in the Cabinet Office. Japan also has two free

ports, Nagasaki and Niigata. Customs authorities allow the bonding of warehousing and
processing facilities adjacent to these ports on alcgsase basis.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAl |l serious crimeso appr oach Allmseridus dgrimdso
Legal persons covered: criminallyYES civilly: YES

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delaitO

UN lists of degynated terrorists or terrorist entities distributed to financial institutions:
YES

approc

(Pl ease refer to the Department of Stateds Col

here:http://www.stag.gov/s/ct/rIs/crif
KNOW-YOUR-CUSTOMER RULES

Covered entities:Financial institutions, real estate agents and professionals, precious metals
and stones dealers, antique dealers, postal service providers, lawyers, judicial scriveners,

certified admiistrative procedures specialists, certified public accountants, certified public

tax accountants, trust companies
Enhanced due diligence procedures for PEP$=oreign: NO Domestic: NO
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entities:Financial institutions, real estate agents and professionals, precious metals

and stones dealers

Number of STRs received and time fram@68,582 for Januarilovember 2010
Number of CTRs received and time fram&lot applicable
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MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTONS:

Prosecutions: Not available
Convictions: Not available

Assets forfeited:  criminally:approximately ¥2.7 billion (approximately $33 million)
January IDecember 31, 2009civilly: Not available

RECORDS EXCHANGE ME®ANI SM:

With U.S.: YES
With other governments/jurisdictionsYES

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Japanbs compliance with international standar c
specific to financial institutions. While Japaadiegal requirements foustomer due diligence

(CDD) programs in its institutions, the CDD provisions are severely lacking, and there is no
requirement for financial institutions to gather information on the purpose and intended nature of

the business tationship or to conduct ongoing due diligence on these relationships. Japan

should strengthen its CDD provisions to include specific requirements for due diligence by

financial institutions and to require financial institutions to collect informatiomabasiness

accounts and transactions.

The Government of Japan (GOJ) has not implemented-daiséd approach to AML/CFT, and
there is no mandate for enhanced due diligence for higglecustomers, business relationships,
and transactions. The currergulations do not authorize simplified due diligence, though there
are exemptions to the identification obligation on the grounds that the customer or transaction
poses no or little risk of money laundering or terrorist financing. Japan should impkemsat
based approach to its AML/CFT regime.

The GOJO6s number of investigations, prosecutii
relation to the number of drug and other predi
tools and programs to otat these crimes. The National Police Agency (NPA) provides very

limited cooperation with other GOJ agencies, and most foreign governments, on nearly all

criminal, terrorism, or counteantelligencer el at ed matt er s. The NPAOGSs
cooperatio has caused the law enforcement offices of nearly all other industrialized countries to

either leave Japan or significantly reduce their presence. The GOJ should develop a robust

program to investigate and prosecute money laundering offenses, and eatpaineed

cooperation by the NPA with its counterparts in the GOJ and foreign missions.

The GOJb6s system does not allow the freezing
the Ministry of Finance has never actually frozen or confiscated amyistrassetsJ a pan 6 s

system does not cover assets raised by aemwarist for use by a terrorist or terrorist

organization, and reaches only funds, not other kinds of assets. The GOJ should enact legislation

to allow terrorist assets to be frozenhaut delay, and to expand the scope of assets to include
nonfinancial holdings.

Japan should provide more training and investigatory resources for AML/CFT law enforcement
authorities, establish an effective CDD regime, and consider implementing a $yseport

large currency transactions. As Japan is a major trading power, the GOJ should take steps to
identify and combat tradeased money laundering. Japan should also become a party to the UN
Convention against Transnational Organized Crime and Bh€tbhvention against Corruption,
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and should fully implement the freezing obligations for terrorist funds, according to the UN
Convention for the Suppression of the Financing of Terrorism.

Jersey

The Island of Jersey, the largest of the Channel Islands, irgernational financial center

offering a sophisticated array of offshore services. Jersey is a British crown dependency but has
its own parliament, government, and laws. The United Kingdom (UK) remains constitutionally
responsible for its defensediimternational representation but has entrusted Jersey to negotiate
and sign tax information exchange agreements directly with other jurisdictions and regulate its
own financial service sector. The financial services industry is a key sector, withdpankin
investment services, and trust and company services accounting for approximately half of

Jerseyds total economic activity. As a subst e
established with nonresidents, most of the illicit money in Jersegriged from foreign criminal
activity. I n particul ar, the I slanddés financi

laundering of the proceeds of foreign political corruption in industries such as oil, gas and
transportation.

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTION RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF MONEY LAUNDERING:
AAll serious crimeso approach Abgeriodslcimed 0 appr
Legal persons coveredcriminally: YES civilly: YES

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without ldg: YES

UN lists of designated terrorists or terrorist entities distributed to financial institutions:
NO

KNOW-YOUR-CUSTOMER RULES

Covered entities Banks; money exchanges and foreign exchange dealers; financial leasing
companies;issuersofcredi and debit cards, travelersdé che
money; securities brokers and dealers; safekeeping, trust, and portfolio managers; insurance
companies and brokers; fund products and fund operators; casinos; company service

providers; reakstate agents; dealers in precious metals and stones and othealbiggh

goods; notaries, accountants, lawyers and legal professionals

Enhanced due diligence procedures for PEPBpreign: YES Domestic: NO
SUSPICIOUS TRANSACTION REPORTING REQUIREMETS:

Covered entities:Banks; money exchanges and foreign exchange dealers; financial leasing
companies; i1ssuers of credit and debit cards
money; securities brokers and dealers; safekeeping, trust, analiportnagers; insurance

companies and brokers; fund products and fund operators; casinos; company service

providers; real estate agents; dealers in precious metals and stones and otedubigh

goods; notaries, accountants, lawyers and legal professiona
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Number of STRs received and time framg854 in 2009
Number of CTRs received and time fram&lot applicable

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: One prosecuted to judgment in 2010
Convictions: One in 2010

Assets forféed: criminally: £7,454,25Qapproximately$11,299,600) in 2010 civilly:
Not applicable

RECORDS EXCHANGE MEGANISM:

With U.S.: YES
With other governments/jurisdictionsiYES

In lieu of a mutual evaluation, a report was prepared by the InteraationMonet ary Fund?©o
Financial Sector Assessment Prograhie report can be found here:
http://www.imf.org/external/pubs/ft/scr/2009/cr09280.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Although not yet used in practice, Jersey has an ability to designate persons and freeze their
assets in conformity with UNSCR 1378Blo formal procedure is in place to receive and assess
requirementd®ased on a foreign request, as requbpdNSCR 1373. Additionally, the
definition of Afundso subject to freezing do
Aindirectlyo owned or controlled by designat

e s
e (
The Jersey Financial Services Commisgi#fASC)website containalink to the United

Kingdom Qonsolidated.ist of asset freeze targetssdesignated by the United Nations,

European Union and United Kingdom. It does not use other means to distribute UN lists of
designated terrorists or terrorist entities.

Jerseydoes ot enter into bilateral mutual legal assistance treaties. Instead it is able to provide
mutual legal assistance to any jurisdiction, including the US, in accordance with the Criminal
Justice (International Coperation) (Jersey) Law 2001 and the Civil &isRecovery

(International Ceoperation (Jersey) Law 2003ersey has granted U.S. requests for assistance in
criminal matters. Jersey signed a Tax Information Exchange Agreement with the United States
in 2002. In 2009, the JFSC signed a statement@pe@@tion with the Board of Governors of the
Federal Reserve System, Office of the Comptroller of Currency, Federal Deposit Insurance
Corporation, and Office of Thrift Supervision. This statement is in addition to existing
memoranda of understanding witie Securities and Exchange Commission and Commodity
Futures Trading Commission.

Jerseyis a Crown Dependency and cannot sign or ratify international conventions in its own

right unless entrusted to do,as is the case with tax information exchange agesgs. Rather,

the UK is responsible for Jerseyb6s internatior
the ratification of any Convention to be extended to JerSeaye UK 6 s rat i fi cati on
UN Drug Convention was extendaalinclude Jesey in July 1998; its ratification of the UN

Convention against Corruption was extended to include Jersey in Novembeag6i9;

ratification of the International Convention for the Suppression of the Financing of Terrorism

was extended to Jersey orp&amber 25, 2008The UK has not extended the UN Convention

against Transnational Organized Crime to Jersey.
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Jersey authorities have a continuing concern regarding the increasing incidence of domestic drug
related crimes. The customs and law enforceraetitorities devote considerable resources to
countering drugelated crime. Jersey should continue to maintain and enhance its level of
compliance with international standatdsassist those effortsThe Financial Services

Commission should ensure it$lA. Unit has enough resourcesdontinue taunction

effectively, and to provide outreach and guidance to the sectors it regulates, especially the newest
entities required to file reports. The Commission also should distribute the UN lists of
designateddrrorists and terrorist organizations to the obligated entities and not expect the

entities to stay current through their own Internet research.

Kenya

Kenyaisa major money launderingcountritenyadés use as a transit po
traffickers continues to increas@&he laundering of funds related to Somali piracy, corruption,
smuggling, the misuse of casinos and other assorted crimes is a substantial .pRépenedly,

Kenyads financi al system mayyedrenclddagander i ng oV e
undetermined amount of narcotics proceeds and Somali pieteted funds As a regional
financi al and trade center for Eastern, Centr e

formal and informal sectorsAlthough banks, wireservices, and other formal channels execute
funds transfers, there are also thriving, unregulated informal networks of hawala and other
alternative remittance systems using ebaked, unreported transfers that the Govemrog
Kenya (GOK) cannot trackExpatriates, in particular the large Somali refugee population,
primarily use hawala to send and receive remittances internationally.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso appr oach Abgeriodistrimest 0 apopr
Legal persons covered criminally: YES  civilly: YES
CRIMINALIZ ATION OF TERRORIST FINANCING:
Ability to freeze terrorist assets without delaj]NO
UN lists of designated terrorists or terrorist entities distributed to financial insiats: NO

(Pl ease refer to the Department of Stateds Col
here:http://www.state.qov/s/ct/rls/cit/

KNOW-YOUR-CUSTOMER RULES

Covered entities:Finandgal and norbank financial institutions engaging in one or more of

the following accepting deposits; lending; financial leasing; transferring funds or value;
issuing and managing means of payment; financial guarantees and commitments; trading in
money maket instruments, foreign exchange, exchange, interest rate and index funds,
transferable securities, and commodity futures; participation in securities issues; individual
and collective portfolimr fundmanagement; safekeeping and aasetinistation
underwritingandsalesof life insurance and other investment related insurance; and/or money
and currency changinglso, asinosreal estate agenciesccountantsanddealers in

precious metals or stones
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Enhanced due diligence procedures for PEPBpreign: NO Domestic: NO
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entities:Financial and notbank financial institutions engaging in one or more of

the following accepting deposits; lending; financial leasing; transferring funds or value;
issuing and managing means of payment; financial guarantees and commitments; trading in
money market instruments, foreign exchange, exchange, interest rate and index funds,
transferable securities, and commodity futures trading; participation in secisgiges;

individual and collective portfolio management; safekeeping and administering cash or liquid
assets on behalf of other persons; investing, administering, or managing funds on behalf of
other persons; underwriting and placement of life insurandeo¢her investment related
insurance; and/or money and currency changahgp, @sinosreal estate agencies
accountantsanddealers in precious metals or stones

Number of STRs received and time fram&lot available
Number of CTRs received and time free Not available

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions0
Convictions:0

Assets forfeited: criminally0O civilly: O
RECORDS EXCHANGE MEGANISM:

With U.S.: YES
With other governments/jurisdictiost YES

Kenya is a member @he Eastern and Southern Africa AMobney Laundering Group
(ESAAMLG), aFinancial Action Task Forestyle regional bodyNo mutual evaluation report
is available at this time.

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Proceeds of Crime di\nti-Money Laundering Act (PCAMLA), which came into force in

June 2010hasa number of deficienciesVhi | e t he PCAMLA does take ar
approach to money laundering predicate offenses, the Act has never been used to prosecute any
crimes. Kenyas cri minal justice system remains open
combating money laundering has not been given prioflitye PCAMLA contains sanctions that

are proportionate and meet the international standard but have not yet been opertiwridliz
implementing regulationsThe PCAMLA does not mention or criminalize terrorism or terrorist
financing The legislation does not explicitly authorize the seizure of legitimate businesses used

to launder moneyA number of amendments to the lawpapr to have made the PCAMLA less

powerful than earlier draftsThe Central Bank of Kenya (CBK3 relying on thefuture

Financial Intelligence Cent(&IC), the financial intelligence unit, for implementationlaes

police lack institutional capacity tetandle complex financial crimes analysis and investigation.
Although authorized under the PCAMLA, the FIC has not yet been established.

The GOK did not report any money laundering or terrorist financing arrests, prosecutions, or
convictions from 2007 tlmugh 2010 Kenya lacks the institutional capacity, investigative skill,
and equipment to conduct complex investigations independentigre is also insufficient
political will to address these crimes. Kenya ranks 154 out of 178 countries on the 2010
Transparency International Corruption Perceptions Index.
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There is a black market for smuggled goods in Kenya, which serves as the major transit country
for Uganda, Tanzania, Rwanda, Burundi, northern Democratic Republic of Congo (DRC), and
Southern SudanWhile goods marked for transit avoid Kenyan customs duties, authorities
acknowledge th&e goodsire often sold in KenyaMany entities in Kenya are involved in

exporting and importing goods, including nonprofit entiti#sadebased money laundering is a
serious problem in Kenya. Trade goods are often used to provide ceahtation in regional

hawala networks.

Kenya has no straightforward legal mechanism to freeze or seize criminal or terrorist accounts
To demand bank account records or to seizecaaumt, the police must present evidence linking

the deposits to a criminal violation and obtain a court warrBecause of corruption and leaks,

the confidentiality of this process is difficult to maintaifhe Central Bank does not distribute

UN liststo financial institutions. Instead, it refers all banks to the public lists posted on the
Internet. Two times per year, each bank is required to confirm to the Central Bank that they have
ensures none of their clients are on any of the lists.

Latvia

Latvia is a regional financial center that has a large number of commercial banks with a sizeable
nonresident deposit base. Latvia is among the European economies most affected by the global
financial turmoil. To ease the situation, the Government of &4tsiOL) sought external

financial support and agreed to an international stabilization program. Despiteghaagn

economic crisis in Latvia, total bank deposits have increased in the past year.

Authorities report that the largest sources of monegdaved in Latvia are tax evasion and other
forms of financial fraud. Lesser sources include smuggling (primarily cigarettes) and public
corruption. Local officials do not consider proceeds from illegal narcotics to be a major source
of laundered funds ihatvia. According to regulators and law enforcement officials, most of the
laundered funds derived from financial fraugaind a sizeable portion of the funds derived from
tax evasion originate outside of Latvia. Reportedly, Russian and Latvian orgdmidme

groups are active in Latvia, and authorities believe that a significant portion of all criminal
proceeds originating domestically is generated by these gra\greough Latvian regulatory
agencies closely monitor financial transactions to idgmistances of terrorist financing, no
prosecutions or penalties have been initiated based on this monitoring in recent memory.

Four special economic zones provide a variety of significant tax incentives for manufacturing,
outsourcing, logistics centerqjéthe transshipment of goods to other free trade zohesse

zones are located at the free ports of Ventspils, Riga, and Liepaja, and in the inland city of
Rezekne near the Russian and Belarusian bordérsugh there have been reports of cigarette
smuggling through the free trade zones, there have been no confirmed cases of the zones being
used for money laundering schemes or by terrorist financidre.zones are covered by the

same regulatory oversight and enterprise registration regulations ttafoexther areas.

Latvian officials maintain that the country is experiencing an overall decrease in financial

crimes. While acknowledging that the total amount of assets seized and frozen declined in 2010
(compared to prior years), they observe tratgactions tend to be smaller, which they claim is
largely attributable to the economic crisis. Meanwhile, statistics for investigations initiated,
transactions reports received, and convictions all trended upward in 2&ptedresource

limitations which affected all regulatory and law enforcement agendsBs3L officials note that

Latviads updated fiLaw on the Prevention of Lat
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(Money Laundering) and of Terrorist Frenanci ngoc
robust statute for those investigating, interdicting and prosecuting financial crimes

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF U.S. CURENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAI'l serious crimesoO approach Aberimdshppreactdo appr
Legal persons covered: crimitig: YES civilly: YES

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delaY:ES

UN lists of designated terrorists or terrorist entities distributed to financial institutions:
YES

(Please refer to the Departmentcd$te 6 s Country Reports on Terror
here:http://www.state.gov/s/ct/rls/cit/

KNOW-YOUR-CUSTOMER RULES

Covered entitiesFinancial institutions, including credit institotis, life insurance companies

and brokers, private pension fund administrators, investment brokerage firms and
management companies, currency exchange offices, money transmission or remittance
offices; tax advisors, external accountants, sworn auditosnswotaries, advocates, and

other independent legal professionals; real estate agents or intermediaries; organizers of
lotteries or other gaming activities; persons providing money collection services; and other
legal or natural persons involved in traglireal estate, transport vehicles, items of culture,
precious metals, precious stones and articles thereof, or as intermediaries in such transactions

Enhanced due diligence procedures for PEPBpreign: YES Domestic: NO
SUSPICIOUS TRANSACTION RPORTING REQUIREMENTS:

Covered entitiesFinancial institutions, including credit institutions, life insurance companies
and brokers, private pension fund administrators, investment brokerage firms and
management companies, currency exchange offices, ni@reymission or remittance

offices; tax advisors, external accountants, sworn auditors, sworn notaries, advocates, and
other independent legal professionals; real estate agents or intermediaries; organizers of
lotteries or other gaming activities; persgmeviding money collection services; and other
legal or natural persons involved in trading real estate, transport vehicles, items of culture,
precious metals, and precious stones

Number of STRs received and time framé&9,907 from January through Noveent2010
Number of CTRs received and time fram@&;354 from January through November 2010

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: 26 persons (involving 62 separate charges) flanmuary through November
2010
Convictions: Seven involving 14 individuals)rom January through November 2010
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Assets forfeited criminally: Approximately $2.46 milliorfrom January 1 through
November 30, 2010 civilly: None

RECORDS EXCHANGE MEGANISM:

With U.S.: YES
With other governments/jusdictions: YES

Latvia is a member of the Council of Europe Select Committee of Experts on the Evaluation of
Anti-Money Laundering Measures and the Financing of Terrorism (MONEYVAL), a Financial
Action Task Force (FATF¥tyle regional body. Its most rexat mutual evaluation report can be
found here:

http://www.coe.int/t/dghl/monitoring/moneyval/Countries/Latvia_en.asp
ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Current laws do not require enhanced due diligence procedures for domestic PEPs, however,
they allow discretion to any institution or professional covered by KYC rules to apply enhanced
due diligence, based on its risk assessment for a particular customer.

Approximately $2.1 million was frozen by the Ftbrough November 30, 2010. Additionally,
approximately $472,000 in assets was seized by law enforcement officials during the same time
period.

In April 2005, the United States outlined concerns in a Natfde@roposed Rulemaking against

VEF Banka, under Section 311 of the USA PATRIOT Act. The bank was found to lack
adequate AML/CFT controls and was used by criminal elements to facilitate money laundering,
particularly through shell companies. In August@0the United States issued a final rule
imposing a special measure against the VEF Banka, as a financial institution of primary money
laundering concern. This measure is still in effect. Following the Latvian authdréiexation

of t he bsainkayg&010, alawsuit was filed asserting this action was not legal; that

suit was resolved in the Gover nment of Lat vi acd
Latvian authorities, this resolution means t he

In January 2010, legislative amendments establishing mechanisms for sharing assets-with non
EU countries and regarding the application of the EU Framework Decision on the application of
mutual recognition of confiscation orders took effect. Latvian offidialge cooperated with

USG law enforcement agencies to investigate numerous financial nairetéited crimesThe
Latvian Financial and Capital Market Commission regularly exchanges information with the
U.S. Securities and Exchange Commission. Morediyoafficials in Latvia are also able to

provide assistance outside of the formal mutual legal assistance process in accordance with
current AML/CFT laws.

Law enforcement and regulatory agencies have a heavy workload and their budgets, salaries, and
in sane cases, personnel have been reduced due to the severe economic crisis. Despite these
constraints, the Latvian FIU referred a total of 256 cases to other investigative agencies in 2010
(through November 30), roughly 80% more than in all of 2009. Otadkas, approximately half

were related to cases involving tax evasion. In one notable recent case, the Latvian Financial
Police- a subordinate agency of the State Revenue Serpiedormed more than 60 searches in

one day in investigating a seriesreél estate deals allegedly involving Latvian and Russian

criminal groups and officials at Latvian credit institutions. This investigation is reportedly tied

to approximately $3.76 million in unpaid taxes and led to the freezing of 60 separate bank
accouns. Authorities note increased activity by regulators and law enforcement officials over
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the past year. They observe that questionable transactions tend to be smaller and conclude that
the overall monetary value of money laundering may be decreasirtg theeeconomic crisis.

Lebanon

Lebanon is a financial hub for banking activities in the Middle East and eastern Mediterranean
and has one of the more sophisticated banking sectors in the régioanon faces significant
money laundering and terrorifgancing challengesFor example, Lebanon has a substantial

influx of remittances from expatriate workers and family members, estimated by the World Bank
at $8.2 billion per yearlt has been reported that a number of Lebanese abroad are involved in
underground finance and tradmsed money laundering (TBML) activities.

Laundered criminal proceeds come primarily from foreign criminal activity and organized crime.
There is some smuggling of cigarettes and pirated software, but the sale of these geods$ doe
generate large amounts of funds that are then laundered through the formal banking system.
There is a black market for stolen cars, counterfeit goods and pirated software, CDs, and DVDs.
The domestic illicit narcotics trade is not a principal sewtmoney laundering proceeds.

Although offshore banking, trust and insurance companies are not permitted in Lebanon, the
government has provisions regarding activities of offshore companies and transactions conducted
outside Lebanon or in the Lebanesestms Free ZoneOffshore companies can issue bearer
shares. There are also two free trade zones (FTZ) operating in Lebanon: the Port of Beirut and
the Port of Tripoli. FTZs fall under the supervision of the Customs Authority.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCE TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF U.S. CURENCY; CURRENCY DERINED FROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso approach Lietappidch st 0 appr
Legal persons coveredcriminally: YES civilly: YES

CRIMINALIZATION OF TERRORIST FINANCING:
Ability to freeze terrorist assets without delayY ES

UN lists of designated terrorists or terrorist entities distributed to financial institutions
YES

(Pl ease refer to the Department of Stateds Col
here:http://www.state.qov/s/ct/rls/cjt/

KNOW-YOUR-CUSTOMER RULES

Covered entitiesBank; money exchangegrivate couriers who transfer currency for money
service businesses such as Western Union and Money Gram; and charitable and nonprofit
organizations

Enhanced due diligence procedures for PEPBpreign: NO  Domestic: NO
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entitiesfinancial institutions, exchange offices, financial intermediation companies,
leasing companies, mutual fundssumance companies, companies promoting and selling real
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estate and construction, and dealers@rdpanies engaged in transactions for tuglue
items (i.e., precious metals, antiquities, etc.)

Number of STRs received and time fram®79 fom January thnagh November 2010
Number of CTRs received and time fram&lot applicable

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: 11 as of November 2010
Convictions: One between January and November 2010

Assets forfeited: criminally0  civilly: O
RECORDS EXCHANGE MEGANISM:

With U.S.:NO
With other governments/jurisdictiosi YES

Lebanon is a member of the Middle East and North Africa Financial Action Task Force
(MENAFATF), a Financial Action Task Forestyle regional bodylts most recenevaluation is
posted atvww.menafatf.org

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Lebanonés financi al Spegidlrvéstigatigns Ganenission(S)s ( F1 U)
seeking to finalize amendmisrto Central Bank Circular 830ne amendment would enhance

due diligence procedures for foreign PERsthe first 11 months &#010, the SIiGnvestigated

179 allegationsfomoney laundering and terrorighancing activities, a sharp rise from 116

casa during all of 209. Although the number dfled STRsand subsequent money laundering
investigations coordinated by the SIC have steadily increased, prosecutions and convictions are
still lacking.

Customs is required to inform the Fofl suspected TBM or terrorist financinghowever, high
levels of corruption within Customs create vulnerabilities for TBML and other threats.

In addition to thenames of suspected terrorist individuals and terrorist organizations on the
UNSCR 1267 San c tconsadidateddisitimeBiCceirtukatesiasall financial

institutions the list of Specially Designated Global Terrorists designated by the U.S. pursuant to
Executive Order 13224, and entities designated by the European Union under its relevant
authorities.

The Government of Lebanon (GOshouldencourage more efficient cooperation between

financial investigators and other relevant agencies such as Customs and the Internal Security

Force Lebanon should increase efforts to disrupt and dismantle terroasicfimg efforts,

including those carried out by Hizballah, which the GOL does not consider a terrorist group.

The GOL should consider amending its legislation to allow a greater ability to provide forfeiture
cooperation internationally and also providehemity for the return of fraudulent proceedbhe

GOL should pass legislation to mandate and enforce-trasker currency reportinglhe

trading of bearer shares of unlisted companies remains a vulnerability, and the GOL should take
action to immobilizéhose shareda s we | | as to criminalize Atippi

In addition, there should be more emphasis on linking predicate offenses to money laundering
and not an overeliance on suspicious transaction rep@&8Rs)filed by financial institutions to
initiate investigationsExisting safeguards do not address the issue of the laundering of
diamonds and value transfer through Lebanon directly or by Lebanese buying agents in Africa.
Lebanese law enforcement authorities should examine domestic ties ttethational network
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of Lebanese brokers and tradestso are commonly found in underground finance, trade fraud,
and TBML.

Finally, the GOL should become a party to the UN International Convention for the Suppression
of theFinancingof Terroriam.

Liechtaastein

The Principality of Liechtenstein has a wdkveloped offshore financial services sector, liberal
incorporation and corporate governance rules, relatively low tax rates, and a tradition of strict

bank secrecy. All of these conditions significarabntribute to the ability of financial
intermediaries in Liechtenstein to attract bot
financial services sector includes 16 banks, 102 asset management companies, 41 insurance
companies and 70 insur@aintermediaries, 33 pension schemes and five pension funds, 395

trust companies and 27 fund management companies with approximately 411 investment
undertakings (funds), and 1,448 other financial intermediaries. The three largest banks control

85 percenof the market.

In recent years the Principality has made continued progress in its efforts against money
laundering. In 2009, the Liechtenstein Government recognized the OECD standard as the global
standard in tax cooperation and as a result renegotiatedes of Double Taxation Agreements

to include administrative assistance on tax evasion cases.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso appr oac h Albserioustrimest 0 appr
Legal persons covered: crimatly: YES civilly: YES

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delayY ES

UN lists of designated terrorists or terrorist entities distributed to financial institutions
YES

KNOW-YOUR-CUSTOMER RULES

Coveral entities:Banks,securities and insurance brokers; money exchangers or remitters;
financial management firms and investment and real estate companies; dealers in high value
goods; insurance companies; lawyers; money exchangers or remitters; casinos; the
Liechtenstein Post Ltd.; or individuals acting as intermediaries in bank lending, money
transactions, trading of currencies or dealing in matters of wealth management and
investment advice

Enhanced due diligence procedures for PEPBpreign: YES Domestc: YES
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entities: Banks,securities and insurance brokers, money exchangers or remitters,
financial management firms, investment companies, real estate companies, dealers in high
valued goods, insurge companies, lawyers, money exchangers or remitters, casinos, the
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Liechtenstein Post Ltd.; or individuals acting as intermediaries in bank lending, money
transactions, trading of currencies or dealing in matters of wealth management and
investment advice

Number of STRs received and time frame235 in 2009
Number of CTRs received and time frameNot applicable

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: Seven between September 1, 2008 and October 18, 2010
Convictions: Two betwen September 1, 2008 and October 18, 2010

Assets forfeited: criminallyNot available civilly: Not available
RECORDS EXCHANGE ME®ANISM:

With U.S.: YES
With other governments/jurisdictions)YES

Liechtenstein is a member of Moneyval, a FinanciaigcTask Force (FATF¥tyle regional
body. Its most recent mutual evaluation can be found here:

http://www.coe.int/t/dghl/monitoring/moneyval/Countries/Liechtenstein_en.asp
ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Liechtenstein has shown amportant effort to improve deficiencies in money launderinge

2009 reporting year saw a new record high number of suspicious activity reports (SARS) at 235,

an increase of 24.3% compared to 189 SARs in 2008: 57.9% of the SARs were based on fraud;
11.5%on money laundering; and 30.6% on the other enumerated offense categories. No SARs
were submitted for suspected terrorist financi
forwarded to the Office of the Public Prosecutor (in 2010, so far 82% hand tbair way to the

Office of the Public Prosecutor).

In practice, many of the customer characteristics considereeisign the international

standards, including naresident and trust or asset management accounts, are considered

routine, subject oglto normal customer due diligence procedures. Liechtenstein also decided

not to include entities with bearer shares, trusts and foundations, or entities registered in

privately-held databases in the higisk category. The present SAR reporting requieta do

not clearly indicate whether fAattempted transaé
terrorism are covered.

There are reportedly no abuses of 4poaofit organizations, alternative remittance systems,
offshore sectors, free trade zonlesarer shares, or other specific sectors.

Luxembourg

Despite its standing as the secesmdallest member of the European Union (EU), Luxembourg is
one of the largest financial centers in the wortlalso operates @ offshore financial center.
Although there are a handful of domestic banks operating in the country, the majority of banks
registered in Luxembourg are foreign subsidiaries of banks in Germany, Belgium, France, Italy,
and Switzerland. While Luxembourg is not a major hub for illicit néesdalistribution, the size

and sophistication of its financial sector create opportunities for money laundering, tax evasion,
and other financial crimes.
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DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso appr oamdas: Combindtibni st o0 appr
Legal persons covered:criminally: YES civilly: YES

CRIMINALIZ ATION OF TERRORIST FINANCING:
Ability to freeze terrorist assets without dela}Y'ES

UN lists of designated terrorists or terrorist entities distributed to finaaddnstitutions:
YES

KNOW-YOUR-CUSTOMER RULES

Covered entitiesBanks, pension funds, insurance brokargjertakings for collective

investment (UCIs)management companies, external auditors, accountants, notaries, lawyers,
casinos, gaming establislemts, real estate agents, tax and economic advisors, domiciliary
agents, and insurance providers

Enhanced due diligence procedures for PEPBpreign: YES Domestic: NO
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entities:Banks, pension furg] insurance brokers, UCIs, management companies,
external auditors, accountants, notaries, lawyers, casinos, gaming establishments, real estate
agents, tax and economic advisors, domiciliary agents, and insurance providers

Number of STRs received and tiniame: 4,866
Number of CTRs received and time fram&lot applicable

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: 107
Convictions: 51

Assets forfeited: criminally: 26.8 million EUR (approximately $36 million) civilly: None
RECORDS EXCHANGE MECHANISM:

With U.S.: YES
With other governments/jurisdictionsNot available

Luxembourg is a member of the Financial Action Task Force. Its most recent mutual evaluation
can be found herehttp://www.fattgafi.org/dataoecd/40/7/44655591.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Law of 3 March 2010 introduces the criminal liability of legal persons into the Penal Code
and into the Code of Crimal Procedure,

A GrandDucal Decree from February 2010 sets out several provisions concerning inter alia a)
prohibition of accounts opened in fictitious names and specifications on numbered accounts; b)
the verification of the powers of the natural perparporting to act on behalf of the customer; c)
the identification of the beneficial owner; d) the determination of whether the customer is acting
on behalf of another person; e) the scope of simplified due diligence; f) the regime of enhanced
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due diligerte by specifying the measures and the risk management applicable to ntmféeme
clients and transactions, correspondent banking and politically exposed persons; and, g) the
specification of the obligation to report suspicious transactions.

The horizomal Law of 27 October 2010 entered into force on November 7, 2010. The Law
introduces a considerable number of changes to the existing AML/CFT provisions and proposes
to bring changes to as many as 20 existing Laws. The Law strengthens the existing=AML/C
provisions by extending the coverage of the money laundering and terrorist financing offenses
and the asset forfeiture regime; clarifying and enhancing kymw-customer procedures;

increasing sanctions and penalties; providing a supervisory regimeafa@state agents, dealers

in highrvalue goods, and trust and company service provider; establishing &ordss

currency declaration system; and strengthening the authority and access to information of the
FIU.

Macau

Macau, a Special Administrativke gi on ( SAR) of the Peopl eds Rep
a significant regional financial center. Banks and insurance companies mainly offer traditional
products and services to the | ocal popul ati on.
by revenuebenefiting from millions of visitors mostly from nearby mainland ChirdVlacau is

vulnerable to becoming a hub for the laundering of criminal proceeds. Reported annual gaming
revenuedor 2010 were over $25billion, although observers noteat the amount of unreported

illegal sidebetting could be as much as ten times reported revema@sldition to theexistence

of casinos, c¢close proximity boimndudinglackioft h PRC ar
controls on cross border physical movarhof cashare factors that create a risk of money

laundering and terrorist financiragtivities The primary sources of criminal proceeds in Macau

are drugrelatedcrimes, organized crime, and illegal gamblifdetworks spanning across

Ma c ahownday with mainland China account for much of the criminal activity

Looselyregulated gaming promoters, known as junket operators, profit from sourcing the

maj ority of Macaubs VIP players who contribut ¢
finance garblers while in Macau, assuming credit reskd mingling customer funds in a

consolidated junket accoyrgnd supply them to the casinos on commission. Junkets are

increasingly popular among gamblers seeking anonymity and among casinos aiming to reduce

credit default risk. This inherent conflict of interegbgether with anonymity provided through

use of the junket operator to transfer furggsentsignificantchallenges to antinoney

laundering measures in the gaming sector.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY "RANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF U.S. CURKENCY; CURRENCY DERINED FROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso approach Abgeriodslcimed 0 appr
Legal persons coveredcriminally: YES civilly: NO

CRIMINALIZ ATION OF TERRORIST FINANCING:
Ability to freeze terrorist assets without delayYES
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UN lists of designated terrorists or terrorist entities distributed to financial institutions
YES

(Pl ease refer to the Department of Statebds Col
here:http://www.state.qov/s/ct/rls/cit/

KNOW-YOUR-CUSTOMER RULES

Covered entitiesBanks, credit and insurance entitieasinos, gaming intermediaries,

remittance agents and money changers, cash couriers, trust and company service providers,
realty serices, pawn shops, traders in highalue goods (e.g., jewels, precious metals,

vehicles, etc.), notaries, registrars, commercial offshore service institutions, lawyers, auditors,
accountants, and tax consultants

Enhanced due diligence procedures for PEPBpreign: YES Domestic: YES
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:
Covered entitiesAll persons, irrespective of entity or amount of transaction

Number of STRs received and time framé&,220in2010
Number of CTRs received and time fram&lot goplicable

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: Two (January td&Septembe010)
Convictions: 0

Assets forfeited: criminally$806,000* (January to November 20106iyilly: Not applicable
* Forfeited assets credited to Madaovernment in 2010 from a 2008 conviction.
RECORDS EXCHANGE MEGANISM:

With U.S.: NO
With other governments/jurisdictioss YES

Macau is a member of the Asia/Pacific Group on Money Laundering (Adfenancial Action
Task Forcestyle regional bodylts most recent mutual evaluation can be found here:
http://www.apgml.org/documents/docs/17/Macao%20ME2%ZDFINAL.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Although Macau has no formal law enforcement cooperation agreements with the United States,
informal cooperation between the two routinely takes place. U.S. government agencies work

closely with Macau counterparts in capacity building measures, informatorange, and
investigati ons. Macauds Financi al I ntell i genc
coordinating AML/CFT efforts.The Government of Macau (GOM) established the FIU in 2006

as a norpermanent government entity in order to avoidihgyo seek legislate approval.The

FI U6s current ter mThe @M shauld permanelyigstitigianalizett 1 2 .
without term | imits, given t-termAMUCED S cruci al r
infrastructure

The AML law does not reqre currency transaction reporting (CTR)owever, gaming entities

are subject to threshold reporting under the supplementary guidelines of the Gaming Inspection
and Coordination Bureau (GICBEurrently, the GICB only shares statistical data on CTR

fili ngs wth the Financial Intelligence Unit (FIU)To enhance the Fid8 ability to detect and

deter illicit activity, the FIUshould havdull access to CTR reports collected by GICB.
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Under current regulatory guidelines, financial institutions are obligateddo identify and

freeze suspect bank accounts or transactibltsvever,the GOM cannot provide mutual legal
assistance on AML/CFT under existing legislatiddacau should enhance its ability to support
international efforts by developing its legalrftawork to facilitate the freezing and seizure of
assets The GOM can provide mutual legal assistance on criminal matters, even without a formal
agreement, and cooperation between the GOM and the United States routinely takes place.

Macau continues makingpnsiderable efforts to develam AML/CFT framework that meets
international standards. It should continue to strengthen interagency coordination to prevent
money laundering in the gaming industry, especially by introducing robust oversight of junket
opeators. It also should implement mandatory cilesgler currency reporting requirements

Mexico

Mexico is a major drugroducing and drugransit country. Proceeds from the illicit drug trade
leaving the United States are the principal source of fumdsdered through the Mexican
financial system. Other significant sources of illegal proceeds being laundered include
corruption, kidnapping, and trafficking in firearms and persons. Sophisticated and well
organized drug trafficking organizations basedliexico take advantage of the extensive U.S.
Mexico border and the large flow of legitimate remittances to Mexico. The smuggling of bulk
shipments of U.S. currency into Mexico and the repatriation of the funds into the United States
via couriers, armoredehicles, and wire transfers remain favored methods for laundering drug
proceeds. The combination of a sophisticated financial sector, a largbaseshinformal

sector, and insufficiently implemented regulatory controls further complicates the problem.
According to US authorities, drug trafficking organizations send between $19 and $29 billion
annually to Mexico from the United States. Mexico has seized over $457.5 million in bulk
currency shipments since 2002. In 2010, kldkh seizures amounted#®2.4 million in U.S.
dollars and 87.3 million (approximately $7 million) in pesos.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso approach Abarimes!l i st 0o appr
Legal persons covered: criminallyNO civilly: YES

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delajlO

UN lists of designated terrorists or terrorist entities distributed to financial institutions:
YES

KNOW-YOUR-CUSTOMER RULES:

Covered entitiesBanks and other financial institutions, including mutual savings companies,
insurance companies, securities brokers, retirement and investment funds, financial leasing
and factoring funds, casas de cambio, and centros cambiarios (unlicensed foreiggexchan
centers)

Enhanced due diligence procedures for PEPBpreign: YES Domestic: YES
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SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entities:Banks and other financial institutions, including mutual savings
companies, insurance companies, sel@sribrokers, retirement and investment funds,
financial leasing and factoring funds, casas de cambio, and centros cambiarios

Number of STRs received and time fram&4,511 January through September 2010
Number of CTRs received and time frame3.2 million January through September 2010

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: 162 from September 2009 to July 2010
Convictions: 17 (37 individuals) from September 2009 to July 2010

Assets forfeited:  criminally:Not availdle civilly: Not available
RECORDS EXCHANGE MEGANISM:

With U.S.: YES
With other governments/jurisdictionsYES

Mexico is a member of the Financial Action Task Force (FATF), of which Mexico currently
holds the presidency (until July 2011), and the Rai@ Action Task Force for South America
(GAFISUD), a FATFstyle regional body. Its most recent mutual evaluation can be found here:
http://www.fatf

gafi.org/document/20/0,3343,en 32250379 32236963 41911956 1 1 1 1,00.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The number of casas de cambio has declined due to actions the Mexican authorities have taken
against those with serious AML/CHRiolations and the closure of correspondent accounts in the
United States. Unlike regulated casas de caiinlbiowhich there are only niriethere are over

4000 centros cambiarios, which are largely unregulated, and approximately 1200 registered
money traasmitters. Commercial banks, foreign exchange companies, and general commercial
establishments also may offer money exchange services. The Government Secretariat issues
temporary licenses for national lotteries, casinos, horse races, and sport pablsséut

operations as well as lawyers, accountants, real estate agents, dealers of precious metals and
stones, and couriers are currently not subject to AML reporting requirements. Legislation to
regulate these nefinancial entities has been proposed asmmains pending in Congress.

The Government of Mexico (GOM) has made fighting money laundering and drug trafficking

one of its top priorities, and has made progress in combating these crimes over the course of
2010. Mexico has adopted a national antirey laundering strategy, increased the capacity of

law enforcement and supervisors, and established a vetted police unit. The Mexican government
works very closely with U.S. law enforcement on transnational cases. From September 2009 to
July 2010, Mexicanudges convicted 37 individuals on money laundering charges. Given that
from 2004 to 2007, only 17 criminals were convicted of money laundering, this is a notable
improvement.

However, Mexico continues to face challenges with respect to its AML/CRimheggarticularly

with its ability to prosecute and convict money launderers. The GOM should amend its
legislation to ensure that legal persons can be held criminally liable for money laundering and
terrorist financing. Mexico should also amend its testdinancing legislation to fully comport

with the UN Convention for the Suppression of the Financing of Terrorism; and enact legislation
and procedures to freeze without delay terrorist assets of those designated by the UN
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1267Sanctions Committee. Treate a more effective AML/CFT regime, Mexico should fully
implement and improve its mechanisms for asset forfeiture, control the bulk smuggling of
currency across its borders, monitor remittance systems for possible exploitation, improve the
regulation ad supervision of money transmitters, unlicensed currency exchange centers, centros
cambiarios and gambling centers, and extend AML/CFT requirements to designated non
financial businesses and professions. While some of these issues are addressed i\pEnding
legislation, the fate of some of the proposals is uncertain as they must pass an opposition
dominated Congress.

On June 15, 2010 the Finance Ministry announced new regulations imposing limits on U.S.
dollar (USD) transactions in Mexicd he caps, wlih were eased on December 3 for border
areas, are applicable to cash transactions from dollars to pesos, including deposits, credit
payments, and service feds addition to limiting transaction amounts for individuals, all USD
transactions are prohibdeby the regulation for corporate entities and trusts (including account
and noraccount holding entities), except for those which are acdwooiders located in border

or tourist areas, for which transactions are limited.

On August 26, 2010 the GOM steppep its AML efforts and announced the National Strategy
for the Prevention and Elimination of Money Laundering and Financing for Terrorism along
with a package of bills currently pending in CongreBke package includes nine reforms and
three modificaions to federal codes, as well as the creation of the Law to Prevent and Identify
Operations with Illegal Origins and Terrorism Financing.

Netherlands

The Netherlands is a major financial center and consequently an attractive venue for laundering
funds geerated from illicit activities. These activities are often related to the sale of cocaine,
cannabis, or synthetic and designer drugs (such as ecstasy). Financial fraud, especially tax
evasion, is believed to generate a considerable portion of domesteyawmndering, and there

is increasingly less evidence of trald@sed money laundering. There are no indications of
syndicatetype structures in organized crime or money laundering, and there is virtually no black
market for smuggled goods in the Netheds. In 2009, the number of suspicious transfers was

at the lowest level in seven years. Although under the Schengen Accord there are no formal
controls on national borders within the European Union (EU), the Dutch authorities run special
operations irthe border areas with Germany and Belgium to keep smuggling to a minimum.

Six islands in the Caribbean fall under the jurisdiction of the Netherlands. Bonaire, St.
Eustasius, and Saba are special municipalities of the country the Netherlands. Arutag,Cura
and St. Maarten are countries within the Kingdom of the Netherlands.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:

AAll serious crimeso appr oac h Albserioustrimest 6 appr

Legal persons covered: criminalllWYES civilly: NO
CRIMINALIZATION OF TER RORIST FINANCING:
Ability to freeze terrorist assets without delay'ES
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UN lists of designated terrorists or terrorist entities distributed to financial institutiohkd

(Pl ease refer to the Depardrranenm whichdanlfoande 6 s Co L
here:http://www.state.qgov/s/ct/rls/cit/

KNOW-YOUR-CUSTOMER RULES

Covered entitiesBanks, exchange offices, casinos, money service businesses, lawyers,
notaries, tax specialists, accountants, life insurers, trust and company service providers, credit
card companies

Enhanced due diligence procedures for PEPBpreign: YES Domestic: NO
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entitiesBanks,credit institutions, securities institutions, investment institutions,
money transaction offices, providers of money transaction services, life insurers and
insurance brokers, credit card companies, casinos, traders iwdlighgoodspther
tradersaccaintants, lawyers, business economic consultants, tax consultants, real estate
brokers, estate agents, cHalw notaries, independent legal consultants, trust and asset
administrative companies

Number of STRs received and time framet64,000 in 2009
Number of CTRs received and time frame:32,100 in 2009

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: 770 January through June 2009
Convictions: 328 January through June 2009

Assets forfeited: criminally:50 million euro (pproximately $64.9 million) in 2009
civilly: Not applicable

RECORDS EXCHANGE ME®ANISM:

With U.S.: YES
With other governments/jurisdictionsYES

The Netherlands is a member of the Financial Action Task Force (FATF). Inlieu of an
evaluation by the FAF, the International Monetary Fund (IMF) prepared a Report on the
Observance of Standards and Codes (ROSC). The ROSC can be found here:
http://www.imf.org/external/pubs/ft/scr/200402¢312.pdf The Netherlands underwent a new
FATF evaluation in 20L0nce finalizedheevaluationreportmay be found herehttp://www.fatf
gafi.org/infolycountry/0,3380,en_32250379 32236963 _1 1 1 1 1,00.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

In June 2008, the Netherlands Court of Audit published its investigation of the Government of

the Netherl andds pol i cyganhdderrorist bnemgiagt Tha gpomo ney | @
criticizes the Ministries of Interior, Finance, and Justice for: lack of information sharing among

them; too little use of asset seizure powers; limited financial crime expertise and capacity within

law enforcementand light supervision of notaries, lawyers, and accountants. The ministries

agreed in large part with these conclusions and are taking steps to address them.

The Netherlands has established an Aunusual tr
a e required to file unusual transaction repor
intelligence unit (FIU) on any transaction that appears unusual (applying a broader standard than

Asuspiciouso) or when t her e conmectedendttsnomey t o bel i ¢
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laundering or terrorist financing. The FIU investigates UTRs and forwards them to law
enforcement for criminal investigation; once the FIU forwards the report, the report is then
classified as a suspicious transaction report (STR).

The United States enjoys strong cooperation with the Netherlands in fighting international crime,
including money laundering. The Netherlands has ratified the bilateral implementing
instruments for the U.S£U mutual legal assistance agreement (MLAT) artdagiion treaties.

The U.S:EU MLAT came into force in February 2010. One provision included in the ELS.

MLAT will facilitate the exchange of information on bank accounts. The Dutch Ministry of
Justice and the National Police work together with la®.enforcement authorities in the
Netherlands on operational money laundering initiatives.

While historically Dutch public prosecutors have moved to seize assets in only a small
proportion of money laundering cases, the recent assignment of two dedicateg laundering
prosecutors is slowly bringing change. The limited asset seizure is due to a shortage of trained
financial investigators and a compartmentalized approach where the financial analysts and
operational drug investigation teams often doawtin unison. In order to further increase the
confiscation of criminal assets, the Dutch Minister of Justice has introduced a new law, currently
before Parliament, that introduces confiscation as a standard procedure of any money driven
criminal case,ncreasing the capacity within law enforcement agencies to take such actions.

Financial institutions do not receive the UN list of designated terrorists directly from the Dutch
government, but the Dutch Central Bank holds them responsible for implemédraiBgJt
OFreeze |l istd (the Combined Targeted Financi al

In 2009, the Public Prosecution Office served a summons to suspects of money laundering
offenses in 779 cases. The Netherlands Court of Audit reported in June 2009 that 87 percent of
money laundering cases referred to the Office of Public Prosecution resulted in a conviction.

In a notable conviction, a Rotterdam court sentenced seven men in April 2009 for cocaine

trafficking and laundering at least 22 million Euros (approximately $3108®). Authorities

confiscated twenty properties as well as $3.6 million and 900,000 Euros (approximately
$1,295,000) in cash. Il n August 2009, the Publ
134 properties and pieces of land from a real edi@iger suspected of money laundering,

cannabis cultivation and tax fraud. This is reportedly the largest judicial seizure of property ever

in the Netherlands.

Nigeria

Nigeria is a major drug trarghipment point and a significant center for criminal ficial

activity. Individuals and criminal organizations take advantage of the country's location, porous
borders, weak laws, corruption, lack of enforcement, and poor-sgoimomic conditions to

launder the proceeds of crime. The proceeds of illicit siindNigeria derive largely from

foreign criminal activity rather than domestic activities. One of the schemes used by drug
traffickers to repatriate and launder their proceeds involves the importation of various

commodities, predominantly luxury cars asttier items such as textiles, computers, and mobile
telephone units.

Proceeds from drug trafficking, oil theft or bunkering, bribery and embezzlement, contraband
smuggling, theft, corruption, and financial crimes, such as bank fraud, real estatafcud,
identity theft, constitute major sources of illicit proceeds in Nigeria. Advance fee fraud, also
known as "419" fraud in reference to the fraud section in Nigeria's criminal code, remains a
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lucrative financial crime that generates hundreds of milladriBicit dollars annually. Money
laundering in Nigeria takes many forms, including investment in real estate; wire transfers to
offshore banks; political party financing; deposits in foreign bank accounts; use of professional
services, such as lawyees;countants, and investment advisers; and cash smuggling. Nigerian
criminal enterprises use a variety of ways to subvert international and domestic law enforcement
efforts and evade detection.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll seriopupracad  mesrdo il i st 0 a pAlcrimesapproaco pr edi
Legal persons covered:  criminallyYES civilly: YES

CRIMINALIZATION OF T ERRORIST FINANCING: NO
Ability to freeze terrorist assets without delaitO

UN lists of designated tearists or terrorist entities distributed to financial institutions:
YES

(Pl ease refer to the Department of Stateds Col
here: http://www.state.gov/s/ct/rls/crt/)

KNOW-YOUR-CUSTOMER RULES

Covered entitiesBanks, community banks, mortgage institutions, development finance

banks, financial service companibsyreaux de changé¢he insurance, and securities and
investment industries; discount houses; finance companies; money brokerages; factoring,
project and gport financing, and equipment leasing; debt and pension fund administration;
fund and investment management; private ledger services; project consultancy; estate agents;
lawyers; accountants; and, casinos

Enhanced due diligence procedures for PEPBpreign: YES Domestic: YES
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entities Banks, community banks, mortgage institutions, development finance
banks, financial service companibsreaux de changéhe insurance, and securities and
investmat industries; discount houses; finance companies; money brokerages; factoring,
project and export financing, and equipment leasing; debt and pension fund administration;
fund and investment management; private ledger services; project consultancyggestede
lawyers; accountants; and, casinos

Number of STRs received and time fram&;084 in 2010
Number of CTRs received and time framé&3,575,712 in 2010

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: Ten in 2010
Convictions: 0

Assets forfeited: criminally0 civilly: 0
RECORDS EXCHANGE ME®ANISM:
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With U.S.: YES
With other governments/jurisdictionsYES

Nigeria is a member of the Intergovernmental Action Group Against Money Laundering in West
Africa (GIABA), a Financial Action Task Force (FATE}yle regional body. Its most recent
mutual evaluation can be found here:
http://www.giaba.org/index.php?type=c&id=49&mod=2&men=2

ENFORCEMENT AND IMPLEMENTATION IS SUES AND COMMENTS

Corruption continues to be a significant probleviieak law enforcement and lodglays within

the justice sector have hindered the progress of many prosecutions and investigations.
Additionally, Nigerian legislatin does not provide safe harbor for financial institutions, or their
employees, who file STRs in good faith. The GON should amend its legislation to include safe
harbor provisions. In 2010, there were no money laundering convictions. The National
Assemby should adopt the proposed Special Courts Bill that will establish a special court with
specific jurisdiction and trained judges to handle financial crimes, and should consider passing
amendments to the Money Laundering Prohibition Act, 2004.

Nigeria doesiot have an asset forfeiture fund. Consequently, seized assets remain in the custody
of the seizing agency until they revert to the Government of Nigeria (GON). Due to lack of
proper accountability, forfeited assets are sometimes lost or stolen.

Nigerisdd s failure to criminalize terrorrel@ad fi nanci
activity. Additionally, Nigeria is not able to freeze terrorist assets in accordance with UNSCR

1267. The GON should enact appropriate laws, such as the Roeveiit errorism Bill, to

correct these deficiencies.

Pakistan

Pakistan continues to suffer from financial crimes related to narcotics trafficking, terrorism,
smuggling, tax evasion, corruption, counterfeit goods and fraud. Pakistani criminal networks
play a central role in the transshipment of narcotics and smuggled goods from Afghanistan to
international markets. The abuse of the charitable sector; sl money laundering, use of
hawala/hundi, and physical crelserder cash transfers are commorthoes used to launder
money and finance terrorism in Pakistan and ¢t
popular destination for illicit funds, as many real estate transactions are poorly documented.
Pakistan does not have firm control &f [dorders with Afghanistan, Iran or China, which
facilitates the flow of smuggled goods to and from the Federally Administered Tribal Areas
(FATA) and Baluchistan. Some consumer goods transiting Pakistasirdaetynder the Afghan
Transit Trade Agreemeare funneled off to be sold illegally in Pakistan. As madrassas (Islamic
schools) lack oversight, they have been used as training grounds for terrorists and for terrorist
funding, which allows terrorist and militant organizations to receive financialbsuppder the

guise of support of Islamic education.

Money laundering and terrorist financing often occur in Pakistan via an overlap of the
hundi/hawala alternative remittance system and the formal banking system. The State Bank of
Pakistan (SBP) requiseall hawaladars to obtain licenses and meet minimum capital

requirements. Despite this requirement, few hawalas have been registered by the authorities, and
unlicensed hawaladars continue to operate illegally throughout Pakistan (particularly Peshawar
ard Karachi). Fraudulent invoicing is typical in hawala/hundi counédnation schemes.

Legitimate remittances from Pakistani expatriates residing abroad now flow mostly through the
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formal banking sector and through licensed money transmitting businessas.ding to
authorities, in calendar 2010, remittances through formal channels totaled $9.7 billion, out of an
estimated total of $14 billion.

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso approach Lietappidch st 0 appr
Legal persons covered: criminallYES civilly: NO

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without delayf'ES

UN lists of designated terrorists or terrorist entities distled to financial institutions:
YES

(Pl ease refer to the Department of Stateds Col
here:http://www.state.qov/s/ct/rls/cit/

KNOW-YOUR-CUSTOMER RULES

Covered entities:Banks (conventional and Islamic, miefinance banks, development
finance institutions), exchange companies, securities marketdamnfinancial companies,
and insurance companies

Enhanced due diligence procedures for PEPBpreign: YES Domestic: YES
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entities:Any institution accepting deposits; lending; financial leasing; issuing and
managing of means of payment, including credit and debit cards and electronic money;
transfering money or value; changing money or currency; participating in share issues and
providing services in relation to share issues; engaging in portfolio management; conducting
insurance transactions; or carrying out business as an intermediary

Number of S Rs received and time frameNot available
Number of CTRs received and time framed\ot available

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: 0in 2010
Convictions: 0in 2010

Assets forfeited: criminally:None civilly: None
RECORDS EXCHANGE ME®ANISM:
With U.S.: NO

With other governments/jurisdictionsNO

Pakistan is a member of the Asia/Pacific Group on Money Laundering (APG), a Financial
Action Task Force (FATF¥tyle regional body. Its most recent it evaluation can be found
here:http://apgml.org/documents/docs/17/Pakistan%20MER%i20final%20version.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:
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Pervasive corruption and a lack of political will continue to be the two primary obstacles to an

effective antimoney laundering and counterrorist financing regime in Pakistan. Pakistan

ranks 143 out of 178 countries surveyed in Transparency Intemnatio6 s 2010 | nt er nat
Corruption Perception Index. Considering the extent of the financial crime and terrorist

financing challenges facing Pakistan, the absence of prosecutions and convictions is telling.

During 2010, the FATF identified Pakistanagirisdiction with significant AML/CFT

vulnerabilities. In response, the Pakistani government expressetétaipolitical

commitment to address deficiencies in its AML/CFT regirDespite the passage of the Anti

Money Laundering Act of 2010, legisiaé shortcomings are pervasive and should be addressed
accordingly. Additionally, Pakistanés | ack of
of prosecutions and convictions. Pakistands f
strengthenedrad should be given operational autonomy. The FIU also needs a strong

information technology infrastructure to aid in the core functions of collection, analysis and
dissemination of financial intelligence. Suspicious and currency transaction reporting lsbo

fully implemented, comprehensive and actionable. Pakistani law enforcement should not,

however, become dependent on these reports to initiate investigations; rather, law enforcement
authorities should be proactive in pursuing money launderingearatist financing in their field
investigations. Restrictive informatiesharing rules both within the interagency and with

foreign counterparts hinder international cooperation.

The AntiTerrorist Act (ATA) allows the Pakistani government to ban a fiemtity or

individual on the grounds of involvement with terrorist activity and permits freezing of accounts.
Although legally allowed, there have been deficiencies concerning the timeliness and
thoroughness of the asset freezing regime and no forntainsys in place to implement an asset
forfeiture regime. Section 11B of the ATA specifies that an organization is proscribed or listed

if and when the GOP has reason to believe it is involved with terrofistight of the role

private charities have @yed in terrorist financing, Pakistan must work quickly to conduct
outreach, supervise, and monitor charitable organizations and their activities. Meaningful action
should be taken to shut down internationally designated charities and prevent theimgeopen

At present there is no requirement to decl are
currency exportation requirements may lead hawaladars to export foreign currency out of the
country by other means, including smuggling it across the gdsotder with Afghanistan.

Pakistan should implement and enforce inbound and outboundlmo$s currency reporting
requirements and focus greater efforts on identifying and targeting illicit cash couriers.

Panama
Panamads str at eaniam itsgeeocaognic apernéss makedt@ aatural location for
| aundering money derived from drug sal es. Ho

attractiveness for money launderers. Panama is promoting itself as the new hub for Central
America beause it is a leader in developing the physical and financial infrastructure that go with
that role. The Colon Free Trade Zone is the second largest free trade zone in the world and the
major airline, Copa, is expanding international and local flightse firtancial sector is

increasing direct marketing efforts to attract regional financial institutions. This current and
future access to infrastructure and global connections attracts international clients who know
how to use financial and commercial acetaufor money laundering.

During 2010, Panama made progress on the policy front in improving the transparency of its
financial system. The Government of Panama (GOP) is working diligently to ensure its removal
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from the OECDOGs gr exfprmationEExchabge Aggseergemti(ThE®) with thiea x |
United States in November and signing Double Taxation Treaties (DTTs), which include similar
information exchange provisions, with 13 other OECD members. It is drafting nemamdy

laundering legislationah st r engt hening its financi al intell
has unregulated parallel market exchanges like hawalas.

Unfortunately, the lack of enforcement of Panamanian banking andhangy laundering laws
undercuts the policy progresse GOP has made. The very factor
economic growth and financial sector sophisticatighe dollarbased economy, the large

number of offshore banks and shell companies, loosely regulated free trade zones, and sustained
growthin the ports and maritime industriegire also mechanisms that are vulnerable to abuse

for money laundering and other illicit financial activitidsegislation that allows bearer share

corporations remains in effect and provides a near impenetrableai@peil for shareholders.

Il n addition, corruption and weak regulatory bec
transparent economy.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLU DE SIGNIFICANT

AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.? YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso approach Lietappidch st 06 appr
Legal persons covered: criminallyfES civilly: NO

CRIMINALIZATION OF T ERRORIST FINANCING:
Ability to freeze terrorist assets without dglaYES

UN lists of designated terrorists or terrorist entities distributed to financial institutions:
YES

(Pl ease refer to the Department of Statebds Col
here:http://www.state.gov/s/ct/rls/cit/

KNOW-YOUR-CUSTOMER RULES

Covered entities:Banks,savings cooperatives, savings and mortgage banks, and money
exchanges; investment houses anakerage firmsinsurance and reinsurance companies;
fiduciaries; casinos; free trade zones; finance companies; and real estate brokers

Enhanced due diligence preedures for PEPs:Foreign: NO Domestic: NO
SUSPICIOUS TRANSACTION REPORTING REQUIREMENTS:

Covered entities:Banks, cooperatives, and money exchanges, casinos, fiduciaries; insurance
companies, government entities focused on the lottery, and invesimeses

Number of STRs received and time fram®&44 in 2009
Number of CTRs received and time fram&lot available

MONEY LAUNDERINGCRIMINAL PROSECUTIONS/CONVICTIONS:

Prosecutions: Not available
Convictions: 0

Assets forfeited (seized): criminally$41 million in 2010 civilly: Not applicable
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RECORDS EXCHANGE MEGANISM:
With U.S.: YES
With other governments/jurisdictionsYES

In July 2010 Panama became a member of the Financial Action Task Force on money laundering
in South America GAFISUD, aifancial Action Task Force (FATFtyle regional body. It

moved from the Caribbean Financial Action Task Force to the GAFISUD because the authorities
felt it shared more goals and problems with the GAFISUD members. Its most recent mutual
evaluation repdrcan be found here:

http://www.cfatfgafic.org/downloadables/mer/Panama 3rd Round MER (Final) English.pdf
ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Panama allows the use of bearer shares and shell company structures based on bearer shares to
provide privacy for share holders. These structures are very vulnerable to abuse by criminal
groups to launder funds. Panama took steps in 2010 to enttentransparency of its financial
system. In addition to the signature of the TIEA with the U.S. and DTTs with other OECD
members, the GOP enacted legislation (Law 33 of July 2010) which requires banks and law

firms to share transaction and ownershifpimation with the GOP and authorizes the sharing of
such information with foreign tax authorities pursuant to TIEA requests. Law 33 complements
existing Aknow your customero requirements.

Panama allows the transfer of seized assets to other counteeghenhseizure occurs in the

course of an investigation conducted pursuant to a mutual legal assistance request. One asset
transfer example occurred in April 2010 in a New York investigation led by the United States
Department of Justice which led to tbeizure of approximately $40 million worth of gold,

jewelry and assorted gemstones. The assets were seized by the GOP at the request of the U.S.
Government, and eventually repatriated to the U.S. Government in recognition of forfeiture
ordersenteredbjwte Uni t ed States Attorneyods Office for

Panamads judicial system has not sentenced an)
October, 2010, a former municipal employee and accomplices were brought up on oharges

laundering approximately $2 million using a corporate entity. Other recent cases were either
dismissed or are still under investigation.

The Colon Free Trade Zone (CFZ) continues to be vulnerable to illicit financial activities in part
because of theoflowing practices: the ease of third party payments made by an intermediary
apparently unrelated to the seller or purchaser; use of amended internal credit documents without
reasonable justification; customers not required to produce appropriate doatiomefe.g.,

invoice) to support a requested transaction; significant discrepancies exist between transport
document information and the invoice; the lemgaited electronic transaction recording

information system is operational but not widely usedtdal of 5,000 keys to the electronic

system were provided to CFZ companies, but most continue to submit transaction information in
hard-copy format ; and, the ease with which bulk cash can be brought into Panama through the
main international airport by dieeing it is for use in the CFZ.

The severalarimoney | aundering regulatory bodies do n
(the UAF), Superintendencia, Bankerds Associ at
branches do not k noegporsihiltids. ot her 6s r ol es and r

The UAF is overworked and lacks adequate resources to process, let alone enforce the required
reporting. UAF is developing new software that will allow covered entities to submit their STRs
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