PREFACE

i

DEFINING DIPLOMATIC SECURITY

U.S. Ambassador to Afghanistan Adolph Dubs was commuting from his residence to the

U.S. Embassy in Kabul on February 14, 1979, when four men abducted him. A man dressed as a policeman

stopped the Ambassador’s car and said that he had orders to search it. Aiming a gun at the chauffeur’s

head, the “policeman” ordered the chauffeur to
remain still while he and three men got into the
car. At gunpoint, the chauffeur drove to the Kabul
Hotel, arriving at about 8:50 a.m. The kidnappers
ordered Dubs out of the car and took him to a
second floor room. The chauffeur was instructed to
go to the U.S. Embassy and inform the Americans
of the situation. A large number of Afghan
police, military, and fire department personnel
quickly surrounded the hotel. Three Foreign
Service Officers (FSOs) from the U.S. Embassy
arrived, as did four Soviet officials. During the
next four hours, U.S. ofhicials repeatedly urged
Afghan officials to exercise restraint to ensure the
Ambassador’s safety. According to FSOs on site,
the four Soviet officials held repeated discussions
with Afghan authorities and appeared to serve as
advisors. At 12:50 p.m. Afghan forces stormed the
second-floor room, and Ambassador Dubs was

killed during the ensuing gunfire.!

Figure 1: Special Agent Frank Madden (center, white suit)
looks on as U.S. Secretary of State Dean Acheson waves to
well-wishers in front of the U.S. Embassy in Vienna on
June 30, 1952. Source: U.S. Information Service.
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Figure 2: A security detail of DS Special Agents, positioned
left and right immediately behind U.S. Secretary of State
Hillary Rodham Clinton, provides protection during her
2009 mission to Indonesia. Source: © Associated Press.

Figure 3: During a training session, two DS Special Agents
from a Mobile Security Deployments team demonstrate to
U.S. embassy staff how to counteract an aggressive wrist
grab. Source: Private collection.

The abduction and death of Ambassador Dubs
highlighted the importance of diplomatic security
and prompted U.S. Department of State ofhcials
to reexamine the security measures that they had
in place. The United States has always had some
form of diplomatic security, yet the threats to U.S.
diplomacy and the measures that the Department of
State has employed to counter them have changed
considerably over time. This history explores how
diplomatic security at the Department of State has
evolved from the American Revolution to the post-
Cold War era.

Broadly defined, diplomatic security is the set
of measures enacted to ensure that the diplomatic
representatives of a nation-state, kingdom, or other
political entity are able to conduct that entity’s
foreign affairs in a confidential, safe manner. Security
is a basic function of diplomacy, and specific
components of diplomatic security include preserving
the confidentiality of diplomatic documents and
communications, protecting diplomatic personnel,
ensuring the integrity of diplomatic personnel
through background investigations, and safeguarding
diplomatic posts overseas and diplomatic facilities at
home.

This history focuses on how the Bureau of
Diplomatic Security (DS) and each of its predecessors
(the Ofhice of Security, the Security Office, and the
Office of the Chief Special Agent) emerged and

changed over the course of nearly a century. The work also describes how and why several security-related

functions became centralized into a security office. Until recently, the personnel and resources devoted to the

Department’s security office have been small in relation to the enormous task confronting the Department’s

security professionals. As a result, individuals figure prominently in this history and their contributions are

highlighted when possible.



PREFACE DEFINING DIPLOMATIC SECURITY

Practices, procedures, and responsibilities often
arise well before a bureaucracy designates a person
or office to specialize in that task. Historians of
cryptology have shown that rulers and diplomats
used codes and ciphers in communications long
before a national, city-state, or royal government
devoted an entity or person exclusively to the
creation of codes or the encryption / decryption of
communications. Past generations of U.S. diplomats,
including the first diplomat Benjamin Franklin,
gave serious consideration to diplomatic security,
yet, how they conceived the threats they faced and
the countermeasures they devised were determined
by the available technology and the milieu in which
they lived. Some measures have changed so markedly
that they now seem minimally related to security, yet
the contribution of such “forgotten” measures to the
history of diplomatic security is unmistakable. For
example, from 1800 to 1916, Despatch Agents were
the Department’s foremost security personnel, but
their work has changed significantly so that they are
no longer viewed as security personnel.

Rather than trying to discuss each of the many
security-related measures enacted by the Department
of State, this history concentrates upon the broader
context of threats and crises confronting the
Department during a particular era, as well as the
measures that fell eventually under the purview of DS.
The work examines such measures as codes, couriers,
espionage countermeasures, physical security, and
protective details. Other measures are discussed when
they are relevant for a particular era. Investigation
of passport and visa fraud, for example, was critical
during World War I, World War II, and the 1990s,
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Figure 4: Diplomatic Courier Philip E Vandivier boards
an airplane with two diplomatic pouches at the Frankfurt
Regional Courier Facility in 1951. Source: Bureau of
Diplomatic Security Files.

Figure 5: An array of fraudulent documents seized as
evidence in DS operations. In 2008, DS conducted
thousands of investigations into passport and visa fraud
culminating in 2,448 arrests. Passport and visa fraud is
often. committed in connection with other crimes such as
international terrorism, narcotics trafficking, and alien
smuggling. Source: Department of State.
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Figure 6: A DS Computer Investigations and Forensics
branch chief (center) observes as two DS Special Agents
prepare equipment to make forensic images of digital
evidence. Such evidence is used for visa and passport fraud
cases, other criminal cases, and counter-intelligence. Source:
Department of State.

Figure 7: DS Mobile Security Deployments (MSD) agents
(foreground) coordinate with a DS protective security detail
(rear) for the visit of the U.S. Secretary of State at an

overseas location. Source: Bureau of Diplomatic Security
Files.

but is discussed little beyond those junctures despite
remaining a key responsibility for DS and its
predecessors throughout the twentieth century.

The chapters are organized chronologically and
by what might be described as “security frameworks.”
Each chapter details how a unique set of diplomatic
threats upset the existing security framework and how
Department officials devised new countermeasures
to respond to the new threats, often building upon
existing measures or innovating new ones. The rise
of a new framework frequently resulted from a
specific event. In chapters 1, 2, 3, 4, 5, and 7, the
events respectively are World War I, World War 1II,
the Amerasia affair, McCarthyism, public disclosure
of a “bug” network in the U.S. Embassy in Moscow,
and the 1983 suicide bomber attack on the U.S.
Embassy in Beirut, Lebanon. In other chapters, the
new frameworks resulted from broader national or
international developments. For chapters 6, 8, and 9,
the developments respectively are the rise of terrorism,
the creation of the Bureau of Diplomatic Security,
and the resurgence of terrorism as the predominant
threat to U.S. diplomacy. Also discussed in Chapters
7, 8, and 9, the computer revolution of the late
twentieth century fostered new threats and new facets
of diplomatic security. The conclusion offers several
observations about the nature of diplomatic security
and, along with the epilogue, examines diplomatic
security since the terrorist attacks of September 11,
2001 on the World Trade Center.

Finally, the history of diplomatic security offers a unique window into U.S. diplomacy and the Department

of State. Often overlooked by many histories of U.S. diplomacy, the functional operations and organizational

structure of the Department have profoundly affected the conduct of U.S. diplomacy. For example, an aging

communications network hampered U.S. diplomacy during the Cuban Missile Crisis in 1962. This history also
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offers new insights to familiar episodes. For example,
contrary to popular understanding, U.S. Senator
Joseph McCarthy did not fabricate his figures about
the number of Communists in the Department of
State. McCarthy derived his numbers from materials
presented to Congress by the Office of Security (SY);
however, McCarthy repackaged the information in
such a way that it took SY officials weeks to determine

the source.
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visit to the United States. Source: Aviation News Pictures.
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Figures 10 and 11: One of the many listening devices
planted in U.S. diplomatic facilities in Communist bloc
cities to conduct espionage against American diplomats.
Technical Security Engineers discovered the device in the
residence of the Counselor of the U.S. Embassy in Prague,
Czechoslovakia, in 1954. The lower image is the detail of
the device located within the grey rectangular box to the left,
in the above figure. Source: Bureau of Diplomatic Security
Files.

Figure 12: A controlled explosion of a vehicle during
a DS training exercise. Source: Bureau of Diplomatic
Security Files.
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Kidnapping and Death of Ambassador Adolph Dubs, February
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