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PREAMBLE

The Government of the United States of America and the Government of Ukraine,
hereinafter referred to as "the Parties" and separately as "a Party;"

With the goal of ensuring mutual protection of classified defense information which has
been classified by one of the Parties and released to the other Party or created in the process of
cooperation between the Parties;

Have agreed as follows:
ARTICLE 1

Classified defense information provided by one Party to the other Party, or to an officer
or other representative of the other Party, shall be protected according to the terms set forth
herein and in accordance with the laws and applicable regulations of the country of the recipient Party.

ARTICLE 2

Each Party shall promptly notify the other of any changes to its laws and regulations that
would affect the protection of classified defense information under this Agreement. In such
case, the Parties shall consult, as provided in Article 23, to consider possible amendments to
this Agreement. In the interim, classified defense information shall continue to be protected as
described in this Agreement, unless otherwise agreed in writing by the releasing Party.

ARTICLE 3

For the purpose of this Agreement, classified defense information is information that is
generated by or for the Department of Defense of the United States of America or the Ministry
of Defense of Ukraine or that is under their jurisdiction or control, and which requires
protection in the interests of national security of the Party by or for whom the information was
generated. The information may be in oral, visual, electronic, magnetic or documentary form, or
in the form of equipment or technology. The Parties shall, consistent with their national laws
and regulations, employ the following equivalent classification levels and markings:

For the United States of America For Ukraine
TOP SECRET OCOBJIMBOI BAXJIMBOCTI
SECRET HIJIKOM TAEMHO
CONFIDENTIAL TAEMHO
ARTICLE 4

Supplemental annexes under this Agreement may be concluded by the designated
implementing agencies, subject to written agreement by both Parties. For the Government of
the United States of America, the designated implementing agency shall be the Department of
Defense. For the Government of Ukraine, the designated implementing agency shall be the
Ministry of Defense of Ukraine.

ARTICLE 5

No individual shall be entitled to access to classified defense information solely by
virtue of rank, appointment, or security clearance. Access to the information shall be granted
only to those individuals whose official duties require such access and who have been granted a
personnel security clearance in accordance with the prescribed national laws, regulations, and
standards of the recipient Party. The Parties shall ensure that:
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A. The recipient Party shall not release the information to a government, person,
firm, institution, organization or other entity of a third country without the prior written
approval of the releasing Party;

B. The recipient Party shall afford the information a degree of protection equivalent
to that afforded by the releasing Party;

C. The recipient Party shall not use the information for any other purpose than that
for which it was provided, without the prior written approval of the releasing Party;

D. The recipient Party shall respect private rights, such as patents, copyrights, or
trade secrets, which are involved in the information; and

E. Each facility or establishment that handles classified defense information
received from the other Party shall maintain a registry of the clearance of individuals at the
facility or establishment who are authorized to have access to such information.

ARTICLE 6

The determination on the granting of a personnel security clearance to an individual
shall be consistent with the interests of national security and shall be based among other factors
upon all available information indicating whether the individual is of unquestioned loyalty,
integrity, trustworthiness, and excellent character, and of such habits and associates as to cast
no doubt upon his or her discretion or good judgment in the handling of classified defense
information.

ARTICLE 7

An appropriate investigation, in sufficient detail to provide assurance that the above
criteria have been met, shall be conducted by the Parties with respect to any individual to be
granted access to classified defense information covered by this Agreement.

ARTICLE 8

Before a representative of a Party releases classified defense information to an officer or
representative of the other Party, the recipient Party shall provide to the releasing Party an
assurance that the officer or representative possesses the necessary level of security clearance
and requires access for official purposes to the aforementioned information, and that the
information will be protected by the receiving Party in accordance with Article 1 of this
Agreement.

ARTICLE 9

Authorizations for visits by representatives of one Party to facilities and establishments
of the other Party, where access to classified defense information is required, shall be limited to
those necessary for official purposes. Authorizations to visit a facility or establishment shall be
granted only by the Party on whose territory the facility or establishment is located or by
government officials designated by that Party. The visited Party or the designee shall be
responsible for advising the facility or establishment of the proposed visit, and the scope and
highest level of classified defense information that may be furnished to the visitor. Requests for
visits by representatives of the Parties shall be submitted in advance through the United States
Defense Attaché Office in Kiev, in the case of United States visitors, and through the Ukraine
Defense Attaché Office in Washington, D.C., in the case of Ukrainian visitors.

ARTICLE 10

Each Party shall be responsible for safeguarding all classified defense information of the
other Party from the moment it is officially received, while the information is in transit,
transmission, or storage within its territory.

ARTICLE 11
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Each Party shall be responsible for the security of all government and private facilities
and establishments where the information of the other Party is kept and shall assure that for
each such facility or establishment qualified individuals are appointed who shall have the
responsibility and authority for the control and protection of the information.

ARTICLE 12

The information shall be stored in a manner that assures access only by those individuals
who have been authorized access pursuant to Articles 5, 6, 7 and 8 of this Agreement.

ARTICLE 13

Classified defense information shall be transmitted between the Parties through
government-to-government channels by authorized government officials, consistent with
criteria and standards specified in Articles 5, 6, 7, 8, 9, and 10 of this Agreement. The minimum
requirements for the security of the information during transmission shall be as follows:

A. Documents.

(1)Documents or other media containing classified defense information shall be
transmitted in double, sealed envelopes, the innermost envelope bearing only the classification
of the documents or other media and the organizational address of the intended recipient, the
outer envelope bearing the organizational address of the recipient, the organizational address of
the sender, and the registry number.

(2)No indication of the classification of the enclosed documents or other media
shall be made on the outer envelope. The sealed envelope shall then be transmitted according to
the prescribed regulations and procedures of the releasing Party.

(3)Receipts shall be prepared for packages containing classified documents or other
media that are transmitted between the Parties, and a receipt for the enclosed documents or
other media shall be signed by the final recipient and returned to the sender.

B. Classified equipment.

(1) Classified equipment shall be transported in sealed, covered vehicles, or be
securely packaged or protected in order to prevent identification of its details, and kept under
continuous control to prevent access by unauthorized persons.

(2)Classified equipment which must be stored temporarily awaiting shipment shall
be placed in protected storage areas. The areas shall be protected by intrusion-detection
equipment or guards with security clearances who shall maintain continuous surveillance of the
storage areas. Only authorized personnel with the requisite security clearance shall have access
to the storage areas.

(3)Receipts shall be obtained on every occasion when classified equipment changes
hands en route.

(4)Receipts shall be signed by the final recipient and returned to the sender.

C._Electronic Transmissions. Classified defense information transmitted by electronic
means shall be encrypted.

ARTICLE 14

Accountability and control procedures shall be established to manage the dissemination
of and access to classified defense information.

ARTICLE 15

A. Each Party shall stamp or mark the name of the originating government on all
classified defense information received from the other Party. The information shall be marked
with a national security classification marking of the recipient Party that will afford a degree of
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protection equivalent to that afforded to it by the releasing Party, in accordance with Article 3
of this Agreement.

B. The recipient Party shall not downgrade or cancel the classification level of the
received classified defense information without prior written consent of the releasing Party.

ARTICLE 16

A. Classified documents and other media containing classified defense information shall

be destroyed by burning, shredding, pulping, or other means preventing reconstruction of the
classified defense information contained therein.

B. Classified equipment shall be destroyed beyond recognition or modified so as to
preclude reconstruction of the classified defense information in whole or in part.

ARTICLE 17

When classified documents or other media are reproduced, all original security markings
thereon shall also be reproduced or marked on each copy. Such reproduced documents or media
shall be placed under the same controls as the original document or media. The number of
copies shall be limited to that required for official purposes.

ARTICLE 18

All translations of classified defense information shall be made by individuals with
appropriate level of security clearances pursuant to Articles 6, 7, and 8. The number of copies
shall be kept to a minimum and the distribution thereof shall be controlled. Such translations
shall bear appropriate security classification markings and a suitable notation in the language
into which it is translated, indicating that the document or media contains classified defense
information of the releasing Party.

ARTICLE 19

Prior to the release to a contractor or prospective contractor of any classified defense
information received from the other Party, the recipient Party shall:

A. Ensure that such contractor or prospective contractor and the contractor’s facility
have the capability to protect the information;

B. Grant to the facility an appropriate facility security clearance;

C. Grant appropriate personnel security clearances for all individuals whose duties

require access to the information;

D. Ensure that all individuals having access to the information are informed of their
responsibilities to protect the information in accordance with applicable laws and regulations,
and that these responsibilities are specified in respective contracts;

E. Carry out periodic security inspections of cleared facilities to ensure that the
information is protected as required herein; and

F. Ensure that access to classified defense information is limited to those persons
who have a need to know for official purposes.

ARTICLE 20

The releasing Party shall be informed immediately of all losses or compromises, as well
as possible losses or compromises, of its classified defense information, and the recipient Party
shall conduct an investigation to determine the circumstances. The results of the investigation
and information regarding measures taken to prevent recurrence shall be forwarded to the
releasing Party by the Party that conducts the investigation.



ARTICLE 21

Implementation of the foregoing security requirements can be advanced through
reciprocal visits by security personnel of the Parties. Accordingly, security representatives of
each Party, after prior consultation, shall be permitted to visit the other Party, to discuss and
view firsthand the implementing procedures of the other Party in the interest of achieving
reasonable comparability of the security systems. Each Party shall assist the security
representatives in determining whether classified defense information provided by the other
Party is being adequately protected.

ARTICLE 22

Expenses incurred by a Party in activities pursuant to implementing of this Agreement
are not subject to compensation by the other Party.

ARTICLE 23

Disputes which can arise from interpretations or application of the provisions of this
Agreement shall be resolved through consultations or negotiations between the Parties. During
such negotiations, the Parties shall continue to fulfill their obligations under this Agreement.

ARTICLE 24

A. This Agreement shall enter into force upon an exchange of notes between the Parties
indicating that their respective internal procedures necessary for its entry into force have been
completed.

B. Amendments to the present Agreement shall be made in writing with the mutual
consent of the Parties and shall enter into force in accordance with procedure stipulated for this
Agreement.

C. This Agreement shall remain in force for a period of five years and shall be
automatically extended annually thereafter, unless either Party notifies the other in writing
through diplomatic channels, ninety days in advance, of its intention to terminate the
Agreement.

D. Notwithstanding the termination of this Agreement, all classified defense information
provided pursuant to this Agreement shall continue to be protected in accordance with the
provisions set forth herein.

IN WITNESS WHEREOF the undersigned, being duly authorized by their respective
Governments, have signed this Agreement.

DONE in Kiev on this %day of /4/’0%4/{' , in the year Two Thousand and
Three, in duplicate, each in the English and Ukhinian languages, both texts being equally
authentic and having equal legal force.

FOR THE GOVERNMENT OF THE FOR THE GOVERNMENT OF UKRAINE
UNITED STATES OF AMERICA

]




YIojAa
MIDK
YPAAOM CIIOJIYYEHHUX IHTATIB AMEPUKHA
TA

YPSIJIOM YKPATHA

PO OXOPOHY CEKPETHOI IHOOPMAIUI Y CHEPI OBOPOHHU
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IIpeamOyna

Vpan Cnonyuenux IllratiB Amepuku ta Vpan | M — “CtopoHu”, Ta
okpemo - “CropoHa”,

3 METOI0 B3a€MHOTO 3a0€3IIEYCHHSI OXOPOHH CeKpeTHoi indopmaii y cdepi 060poHH,
3acekpeyeHoi oxmiero 13 Cropin Ta mepenanoi immili Croponi, aGo cTBOpeHOi B mpoueci
cniBpoOiTHAITBA MK CTOpOHaMH,

JIOMOBHJIMCH TIPO TaKe: '
Crarra 1

Cexperna indopmarnis y chepi o0opoHH, sika mepemactbes onHiero CTOPOHOIO iHIIiMH
Croponi, abo mocafoBi#t 0co6i 4u npencTaBHUKy iHIIO! CTOPOHH, OXOPOHATHMETHCS 3TiJHO 3
TOJIOXKEHHAMM, BUKJIAJACHUMH y Iif YToAi, Ta BIANOBIAHO IO 3aKOHIB Ta iHIIMX HOPMATHBHO-
IIPaBOBUX aKTiB AepkaBu CTOPOHH-0EPKyBaya.

Crarrs 2

Koxxna CtopoHa cBO€YaCHO MOBIAOMIIATUME IHIIY HpPO OY/b-SKi 3MIiHH y CBOIX 3aKOHAaX
Ta HOPMaTHBHO-NIPABOBUX AKTaX, AKi MOXYTh BIUTMHYTH Ha OXOPOHY cekpeTHol iHdopmaitii y
cepi oboponu 3a miero Yromoro. VY Takomy Bumanaky CTOpOHHM MPOBEAYTh KOHCYJBTAINi, K
nepedadeHo CTarrero 23, 3 TUM 100 PO3MIAHYTH MOXJIMBI monpaBku a0 wiel Yrogu. Tum
4acoM cekpeTHa iHpopMailist y cdepi o6oponu Oylie Hasalli OXOPOHATHCH, K L€ mepeadadyeHo
i€ YToz010, SKIIO IO iHIIe MHCHMOBO HE NOBioMUTh CTOpOHA-IKEPETO.

Crarra 3

V miit Yroxmi cexperHa iHdopmanis y cdepi obopoHH - e iHdopMmaris, BHpoOIeHA
MinictepctBoM o6oponu Cronyuenux llltatiB AMmepuku aGo s HeOro, 4 MiHICTEpCTBOM
oboponu Ykpainu abo Juis Hporo, abo ska nepedyBae MiJ| iX IOPUCIUKIIEIO YH KOHTPOJIEM, i
KOTpa rnoTpedye OXOpOHH B iHTepecax HalioHabHOI Oe3neku CTOpOHH, AKOI0 abo IS SIKOT 11
iH@opMmaris 6yna BupobneHa. Lls indopmanis Moxxe 6yTH B yCHIH, Bi3yallbHiH, €IeKTPOHHIH,
MarHiTHi# abo nokyMeHTalbHIA ¢opMmi, a Takox y ¢opMi oOnagHAaHHS YU TEXHOJIOTII.
CtopoH#, 3riiHO 31 CBOIMM HallOHAJIBPHHMH 3aKOHAMHU Ta IHIIMMH HOPMAaTHBHO-IPaBOBHUMHU
aKTaMH, IPHHMATUMYTh HACTYIIHI HOPIBHAHHS CTYNEHIB Ta rpu(iB CEKPETHOCTI:

Jlis Cononyuenux [1ltatis AMepHKH Jins }’Kpa'l'HH
TOP SECRET OCOBJINBOI BAXIIMBOCTI
SECRET HIJTKOM TAEMHO
CONFIDENTIAL TAECMHO
Cratra 4

Homatkud o miel Yroaw MOXyTh OyTH YKJIaieHi YNOBHOBAXXCHHMH BHKOHYIOUMMH
BiIOMCTBaMH 3a IMCHMOBOIO 3rooi0 060x Cropin. Bixg Ypsany Cronyuenux llTarisB AMepuku
YIIOBHOBaXXEHMM BHKOHYIOYMM BinomctBoM Oyne Minictepcto oboponn CIIA. Bin Vpaxy
VKpaiHd yIOBHOBaXEHUM BHKOHYIOYHM BiZIOMCTBOM OyJe MiHicTepcTBO 00OpOHH Y KpaiHH.

Crarra 5
XoaHa ocoba He MaTMMe IIpaBa JOCTYIy H0 cekpeTHoi iHdopMmauii y chepi oGoponu

JHIIe 3 OTJIAY Ha ii panr, mocany abo momyck. JlocTyn mo Takoi iHopManil HaJaBaTHMEThCS
TibKA TEM ocobaM, SIKMM BiH HeoOXifHWH Jis BUKOHAHHS CIyXOOBHX OOOB SA3KIB 1 SKHM
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HAJIaHO OCOOHMCTHM JOITyCK 3riJHO 3 BIANOBIAHMMHM HALiOHANBHMMM 3aKOHAMH, IIpaBUJIaMHd Ta
cranzapraMu CtopoHH-oepKyBada. CTOPOHH 3a0€311€4yBaTUMYTh TaKe:

A. Cropona-oziepxyBad He PO3KpMBATHME TaKy iH(MOpMalilo ypsanosi, ocobi, dipmi,
3aKnafy, opradizamii ao iHmIM IopuaH4Hii 4M Oi3uuHiit 0coGi TpeThoi kpainum 6e3
nonepeaHbo1 NMCbMOBO1 3rou CTOPOHH-IKEpea;

B. Cropona-onepxypay 3abesniedyBaTHMe DiBeHb OXOPOHH OTPHMaHOi iH(pOpMAIii,
€KBIBAJICHTHUH BiZMOBITHOMY PiBHIO 0XOpoHH CTOPOHHU-IKEpeENa;

C. Cropona-oJep>xyBad He BUKOPHCTOByBaTuMe 0 iHopMaIiiio 3 OyIb-9KOK0 1HILOKO
METOI0, BIIMIHHOIO Bif Ti€i, ais sikoi BoHa Oyna HamaHa, 0e3 MomepeaHb0l MHCHMOBOI 3rou
Croponu-mxepena;

D. Cropona-onep>xyBad BH3HAaBaTHME IIpaBa BIACHOCTI, TaKi SIK MATEHTH, ABTOPCHKE
npaBo abo KOMEpILIHHY TaEMHHUIIO, SIKi TOB’sA3aHi 3 Ii€r0 iHpopMalliero; Ta

E. Ha xoxHoMy 06’€kTi a60 B yCTaHOBI, Ie 006po0isieThes cekpeTHa indopMmaitis y chepi
000poHH, OTprMaHa Bif iHOi CTOPOHH, BECTUMETHCA OOJIIK JOMYCKiB 0Ci6 Ha muX 00’eKTax
abo ycTaHOBaXx, SKMM HaJlaHO JOCTYII A0 Takoi iHdopmairii.

Crarra 6

Pimenns npo odopmieHHs Oyapb-gkifi ocobi momycky BignoBigaTuMe iHTepecam
HanioHaNbHO! Oe3meku. BoHO  IpyHTyBaTuMeThbcs Ha BCift HasBHIA iHQopmamii uis
HiATBEPKEHHs, 30KpeMa, He3alepeyuHol JIOSIIBHOCTI Hiei ocobu, i1 decHocTi Ta HaAmIHHOCTI,
Oe3moranHoi pemyTanii, BiICYTHOCTI 3BHYOK Ta 3HAHOMHX, SKi BHKJIHKaNH O IOHAWMEHIIM
CYMHIB mofto Horo abo ii 00epeXHOCTI UM PO3CYATMBOCTI MiJl 4ac poOOTH 3 CEKPETHOIO
iHpopMariiero y cepi 060poHH.

Crarra 7

3 wMeroro 3ale3lmedyeHHs BIANOBIAHOCTI 3a3HauyeHMM BHUIIe KpurepisM, CTOpoHH
IPOBOTUTUMYTH BIANOBIAHY JAOCTaTHHO MOTTHOJIEHY MEPEBipKY MO BiJHOMIEHHIO 10 OYIb-KO1
ocobu, skif Oyme HamaHO JOCTYN A0 ceKpeTHol iHdopmanlili y cdepi o0OpoHH, Ha SKY
TOIIHPIOETHCS JTist 1aHOT YTO/M.

Crarra 8

Ilo mepemaui cekpetHoi iHdopMaiii y cdepi 000poHH IOCamoBOIO ocobow abo
npencTaBHUKOM opHiei CropoHm nocanoBiii ocobi abo mpencraBHuUKY iHmoi CTOpOHH,
CropoHa-oiepXyBad IMOBHHHA 3anieBHUTH CTOPOHY-IDKEpENIO B TOMY, IO ii mocajgoBa ocoba
ab0 TpeACTaBHUK Ma€ JAOMycK HEoOXiAHOro piBHA Ta morpedye IOCTymy OO 3a3HAYEHOI
inhopmanii npu BHKOHaHHI odimifHMX OyHKIIN, a TakoX IMo 1g iHbopMmamis Oynae
oxoponsaTics CTOPOHOK-0JepXKyBaueM 3TiJHO 31 cTarTero 1 Hiei Yroau.

Crarra 9

Jlo3Bin Ha BigBimaHHA npencTaBHHKamu oxaHiei CTOpOHH 00 €KTiB Ta YCTAaHOB iHINOI
CTopoHH, SKIIO BOHO IOTpebye HOCTYIy a0 ceKpeTHoi imgopmanuii y cepi obOopoHH,
06MeXyBaTHMETLCS KOJIOM 0Cif i BiBiNaHHsIMH, sKi HeoOXimHi 11 odininux minek. J{o3Bin
Ha Bi/IBiJaHHS 00 €KTIiB Ta yCTaHOB HAJaBaTUMETHCS BUKIIOYHO CTOPOHOIO, Ha 4Hiil TepuTOpii
PO3TAIIOBAHO OO’€KTH Ta YCTAHOBH, ab0 NOCAfZOBHMH 0CO0aMH, YNOBHOBXEHHMH III€HO
CTopoHO0. [Mpuiimaroua CropoHa a0 YHNOBHOBaXEHI HEK OCOOM HECTHMYTh
BiJIMOBIAANBHICTE 3a iHGOpPMyBaHHS 00 €KTa YH YCTAHOBH HPO 3alPONIOHOBAHMiH Bi3HT, 00CAT
Ta HallBULIMH CTymiHb cekperHol iHdopManii y cdepi oboponum, ska Moxe OyTH HamaHa
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BiIBilyBauy. 3anMTH Ha 3NiHCHEHHs BI3WTIB npenctaBHMKaMu CTOpiH NONABATHMYTHCS
3a37aNIeTib Yepes anapaT Atame 3 muTaHb oboponu CIUA y Kuesi — mns npemcraBHMKIB 3i
Cnonyuenux Illtarie AMepuky, Ta 4epes amapar BiiicskoBoro araure IoconsctBa Ykpainu y
Bammunrrosni, okpyr Komym6is, — a1 yKpaiHCBKHX IIPEICTaBHUKIB.

Crarra 10

Koxna CTopoHa HecTHMe BiNIOBiJATBHICTH 3a 30epexkeHHs Beiei ceKpeTHOi iHpopMarii y
cdepi oboponn inmoi CTOpOHH 3 MOMEHTY ii odiuiiiHoro oxepxanHs, mij yac ii nepeBe3eHH,
nepenayvi abo 306epiraHHs Ha TEPUTOPIi CBOET AepiKaBH.

Crarra 11

Koxna Ctopona HecTuMe BiNNOBiNaNbHICTH 3a 3a0€3[EYEHHS PEXHUMY CEKPETHOCTI Ha
BCIX JIEp)XKaBHHX Ta NPHBAaTHUX 00 €KTax Ta YCTaHOBax, e 3HAXOAUThCA iHGOpMamis iHIIOI
Croponn, 1 3a0e3nmeuyBaTHMe NpPU3HAYEHHS Ha KOXXHOMY TakoMy OO0’€KTi Ta B YCTaHOBI
KBali(iKOBaHMX CHELIialicTiB 3 00OB’S3KaMH Ta MOBHOBRKEHHAMH IOAO KOHTPOJIO Ta

OXOpOHH Takoi iHdopMallii.
Crarrsa 12
Inpopmanis 36epiratuMerscs B Takuil cmoci6, mo6 3abe3meyuTH HOCTYym 10 Hei
BUKJIIOUHO 0co0aM, SIKUM BiH HaJacThCd BIAMOBIAHO 10 cTaTell 5, 6, 7 Ta 8 wiel Yroau.
Crarra 13

CexperHa indopMmanis y cdepi obopoHu nepenaBarumeTbcs Mix CTopoHamMH uepes
MDKYPSIOBI KaHalM YIOBHOBRXEHHUMH IIOCAJOBHMH 0CO0AMHU BIAMOBIMHO 10 KPHUTEPIiB Ta
CTaH[AapTiB, BU3HAYEHHUX CTaTTAMHU 5, 6, 7, 8, 9 Ta 10 miei Yrogu. MiHiMaIbHUMH BUMOraMu
mojao Oe3mneku iHdopMaii mix vac il nepexadi 6yayTh Taki:

A. Illogo JOKYMEHTIB.

(1) HdoxymeHnTn abo iHIII HOCIi, IO MICTATh CEKpeTHy iHdopMamiio y cdepi
000pOHH, IEpefaBaTUMYTbCS B MOABIMHUX 3ameyaTaHHX KOHBEPTaX, HA BHYTPILIHBOMY
KOHBEPTi 3a3HAYaIOThCS TUIBKH TpU( CEKPETHOCTI JNOKYMEHTIB 4H IHIIMX HOCIIB Ta ajpeca
opraHizamii NPH3HAYEHOTO OJIepXyBaya, Ha 30BHIINIHbOMY KOHBEpPTI 3a3HAYAa€ThCH ajapeca
oprasisailii oiep>KyBaua, aipeca oprasisailii BilipaBHUKa i peecTpailifHuil Homep.

2) Ha 30BHIIIHbOMY KOHBEPTI HISIKHM YHHOM HE 3a3HA4YaTHUMETHCS CTYIIIHBb
CEKPETHOCTI JIOKYMEHTY YH iHIIMX HOCIIB, IO MICTAThCA B MaKeTi. 3arnedaTaHHil KOHBEPT
IOTIM TIepelaBaTUMEThCS 3TiTHO 3 IMPHUIMCAHUMHU TpaBHWJIaMH Ta mpoueaypamu CTOpOHH-
IDKepea.

3) Ilin yac mepenaui Mik CTOpoHaMH IaKeTiB 3 CEKPETHHMH IOKYMEHTaMH Ta
iHIOMMY HOCIIMH OOPMITIOBAaTUMYThCS PO3IMCKH IIPO OAEPXKAHHS; PO3NHUCKA 32 JOKYMEHTH YU
iHmi Hocii, fKki MICTATECA B IIaKeTi, MANHUCYBATUMETBCS OCTaHHIM OJEpXKyBayeM i
[IOBEPTATHMETHCS BIIIIPABHUKY.

B. CexperHe 00J1afHAHHSA

(1) CekpetHe oOnanHaHHS IEPEBO3UTHMETHCS B 3aIUIOMOOBAaHMX 3aKPUTHX
TPAHCIIOPTHHX 3acobax abo Oyje HaAifHO 3allakOBaHMM 4YM 3aXMILEHHM TaKHM YHHOM, 106
3amo6irTH BII3HABAHHIO MOro nertayiei, i 3HaXOJUTHMEThCSA MiJ MOCTIHHHUM KOHTpPOJEM s
3a1100iraHHs JOCTYIY J0 HhOTO HEYIIOBHOBAXXEHHX 0C10.

(2) ITix yac THMYacoBOro 36epiraHHs mepen BiANpPaBICHHIM CEKpeTHE 00JIaaHaHHs
PO3MIIIlyBATHMETLCS B 30HAX 30€pEXEHHS, WO OXOpoHsMoThes. 1li 3omu OyayTs obnanHaHi
CHCTEMAMM OXOPOHHOI CHIHaji3amii abo 3HAXOAUTUMYTbCS I IIOCTIHHMM HAIJIAIOM
BapTOBUX, AKAM OQOPMIIEHO HOMycK. J[OCTyI O LIMX 30H MarMMYTh TilbKM YIIOBHOBAXCHI
0co0H, KM 0(OPMIICHO JOTTYCK HEOOXITHOTO PiBHA.

(3) ITig yac KOXKHOI Iepesadi ceKpeTHoro obaagHanHs "3 pyK B PyKH" Ha IUIAXY 1X
cliyBaHHSA 0QOPMITIOBATUMETBCS PO3NHUCKA IIPO OJEPIKAHHS.
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http:3HaXO,[(HTHMYThC.sI
http:oxopoH.sIIOThC.sI
http:36epe)KeHH.sI
http:p03MimyBaTHMeThC.sI
http:o6na.ri:HaHH.sI
http:rrepe.ri
http:36epiraHH.sI
http:3arro6iraHH.sI
http:3HaXO,[(HTHMeThC.sI
http:rrepeB03HTHMeT1>c.si
http:o6na.ri:HaHH.sI
http:IIOBepTaTHMeThC.sI
http:IIl,[(IIHCyBaTHMeThC.sI
http:MicrnThC.sI
http:o.ri:ep)KaHH.sI
http:ocpopMJIIOBaTHMYThC.sI
http:rrepe.ri:aBaTHMeThc.si
http:MiCT.sIThC.sI
http:3a3HaqaTHMeThC.sI
http:3a3HaqaeT1>c.si
http:3a3HaqaIOThC.sI
http:rrepe.ri:aBaTHMYThC.sI
http:rrepe.ri:aBaTHMeT1>c.si
http:iHcpopMaui.si
http:Ha,[(a�ThC.sI
http:36epiraTHMeT1>c.si
http:IHcpopMaui.si
http:rrpH3HaqeHH.si
http:iHcpopMaui.si
http:3HaXO,[(HThC.sI
http:3a6e3rreqeHH.sI
http:36epiraHH.sI
http:rrepeBe3eHH.sI
http:o.ri:ep)l(aHH.si
http:36epe)l(eHH.si
http:KonyM6i.si
http:rro.ri:aBaTHMYThc.si

4) Posnucka 3aBipATHMETECS OCTaHHIM ONEPKYBayeM Ta [OBEPTATHMETHCS
BiIIPaBHUKY .

C. 1lepeaaua Enextponnnmu 3acobamu. Cekperna iHdopmanist y cdepi 060ponH, sxa
[epeNIaBaTUMETBCS  €IEKTPOHHAMH  3ac00aMy, 3amu(ppOBYBaTUMETBCS 3 BHKOPHCTAHHAM
KpunrorpadiyHuX 3aco0iB 3axucTy iHdopMmarrii.

Crarrs 14

3 MeTo0 3a0€e31€UeHHs KOHTPOJIIO 32 PO3MOBCIOKEHHAM CEKPETHOI iHopMauii y cdepi
000poHH Ta ZOCTYNOM 10 Hei CTOpOHAaMH 3aCTOCOBYBaTHMYThCS BiIIOBIHI polexypH 06Ky
Ta KOHTPOJIIO.

Crarra 15

A. Koxna CTopoHa ImpocTaBIsATUME IITaMIl a0 MapKyBaHHS 3 Ha3BOKWO Ypsay-lKepena
Ha BCif cexpeTHidl iHGopMarmii y cdepi oboponu, orpumaniit Bix immoi Cropomu. Llii
iHpopMalii HalaBaTUMETHCS TaKMH HarioHaibHUE rpH cekpeTHOCcTi CTOPOHH-OAEPIKYBada,
KMl 3abe3nedyBaTUME PiBEHb OXOPOHH, €KBIBAJICHTHHIA PiBHIO 0XOpOoHH CTOPOHH-IDKEpENa,
BIANOBIIHO A0 cTATTi 3 wiel Yroau.

B. Cropona-ozep>xyBad He 3HH)KyBaTuMe a0 CKacOBYBAaTUME CTYIIHB CEKPETHOCTI
OTpUMaHoi CeKkpeTHOi iHpopMmamii y cdepi oOopoHH Oe3 MOMepeAHBOI IMHCHEMOBOI 3rOIH
Croponu-mxepena.

Crarra 16

A. CexpeTHI JOKYMEHTH Ta IHIII HOCIi, IO MICTATH CEKpeTHy iHdopMmarliio y chepi
000pOHH, 3HHUIYBAaTUMYTBCS CIAIIOBAHHAM, NOAPIOHEHHSM, pPO3KJIamaHHsAM abo B iHIUWH
crocié TakuM 4YHHOM, 100 3amoOirTH BIAHOBIICHHIO ceKpeTHOl iHdopmanii y cdepi obopoHw,
IO B HUX MICTUTHCSL.

B. CexperHe obnafHaHHS pyHHYBaTHUMEThCS 1O HEBMi3HaHHSA ab0 IepepoOIATHMETHCS
HACTINIBKH, 100 YHEMOXXJIMBUTH IOBHE ab0 YacTKOBE BIHOBJICHHS CEKpeTHOI iHgopMallii y
cdepi 06opoHH.

Crarra 17

[Ipu BIATBOpEHHI CEKpEeTHHX MAOKYMEHTIB 4YM iHIIMX HOCI{B Ha KOXHIH Komii
BIATBOPIOBATUMETHCS a00 IPOCTABIATUMETHCA MOBHHUI rpud cexpeTHocTi opuriHamy. Komii
CEKpETHUX JOKYMEHTIB YH iHIUUX HOCIIB OXOPOHATUMYThCS B TaKHi XKe c11ociO, sk i opUriHamm.
KinpkicTh Komiit 0OMexyBaTHMEThCs BIAMOBLAHO A0 oQimiiHOI MOTpedu.

Crarra 18

Bci nepexnamm cexpertHoi ingopmanii y chepi 000poHH BHKOHYBaTHUMYThCS OcoOaMmm,
AKAM HaJaHO NONYCK BiAmoBigHO 10 ctarei 6, 7 ta 8. Kinbkicts komiit nepeknany Oyzae
3BeJleHa 0 MiHIMYMYy, a iX pO3MOBCIOIKEHHS KOHTpoioBaTMMeThcs. Ha mnepexnamax
IIPOCTABJIATAMETHCS_BiIOBIAHUH IpUG CEKPETHOCTI Ta HAHOCUTUMETBCS HAIlUC MOBOIO, Ha SKY
3po6IieHo TepeKaa, npo Te, 0 ne JOKYMEeHT abo HOCiH MICTHTH CeKpeTHY iH(pOopMamiio y
cdepi o6oporu CTOpoHU-IKEpETa.

Crarra 19
Ilepen mepenavero miapsmauuKy abo MOTEHLiHHOMY MIAPAAYMKY Oyab-aKOi CEKpPETHOI
iHpopmanii y cbepi oGoponu, orpumanoi Bix CropoHu-mxepena, CTOpoHa-OAEPXKYyBay

IOBUHHA:

A. TapanryBaTd, MmO Tak¥i MOiAPSAYMK YX TOTEHIIHHHH MmiApsauuK Ta 00 €KT
IipsAYKKA 30aTHI 3a0e3IeYruTH BiNIOBIIHY OXOpoHy Hi€l inpopMartii;


http:iH<l>opMau.i1
http:iH<l>opMau.i1
http:nepeKrra.uy
http:iH<l>opMau.i1
http:iH<l>opMau.i1
http:iH<l>opMau.i1
http:iH<l>opMau.i1
http:iH<l>opMau.i1
http:iH<l>opMau.i1
http:iH<l>opMau.i1
http:iH<l>opMau.il
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B. Hagatu 0o0’ekTy BiAmoBiIHMH H03Bij Ha NPOBAMKEHHS AiSNBHOCTI, OB A3aHOI 3
CEKPEeTHOI0 iH(OpMalIi€ko;

C. Hapatu BiamoBimHi ocoOucti momycku BciM ocobaM, umi odimiiiai 000B’I3KH
NoTpeOyI0Th JOCTYITy 10 CeKpeTHOI iHpopmarril y chepi 060poHH;

D. 3abe3neunty iHpOpMyBaHHS BCIX 0Cib, 1[0 MalOTh IOCTYI JI0 3a3Ha4yeHol indopMarii,
Ipo iX BiANOBINATHHICTH 33 OXOPOHY wWi€l iHdopMaIlii 3rigHO 3 BIHOBIAHUMH 3aKOHAMH Ta
HOPMAaTHBHO-IIPaBOBUMH aKTaMM, Ta BHU3HAUCHHS MLi€i BIANOBIAATBHOCTI Yy BIAMOBIIHHX
KOHTPAKTax;

E. IlepiogvuHo IpPOBOMUTH IHCHEKIIiMHI NEepeBipKH CcTaHy Oe3meKH Ha 06’ekTax, Lo
MaloTh 3a3HAYCHWH O3B, 3 METOI0 TapaHTYBaHHSA BiANOBIZHOCTI MPONIEAYP OXOPOHH
cekpeTHoi iHpopmailii y chepi 06opoHH BuMoram wi€i Yromau;

F. T'apantyBaTh, 1110 HOCTYn IO ceKpeTHoi iHopManii y chepi 060pOHH 0OMEXYETHCS
nuine ocobamu, SKuM 18 iHGopmarisa noTpiGHa 1J1sS BUKOHAHHS OPIimifiHMX GyHKITIH.

Crarra 20

Cropona-mxepeno Oyzne HeraiiHo mnoiHpopMoBaHa Mpo Oyab-gKy BTpaTry abo
PO3rOJIOIIEHHS, @ TAaKOX IIPO MOXJIMBY BTpary abo po3rojolIeHHs i ceKpeTHOl iHdopMailii y
cdepi 06oponu, a CTopoHa-oJep>KyBad MPOBEJIE PO3CIIAYBAaHHS JUIsl BCTAHOBJICHHS 0OCTAaBHH
iHiMaeaty. CTopoHa, sKa TPOBOJUTH PO3CIiJyBaHHS, MOBIIOMUTH CTOPOHY-IDKEPENO IO
pe3yJbTaTH PO3CIiIyBaHHS Ta 3aX0AHU, BXXUTI JUIs 3a1100iraHHs TIOBTOPEHHS 1IMX BHITA/IKIB.

Crarra 21

BripoBamkeHHs 3a3HAau€HMX BHMOT IIIOJI0 OXOPOHHM CEKPETHOi iHdopmallii Moxe OyTH
HPUCKOpEHE IIUIIXOM IIPOBEJACHHS B3a€MHHUX Bi3HTIB CIEMIATICTIB y cpepl OXOPOHH CEKPETHOI
inpopmanii Cropin. Binmosiano, cmemianmictam y cdepi 0oXopoHH ceKpeTHoi iHpopmamii
K0xHO]I i3 CTopiH, miciis mpoBeleHHs NonmepeaHix KOHCYyNnbTalii, Oyae HanaBaTHUCs JO3BLI Ha
BigBiganusa iHIMOI CTOpOHM s OOroBOpeHHsS Ta Oe3[0CepelHbOr0 O3HAaHOMJIEHHS 3
nporeaypaMu iHmoi CTOPOHH MO BIPOBa/HKEHHIO BUMOT IOJ0 OXOPOHHU CEKPETHOI iHdopmarii
B iHTepecax [OCAIHEHHs NPHAHATHOI aHamoriuHocrti cucreM Oesmexu. Koxxna Cropona
CIIpUSATHME 3a3HadeHMM Bulle B Hiff CTarTi cnemianictaM y BU3HA4E€HHI HUMH aJeKBAaTHOCTI
piBHIO OXOpOHM ceKpeTHOI iHpopMalil y chepi 060poHn, Haganoro iHmow CTOpOHOIO.

Crarra 22

Burparu oxmiei CTopoHM Ha 3IifiCHEHHs 3aXOAiB INOJO IMIUIEMEHTalil mi€i Yroau He
[iISraroTh BiIIIKOAYBaHHIO iHIIO CTOPOHOIO.

Crarrs 23

CniopH, 1110 MOXYTh BHHHKHYTH Yy 3B’S3KY 3 TUIyMaueHHAM a00 3aCTOCYBaHHSIM IOJOXEHb
i€l Yrozay, BUPIIyBaTHMY THCS IIUIIXOM KOHCYJbTaliil abo neperoBopis Mix Croponamu. Ilig
gyac Takux neperosopiB CTOpPOHH MpPOJOBKYBATHMYTh BHKOHYBAaTH CBOI 3000B’S3aHHS
BIAMOBLIHO 110 1€l Yroau.

Crarrd 24

A. Iz Yroga abyBac umaHOCTI micins o6MiHy CTopoHaMH IMIUIOMATHYHMMH HOTaMH
npo BukoHaHHs CTOpOHaM¥ BHYTPILIHBOIEPKABHUX IPOLIEAY P, HEOOXIJHUX sl HAOYTTS HElO
YHHHOCTI.

B. IMonpasku mo Li€i Yroau MOXyTh OyTH BHECEHI Y IHCBMOBiH (OpMi 3a B3aEMHOIO
3ronor0 CTOpiH Ta HaGyBaTHMYTh YMHHOCTI BIAOBIIHO 0 MPONENYpH, IepeadadeHol s Liel
Yronu.

C. Lz Vroma JifTMMe MpPOTArOM I'SITH pPOKiB, i ii jis Oyxe aBTOMaTH4HO
[IPOJOBXKYBATHCA HA HACTYNHI piudi mepioz, skumio sxoaHa i3 CropiH y HHCEMOBIH Qopmi


http:Bi.n.rroBi.n.Ho
http:rrpoue.n.yp
http:Bi.n.rroBi.n.Ho
http:3acTocyBaHH.HM
http:TnyMaqeHH.HM
http:3axo.n.iB
http:Yro.n.tt
http:rrpoue.n.yp
http:Bi.n.rroBi.n.Hi

yepe3 AUIJIOMaTHYHI KaHaJIM HE CIIOBICTHUTH IHIMY IIpO CBIH HaMip NMPUIMHUTH JikO Li€l YToau
MOTIEPEIHEO 3a IeB’ SHOCTO JIHIB.

D. He3paxaroun Ha npunuHeHHs i mi€l Yroiau, BcA cekpeTHa iHdopmauis y cdepi
oboponn, nepegana CTopoHaMH BIANOBIAHO M0 Wi€l YroiM, mijjsraTHMe Haxalli OXOPOHi
3TiJJHO 3 TIOJIOXKEHHAMH YTOJH.

Ha TIIJTBEPIDKEHHA YOI'O Ti, mo HIKYe MiAMHCAIACA, MAalo4yd HaleXHI
MTOBHOBAXXEHHS BiJl YPAMIB CBOIX JEpKaB, MiANMUCAIH 11O YTOHY.

BUMHEHO y npox npuMipHukax y M. Kueni " H o cap it IBI THCSYi
TPETHOTO POKY, KOXHMH aHIJIHCBKOI0O Ta YKpaiHCBKOKO MOBOKO, NPHYOMY BCi TEKCTH €
ABTEHTHYHUMH i MaIOTh OJHAKOBY IOPUJIUYHY CHITY.

3a Ypsan 3a Ypan
Cnonyuennx llTaTiB AMepHuKHn Yxpainu

>

(/ lw@b Eoicec( | |
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