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Xanoit, « L7 » HosiOpst 2006 roxa

VBaxxaemast [1ocou 11IBao!

B 3Hak mpu3HaHUs Haplero B3aUMHOTO 00s3aTeNbCTBA IO 00ECHEeYeHHUIo
pexuMa Haubosee OnaronpusTCTBYeMOX HalMM W HALUMOHAIBHOTO peXHUMa IO
OTHOLIEHUIO K 3KCIIOPTY C TEPPUTOPUM HAIUX CTpaH U 00s3aTenbcTB CoraiieHus o
Bceemupnoit Toproso#t Opranumsanuu (BTO), umero ydecTs NMOATBEPAWUTH TO, UTO
nenerauus IlpaButennctBa Poccuiickoit @enepanuu U aesneraudsi 1lpaBuTenbcTBa
Coenusenspix lliTatoB AMepuky HOCTUININ NOHMMAaHUS B OTHOIIEHUHU CJEXYIOIIAX
NPUHIWIOB, KOTOpble OyAyT TIPUMEHATHCA TIPU YCTAHOBJICHHHM MPOLELyp

UMITOPTHOI'O JIMIIEH3UPOBAHHS TOBAPOB, COACPKAIIUX IIII/I(i)pOBaJIBHBIe CpeacTna:

1(a) IlpaButensctBO Poccuiickoir denepanyu OyIdeT IpUMEHATh JOObIE
npolenypbl  WiIM  JApyrue  TpeOoBaHMs, OTHOCAUIMECS K  HWMIIOPTHOMY
JUIEH3UPOBAaHUIO  TOBApOB, COAEpXAIIWX  IIU(QpPOBaJIbHBIE  CpelCTBa, Ha
HEIMCKPUMHHAIIMOHHON OCHOBe B cooTBeTCTBUM cO Crtathsamu [ u U1 IATT 1994.
ITpouenypsl, OTHOCSLIMECS K HOTU(UKAIMH, SKCIIEPTU3E, OMYUSHUIO pa3penieHus 1
TULEH3UPOBAHUIO TOBAPOB, COAEpPKAIIUX IHU(POBANbHBIE CPEACTBA, U NPOIECC IO
ACKITIOUEHUI0 TOBapoB OYyAyT TpaHCIIAPEHTHBIMU U TpelcKa3yeMbIMH U He OyayT
yCTaHABIMBATh HEOINpaBIaHHble M OOpeMEHUTENbHbIE TpeOOBaHMS Ha NAHHYIO

IPOAYKIIHUIO.

ITocny Criozen K. I1IBa6
ToprosoMy npencTaBUTENIO
Coenunennsix llItatoB AMepuku



1 (6) YcnoBus i UMIIOPTa TOBAPOB, COAEPKAIIMX IU(POBAIILHBIE CPENCTRA,
SBJISIOIIMXCS TIPEIMETOM CYIIECTBYIOIMX U OyIylIMX UCKITIOUEHHH, YKa3aHHBIX BO
Bcex IlpuMedanusx k kareropuu 5 dactu 2 “HHdopmanuonHas ©Oe30macHOCTb”
Cnoucka TOBapoB W  TEXHOJOTMH ABOMHOrO HasHaueHUs BacceHaapckux
JNOTOBOPEHHOCTEe! He OyAyT SBIATHCS OoJiee OTpaHUYUTENbHBIMHU, YeM YCIIOBHS,
NefiCTBYIOIIe Ha JaTy MOANMCAHNS NAHHOTO THChMA. |

2 (a) [IlpaButensctBOo Poccuifckoii ®Depmepanuu ycTpanur JrOObIe
CyLIECTBYIOIUE OrpaHUYeHus, U He OyIer mpuUMEHSTH J00ble HOBBIE, TaKHe, Kak
NOJlydeHHE OSKCIEePTHBIX 3aKIIOUEHUM, paspelleHUd U JUIEeH3UHd Npu UMIOopTe
CIIEyFOUIUX KaTeropuil TOBApOB:

(I) ToBapel, comepxamue — MKQPOBaNbHBIE  CPEACTBa,  oOONajaloIne
CIeAYIOIMUMY OIpaHUYEHHBIMU (QPYHKIUSIMHU:

(a) ayTeHTHU(UMKaIMs, BKIOYAIOIIAS BCE ACNEKThl KOHTpOJs AoCTyma 0Oe3
mu@poBanus ¢GailioB U TEKCTOB, 32 MUCKIIOUCHHEM IIH(PPOBAHUS, OTHOCSIIETOCS K
naposisM M WJSHTUQUKAMK ¥ Jpyrol IMONOOHOW 3aliMThl JaHHBIX OT
HECaHKIMOHMUPOBAHHOT'O IOCTYIIA; U

(6) onextpoHHas uMdpoBas moxnuce ¢ 00K KpumnTorpaduyeckoi
(byHKIIHEH;

(II) ToBapsel, conepkamiye MIHQPOBaNbHBIE CPENCTBA, UMEIOIIMe THO0YI0 U3
CIEAYIOLINX COCTABIISIONINX:

(a) cMMMETpUYHBIH  KpUNITOrpad@UYecKUi  aNrOpUTM, HCIIOJIB3YIOLIMM
Kpunrorpapuueckui Koy IIuHON He Oonee 56 6ut; niu
(0) acumMeTpuuHBId KpunTorpadpuyecKud ajropuT™M, OCHOBAaHHBIA Ha
MIOOOM M3 CIIeAYIOIUX METOOB:

A) pa3ioKCHUM Ha MHOXHTENH LEeNbIX YKcel, pa3Mep KOTOpBIX He

npeBbiaeT 512 our;

' Brirouas MOGUIIbHBIE TeNe(OHBI, HAXONALIMECT B HACTOAIICE BpeMs B PO3HIUHOIM Tipoaaxe B Poccuiickoil
®egepanuvu.
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B) BEIUMCIIEHUN UCKPETHBIX JOrapudMOB B MYJbTHUILUIMKATHBHON
rpyIiie KOHEYHOTOo MOJIs pa3Mepa, He IpeBblmaomero 512 6ut; uiu

C) guicKpeTHOM JlorapudMe B rpyIe, OTIIUIHOTO OT IOMMEHOBAHHOIO B
BBHILIETIPUBEICHHOM TOANYyHKTe B pa3smepa, He mpessiaromero 112
our;

(III) roBapbl, ykazanuble B  Ilpumeudanuu 3  (“Kpunrorpaduueckoe
npuMedaHue”) K kateropuu 5 4dactd 2 “MuHdopmanronHnas Oe3onacHocTs’ Crucka
TOBapOB U TEXHOJOTWH [BOMHOTrO Ha3zHaueHUs BacceHaapckux NOTOBOPEHHOCTEH,
OTHOCSILIMECS K TOBapaM JJIsl MaCCOBOTO PacIpOCTPaHEHUS;

(IV) KOMIOHEHTHl NpOrpaMMHOro obOecredeHus: (BK/IO4Yasi OlepallOHHbIE
CUCTEMBI), pealu3yloliue Kpunrorpadudyeckiue QyHKIUHA, KOTOpble HE MOTYT OBITH
U3MEHEHbl [0Nb30BaTeNsIMHU, U He TpeOyIOT CYIIECTBEHHON MOANEPKKU
IIOCTABIIMKOM VIS YCTAaHOBKU U Ul KOTOPBIX MOAJEPKUBAIOLIAS JOKYMEHTalus,
NOJITBEPKAAONIAs [@HHBbIE XapaKTepUCTHUKH, SBISETCA OOLIEAOCTYNHON, WU
IIPEeOCTaBIISIETCS, €CIIN OHA He ABISETCs 00IIeI0CTyHOM,

(V) ToBaps! ¢ kpunrorpaguuecKuMu GyHKUUSIMHE, UCTIONIb3yEeMBbIe ISl 3aIUUTHI
TEXHOJOTUYECKUX KaHAJIOB CeTel CBA3M WM YIpPaBIEHUS CETSAMH CBS3M HIH
CUCTEMaMHU CBS3Y;

(VI) OecmpoBogHOe o0OpymOBaHHWE, OCYHIECTBIAIOUIEE IIM(ppPOBaHUE
nHbOpMalKK TOJBKO B pajiiOKaHajle ¢ MAaKCUMaJbHOM JTalbHOCTHIO OECIIPOBOAHOIO
neWictBus 0e3 ycuieHus M peTpaHciasinuu MeHee 400 M B COOTBETCTBHM CO
crelupuKanusIMl TIPOU3BOAUTEIS; U

(VII) ToBapsl, y KOTOpbIX Kpumnrorpadudeckas (QyHKuus 3a0J0KHpOBaHa

NPOU3BOJUTETIEM.

2(6)

(I) mns ToBapoB, MoANANAIONINX NOA AeicTBUe MyHKTa 2 (a), [IpaBUTeNnbCcTBO
Poccuiickoii @emepanuy pa3pelIuT YUMIOPT [JaHHBIX TOBApOB, OCHOBAaHHBIA Ha
OMHOKpAaTHOM  TIpeicTaBleHMM  HoTtubuxauuu B ¢denepanbHbld  opraH

UCIOJTHUTENHFHOU BIIaCTHA B 00J1aCTH 00ecrneueHus: 0€3011aCHOCTU O TOM, 4YTO JIaHHbIE

i



TOBAphl HE TMOAJEXAT KOHTPOJSIO B KadecTBe [IM(POBAIBHBIX CpeAcTB. s
BBINIOJIHEHUS OTOro TpeOOBaHUS MPOM3BOAMTENH ToBapa OyJeT TOAaBaTh
3aMOJHEHHBIA OyMaxKHBIA dKk3eMmusip (OpPMBI, COfepXKalllylo WHGOpPMALUIO,
NPUBENCHHYIO B MPUIOKEHUM K NaHHOMY IUCbMY. ToBaphl, ONMCaHHbIE B ITyHKTax 1
(6) u 2 (a), He MOTPeOYIOT NUIEH3UPOBAHMS KaK M (ppPOBATbHBIE CPENCTRA.

(I1) Ecnm undopMauus, ABISONIasICS OXpaHAeMOU COOCTBEHHOCTHIO, OyaeT
cooliieHa B HOTU(UKALWY, IPOU3BOAUTEND OyIET ONpeensaTs 3Ty HHPOPMALUIO, a
denepanbHBIi  OpraH  HWCIIONHUTENBFHOW BlacTd B obmactu  obecriedeHus
Oe3omacHOCTH 3alUTUT Takyr wHPopmanuto. Korma undopmaius o6 anroputMe
SBIISIETCSI  OXpaHsieMOW COOCTBEHHOCTBIO, B KadecTBe OIMHCAHUsS aJropuTMa
NPOU3BOANTENE COOOWIaeT ¢efepalbHOMY OpraHy WCIONHUATENBHOW BJIAacTH B
oOnacTu obecrieueHus 6e30MacHOCTH HauMEHOBaHUE COOCTBEHHMKA AJITOPUTMA.

(Il1) IlontBepxkneHue HotuduKauuyu OyIdeT aBTOMATHYECKHM, €CIU
denepanbHBli  OpraH HCHOJHUTENBHOW BlacTd B obnact  obecriedeHus
0e30MacHOCTH He CBSKETCS C MPOM3BOAUTeNeM B TedeHue 10 pabounx AHe mocne
MoJiayy HOTH(UKAIMK 10 BOMPOCY €ro COOTBETCTBUSA TPeOOBaHMUAM ITyHKTa 2 (a).
IMpousBoputento Oymer mpenocraBieHa BO3MOXHOCTh WCIPABUTh HE3HAUYUTEIIbHbBIE
OILIMOKY B JeKJIapaluu.

(IV) ®enepanpHblii oprad UCIOMHUTENBPHONW BlacTd B 00sacTH oOecrnedeHus
Ge3omacHocT Oyner BectH obmienoctynHeld  MHTepHer-caitt, rtme Oyner
onyOJIMKOBaHO TaKoe TOATBepkAeHHe. JFo00M uMIopTep WM NEepeBO3YUK MOXKET
BOCTIOJIb30BAThCS COOTBETCTBYIOLIEH HH(popManuel. Ecnyu HOTUUKaMs Ha TOBap
ObUla BHEceHa B peecTp, UMIOPTEpP/TIEPEeBO3YMK TONBKO YyKas3plBaeT, YTO TOBap
MOSIBMJICSI HA caiiTe B COOTBETCTBYIOLLEM pasfesie TIpy30BOM TaMOXEHHOH
nexnapauuu (I'TH). Tlpouenypa HoTh(UKaiuy NpegHa3HauyeHa YNPOCTUTHL BBO3
TOBApOB, MEPEYUCIEHHBIX BBIIIC, ¥ HE MpHUBENET K 3a/IepKKaM MM IIOIy4EHHIO
JOTIONIHUTENBHBIX pa3peleHH.

ToBapbl, MMIIOPT KOTOPHIX KaKk LIA(PPOBAJIBHBIX CPEACTB paHee Tpedosan

[MOJIYUYEHUA DJKCIICPTHOIO 3aKIIIOYE€HUA M KOTOpbIC M[NOATIAAarOT IO ITYHKT 2 (a),

i3
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OyoyT aBTOMAaTUYECKH MyOaMKoBaThesi Ha MHTepHeT-cajite U He OydyT mouiexarsh

IPOXOXIEHHUIO MPOLIEAYP, ONKCAHHBIX B MyHKTE 2 (6).

3. ToBapel, coxmepxaimyie MUGPOBAIbHBIE CPEICTBA, U KOTOPHIE HNOJDKHEI
BBO3UTHCA M0 JIMUEH3WH, NPOXOAAT INpoUEAypy IONYyYeHHs 3KCIEPTHOrO
3aKJIIOUeHUssT W paspelieHus onxHokpaTHo. Ecmum axcmepry HeoOxoauMa
IOTIOJIHUTENbHA WHQOpMAIHA [UIS SKCIIEPTHOIO 3aKIIOYCHHs, OH  yBEJOMISET
TPOU3BOAUTENS O HEOOXOOUMOCTH MPEACTaBIEHMs JaHHOW MH(GOpPMaLUU B TE€YEHHE
10 pabouux nHe#t ¢ MOMeHTa ofayy 3asBienus. [IpousBonutenu He OyayT 0OsA3aHbI
NPEIOCTABIATh UCXOMHBIN KOJ, ¥ OTKa3 B NPE/ICTABICHUY TaKoro Koja caM Io cebe
He Oyzer mpuBOIWTH K OTKa3ly MO 3asBieHHio. [locie nomydeHus paspelueHMs
UACHTUYHBIM WM TNOAOOHBI NPORYKT MOXET OBbITh BBe3€H Ha TEPPUTOPHUIO
Poccuiickoit ®enepanvd Ha OCHOBE JWIIEH3MM, BBIJAHHONH B COOTBETCTBHM CO
Cratpeit 2 Cornamenuss BTO no Ilpouenypam HmmoptHoro JIMnensupoBaHus.
Bpems, HeoOxonumoe mis 3aBepLICHUS MpOLEAyp MMIOPTHOTO JHIEH3WPOBaHHS,
BKIIOWash BpeMsi M TONYYEHHUS OKCIEPTHOrO 3aKIIIOYeHHsA, paspelleHus
GenepalbHOrO OpraHa WUCIONHHUTENGHOX BJIAaCTM B 00NMacTH  obecriedeHHs
Oe3omnacHOCTU U NUIEH3MH MuH3KOHOMpPa3BUTHA Poccuy HE JOIDKHO NPEBBIIIATDH
3-x MecsueB. CTOMMOCTb MPOBEAEHUS OKCIEPTU3Bl W JIMLEH3UpoBaHUs Oyner

NIpo3pavHoil U OyIeT OCHOBBIBATHCS HA CTOMMOCTH OKa3aHHBIX YCIYT.

4. B teuenue 90 gHe# c JaThl HACTOALIErO NMHUChMAa POCCUHCKAas CTOpPOHA
YCTAaHOBHUT BPEMEHHYIO CHUCTEMY Ul peald3aliié IMOJIOKEHUN IIYHKTOB 1-3 3TOrO

nmucbMa.

5. Poccuiickass CTOpoHa TakKe BKJIIOYUT B IPOEKT IMOCTAHOBJIEHUS CIIMCOK
KPUTEpUEB, OCHOBAHHBIX Ha TEXHMYECKUX [apaMeTpax TOBapoB, C LIEJbIO
JanpHeWIIero orpaHYeH!s 0XBaTa TOBApOB, NMOAJEKAIIUX IPOLENYPE, OIIUCAaHHON B

myHKTe 3. DTH TOBapsl OyAyT NPOXOANTH MPOLEAYPY, ONMMCaHHYI0 B MyHKTe 2 (6).

|

v



6. Jlandple coracoBaHHbIe MPUHIAIBI OyAyT oTpaxkeHs! B Jloknaae Paboueit
TpymIsl o npucoenuHeno Poccuiickoit @enepanun xk BTO B ToM Buze, KOTOpBIH
nolKeH ObITh cornacoBaH IIpaButensctBoM Poccuiickonn Pepepanuein ¥ BceMH

3alHTepecoBaHHbIMY uieHamu BTO.

7. B 1o Bpems, xoraa ITpaButensctBo Pocculickon @enepaniid NPONOJLKAECT
paboTy rio 3aBeplIEHHI0 MHOTOCTOPOHHHUX MeperoBopoB o npucoenuHeHunn Kk BTO,
OHO Oyner B3auMonedctBoBatb ¢ IlpaButensctBom CIIA wu ppyrumu
3aMHTEPECOBAaHHBIMU 4JIEHAMH II0 BOIIPOCY O PAcCMOTPEHUU (YHKIIMOHHUPOBAHHUSA
BpeMeHHOM cucTeMsl. 1lenpto Takoro nepecMoTpa OyaeT BHeceHue OobIel SCHOCTH
U ONpeJeseHHOCTH B TpoUenypbl HOTU(UKAIMH, MONy4YeHUS MNOATBEPKACHUN U
JAUIEH3UPOBaHUs MPOAYKTOB C IIU(PPOBaNbHBIMA (YHKLUUSMH, a TaKxe, IO
BO3MOXKHOCTH, NallbHeillllee yTOUHEHWe M paclivpeHre cepbl NeHCTBHS ITyHKTOB

1(6) u 2(a).

8. B 10 Bpems, moka pa3pabaThiBaeTCs BpEMEHHBIN MOPAA0K, [IpaBUTENBCTBO
Poccuiickoit Penepaunn OyoeT TakXKe BeCTH [ajbHEHIe JABYCTOPOHHUE
neperoopbl ¢ IlpaButensctBoM CHIA 1o Bompocy wuMMIopra MOOWIBHBIX
[IEPCOHANBHBIX YCTPOMCTB, MAapIIPYyTU3aTOPOB, KOMMYTATOPOB MU TEXHOJIOTUH

IOBEPEHHBIX TIaTHOPM.

9.C ydeToM TeXHHYECKUX MapaMeTpOB, POCCUICKAs CTOPOHA PacCCMOTPUT
BIUTIOUYCHHE B TIPOEKT IIOCTAHOBJIEHUS CIEAYIOIIMX TOBAapOB MO IyHKTY 2 (a):
NONYNIPOBOAHUKY; TMOJYIPOBOAHMKOBBIE MOAYNM WM T€4aTHblEe ILIATBl C
KpunTorpaguecKuMi BO3MOXKHOCTSIMH, KU YCTPOHCTBAa C KpUOTOrpapuyuecKUMHU
BO3MOXKHOCTSIMHU, KOTOpBIE HE MOTYT OBITH yCTpaHEHBI, HO HepaboTocnocoOHb! 0e3
CIelUaJIbHOrO MPOrpaMMHOro o0ecrevdeHus], Takie KaK B TeIeKOMMYHUKalMOHHOM

000pYyIOBaHUH.
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KpomMe Toro, B pamkax JBYCTOPOHHETO COTPYJAHHYECTBA, MbI JOTOBapPUBAEMCS

O CIICAYIOIUCM!

1. IlpaButensctBo Poccuiickoit Penmepaud  NPOJOKUT KOHCYNBTallMH C
[IpaButensctBoM  CIHHA B yacTH perynMpoBaHus MUMIOpPTAa HAa TEPPUTOPHIO
Poccuiickoit ®enepanuu NpoAyKIMY, Coepalleil kpunrorpaguueckue cpeacTsa, a
TaK)X€ B 4YaCTH COOTBETCTBYIOILEro 3aKoHoAarenbcTBa. [lpaBurenscTBo Poccuiickon
®Oenepaimu u IlpaButenscrBo CIIIA gomKHEBEI Takke NPOBECTH KOHCYJBTAIMH IO
00BEMY peryiaupoBaHUs, BKIOUas pa3paboTKy OOBEKTUBHBIX KpHUTEpPHEB MAJIA
ONpeNeNeHns TOBApOB, MOMJIEXKAIUX PeryIupOoBaHUIO0, U TOBAPOB, KOTOPHIE U3-TI0OJ

HETI'0 ITOJIHOCTHIO HCKITHOYCHEI.

2. IlpaButensctBo Poccuiickolt ®epepauuu OyIeT HPUMEHSTh NPOLIELYPHI
WK Jpyrue TpeOOBaHUS, OTHOCAIIUECS K MMIIOPTHOMY JIMIIEH3UPOBAHHWIO TOBAPOB,
cojepxalux MmU(poBaIbHEIE CpeACTBa, Ha HEJUCKPUMMHALMOHHON OCHOBE B
coorBeTcTBUe cO Crarbeit | CornmameHuss o TOProBeIX OTHOIUEHUSX MEXKIY
ITpaButenscrBamu Poccuiickoit @enepanuy u CoenunenHsivu [lltatamu Amepuku
(17 wmions 1992). B atux nensx poccuiickas CTOpoHa He OyneT NpUHUMATh WU
WCIIONIb30BATh MPUKa3bl, MHCTPYKIIMH WIA UHBIE MEPHI, B COOTBETCTBUH C KOTOPBIMHU
otnenbhHple kommanuy CIHIA wmm ux ToBapel OynyT mnonaBepraTecsi Oomnee
TLIATEILHOM  TpoBepke  OTHOCHTENbHO  [lonoXeHus [0  UMIIOPTHOMY

JHULICH3UPOBAHHUIO TOBApOB, COACPKAINX mn@pOBaanme CpeacTna.

Haneroch Ha nBycTOpoHHIO paboTy ¢ Bamm Takxe B neperoBopax o
BerymuieHuio Poccuu B BTO 1o 3TiM Bompocam.
IMpumure, yBaxaemas [locon I[IIBab, yBepenus B MoeM IiayOokoM Kk Bam

YBa)XXCHHUHU.

I'.T'ped
Munuctp




Ilpunoxxenue

Hotudukanys NpOU3BOIUTENS MNPOAYKIWMH, COAepxalleil MubpoBaabHbIE
CpeAcTBa, OyAeT BKIIIOYATh:
- HaIMEeHOBaHUE 3asIBUTENS;
- HaMMEHOBaHWE MPOAYKIWH (IPOAYKLHMS WIM TMporpaMMHoe obecredeHue,
CEMENCTBO MPOYyKTA);
- [IeNTb MCIOb30BaHMUs (BBIMOHIEMbIe (PYHKIINN ),
- HWCHONB3yeMble Kpunrorpadbudeckpe ainropuTMbl (Ha3BaHHWE U ONKCAHHUE
KpUTITOrpadhieckoro ajropuTMa i MaKCHUMalibHasl ITHHA KITI0Ya),
- KaTeropus UCKITFOYeHN;
- kpunrorpadudeckre GyHKIUH, 3a0JJ0KMPOBAaHHBIE TIPOM3BOIUTENIEM;
- MakcuMallbHas  JadbHOCTh  OECIpoBOJHOTO  OEWCTBHS  (TONBKO  JAJA
PaIMOANIEKTPOHHBIX CPEICTB CBSI3H);
- JlaTa 3aloJIHEeHUs! HOTU(UKALINY;

- IIeY4aTb/TIOAIMCE.
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Hanoi ‘¢/?November, 2006

Dear Ambassador Schwab!

In recognition of our mutual obligation to provide most-favoured nation and national treatment to
exports from the territory of our respective countries and the obligations of the Agreement
Establishing the World Trade Organization (WTO), I have the honor to confirm that the
delegation of the Government of the Russian Federation and delegation of the Government of the
United States have reached an understanding in respect of the following principles to be applied in
connection with the establishment of import licensing procedures for imports of goods containing

encryption technology:

1(a) The Government of the Russian Federation will apply any procedures or other
requirements relating to licensing imports of goods containing encryption technology on a non-
discriminatory basis, consistent with Articles I and Il of GATT 1994. The procedures related
to the notification, evaluation, approval, and licensing of goods containing encryption
technology, and the process for exempting goods will be transparent and predictable and will

not impose unreasonable or burdensome requirements on such goods.

1(b)  The conditions for importation of goods containing encryption technology subject to
current and any future exemptions indicated in all of the Notes, to Category 5 Part 2 “Information
Security” of the Wassenaar Arrangement Dual Use List will not be more restrictive than those in

effect as of the date of this letter.

2(a)  The Government of the Russian Federation will eliminate any existing restrictions and not
apply any new restrictions, such as experts evaluations, approvals, and licenses, for the
importation of the following categories of goods:

I. goods containing encryption with the following limited functions:

Ambassador Susan C. Schwab
United States Trade Representative

' This includes mobile phones currently sold at retail in the Russian Federation.



2(b)

II.

I1.

IV.

VI

VII.

(a) authentication including all aspects of access control without encryption of
files and texts, except encryption related to passwords and identification and
other similar data protection from unauthorized access; and

(b) electronic digital signature with any encryption function;
goods containing encryption technology which consist of any of the following
components;
(a)  asymmetric cryptographic algorithm employing a key length not exceeding
56 bits long; or
(b)  an asymmetric cryptographic algorithm based on one of the following
methods:
(A) factorization of integers not exceeding 512 bits;
(B)  computation of discrete logarithms in multiplicative group of a
finite field of a size not exceeding 512 bits; or
(C)  the discrete logarithm in group other than in item B hereof not
exceeding 112 bits;

goods covered under Note 3 (“Cryptography Note™) to Category 5 Part 2

“Information Security” of the Wassenaar Arrangement Dual Use List relating to

mass market goods;

components of software (including operating systems) implementing an encryption

functionality that cannot be modified by a user and require no substantial supplier

support for installation and for which supporting documentation on these
characteristics is publicly available, or if not publicly available, is provided;

goods with an encryption functionality used to protect the technological channels

of communication networks or to manage communication networks or systems;

wireless equipment performing the encryption of data within a radio channel only
with a maximal range of wireless operation without strengthening and re-
translation of less than 400 meters according to manufacturer's specifications; and

goods for which the encryption functionality is disabled by the manufacturer.

For goods covered under sub-paragraph 2(a), the Government of the Russian
Federation will permit the importation of such goods based on a one-time
submission of a notification to the federal executive body in the field of security that
the goods are exempted from control for encryption purposes. To comply with this

requirement, the manufacturer of the good will submit a completed paper copy of a



form containing information specified in the attachment to this letter. Goods
covered by sub-paragraph 1(b) and 2(a) will not require a license for reasons of

encryption.

1I. If proprietary information is submitted in the notification, the manufacturer will
identify that information and the federal executive body in the field of security will
protect such information. When an algorithm is proprietary information, a
manufacturer will only be required to include the name of the owner of the algorithm
to the federal executive body in the field of security as the description of the
algorithm.

ML Confirmation of notification will be automatic, unless the federal executive body in
the field of security contacts the manufacturer within ten working days after
submission of the notification regarding its compliance with the requirements of
sub-paragraph 2(a). A manufacturer will have an opportunity to cure minor errors
in its declaration.

IV.  The federal executive body in the field of security will maintain a public internet
site where it will post such confirmations. Any importer or shipper may rely on a
relevant confirmation. Once a good is notified and confirmed, an importer/shipper
shall only be required to indicate that the good appears on the internet site in the
relevant customs declaration. This notification procedure is intended to facilitate
the entry of the goods listed above and will not result in any delays or additional
approval procedures.

Goods that have previously been subject to examination under import procedures related to
encryption, and are covered by the scope of sub-paragraph 2(a), will be automatically posted on the

internet site without going through the procedures in sub-paragraph 2(b).

3. Goods containing encryption technology that need an import license shall undergo expert
evaluation and approval only once. If an expert evaluator needs additional information for its
evaluation, it shall notify the manufacturer and request such information within 10 working days of
the application. Manufacturers will not be obligated to submit source code and failure to submit
such code alone, will not result in denial of an application. After the good is approved, the same or
like good can be imported into the Russian Federation with a license issued in a manner consistent
with Article 2 of the WTO Agreement on Import Licensing Procedures. The time period for
completing import licensing procedures, including the time required to obtain an experts'

evaluation and to receive approval of the federal executive body in the field of security and



Ministry of Economic Development and Trade import license shall not exceed three months. Fees
for experts evaluations and licensing will be transparent and based on the costs of services
rendered.

4. Within 90 days after the date of this letter, the Russian side will establish an interim system

for the implementation of paragraphs 1 through 3 of this letter.

5. The Russian side also will include in the regulation a list of criteria based on the technical
capability of the goods to further limit the scope of goods subject to the procedures in paragraph 3.
Goods meeting these criteria will be covered under the procedures and requirements set out in

paragraph 2(b).

6. These agreed principles will be reflected in the Working Party Report on the Russian
Federation's accession to the WTO with language to be elaborated between the Government of

the Russian Federation and all interested WTO members.

7. As the Government of the Russian Federation continues its work to complete the
multilateral negotiations on accession to the WTO, it will engage the Government of the United
States and other interested Members in a review of the operation of this interim system. The
purpose of this review will be to clarify and refine procedures for notification, confirmation, and
licensing of goods with encryption capabilities and, where possible, to further improve and expand

the coverage of sub-paragraphs 1(b) and 2(a).

8. As interim procedures are being developed, the Government of the Russian Federation will
also engage in further bilateral discussions with the Government of the United States on the

treatment of mobile handsets, routers, switches, and trusted platform technologies.

9. Given their technical capabilities, Russian side will consider including the following goods
in the draft decree and under sub-paragraph 2(a): semiconductors, semiconductor modules or
printed circuit assemblies with encryption capability; and items with cryptography that cannot be

removed, but cannot work without special software, such as in telecommunications equipment.

In addition, in terms of bilateral work, we agree on the following:
1. The Government of the Russian Federation will continue to consult with the
Government of the United States on regulations or legislation under consideration regarding the

rules for importing goods containing encryption technology into the territory of the Russian



Federation. The Government of the Russian Federation and the Government of the United States
shall also consult on the coverage of regulations, including development of objective criteria for

determining those goods that are subject to regulation and those goods that are excluded entirely.

2. The Government of the Russian Federation will apply any procedures or other
requirements relating to licensing imports of goods containing encryption technology on a non-
discriminatory basis, consistent with Article I of the Agreement on Trade Relations between
the Government of the Russian Federation and the United States of America (June 17, 1992).
To this end, the Russian side will not issue or use orders, instructions, or other measures that
identify specific U.S. companies or their goods and subject those companies or goods to
enhanced scrutiny in relation to regulations on import licensing procedures for goods

containing encryption technology.

I look forward to working with you bilaterally and in Russia’s WTO accession negotiations

on these issues.

Please accept, dear Ambassador Schwab, the assurances of my deepest respect.

G.Gref
Minister

NOTE: Ihhis is gln utr_mofficial translation provided by the Government of the Russian Federation. When the official English translation becomes available, it will be added to
is publication.



ANNEX

The notification by the producer of goods containing encryption technology, will

contain:

- - the name of the applicant;

- name of goods (goods or software, product family);

- purpose of use (executable functions);

- cryptographic algorithms used (name and description of the cryptographic
algorithm and maximum key length);

- category of exemptions;

- cryptographic functions disabled by the manufacturer;

- effective range of wireless operation (only for radio electronic devices),

- date of filling in the notification;

- stamp/ signature.



EXECUTIVE OFFICE OF THE PRESIDENT
THE UNITED STATES TRADE REPRESENTATIVE
WASHINGTON, D.C. 20508

NOV 1 9 2006

H.E. German Gref

Minister

Ministry of Economic Development
and Trade of the Russian Federation

Dear Minister Gref:

I was pleased to receive your letter of this date which reads as follows:

“In recognition of our mutual obligation to provide most-favoured nation and national
treatment to exports from the territory of our respective countries and the obligations of
the Agreement Establishing the World Trade Organization (WTO), I have the honor to
confirm that the delegation of the Government of the Russian Federation and delegation
of the Government of the United States have reached an understanding in respect of the
following principles to be applied in connection with the establishment of import licensing

procedures for imports of goods containing encryption technology:

1(a) The Government of the Russian Federation will apply any procedures or other
requirements relating to licensing imports of goods containing encryption technology on a
non-discriminatory basis, consistent with Articles I and III of GATT 1994. The procedures
related to the notification, evaluation, approval, and licensing of goods containing
encryption technology, and the process for exempting goods will be transparent and

predictable and will not impose unreasonable or burdensome requirements on such goods.

1(b) The conditions for importation of goods containing encryption technology subject to
current and any future exemptions indicated in all of the Notes, to Category 5 Part 2
“Information Security” of the Wassenaar Arrangement Dual Use List will not be more
restrictive than those in effect as of the date of this letter.!
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! This includes mobile phones currently sold at retail in the Russian Federation.
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2(a) The Government of the Russian Federation will eliminate any existing restrictions and
not apply any new restrictions, such as experts evaluations, approvals, and licenses, for the
importation of the following categories of goods:

L. goods containing encryption with the following limited functions:

(a) authentication including all aspects of access control without encryption of files
and texts, except encryption related to passwords and identification and other
similar data protection from unauthorized access; and

(b) electronic digital signature with any encryption function;

I goods containing encryption technology which consist of any of the following

components;

(a) a symmetric cryptographic algorithm employing a key length not
exceeding 56 bits long; or
(b) an asymmetric cryptographic algorithm based on one of the following
methods:
(A) factorization of integers not exceeding 512 bits;
(B)  computation of discrete logarithms in multiplicative group of a
finite field of a size not exceeding 512 bits; or
(C)  the discrete logarithm in group other than in item B hereof not
exceeding 112 bits;

1L goods covered under Note 3 (“Cryptography Note”) to Category 5 Part 2
“Information Security” of the Wassenaar Arrangement Dual Use List relating to
mass market goods;

IV.  components of software (including operating systems) implementing an
encryption functionality that cannot be modified by a user and require no
substantial supplier support for installation and for which supporting
documentation on these characteristics is publicly available, or if not publicly
available, is provided;

V. goods with an encryption functionality used to protect the technological
channels of communication networks or to manage communication networks

or systems;

It ilet
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2(b)

VI

VIL

IL

III.

IV.

wireless equipment performing the encryption of data within a radio channel
only with a maximal range of wireless operation without strengthening and re-
translation of less than 400 meters according to manufacturer's specifications;
and

goods for which the encryption functionality is disabled by the

manufacturer.

For goods covered under sub-paragraph 2(a), the Government of the Russian
Federation will permit the importation of such goods based on a one-time
submission of a notification to the federal executive body in the field of
security that the goods are exempted from control for encryption purposes.
To comply with this requirement, the manufacturer of the good will submit a
completed paper copy of a form containing information specified in the
attachment to this letter. Goods covered by sub-paragraph 1(b) and 2(a) will
not require a license for reasons of encryption.

If proprietary information is submitted in the notification, the manufacturer
will identify that information and the federal executive body in the field of
security will protect such information. When an algorithm is proprietary
information, a manufacturer will only be required to include the name of the
owner of the algorithm to the federal executive body in the field of security as
the description of the algorithm.

Confirmation of notification will be automatic, unless the federal executive
body in the field of security contacts the manufacturer within ten working days
after submission of the notification regarding its compliance with the
requirements of sub-paragraph 2(a). A manufacturer will have an opportunity
to cure minor errors in its declaration.

The federal executive body in the field of security will maintain a public
internet site where it will post such confirmations. Any importer or shipper may

rely on a relevant confirmation. Once a good is notified and confirmed, an

b
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importer/shipper shall only be required to indicate that the good appears on the
internet site in the relevant customs declaration. This notification procedure is
intended to facilitate the entry of the goods listed above and will not result in

any delays or additional approval procedures.

Goods that have previously been subject to examination under import procedures related to
encryption, and are covered by the scope of sub-paragraph 2(a), will be automatically

posted on the internet site without going through the procedures in sub-paragraph 2(b).

3. Goods containing encryption technology that need an import license shall undergo
expert evaluation and approval only once. If an expert evaluator needs additional information
for its evaluation, it shall notify the manufacturer and request such information within 10
working days of the application. Manufacturers will not be obligated to submit source code
and failure to submit such code alone, will not result in denial of an application. After the
good is approved, the same or like good can be imported into the Russian Federation with a
license issued in a manner consistent with Article 2 of the WTO Agreement on Import
Licensing Procedures. The time period for completing import licensing procedures, including
the time required to obtain an experts' evaluation and to receive approval of the federal
executive body in the field of security and Ministry of Economic Development and Trade
import license shall not exceed three months. Fees for experts evaluations and licensing will be

transparent and based on the costs of services rendered.

- 4. Within 90 days after the date of this letter, the Russian side will establish an interim
system for the implementation of paragraphs 1 through 3 of this letter.

5. The Russian side also will include in the regulation a list of criteria based on the
technical capability of the goods to further limit the scope of goods subject to the procedures
in paragraph 3. Goods meeting these criteria will be covered under the procedures and
requirements set out in paragraph 2(b).

br
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0. These agreed principles will be reflected in the Working Party Report on the
Russian Federation's accession to the WTO with language to be elaborated between the

Government of the Russian Federation and all interested WTO members.

7. As the Government of the Russian Federation continues its work to complete the
multilateral negotiations on accession to the WTO, Russia will engage the Government of the
United States and other interested Members in a review of the operation of this interim system.
The purpose of this review will be to clarify and refine procedures for notification,
confirmation, and licensing of goods with encryption capabilities and, where possible, to

further improve and expand the coverage of sub-paragraphs 1(b) and 2(a).

8. As interim procedures are being developed, the Government of the Russian Federation
will also engage in further bilateral discussions with the Government of the United States on

the treatment of mobile handsets, routers, switches, and trusted platform technologies.

9. Given their technical capabilities, Russian side will consider including the following
goods in the draft decree and under sub-paragraph 2(a): semiconductors, semiconductor
modules or printed circuit assemblies with encryption capability; and items with cryptography
that cannot be removed, but cannot work without special software, such as in

telecommunications equipment.
In addition, in terms of bilateral work, we agree on the following:

1. The Government of the Russian Federation will continue to consult with the
Government of the United States on regulations or legislation under consideration

regarding the rules for importing goods containing encryption technology into the territory
of the Russian Federation. The Government of the Russian Federation and the Government
of the United States will also consult on the coverage of regulations, including development of
objective criteria for determining those goods that are subject to regulation and those goods that

are excluded entirely.
L
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2. The Government of the Russian Federation will apply any procedures or
other requirements relating to licensing imports of goods containing encryption
technology on a non-discriminatory basis, consistent with Article I of the
Agreement on Trade Relations between the Government of the Russian

Federation and the United States of America (June 17, 1992). To this end, the
Russian side will not issue or use orders, instructions, or other measures that
idéntify specific U.S. companies or their goods and subject those companies or
goods to enhanced scrutiny in relation to regulations on import licensing procedures

for goods containing encryption technology.

Ilook forward to working with you bilaterally and in Russia’s WTO accession
negotiations on these issues.Please accept, dear Ambassador Schwab, the assurances

of my deepest respect.”

I am pleased to confirm that the delegation of the United States shares this understanding of the

principles set out in your letter. We also look forward to working with you and your colleagues on

this important issue.

Please accept the assurances of my deepest respect.

o ’) e —
TN Gy TR &
Susan C. Schwab



ANNEX

The notification by the producer of goods containing encryption technology, will contain:
the name of the applicant; name of goods (goods or software, product family); purpose of
use (executable functions); cryptographic algorithms used (name and description of the
cryptographic algorithm and maximum key length); category of exemptions;
cryptographic functions disabled by the manufacturer; effective range of wireless

operation (only for radio electronic devices); date of filling in the notification; stamp/

signature.
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