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NOTE BY THE DEPARTMENT OF STATE 

Pursuant to Public Law 89—497, approved July 8, 1966 
(80 Stat. 271; 1 U.S.C. 113)— 

“. . .the Treaties and Other International Acts Series issued 
under the authority of the Secretary of State shall be competent 
 evidence . . . of the treaties, international agreements other than 
treaties, and proclamations by the President of such treaties and 
international agreements other than treaties, as the case may be,  
therein contained, in all the courts of law and equity and of maritime 
jurisdiction, and in all the tribunals and public offices of the 
United States, and of the several States, without any further proof 
or authentication thereof.” 



 

 

 

 

 
                                   

 

RUSSIAN FEDERATION 

Trade: Import Licensing 

          Agreement effected by exchange of letters  
             at Hanoi and Washington November 19, 2006; 

Entered into force November 19, 2006. 
With annex. 



Xattoii, « i 7 » H0516p51 2006 ro.ua 

YBa)l(aeMa51 ITocorr Il1Ba6! 

B 3HaK npH3Hamrn Harnero B3aMMHoro o6513aTeJibCTBa no o6ecneqeHMIO 

pe)l(MMa HaM6orree 6rraronpH5ITCTByeMOH Hau;HM M HaI.J;MOHaJibHOro pe)l(MMa no 

OTHOIIIeHMIO K 3KCnOpTy c TeppHTOpHH HaIIIMX CTpaH M o6513aTeJibCTB CorrrarneHM5I 0 

BceMHpHoii ToproBoii OpraHM3aI.J;MM (BTO), HMeIO qecTh no.UTBep.UHTh TO, qTo 

.uerrerau;M5I ITpaBMTeJihCTBa PoccMHCKOH <I>e.uepau;MM M .uerrerau;M5I ITpaBMTeJibCTBa 

Coe.uMHeHHhIX lllTaTOB AMepHKM .uocTMrrrM noHHMaHM51 B OTHOIIIeHMM crre.uyIO:rn;Mx 

npHHI.J;MnOB, KOTOpbie 6y.uyT npHMeH51TbC51 npH ycTaHOBJieHMM npou;e.uyp 

HMnopTHOro JIMI.J;eH3HpoBaHM51 TOBapoB, co.uep)l(aUJ;MX rnmppOBaJibHbie cpe,UCTBa: 

l(a) ITpaBMTeJibCTBO PoccMiicKoii <I>e.uepau;MM 6y.ueT npHMeH51Th rrI06hie 

npou;e.uypol MITH .upyrMe Tpe6oBaHM51, OTHOC5IUJ;MeC51 K HMnopTHOMY 

JIMI.J;eH3HpoBaHMIO TOBapoB, co.uep)l(aUJ;MX rnmppOBaJibHbie cpe,UCTBa, Ha 

He,UMCKpHMMHau;MOHHOH OCHOBe B COOTBeTCTBMM co CTaTb5IMM I H III rA TT 1994. 

Ilpou;e.uypol, OTHOC5IUJ;MeC51 K HOTM$MKaI.J;MM, 3KCnepTH3e, norryqeHl1IO pa3perneHl151 11 

rr11u;eH311poBaH11IO ToBapoB, co.uep)l(a:rn;m rn114.JpoBaJihHhie cpe.ucTBa, 11 npou;ecc no 

11CKJIIOqeHl1IO TOBapoB 6y.uyT TpaHcnapeHTHbIMl1 11 npe,UCKa3yeMbIMl1 11 He 6y.uyT 

ycTaHaBJil1BaTb HeonpaB,UaHHbie 11 o6peMeHHTeJibHbie Tpe6oBaHl151 Ha .uaHHYIO 

npo.uyKI.J;l1IO. 

Ilocrry CoI03eH K. lllBa6 

ToproBoMy npe.ucTaB11TerrIO 

Coe.uMHeHHhIX lllTaTOB AMep11K11 



1 (6) y CJIOBIUI .n.mr HMTIOpTa TOBapoB, co.n.ep)l<aru:Hx nrncppoBaJibHble cpe,Il.CTBa, 

51Bmnorn:HXC51 npe.n.MeTOM cyrn:ecTBYIOrn:Hx H 6y.n.yrn:Hx HCKJIIOLieHHH, YKa3aHHblX BO 

BCex IlpHMeLiaHH51X K KaTeropHH 5 LiaCTH 2 "I1HcpopMall,HOHHa51 6e30TiaCHOCTb" 

CnHcKa TOBapoB H TexHorrorHH ,IJ.BOHHoro Ha3Ha11eHH5I BacceHaapcKHX 

,Il.OfOBopeHHOCTeH He 6y.n.yT 51BJI51TbC51 6orree orpaHHLIHTeJibHblMH, LieM ycrrOBH51, 

1
,IJ.eHCTBYIOrn:He Ha .n.ary TIO,Il.TIHCaHH51 ,IJ.aHHOfO TIHCbMa. 

2 (a) IlpaBHTeJibCTBO PoccHHCKOH <l>e.n.epau,HH yclpaHHT mo6h1e 

cyrn:ecTByIOrn:He orpaHHLieHH51, H He 6y,IJ.eT npHMeH51Tb JII06bie HOBbie, TaKHe, KaK 

norry11eHHe 3KCTiepTHblX 3aKJIIOLieHHH, pa3perneHHH H JIHU,eH3HH npH HMTIOpTe 

crre.n.yIOII.l,HX KaTeropHH TOBapoB: 

(I) TOBapbl, co.n.ep:a<arn:He llIHcppoBaJibHble cpe.n.cTBa, o6rra.n.ammHe 

crre.n.ymrn:HMH orpaHHLieHHbIMH cpyHKI.l,H51MH: 

(a) ayTeHTHcpHKall,H51, BKJIIOLiaIOII.l,a51 BCe acneKTbl KOHlpOJI51 .n.ocryna 6e3 

IllHcppoBaHH51 cpa:H:rroB H TeKCTOB, 3a HCKJIIOtieHHeM IllHcppoBaHH51, OTHOC51rn:eroc51 K 

naporr51M I1 H,IJ.eHTHcpHKall,HH H .n.pyro:H: no.n.o6HOH 3arn:11Tbl ,IJ.aHHblX OT 

HecaHKI.l,HOHHpoBaHHOfO ,Il.OCTyna; H 

(6) 3JieKTpOHHa51 u,HcppoBa51 TIO,Il.TIHCb c JII06oii KpHnTorpacpHLieCKOH 

cpyHKI.l,Heii; 

(II) TOBapbl, co.n.ep)l<aru:He IllHcppoBaJibHble cpe,Il.CTBa, HMeIOrn:He rrm6yIO H3 

crre.n.yIOII.l,HX COCTaBJI51IOrn:Hx: 

(a) CHMMelpHLIHblH KpHnTorpacpH11eCKHH arrropHTM, HCTIOJib3YIOrn:HH 

KpHnTorpacpHLieCKHH KJIIOLI ,Il.JIHHOH He 6orree 56 6HT; HJIH 

(6) aCHMMelpHLIHblH KpHTITorpacpn11ecKHH arrropHTM, OCHOBaHHblH Ha 

JII060M H3 crre.n.ymrn:Hx MeTO,Il.OB: 

A) pa3JIO)l(eHHH Ha MHO)l(HTeJIH u,eJibIX LIHcerr, pa3Mep KOTOpbIX He 

npeBb1rnaeT 512 6HT; 

B1<JuoqaH M06HJihHbie Terre<t>oHhI, Haxo.n»mttecH B HacTo»mee apeMH a po3H~HOH npo.na)l(e a PoccttttcKott 
<I>e.nepauHH. 

1 
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B) BhiqMcITeHMM ,Il,HCKpeTHhIX ITorapmpMoB B MYITbTMIIITMKaTMBHOM 

rpyrrrre KOHeqHoro rrom1 pa3Mepa, He rrpeBbIIIIa10rn;ero 512 6HT; MITH 

C) ,Il,MCKpeTHOM ITorapmpMe B rpyrrrre, OTITMqHoro OT IIOMMeHoBaHHoro B 

BhIIIIerrpMBe.n.eHHOM rro.n.rryHKTe B pa3Mepa, He rrpeBb1IIIa10rn;ero 112 

6HT; 

(Ill) TOBapbI, yKa3aHHbie B I1pMMeqaHMM 3 ("KpMIITOrpacpHqecKoe 

rrpMMeqaHMe") K KaTeropMM 5 qacTM 2 "I1HcpopMa.r.i;MoHHa51 6e3orracHocTb" CrrMcKa 

TOBapoB M TeXHOITOrM:if ,Il,BOMHoro Ha3HaqeHM51 BacceHaapcKMX .n.oroBopeHHOCTeif, 

OTHOC5III.1;Mec51 K TOBapaM ,Il,IT51 MaCCOBOro pacrrpocTpaHeHM5I; 

(IV) KOMIIOHeHTbl rrporpaMMHOro o6ecrreqeHM51 (BKIT10qa51 orrepaUMOHHbie 

CMCTeMbl), pearr113y10rn;Me KpMIITorpacp11qecKHe cpyHKUMM, KOTOpbie He MOryT 6bITb 

M3MeHeHbl IIOITb30BaTeIT5IMM, H He Tpe6y10T cyrn;ecTBeHHOM rro.n..n.ep)l(KM 

IIOCTaBrn;MKOM ,Il,IT51 ycTaHOBKM H ,Il,IT51 KOTOpbIX r10.n..n.ep)l(MBa10rn:a51 ,Il,OKyMeHTaUH51, 

IIO,Il,TBep)l(,Il,aIOrn;a5I .n.aHHbie xapaKTepMCTMKM, 5IBIT5leTC51 o6me.n.ocTyIIHOM, MITH 

rrpe.n.ocTaBIT5leTC51, ecITM oHa He 5IBIT5IeTc51 o6rn;e.n.ocTyrrHoif; 

(V) TOBapbl c KpMIITOrpacp11qeCKMMM cpyHKUM5IMM, MCIIOITb3yeMbie ,Il,IT51 3arn;MTbl 

TeXHOITOrMqecKMX KaHaJIOB ceTeM CB513M MITH yrrpaBITeHM51 ceT5IMM CB513M MITH 

CMCTeMaMM CB513M; 

(VI) 6ecrrpoBo.n.Hoe o6opy.n.oBaHMe, ocyrn;ecTBIT5IIOW:ee IIImppoBaHMe 

MHcpOpMaUMM TOITbKO B pa,Il,MOKaHaITe c MaKCMMaJibHOM ,Il,aJibHOCTbIO 6ecrrpoBO,Il,HOro 

.n.eifCTBM51 6e3 YCMITeHM51 M peTpaHCIT5IUMM MeHee 400 M B COOTBeTCTBHM co 

crreu11cpMKaUM5IMM rrpOM3BO,Il,MTeIT5I; M 

(VII) TOBapbI, y KOTOpbIX KpMIITOrpacp11qecKa5I cpyHKU1151 3a6ITOKMpOBaHa 

rrpOM3BO,Il,MTeITeM. 

2 (6) 

(I) ,Il,IT51 TOBapoB, rro.n.na.n.a10rn;11x IIO,Il, .n.ettCTBMe IIYHKTa 2 (a), I1paBMTeITbCTBO 

PocCMMCKOM <l>e.n.epaUHH pa3peIIIMT HMIIOpT .n.aHHbIX TOBapoB, OCHOBaHHbIM Ha 

O,Il,HOKpaTHOM rrpe.n.cTaBITeHMM HOTMcpMKaUMM B opraH 

MCIIOITHMTeITbHOM BITaCTM B o6ITaCTM o6ecrreqeHM51 6e30IIaCHOCTM 0 TOM, qTo .n.aHHbie 



TOBapbl He IIO)].Jie:>I<aT KOHTPOJIIO B KaLJ.eCTBe IlllHppOBaJibHblX cpe)].CTB. ,l.(JI51 

BhIIIOJIHemrn 3Toro TPe6oBamrn rrpott3BO)].HTeJib TOBapa 6y.n.eT rro.n.aBaTb 

3aIIOJIHeHHblH 6yMa:JKHblH 3K3eMIIJI51p cpopMbl, co.n.ep)J(am:y10 HHcpopMaIJ,HIO, 

rrpttBe)].eHHYIO B rrpttJIO)J(eHHH K .n.aHHOMY IIHChMy. ToBapbI, orrttcaHHbie B rryHKTax 1 

(6) 11 2 (a), He IIOTPe6y10T JIHIJ,eH3ttpoBaHH51 KaK urncppoBaJibHbie cpe.n.cTBa. 

(II) Ecntt HHcpopMaIJ,H51, 5IBJI5IIOm:a51c51 oxpaH51eMOH co6cTBeHHOcTbIO, 6y.n.eT 

coo6m:eHa B HOTHcpHKaIJ,HH, rrpOH3BO)].HTeJib 6y.n.eT orrpe.n.eJI51Tb 3TY HHcpopMaIJ,HIO, a 

cpe.n.epaJibHblH opraH HCIIOJIHHTeJibHOH BJiaCTH B o6JiaCTH o6ecrreqeHH51 

6e3orracHOCTH 3am:HTHT TaKyIO HHcpopMau,1110. Kor.n.a HHcpopMau,1151 06 anropHTMe 

51BJI51eTC51 oxpaH51eMOH co6cTBeHHOCTbIO, B KaqecTBe OIIHCaHH51 anropHTMa 

rrpOH3BO)].HTeJib coo6m:aeT cpe.n.epaJibHOMY opraHy HCIIOJIHHTeJibHOH BJiaCTH B 

o6naCTH o6ecrreqeHH51 6e30IIaCHOCTH HaHMeHOBaHHe co6cTBeHHHKa anropHTMa. 

(III) I10)].TBep)J()].eHHe HOTHcpHKaIJ,HH 6y.n.eT aBTOMaT11qecKHM, ecJIH 

cpe.n.epaJibHblH opraH HCIIOJIHHTeJibHOH BJiaCTH B o6JiaCTH o6ecrreqeHH51 

6e3orracHOCTH He CB51)J(eTC51 c rrpOH3BO)].HTeJieM B TeqeHHe 10 pa6oq11x )].Hett IIOCJie 

rro.n.aq11 HOTHcpHKaIJ,HH no BOIIpocy ero COOTBeTCTBH51 TPe6oBaHH51M IIYHKTa 2 (a). 

IlpoH3BO)].HTeJIIO 6y.n.eT rrpe.n.ocTaBJieHa B03MO)J(HOCTb HcrrpaBHTb He3Haq11TeJibHbie 

OIUH6KH B .n.eKJiapau,HH. 

(IV) <I>e.n.epaJibHblH opraH HCIIOJIHHTeJibHOH BJiaCTH B o6JiaCTH o6ecrreqeHH51 

6e3orracHoCTH 6y.n.eT BeCTH o6m:e.n.ocryrrHhIH HHTepHeT-caiiT, r.n.e 6y.n.eT 

orry6JIHKOBaHO TaKoe IIO)].TBep)J()].eHHe. Jho6oii HMIIOpTep HJIH rrepeBo3qHK MO)J(eT 

BOCIIOJlb30BaTbC51 COOTBeTCTByIOm:eii HHcpopMaIJ,HeH. EcJIH HOTmpHKaIJ,H51 Ha TOBap 

6brna BHeceHa B peecTp, HMIIOpTep/rrepeBo3qHK TOJibKO YKa3bIBaeT' qTo TOBap 

II051BHJIC51 Ha cattTe B COOTBeTCTBy10m:eM pa3)].eJie rpy30BOH TaMO)J(eHHOH 

.n.eKnapau,1111 (fT,l.(). ITpou,e.n.ypa HOTHcpttKau,1111 rrpe.n.Ha3HaqeHa yrrpocTHTh BB03 

TOBapoB, rrepeqHcJieHHblX BbIIIIe, H He rrpHBe)].eT K 3a.n.ep)J(KaM HJIH rronyqeHHIO 

)].OIIOJIHHTeJibHblX pa3peIIIeHHH. 

ToBapbI, HMrropT KOTOpbIX KaK nmcppoBaJibHhIX cpe.n.cTB pattee TPe6oBan 

rronyqeHH51 3KCIIepTHOrO 3aKJIIOqeHH51 H KOTOpbie rro.n.rra.n.aIOT ITO)]. IIYHKT 2 (a), 

http:rrpHBe)].eT


6y.ri;yT aBTOMan-1qecKH ny6JIHKOBaTbC51 Ha I1HTepHeT-caiiTe li He 6y.ri;YT no,r:i;Jie)l{aTh 

npoxo)l{,r:i;eHHIO npou;eeyp, onttcaHHhIX B nYHKTe 2 (6). 

3. ToBapbI, co.ri;ep)l{arn;He rnmppoBanhHhie cpe,r:i;cTBa, H KOTOpbie .ri;omKHhI 

BB03HTbC51 no JIHD;eH3HH, npOXO)l;51T npou;e.ri;ypy nonyqeHH51 3KCnepTHOf0 

3aKJI10qeHHH H properneHH51 o,r:i;HoKpaTHo. EcnH 3Kcnepry Heo6xo,r:i;ttMa 

.ri;onOJIHHTeJibHruI HH<l>opMau;H5I )l;JI51 3KcnepTHOfO 3aKJI10qeHH5I, OH yBe)l;OMJIHeT 

npOH3BO)l;HTeJI51 0 Heo6XO)l;HMOCTH npe,r:i;cTaBJieHH51 .ri;aHHOH HH<l>opMaD;Hli B TeqeHHe 

10 pa6oqHx )l;Heii c MOMeHTa no,r:i;aqli 3a51BJieHH51. TipoH3BO)l;HTeJIH He 6y.ri;yT o6513aHhl 

npe.ri;ocTaBJI51Tb HCXO)l;HbIH KO)];, li OTKa3 B npe,r:i;cTaBJieHHH TaKoro Ko,r:i;a caM no ce6e 

He 6y,r:i;eT npHBO)l;HTb K OTKa3Y no 3a51BJieHHIO. Ilocne nonyqeHH51 properneHH51 

H)l;eHTliqHbIH HJIH no.ri;o6HbIH npoeyKT MO)l{eT 6bITb BBe3eH Ha TeppHTOpHIO 

PocCHHCKOH <l>e.ri;epau;HH Ha OCHOBe JIHD;eH3HH, Bbl)l;aHHOH B COOTBeTCTBlili co 

CTaTbeH 2 CornarneHH51 BTO no Tipou;e.ri;ypaM I1MnopTHOf0 nttu;eH3HpoBaHH51. 

BpeM51, Heo6xo,r:i;HMoe ,r:i;JIH 3aBeprneHH51 npou;eeyp HMnopTHoro nttu;eH3HpoBaHHH, 

BKJIJ0qa51 BpeMH )l;JI51 nonyqeHH51 3KCIIepTHOro 3aKJI10qeHH5I, properneHH51 

<l>e.ri;epanbHOfO opraHa HCnOJIHHTeJibHOH BJiaCTH B o6naCTH o6ecneqeHH51 

6e3onacHocTH H nttu;eH3HH MttH3KOHOMpa3BHTH51 PoccHH He ,r:i;OJI)l{HO npeBbIIIIaTh 

3-x MecHu;eB. CToHMOCTh npoBe,r:i;eHHH 3KcnepTH3hI H JIHu;eH3HpoBaHH51 6y,r:i;eT 

npo3paqHoH li 6y,r:i;eT OCHOBbIBaTbC51 Ha CTOHMOCTH OKa3aHHbIX ycnyr. 

4. B TeqeHHe 90 ,r:i;HeH c ,r:i;aTbl HaCTOHrn;ero nHCbMa poCCHHCKa51 CTOpOHa 

ycTaHOBHT BpeMeHHYIO CHCTeMy )l;JI51 peanH3aD;Hli noJIO)l{eHHH nyHKTOB 1-3 3TOfO 

nHCbMa. 

5.PocCHHCKruI CTOpoHa TaK)l{e BKJIJOqliT B npoeKT nocTaHOBJieHH51 cnHCOK 

KpHTepHeB, OCHOBaHHbIX Ha TeXHHqecKHX napaMeTPaX TOBapoB, c u;eJiblO 

)l;aJibHelirnero orpaH~eHH51 OXBaTa TOBapoB, no,r:i;Jie)l{aI.ll;HX npou;e.ri;ype, onHCaHHOH B 

nyHKTe 3. 3TH TOBapbl 6y,r:i;yT npoXO)l;HTb npou;e.ri;ypy, onHCaHeyIO B nyHKTe 2 (6). 



6. )J.aHHbie corrracoBaHHhie npHHIJJUihI 6y.n.yT oTpa:>KeHhI B )J.oKrra.n.e Pa6oqeil 

rpynnhI no npttcoe,Il.HHeHHI:O PoccttiicKoii <t>e.n.epaIJ.HH K BTO B TOM BH,I1.e, KOTopbIH 

.n.omKeH 6hITh corrracoBaH ITpaBHTerrhCTBOM PoccttiicKoii <l>e,I1.epautteii H BCeMH 

3aHHTepecoBaHHhIMH qrreHaMH BTO. 

7. B TO BpeM51, KOr,I1.a ITpaBHTerrhCTBO PoccttiicKoii <l>e,I1.epaIJ.HH npo.n.orr)l(aeT 

pa6oTy no 3aBepmeHHI:O MHorocTopoHHHX neperoBopoB o npttcoe,Il.HHeHHH K BTO, 

OHO 6y,I1.eT B3aHMo.n.eiicTBOBaTb c ITpaBHTeIThCTBOM ClllA H .n.pyrHMH 

3aHHTepecoBaHHhlMH qrreHaMH no BOnpocy 0 paCCMOTpeHHH c):>yHKIJ.HOHHpOBaHH51 

BpeMeHHOH CHCTeMbl. Qerrbl:O TaKoro nepecMOTpa 6y.n.eT BHeCeHHe 60J1bllleH 5ICHOCTH 

H onpe,I1.erreHHOCTH B npoue.n.ypbl HOTHc):>HKaIJ.HH, norryqeHH51 nO,I1.TBep)l(,I1.eHHH H 

ITHIJ.eH3HpOBaHH51 npo.n.yKTOB c llIHc):>poBarrhHbIMH c):>yHKIJ.H51MH, a TaK)l(e, no 

B03MO)l(HOCTH, ,Il.aIThHeiimee yToqHeHHe H pacmHpeHHe cc):>epbl .n.ettCTBH51 nyHKTOB 

1(6) H 2(a). 

8. B TO BpeM51, noKa pa3pa6aThrnaeTC51 BpeMeHHhIH nop51,I1.0K, ITpaBHTeIThCTBO 

PoccttiicKoii <t>e.n.epaIJ.HH 6yAeT TaK)l(e BeCTH .n.arrbHeiimHe ABYCTopoHHHe 

neperoBophI c ITpaBHTerrhcTBOM ClllA no Bonpocy HMnopTa Mo6HrrhHhIX 

nepcOHaJibHhIX ycTpOHCTB, MapmpyTH3aTopoB, KOMMyTaTopoB H TeXHOITOrHH 

,Il.OBepeHHbIX nrraTc):>opM. 

9. c yqeTOM TeXHHqecKHX napaMeTpOB, pocCHHCKa51 CTOpoHa paccMOTPHT 

BKJ1I:OqeHHe B npoeKT nocTaHOBJ1eHH51 crre.n.yI:OIIJ.HX TOBapoB no nyHKTY 2 (a): 

norrynpoBO,Il.HHKH; norrynpoBO,Il.HHKOBbie MO.Il.YITH HITH neqaTHbie nrraTbl 

KpHnTorpac):>HqecKHMH B03MO)l(HOCT5IMH; H YCTPOHCTBa c KpHnTorpac):>ttqecKHMH 

B03MO)l(HOCT51MH, KOTOpbie He MoryT 6bITb ycTpaHeHbl, HO Hepa60Tocnoco6Hhl 6e3 

cneuHarrbHOro nporpaMMHOro o6ecneqeHH51, TaKHe KaK B TerreKOMMYHHKaIJ.HOHHOM 

o6opy,I1.0BaHHH. 

jL 
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KpoMe Toro, B paMKax .n;sycTopoHHero coTpy.n;mrqecTBa, MhI .n;orosapirnaeMCH 

1. IIpaBHTeJihCTBO Poccni1cKoi1 ct>e.n;epaunn npo.n;omKHT KOHcynnTaUHH c 

ITpaBHTenhCTBOM ClllA B t.JaCTH perynttpoBaHHH HMnopTa Ha TeppttTopmo 

PoccHi1cKoii: ct>e.n;epaunn npo,n;yKUHH, co.n;ep)l(arueil KpHnTorpacpttt.IecKHe cpe,n;cTBa, a 

TaK)l(e B qacTH cooTBeTCTBy10ruero 3aKoHo,n;aTeJihCTBa. IlpaBHTeJibCTBO Poccni1cKoi1 

cI>e.n;epaunH H TipaBHTeJibCTBO ClllA ,n;oJI)l(HhI TaK)l(e npoBecnI KOHcynhTaUHH no 

o6neMy perynttpoBaHHH, BKJIIOqaH pa3pa60TKY o6neKTHBHbIX KpHTeptteB ,n;mI 

onpe.n;eneHHH TOBapoB, IIO,IJ;Jie)l(arunx perynHpoBaHHIO, H TOBapoB, KOTOpbie H3-IIO,IJ; 

Hero IIOJIHOCThlO HCKJIIOLJeHbI. 

2. TipamnenhCTBO PoccttilcKoil cI>e.n;epaUHH 6y,n;eT npHMemITh npoue.n;yphI 

HJIH .n;pyrHe Tpe6osaHH51, OTHOC51IUHeC51 K HMIIOpTHOMY JIHUeH3HpOBaHHIO TOBapoB, 

co.n;ep)l(aru11:x urncppoBaJihHhie cpe,n;cTBa, Ha He,IJ;HCKpHMHHaUHOHHOM OCHOBe B 

cooTBeTCTBHe co CTaTne.H I CornameHHH o ToproBhIX OTHomeHH51X Me)l(,n;y 

IlpaBHTeJihCTBaMH PoccnilcKoil cI>e.n;epaUHH H Coe,n;HHeHHhIMH lliTaTaMH AMepHKH 

(17 HIOHH 1992). B '.3THX uenHX pOCCHHCKaH CTopoHa He 6y.n;eT npHHHMaTb HJIH 

HCIIOJib30BaTh npHKa3bI, HHCTPYKUHH HJIH HHbie MepbI, B COOTBeTCTBHH c KOTOpbIMH 

OT,IJ;eJihHhie KOMIIaHHH CIIJA mm HX TOBapbI 6y.n;yT no.n;sepraThCH 6onee 

TIUaTeJibHOH nposepKe OTHOCHTeJibHO TIO HMIIOpTHOMY 

JIHUeH3HpOBaHHIO TOBapoB, co.n;ep)l(aIUHX mttcppoBaJibHbie cpe,n;CTBa. 

Ha.n;e10cb Ha ,n;BycTopoHHIOIO pa6oTy c BaMH TaK)l(e B neperosopax no 

BcTynneHHIO PoccHH B BTO no '.3THM BonpocaM. 

IIpHMHTe, yBa)l(aeMaH Ilocon II1Ba6, yBepeHHH B MoeM rny6oKoM K BaM 

r.rpecp 

MHHHCTP 



IlpHilO)l(eHHe 

HoTmpHKaum1 rrpoH3BO,ll.HTem1 rrpo.n.yKUHH, co.n.ep)l(am:eH: IIImppoBanhHhie 

cpe.n.cTBa, 6y.n.eT BKmoqaTb: 

- HaHMeHOBaHHe 3aHBHTem1; 

HaHMeHOBaHHe rrpo.n.yKU.HH (npo.n.yK1(H51 HilH rrporpaMMHOe o6ecrreqeHHe, 

ceMeHCTBO rrpo.n.yKTa); 

- uenb HCIIOilb30BaHH51 ( BbIIIOilH51eMbie tPYHKUHH); 

HCIIOilh3yeMbie KpHIITOrpa<jlHqecKHe anropHTMbI (Ha3BaHHe H OIIHCaHHe 

KpHrrTorpa<jlHqecKoro anropHTMa H MaKCHMMbHa51,ll.IlHHa Kmoqa); 

- KaTeropH51 HCKmoqeHHH; 

- KpHIITOrpa<jlHqecKHe tPYHKUHH, 3a6noKHpOBaHHbie rrpoH3BO,ll.HTeneM; 

MaKCHMMhHa51 ,11.MbHOCTb 6ecrrpoBO,ll.HOro .n.eHCTBH51 (TOilbKO ,ll.Il51 

pa,11.H03neKrpOHHbIX cpe,11.CTB CB513H); 

.n.aTa 3arronHeHH51 HOTH<jlHKal(HH; 

rreqaThlrro.n.rrHcb. 

http:rrpo.n.yKU.HH


Hanoi '.h'November, 2006 

Dear Ambassador Schwab! 

In recognition of our mutual obligation to provide most-favoured nation and national treatment to 

exports from the territory of our respective countries and the obligations of the Agreement 

Establishing the World Trade Organization (WTO), I have the honor to confirm that the 

delegation of the Government of the Russian Federation and delegation of the Government of the 

United States have reached an understanding in respect of the following principles to be applied in 

connection with the establishment of import licensing procedures for imports of goods containing 

encryption technology: 

l(a) The Government of the Russian Federation will apply any procedures or other 

requirements relating to licensing imports of goods containing encryption technology on a non­

discriminatory basis, consistent with Articles I and III of GATT 1994. The procedures related 

to the notification, evaluation, approval, and licensing of goods containing encryption 

technology, and the process for exempting goods will be transparent and predictable and will 

not impose unreasonable or burdensome requirements on such goods. 

l(b) The conditions for importation of goods containing encryption technology subject to 

current and any future exemptions indicated in all of the Notes, to Category 5 Part 2 "Information 

Security" of the Wassenaar Arrangement Dual Use List will not be more restrictive than those in 

effect as of the date of this letter. 1 

2(a) The Government of the Russian Federation will eliminate any existing restrictions and not 

apply any new restrictions, such as experts evaluations, approvals, and licenses, for the 

importation of the following categories of goods: 

I. goods containing encryption with the following limited functions: 

Ambassador Susan C. Schwab 
United States Trade Representative 

1 This includes mobile phones currently sold at retail in the Russian Federation. 



(a) 	 authentication including all aspects of access control without encryption of 

files and texts, except encryption related to passwords and identification and 

other similar data protection from unauthorized access; and 

(b) 	 electronic digital signature with any encryption function; 

II. 	 goods containing encryption technology which consist of any of the following 

components; 

(a) 	 a symmetric cryptographic algorithm employing a key length not exceeding 

56 bits long; or 

(b) 	 an asymmetric cryptographic algorithm based on one of the following 

methods: 

(A) 	 factorization of integers not exceeding 512 bits; 

(B) 	 computation of discrete logarithms in multiplicative group of a 

finite field of a size not exceeding 512 bits; or 

(C) 	 the discrete logarithm in group other than in item B hereof not 

exceeding 112 bits; 

III. 	 goods covered under Note 3 ("Cryptography Note") to Category 5 Part 2 

"Information Security" of the Wassenaar Arrangement Dual Use List relating to 

mass market goods; 

IV. 	 components of software (including operating systems) implementing an encryption 

functionality that cannot be modified by a user and require no substantial supplier 

support for installation and for which supporting documentation on these 

characteristics is publicly available, or if not publicly available, is provided; 

V. 	 goods with an encryption functionality used to protect the technological channels 

of communication networks or to manage communication networks or systems; 

VI. 	 wireless equipment performing the encryption of data within a radio channel only 

with a maximal range of wireless operation without strengthening and re­

translation of less than 400 meters according to manufacturer's specifications; and 

VII. 	 goods for which the encryption functionality is disabled by the manufacturer. 

2(b) 

I. 	 For goods covered under sub-paragraph 2(a), the Government of the Russian 

Federation will permit the importation of such goods based on a one-time 

submission of a notification to the federal executive body in the field of security that 

the goods are exempted from control for encryption purposes. To comply with this 

requirement, the manufacturer of the good will submit a completed paper copy of a 



form containing information specified in the attachment to this letter. Goods 

covered by sub-paragraph 1 (b) and 2( a) will not require a license for reasons of 

encryption. 

II. Ifproprietary information is submitted in the notification, the manufacturer will 

identify that information and the federal executive body in the field of security will 

protect such information. When an algorithm is proprietary information, a 

manufacturer will only be required to include the name of the owner of the algorithm 

to the federal executive body in the field of security as the description of the 

algorithm. 

III. Confirmation of notification will be automatic, unless the federal executive body in 

the field of security contacts the manufacturer within ten working days after 

submission of the notification regarding its compliance with the requirements of 

sub-paragraph 2(a). A manufacturer will have an opportunity to cure minor errors 

in its declaration. 

IV. The federal executive body in the field of security will maintain a public internet 

site where it will post such confirmations. Any importer or shipper may rely on a 

relevant confirmation. Once a good is notified and confirmed, an importer/shipper 

shall only be required to indicate that the good appears on the internet site in the 

relevant customs declaration. This notification procedure is intended to facilitate 

the entry of the goods listed above and will not result in any delays or additional 

approval procedures. 

Goods that have previously been subject to examination under import procedures related to 

encryption, and are covered by the scope of sub-paragraph 2(a), will be automatically posted on the 

internet site without going through the procedures in sub-paragraph 2(b ). 

3. Goods containing encryption technology that need an import license shall undergo expert 

evaluation and approval only once. Ifan expert evaluator needs additional information for its 

evaluation, it shall notify the manufacturer and request such information within 10 working days of 

the application. Manufacturers will not be obligated to submit source code and failure to submit 

such code alone, will not result in denial of an application. After the good is approved, the same or 

like good can be imported into the Russian Federation with a license issued in a manner consistent 

with Article 2 of the WTO Agreement on Import Licensing Procedures. The time period for 

completing import licensing procedures, including the time required to obtain an experts' 

evaluation and to receive approval of the federal executive body in the field of security and 



Ministry of Economic Development and Trade import license shall not exceed three months. Fees 

for experts evaluations and licensing will be transparent and based on the costs of services 

rendered. 

4. Within 90 days after the date of this letter, the Russian side will establish an interim system 

for the implementation of paragraphs 1through3 of this letter. 

5. The Russian side also will include in the regulation a list of criteria based on the technical 

capability of the goods to further limit the scope of goods subject to the procedures in paragraph 3. 

Goods meeting these criteria will be covered under the procedures and requirements set out in 

paragraph 2(b ). 

6. These agreed principles will be reflected in the Working Party Report on the Russian 

Federation's accession to the WTO with language to be elaborated between the Government of 

the Russian Federation and all interested WTO members. 

7. As the Government of the Russian Federation continues its work to complete the 

multilateral negotiations on accession to the WTO, it will engage the Government of the United 

States and other interested Members in a review of the operation of this interim system. The 

purpose of this review will be to clarify and refine procedures for notification, confirmation, and 

licensing of goods with encryption capabilities and, where possible, to further improve and expand 

the coverage of sub-paragraphs l(b) and 2(a). 

8. As interim procedures are being developed, the Government of the Russian Federation will 

also engage in further bilateral discussions with the Government of the United States on the 

treatment of mobile handsets, routers, switches, and trusted platform technologies. 

9. Given their technical capabilities, Russian side will consider including the following goods 

in the draft decree and under sub-paragraph 2(a): semiconductors, semiconductor modules or 

printed circuit assemblies with encryption capability; and items with cryptography that cannot be 

removed, but cannot work without special software, such as in telecommunications equipment. 

In addition, in terms of bilateral work, we agree on the following: 

1. The Government of the Russian Federation will continue to consult with the 

Government of the United States on regulations or legislation under consideration regarding the 

rules for importing goods containing encryption technology into the territory of the Russian 



NOTE: This is an unofficial translation provided by the Government of the Russian Federation.  When the official English translation becomes available, it will be added to
this publication.



ANNEX 


The notification by the producer of goods containing encryption technology, will 


contain: 


- - the name of the applicant; 


- name of goods (goods or software, product family); 


purpose of use (executable functions); 

- cryptographic algorithms used (name and description of the cryptographic 

algorithm and maximum key length); 


category of exemptions; 


cryptographic functions disabled by the manufacturer; 


effective range ofwireless operation (only for radio electronic devices); 

date of filling in the notification; 

stamp/ signature. 



EXECUTIVE OFFICE OF THE PRESIDENT 


THE UNITED STATES TRADE REPRESENTATIVE 


WASH I NG TON, D.C. 20508 


NOV 1 9 2006 


H.E. Gennan Gref 
Minister 
Ministry of Economic Development 
and Trade of the Russian Federation 

Dear Minister Gref: 

I was pleased to receive your letter of this date which reads as follows: 

"In recognition of our mutual obligation to provide most-favoured nation and national 

treatment to exports from the territory of our respective countries and the obligations of 

the Agreement Establishing the World Trade Organization (WTO), I have the honor to 

confi1111 that the delegation of the Government of the Russian Federation and delegation 

of the Government of the United States have reached an understanding in respect of the 

following principles to be applied in connection with the establishment of imp01i licensing 

procedures for imports of goods containing encryption technology: 

l(a) The Govenm1ent of the Russian Federation will apply any procedures or other 

requirements relating to licensing imp01is of goods containing encryption technology on a 

non-discriminatory basis, consistent with Articles I and III of GATT 1994. The procedures 

related to the notification, evaluation, approval, and licensing of goods containing 

encryption technology, and the process for exempting goods will be transparent and 

predictable and will not impose unreasonable or burdensome requirements on such goods. 

1(b) The conditions for importation of goods containing encryption technology subject to 

current and any future exemptions indicated in all of the Notes, to Category 5 Part 2 

"Infom1ation Security" of the Wassenaar Arrangement Dual Use List will not be more 

restrictive than those in effect as of the date of this letter. 1 

1 This includes mobile phones currently sold at retail in the Russian Federation. 
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2(a) The Government of the Russian Federation will eliminate any existing restrictions and 

not apply any new restrictions, such as experts evaluations, approvals, and licenses, for the 

imp01iation of the following categories of goods: 

I. 	 goods containing encryption with the following limited functions: 

(a) 	 authentication including all aspects of access control without encryption of files 

and texts, except encryption related to passwords and identification and other 

similar data protection from unauthorized access; and 

(b) 	 electronic digital signature with any encryption function; 

II. 	 goods containing encryption technology which consist of any of the following 

components; 

(a) 	 a symmetric cryptographic algorithn1 employing a key length not 

exceeding 56 bits long; or 

(b) 	 an asymmetric cryptographic algorithm based on one of the following 

methods: 

(A) 	 factorization of integers not exceeding 512 bits; 

(B) 	 computation of discrete logarithms in multiplicative group of a 

finite field of a size not exceeding 512 bits; or 

(C) 	 the discrete logarithm in group other than in item B hereof not 

exceeding 112 bits; 

III. 	 goods covered under Note 3 ("Cryptography Note") to Category 5 Paii 2 

"Information Security" of the Wassenaar AlTangement Dual Use List relating to 

mass market goods; 

IV. 	 components of software (including operating systems) implementing an 

encryption functionality that cannot be modified by a user and require no 

substantial supplier support for installation and for which suppo1iing 

documentation on these characteristics is publicly available, or if not publicly 

available, is provided; 

V. 	 goods with an encryption functionality used to protect the technological 

channels of communication networks or to manage communication networks 

or systems; 
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VI. 	 wireless equipment performing the encryption of data within a radio channel 

only with a maximal range of wireless operation without strengthening and re­

translation ofless than 400 meters according to manufacturer's specifications; 

and 

VII. 	 goods for which the encryption functionality is disabled by the 

manufacturer. 


2(b) 


I. 	 For goods covered under sub-paragraph 2(a), the Government of the Russian 

Federation will permit the importation of such goods based on a one-time 

submission of a notification to the federal executive body in the field of 

security that the goods are exempted from control for encryption purposes. 

To comply with this requirement, the manufacturer of the good will submit a 

completed paper copy of a form containing information specified in the 

attachment to this letter. Goods covered by sub-paragraph l(b) and 2(a) will 

not require a license for reasons of encryption. 

II. 	 Ifproprietary information is submitted in the notification, the manufacturer 

will identify that infonnation and the federal executive body in the field of 

security will protect such information. When an algorithm is proprietary 

information, a manufacturer will only be required to include the name of the 

owner of the algorithm to the federal executive body in the field of security as 

the description of the algorithm. 

III. 	 Confirmation of notification will be automatic, unless the federal executive 

body in the field of security contacts the manufacturer within ten working days 

after submission of the notification regarding its compliance with the 

requirements of sub-paragraph 2(a). A manufacturer will have an opp01iunity 

to cure minor errors in its declaration. 

IV. 	 The federal executive body in the field of security will maintain a public 

internet site where it will post such confirmations. Any importer or shipper may 

rely on a relevant confirmation. Once a good is notified and confirmed, an 

1-} 
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importer/shipper shall only be required to indicate that the good appears on the 

internet site in the relevant customs declaration. This notification procedure is 

intended to facilitate the entry of the goods listed above and will not result in 

any delays or additional approval procedures. 

Goods that have previously been subject to examination under import procedures related to 

encryption, and are covered by the scope of sub-paragraph 2( a), will be automatically 

posted on the internet site without going through the procedures in sub-paragraph 2(b ). 

3. Goods containing encryption technology that need an import license shall undergo 

expert evaluation and approval only once. If an expert evaluator needs additional information 

for its evaluation, it shall notify the manufacturer and request such information within 10 

working days of the application. Manufacturers will not be obligated to submit source code 

and failure to submit such code alone, will not result in denial of an application. After the 

good is approved, the same or like good can be imported into the Russian Federation with a 

license issued in a manner consistent with Article 2 of the WTO Agreement on Import 

Licensing Procedures. The time period for completing imp01i licensing procedures, including 

the time required to obtain an experts' evaluation and to receive approval of the federal 

executive body in the field of security and Ministry of Economic Development and Trade 

impo1i license shall not exceed three months. Fees for experts evaluations and licensing will be 

transparent and based on the costs of services rendered. 

4. Within 90 days after the date of this letter, the Russian side will establish an interim 

system for the implementation ofparagraphs 1 through 3 of this letter. 

5. The Russian side also will include in the regulation a list of criteria based on the 

teclmical capability of the goods to further limit the scope of goods subject to the procedures 

in paragraph 3. Goods meeting these criteria will be covered under the procedures and 

requirements set out in paragraph 2(b ). 

j} 
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6. These agreed principles will be reflected in the Working Party Report on the 

Russian Federation's accession to the WTO with language to be elaborated between the 

Government of the Russian Federation and all interested WTO members. 

7. As the Govenunent of the Russian Federation continues its work to complete the 

multilateral negotiations on accession to the WTO, Russia will engage the Government of the 

United States and other interested Members in a review of the operation of this interim system. 

The purpose of this review will be to clarify and refine procedures for notification, 

confinnation, and licensing of goods with encryption capabilities and, where possible, to 

further improve and expand the coverage of sub-paragraphs 1(b) and 2( a). 

8. As interim procedures are being developed, the Government of the Russian Federation 

will also engage in further bilateral discussions with the Government of the United States on 

the treatment of mobile handsets, routers, switches, and trusted platform technologies. 

9. Given their technical capabilities, Russian side will consider including the following 

goods in the draft decree and under sub-paragraph 2(a): semiconductors, semiconductor 

modules or printed circuit assemblies with encryption capability; and items with cryptography 

that caimot be removed, but cannot work without special software, such as in 

telecommunications equipment. 

In addition, in tem1s of bilateral work, we agree on the following: 

1. The Government of the Russian Federation will continue to consult with the 

Govenunent of the United States on regulations or legislation under consideration 

regarding the rules for importing goods containing encryption technology into the telTitory 

of the Russian Federation. The Government of the Russian Federation and the Government 

of the United States will also consult on the coverage ofregulations, including development of 

objective criteria for determining those goods that are subject to regulation and those goods that 

are excluded entirely. 
~j 
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2. The Government of the Russian Federation will apply any procedures or 

other requirements relating to licensing imports of goods containing encryption 

technology on a non-discriminatory basis, consistent with Article I of the 

Agreement on Trade Relations between the Government of the Russian 

Federation and the United States of America (June 17, 1992). To this end, the 

Russian side will not issue or use orders, instructions, or other measures that 

identify specific U.S. companies or their goods and subject those companies or 

goods to enhanced scrutiny in relation to regulations on import licensing procedures 

for goods containing encryption technology. 

I look forward to working with you bilaterally and in Russia's WTO accession 

negotiations on these issues.Please accept, dear Ambassador Schwab, the assurances 

of my deepest respect." 

I am pleased to confinn that the delegation of the United States shares this understanding of the 

principles set out in your letter. We also look forward to working with you and your colleagues on 

this important issue. 

Please accept the assurances of my deepest respect. 

Susan C. Schwab 



ANNEX 


The notification by the producer of goods containing encryption teclu1ology, will contain: 

the name of the applicant; name of goods (goods or software, product family); purpose of 

use (executable functions); cryptographic algorithms used (name and description of the 

cryptographic algorithm and maximum key length); category of exemptions; 

cryptographic functions disabled by the manufacturer; effective range of wireless 

operation (only for radio electronic devices); date of filling in the notification; stamp/ 

signature. 
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