Internal Control Program (ICP)
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Industry participation is vital to international efforts to stem the spread of weapons of mass destruction. When business entities are aware of regulations governing the transfer of proliferation-relevant technologies and items, understand how to comply with national strategic trade regulations, and possess tools such as internal procedures to screen potential customers and review proposed export deals, compliance with export regulations increases and the likelihood of illicit transfers is substantially reduced.  

Internal control (compliance) programs are in-house procedures that companies adopt to facilitate compliance with national export control requirements. Developed and managed under the Export Control and Related Border Security (EXBS) program, the Internal Control Program (ICP) provides a web-based training and job-aid tool to cooperating governments that can assist their industry in complying with national and international export control requirements.  Because national controls and business circumstances vary, each country’s standard ICP must be customized to maximize its effectiveness. 

The ICP provides information and guidance to assist industry in establishing and maintaining export control compliance.  By following the three major steps in the ICP, industry will be able to maximize their international sales while ensuring compliance with government export control laws and regulations, and with the strategic trade control standards of the global community.  In addition, implementing a standard internal control program promotes a unified approach to export control at the national, regional, and industry levels. 
STEPS IN THE PROGRAM
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	Step 1: Knowledge
Companies must first understand their responsibilities as exporters, and the purpose, and importance of an internal control program. The ICP reviews the intent and importance of strategic trade controls, and the legal obligations of exporters. The ICP also provides detailed instructions on the ten key elements of a model internal control program, which will become the basis of a company’s ICP.


	Step 2: Development of a Policies and Procedures Manual  

The ICP provides MS Word® templates that allow the user to customize a clear and comprehensive ICP Policies and Procedures Manual based on the ten key elements. This manual defines a company’s policies toward strategic trade controls and provides step-by-step procedural guidance.
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	Step 3: Implementation  

With the written program in place, a company must implement all appropriate procedures. The ICP provides an export administrator with a variety of implementation tools to assist with implementation of many of the key elements, such as classification, licensing, restricted parties screening, and auditing. These tools include searchable databases (Classification Search Tool and Restricted Parties Screening Tool), modifiable MS Word® templates, electronic application capability, and Reference section. 



 IMPLEMENTATION TOOLS
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	Commodity Classification Search Tool
The commodity Classification Search Tool (CST) is a keyword search engine that allows the user to identify the correct commodity classification number for an item quickly.  It contains an index of strategic equipment and technologies, drawn from a National Control Lists database.  By entering a keyword(s), the tool will display results grouped according to subject hierarchy and classification number.  Users can screen the technical specifications of a commodity against the control parameters described in the control list to see if there is a match and determine the most appropriate entry.  By clicking on the results, the tool will display all relevant information, including full text of the list entry, definition of terms, pictures of the controlled item, reasons for control, and associated Harmonized System codes, if applicable. 

	Inventory Classification Database

The Inventory Classification Database tool is designed to help companies maintain a record of all items in their inventory as well as any information pertaining to an item’s classification and export licensing requirements. The Inventory Classification Database provides the user with common fields that an exporter may use to manage inventory and order processing.  It also includes export control fields that can be used to document commodity classification decisions.  
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	Restricted Parties Screening Tool
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Chapter 7: Product & Technology Classification Screen

Bluetext  Suggested cortent that should be customized for yous company.

Black fext Part of the basic structure of the manual and should not be
modified.

7.1 Reason of Importance

This elementis established to ensure our prodhcts (inchuding materials, sofbware, hardwae,
praduction and test expuipment, and techrilogy) are sereened against our ndional control
list. By comparing the technical specifications of our products against the technical
parameters within enries on the national cantrol ist, we can detetmine the correct
classification code. This process of assigning the correct classification code is known as
commodity classification. The corect classification code is fondamental in deternining.
whether aur company must seek an exportlicense from the government for a paticular
praduct or tectnalogy transfer.

7.2 Procedures for Developing and Maintaining the Product Classification
Datahase

Once you have the proper classification of our pradust, the caurtry of destination, nd the
endusers, you will determine whether or not the prockict will need a license. Therefore tis
importantto develop and maintain  classification database.
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The Restricted Parties Screening Tool (RPST) allows, users to conduct a level of due diligence to ensure that any party to a transaction is properly screened against parties placed on officially published restricted parties lists. The user can search for a single person or company, search for all parties to a transaction, or upload a batch file to screen a database of customers. Every screening generates a comprehensive report with detailed information on the screening and the screening results, which the user can print, save, or email. The user can also access government-published lists directly through the site. 

	Electronic License Application

The ICP software provides an electronic license application template that can be filled out and submitted electronically or as a paper document . This electronic application contains all of the same fields found on a regular license application. The user can complete the application online and submit to the licensing authority electronically, or print and send the application by mail.
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Chapter 1: Company Policy Statement

Bluetext  Suggested cortent that should be customized for yous company.

Black fext Part of the basic structure of the manual and should not be
modified.

Reason of Importance

The comerstane for building an effective internal control program is a cleas,
wiitten stetement of [company name hete] policy toward export centrols thatis
communicatedo all employees who workin exportselated fundtions. This
statement will outline [company name here] official position on export centrols
and it intert to implement an Intemal Control Program.

Who will Issue the Policy Statement

In orderto commuricate corporate awareness and commitment to preventingthe
profiferation of weapons of mass destruction, [company name here] senior
‘management will convey a clear written commitment to all employees involved
with export corteols.

Person responsible for issueing the company policy state ment

MName of Poicy statement issuer: [name of policy staement issuer here]
Contactinformation [issuers telephone, fa, etc]

Date ofissue: [date statement was last issued]

13 Writing the Policy Statement

Chapter One
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U.S. Department of State (DOS), Bureau of International Security and Nonproliferation (ISN) 

Export Control and Related Border Security (EXBS) Program
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