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PREFACE

i

DEFINING DIPLOMATIC SECURITY

U.S. Ambassador to Afghanistan Adolph Dubs was commuting from his residence to the
U.S. Embassy in Kabul on February 14, 1979, when four men abducted him. A man dressed as a policeman
stopped the Ambassador’s car and said that he had orders to search it. Aiming a gun at the chauffeur’s

head, the “policeman” ordered the chauffeur to

remain still while he and three men got into the
car. At gunpoint, the chauffeur drove to the Kabul
Hotel, arriving at about 8:50 a.m. The kidnappers
ordered Dubs out of the car and took him to a
second floor room. The chauffeur was instructed to
go to the U.S. Embassy and inform the Americans
of the situation. A large number of Afghan
police, military, and fire department personnel
quickly surrounded the hotel. Three Foreign
Service Officers (FSOs) from the U.S. Embassy
arrived, as did four Soviet officials. During the
next four hours, U.S. ofhicials repeatedly urged
Afghan officials to exercise restraint to ensure the
Ambassador’s safety. According to FSOs on site,

the four Soviet officials held repeated discussions

with Afghan authorities and appeared to serve as

advisors. At 12:50 p.m. Afghan forces stormed the
second-floor room, and Ambassador Dubs was

killed during the ensuing gunfire.!

ix

Figure 1: Special Agent Frank Madden (center, white suit)
looks on as U.S. Secretary of State Dean Acheson waves to
well-wishers in front of the U.S. Embassy in Vienna on
June 30, 1952. Source: U.S. Information Service.
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Figure 2: A security detail of DS Special Agents, positioned
left and right immediately behind U.S. Secretary of State
Hillary Rodham Clinton, provides protection during her
2009 mission to Indonesia. Source: © Associated Press.

Figure 3: During a training session, two DS Special Agents
from a Mobile Security Deployments team demonstrate to
U.S. embassy staff how to counteract an aggressive wrist
grab. Source: Private collection.

The abduction and death of Ambassador Dubs
highlighted the importance of diplomatic security
and prompted U.S. Department of State ofhcials
to reexamine the security measures that they had
in place. The United States has always had some
form of diplomatic security, yet the threats to U.S.
diplomacy and the measures that the Department of
State has employed to counter them have changed
considerably over time. This history explores how
diplomatic security at the Department of State has
evolved from the American Revolution to the post-
Cold War era.

Broadly defined, diplomatic security is the set
of measures enacted to ensure that the diplomatic
representatives of a nation-state, kingdom, or other
political entity are able to conduct that entity’s
foreign affairs in a confidential, safe manner. Security
is a basic function of diplomacy, and specific
components of diplomatic security include preserving
the confidentiality of diplomatic documents and
communications, protecting diplomatic personnel,
ensuring the integrity of diplomatic personnel
through background investigations, and safeguarding
diplomatic posts overseas and diplomatic facilities at
home.

This history focuses on how the Bureau of
Diplomatic Security (DS) and each of its predecessors
(the Ofhice of Security, the Security Office, and the
Office of the Chief Special Agent) emerged and

changed over the course of nearly a century. The work also describes how and why several security-related

functions became centralized into a security office. Until recently, the personnel and resources devoted to the

Department’s security office have been small in relation to the enormous task confronting the Department’s

security professionals. As a result, individuals figure prominently in this history and their contributions are

highlighted when possible.
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Practices, procedures, and responsibilities often
arise well before a bureaucracy designates a person
or office to specialize in that task. Historians of
cryptology have shown that rulers and diplomats
used codes and ciphers in communications long
before a national, city-state, or royal government
devoted an entity or person exclusively to the
creation of codes or the encryption / decryption of
communications. Past generations of U.S. diplomats,
including the first diplomat Benjamin Franklin,
gave serious consideration to diplomatic security,
yet, how they conceived the threats they faced and
the countermeasures they devised were determined
by the available technology and the milieu in which
they lived. Some measures have changed so markedly
that they now seem minimally related to security, yet
the contribution of such “forgotten” measures to the
history of diplomatic security is unmistakable. For
example, from 1800 to 1916, Despatch Agents were
the Department’s foremost security personnel, but
their work has changed significantly so that they are
no longer viewed as security personnel.

Rather than trying to discuss each of the many
security-related measures enacted by the Department
of State, this history concentrates upon the broader
context of threats and crises confronting the
Department during a particular era, as well as the
measures that fell eventually under the purview of DS.
The work examines such measures as codes, couriers,
espionage countermeasures, physical security, and
protective details. Other measures are discussed when
they are relevant for a particular era. Investigation
of passport and visa fraud, for example, was critical
during World War I, World War II, and the 1990s,

X1

Figure 4: Diplomatic Courier Philip E Vandivier boards
an airplane with two diplomatic pouches at the Frankfurt
Regional Courier Facility in 1951. Source: Bureau of
Diplomatic Security Files.

Figure 5: An array of fraudulent documents seized as
evidence in DS operations. In 2008, DS conducted
thousands of investigations into passport and visa fraud
culminating in 2,448 arrests. Passport and visa fraud is
often. committed in connection with other crimes such as
international terrovism, narcotics trafficking, and alien
smuggling. Source: Department of State.
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Figure 6: A DS Computer Investigations and Forensics
branch chief (center) observes as two DS Special Agents
prepare equipment to make forensic images of digital
evidence. Such evidence is used for visa and passport fraud
cases, other criminal cases, and counter-intelligence. Source:
Department of State.

Figure 7: DS Mobile Security Deployments (MSD) agents
(foreground) coordinate with a DS protective security detail
(rear) for the visit of the U.S. Secretary of State at an

overseas location. Source: Bureau of Diplomatic Security
Files.

but is discussed little beyond those junctures despite
remaining a key responsibility for DS and its
predecessors throughout the twentieth century.

The chapters are organized chronologically and
by what might be described as “security frameworks.”
Each chapter details how a unique set of diplomatic
threats upset the existing security framework and how
Department officials devised new countermeasures
to respond to the new threats, often building upon
existing measures or innovating new ones. The rise
of a new framework frequently resulted from a
specific event. In chapters 1, 2, 3, 4, 5, and 7, the
events respectively are World War I, World War 1II,
the Amerasia affair, McCarthyism, public disclosure
of a “bug” network in the U.S. Embassy in Moscow,
and the 1983 suicide bomber attack on the U.S.
Embassy in Beirut, Lebanon. In other chapters, the
new frameworks resulted from broader national or
international developments. For chapters 6, 8, and 9,
the developments respectively are the rise of terrorism,
the creation of the Bureau of Diplomatic Security,
and the resurgence of terrorism as the predominant
threat to U.S. diplomacy. Also discussed in Chapters
7, 8, and 9, the computer revolution of the late
twentieth century fostered new threats and new facets
of diplomatic security. The conclusion offers several
observations about the nature of diplomatic security
and, along with the epilogue, examines diplomatic
security since the terrorist attacks of September 11,
2001 on the World Trade Center.

Finally, the history of diplomatic security offers a unique window into U.S. diplomacy and the Department

of State. Often overlooked by many histories of U.S. diplomacy, the functional operations and organizational

structure of the Department have profoundly affected the conduct of U.S. diplomacy. For example, an aging

communications network hampered U.S. diplomacy during the Cuban Missile Crisis in 1962. This history also
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offers new insights to familiar episodes. For example,
contrary to popular understanding, U.S. Senator
Joseph McCarthy did not fabricate his figures about
the number of Communists in the Department of
State. McCarthy derived his numbers from materials
presented to Congress by the Office of Security (SY);
however, McCarthy repackaged the information in
such a way that it took SY officials weeks to determine

the source.
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McDermott (center rear and right) provide protection for
King Hussein of Jordan (center, light suit) during his 1959
visit to the United States. Source: Aviation News Pictures.
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Figures 10 and 11: One of the many listening devices
planted in U.S. diplomatic facilities in Communist bloc
cities to conduct espionage against American diplomats.
Technical Security Engineers discovered the device in the
residence of the Counselor of the U.S. Embassy in Prague,
Czechoslovakia, in 1954. The lower image is the detail of
the device located within the grey rectangular box to the left,
in the above figure. Source: Bureau of Diplomatic Security
Files.

Figure 12: A controlled explosion of a vehicle during
a DS training exercise. Source: Bureau of Diplomatic
Security Files.
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INTRODUCTION

i

THE FOUNDATIONS OF DIPLOMATIC SECURITY

Diplomatic security is as old as diplomacy itself. Initially, diplomatic security was primarily the
secure conveyance of government communications using couriers and codes. The Persian, Babylonian,

Egyptian, Chinese, Greek, Roman, Aztec, and Incan empires developed courier services to carry imperial

messages. The Greeks and Romans also developed
ciphers to preserve confidentiality of diplomatic
messages." By the Renaissance (1500s), codes had
emerged, and Spanish, French, English, Vatican, and
Venetian foreign ministers routinely used ciphers
and codes when writing to their diplomats abroad.
The European monarchies also developed courier
networks to carry messages. Courier work was seen
as a training ground for diplomats because couriers
had to exercise discretion, know the local language,
and employ disguises to avoid detection.?

North  America

were acutely aware of the need to protect their

Colonial-era  leaders in
correspondence. As tensions escalated between Great
Britain and its American colonies in the 1760s, the
Sons of Liberty communicated with each other by
dropping letters at secretly designated coffee houses or
taverns, where sympathetic postmen or ship captains

would pick up and deliver the letters. During the

American Revolution, the small fleet of sympathetic

Figure 1: Henry Laurens, U.S. Commissioner to the
Netherlands.  Laurens and his papers were captured by
the British while en route to Europe. His papers provided
evidence of Dutch aid to the American Revolution and led
Great Britain to declare war on the Netherlands. Portrait
by Pierre Eugéne du Simitiére, 1783. Source: Library of
Congress, Prints and Photographs Division.

xvil
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captains evolved into a proto-courier system, carrying U.S. diplomats or their correspondence across the Atlantic
Ocean. The perils of trans-oceanic travel (bad weather, shipwreck, espionage, loss at sea) often delayed the delivery
of diplomatic letters. Even in good weather, a letter took six to eight weeks to cross the Atlantic.?

One of the most serious breaches of diplomatic security during the Revolution occurred in 1780 when the
British captured Henry Laurens, U.S. commissioner to the Netherlands. Before his capture, Laurens burned and
sank many of his papers, but he did not sufficiently weigh down the final pouch. A British captain retrieved the
pouch from the water and forwarded the papers to the British Cabinet. One of the documents was a draft treaty
between the American colonies and the Netherlands. As a result, England declared war on the Netherlands, which
then allied with France and the United States. Laurens, meanwhile, was imprisoned in the Tower of London.*

Revolutionary diplomats regularly used ciphers and codes, many of which were their own creations. From
1776 to 1789, U.S. diplomats used 17 ciphers, 10 cipher-codes, and 23 codes. A common code involved two
correspondents using the same book to encode a message in which each word was replaced by a number. The first
digit(s) was for the page of the book, the second for the line of the page, and the third digit(s) for the position of
the word in the line.

Espionage plagued American Revolutionary diplomats. In 1776, the British planted Dr. Edward Bancroft
as a spy on the staft of Benjamin Franklin, the U.S. Minister to France, and Bancroft operated undetected for

years. The French Foreign Minister, the Comte de

Vergennes, acquired the ciphers for several U.S.
diplomats. In 1777, British Minister to Prussia Hugh
Elliot learned that the American emissary to Prussia,
Arthur Lee, kept a journal locked in his desk. While
Elliot dined with Lee one evening, Elliot’s men stole

Lee’s journal and copied it.¢

= Diplomatic Security and the P
" Early Republic (1783-1840) =~

After the Revolution, serving under the Articles

of Confederation, Secretary for Foreign Affairs John
Figure 2: The American Commissioners sign the Treaty

of Paris in 1782, U.S. diplomats John Jay, john Adams, Jay (1784-1789) instituted the first formal diplomatic

Benjamin Franklin, Henry Laurens, and William Temple security measures for the new American government.
Franklin (left to right) were plagued by European espionage. . .
The British planted a spy on Franklin’ staff; the French had As head of the Department of Foreign Affairs, Jay

the codes for Jays, Laurens, and Adams correspondence; organized documents and segregated “confidential”
and the Spanish read Jays correspondence.  Sketch by w o ) )

Benjamin West.  Source: National Archives and Records and “non-confidential” papers with the assistance of
Administration. two clerks. He also insisted that all correspondence

xviii
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go to his office before being presented to the Congress
of the Confederation. Jay complained to Thomas
Jefferson that “little secrecy is to be expected” from
Congress because members talked freely to the public
about confidential matters.”

After the 1787 Constitutional Convention,
Jay asserted in Federalist Paper #64 that diplomatic
security was a key reason to ratify the draft
Constitution of the United States. Writing as
“Publius,” Jay said that diplomatic negotiations
required “perfect secrecy and immediate disparch’
and many foreign diplomats would be uneasy about
disclosing sensitive information to a large body such
as Congress. By placing the conduct of foreign affairs
with the President (in the executive branch), the
Constitution allowed diplomats to confide sensitive

matters to the President and his representatives, such

as the Secretary of State.®
Figure 3: John Jay, Secretary for Foreign Affairs (1784-
1789). In many ways, Jay is the ‘father of diplomatic
security.” He instituted practices that laid the foundation
Jor diplomatic security at the Department of State. Such
practices  included separating  confidential and non-

After ratification of the Constitution in 1789,
the new United States Department of State used

several ciphers, codes, and cipher-codes. During the

1790s, it received more than 5,000 lines of code from
its diplomats overseas. Thomas Jefferson, John Quincy
Adams, and James Monroe each developed a 1,600-

or 1,700-element cipher-code for the Department’s

confidential papers and insisting upon discretion for
confidential subjects. In Federalist Paper #64, he advocated
ratification of the 1789 Constitution because it offered
better diplomatic security for U.S. foreign affairs. Painting
by A. Conrad, 1948. Source: National Archives and

Records Administration.

use. Monroe’s 1,700-element cipher-code, known as
the Monroe cipher, was first employed during 1803
negotiations for the Louisiana Purchase. By 1815, the Monroe cipher was the Department’s standard code.’
During the Early Republic period (1789-1840), the Department of State developed two methods for secure
overseas transport for its correspondence: bearers of dispatch and forwarding agents. Used for a single, one-way
trip, bearers of dispatch were often lawyers or merchants who carried letters or documents to or from Washington.
Bearers—they were not called “couriers”—received a special passport and were reimbursed for expenses. The
Department most often relied on forwarding agents. Starting in 1794, the Collectors of Customs in New York,

Baltimore, and Philadelphia served as the Department’s forwarding agents. Forwarding agents learned of arriving

Xix
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and departing ships, spoke with ship captains and officers, and sent letters and packages on appropriate ships. The
captain stored the letters in his cabin in a locked chest. When the ship arrived at its destination, the captain would
send word, and a legation or consulate officer would pick up the item. Letters or packages from posts overseas
were relayed by the forwarding agent to the Department. By 1801, the New York Collector of Customs was the
Department’s primary forwarding agent.'

During the Quasi War between revolutionary France and the United States (1798-1800), George Logan,
a Pennsylvania Quaker, prompted passage of the first diplomatic security statute. Distressed by the war, Logan
travelled to Paris and personally negotiated with French officials. After his return, Logan met with President John
Adams, and Adams admitted that Logan’s information encouraged him to send a diplomat to France, leading to a
peace treaty. Despite Logan’s success and good intentions, officials asked whether U.S. diplomacy would be secure
if U.S. citizens, on their own initiative, conducted negotiations on behalf of the United States. Adams proposed
that U.S. diplomacy be reserved to persons designated by the President. Congress agreed and passed the 1799
Logan Act, which made unauthorized diplomatic initiatives by private citizens a “high misdemeanor punishable
by fine and imprisonment.”"!

One of the more serious security threats to the Department occurred during the War of 1812. As British
troops neared Washington in August 1814, Secretary of State James Monroe ordered all Department records and
other important government documents (including the Declaration of Independence) removed from the city.
Department of State Commission Clerk Stephen Pleasanton hid the records in a gristmill two miles upstream
from Georgetown and later moved them to a vacant house in Leesburg, Virginia. The records remained in
Leesburg for several weeks until the British left Chesapeake Bay.'?

After the War of 1812, the Department

expanded its diplomatic security measures. By 1815,

Secretary Monroe differentiated between clerks who
did “confidential” tasks and those who did “non-
confidential” work. By 1820, the Department locked
its doors at night and employed two night watchmen.
In 1819, Secretary of State John Quincy Adams
fired a Department employee for failing to observe

security procedures, the first time an employee was

dismissed for such an offense. Adams did so after
Figure 4: The Northeast Executive Office Building, home of

the Department of State from 1819 10 1866. After the War President Monroe warned him that clerk John B.
of 1812, the Department employed two night watchmen Colvin could not be trusted and that he (Monroe)
to lock the building and guard the premises during the . w o )

evening. Drawn by C. Burton. Source: National Archives had kept Colvin on “non-confidential” work during

and Records Administration.

his term as Secretary. Later, Secretary of State Louis
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McLane (1833-1834) instructed Department staff
that they should consider all Departmental business
and documents strictly confidential.'®

In 1830, the Department hired “despatch
agents,” who assumed the forwarding agent’s duties
and several other security-related tasks. The first
despatch agent was William B. Taylor, who had his
office in New York, the leading U.S. port. In 1832,
the Department appointed John Miller, a book dealer

in London, as its second despatch agent. Each man

. 14
received an annual salary of $500. Figure 5:  Receipt from Adams Express Company. The

A brief explanation of the workings of the receipt shows D. B. Taylor, the Departments Despatch Agent
, . . ) in New York, forwarding a package via Adams Express to
Department’s mail system reveals the critical security the Department on October 20, 1859. The fine print is

role of despatch agents. The Chief Clerk collected all Adams Expresss disclaimer of any responsibility for damages
or losses that may occur during shipping During the 1830s

outgoing mail and ensured that the proper amount and 18405, shipping for Department packages was by
horse-drawn wagon, but shified to railroad around 1858.

Source: Department of State Files, National Archives and
for diplomatic letters).”® The U.S. Post Office hauled Records Administration.

of postage was affixed (governments required postage

the canvas bags of Department letters by horse-drawn
wagon to the New York Despatch Agent’s office.
For packages, the U.S. Government contracted U.S. Express and, after 1847, the Adams Express Company to
transport parcels at least once, often twice a week.’® In New York, the despatch agent sorted the correspondence
by geographic region and re-bagged it in bags labeled “U.S. Government.” Correspondence marked “confidential”
was placed in leather pouches or carpetbags. After routing bags and pouches onto appropriate ships, the despatch
agent logged each letter and parcel, gave it a number, and noted its arrival date, departure date, the ship, and the
captain. Most Department mail headed to Europe, Africa, Asia, and South America went to Liverpool, where the
London Despatch Agent sorted it by geographic sub-region, re-bagged it, and routed it on U.S. or British ships.
Despatch agents forwarded incoming items to Washington and investigated problems such as lost pouches.”

In retrospect, the despatch agent system offered an innovative, secure, effective means to transport
diplomatic mail within a relatively closed system, separate from regular mail. Unlike the Europeans who
could rely upon couriers because their countries were in close proximity to each other, U.S. officials relied on
trans-oceanic transport for nearly all diplomatic correspondence. Only despatch agents, ship captains, and
authorized legation or consulate staff handled correspondence between Washington and its posts. At sea,
diplomatic mail was often locked in a chest in the captain’s quarters. The system also saved money; expenses

for a bearer of dispatch ranged from $294 for a trip to Paris, to $3630 to travel to Lima; but expenses for
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6 months of postage for the despatch agent system ranged from $6 to $60. The despatch agent system’s

effectiveness and economy delayed creation of a U.S. courier network for another century.'®

O\ Security Imperatives from Steam Power /)

During the 1840s and 1850s, three
innovations—steamships, railroads, and the
Panama route—prompted the Department to add
several security procedures. Steamships regularized
shipping schedules and cut the time for Atlantic
crossings from five weeks to two, fostering more
frequent exchanges of diplomatic correspondence
between Washington and its 31 legations and 282
consulates.” Despatch agents entrusted diplomatic

pouches to the purser instead of the captain because

Figure 6: Lithograph “U.S.M. Steam Ship Baltic,” Currier the purser managed the steamship’s “secure room”
& Ives, 1852. The Baltic and its sister ship, the Atlantic,
were among several steamships that Despatch Agents
regularly used to carry U.S. diplomatic mail and pouches to stored and locked.?® With the 1848 acquisition of
and from Europe. Source: Library of Congress, Prints and
Photographs Division.

or “strong room,” in which the pouches were

California and Oregon, the Department used the

Panama route for diplomatic mail to Asia and South

America’s west coast.”! By 1858, the Department
was using locks on pouches and lead seals on bags, and the Post Office, U.S. Express, and Adams Express were
hauling pouches and parcels by railroad. A lead seal was a length of two, intertwined iron wires wrapped in

a loop around the top of the canvas mailbag and secured with lead solder.?

N Loyalty and Security during the Civil War /)

The Civil War presented new diplomatic security issues. During the war’s first days, the few Union troops in
Washington could not protect the foreign diplomatic corps. Diplomats scrambled to obtain their national flags
to fly over their legations for protection from military attack. Few diplomats possessed their nations’ flags; in
fact, the Prussian Minister resorted to painting “The Prussian Legation” in large letters over his mission’s doorway.
Secretary of State William H. Seward worried about the loyalty of Department employees. He asked all employees
one question: Did they favor Union or Secession? Those who favored secession were dismissed, and those who
professed loyalty to the Union were retained.? In April 1865, as the Confederacy’s surrender neared, John Wilkes
Booth and his conspirators plotted to kill Secretary of State Seward in addition to President Abraham Lincoln.

While Booth went to Ford’s Theater and fatally shot Lincoln, former Confederate soldier Lewis Powell forced his
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way into Seward’s home and slashed the Secretary several times with a Bowie knife. Seward was recovering from a
carriage accident, and the braces and bandages on his head and neck saved his life. Powell was captured two days

later, tried, and hanged; meanwhile, an Army detail protected Seward.?*

O\ Post-Civil War Technological Imperatives />

After the Civil War, Secretary of State Hamilton Fish upgraded diplomatic security at the Department.
Four watchmen, instead of two, guarded the Department after business hours. Pouches and mailbags were
routinely secured with padlocks and lead seals. Secretary Fish issued foreign affairs manuals that outlined security
practices and mandated adherence. Papers of a “reserved or secret character” had to be “conspicuously marked”
as “Confidential,” correspondence had to be numbered, and all drafts and extra copies had to be destroyed. Fish
made the Chief of Mission at every U.S. diplomatic post responsible for any security failures.”

The Department adopted the telegraph for

communications but struggled with telegraphic
security. On November 23, 1866, to inaugurate the
first sustainable, trans-Atlantic line, Secretary of State
Seward sent the first coded U.S. diplomatic telegram,
using the Monroe cipher. Telegraph companies
stipulated that a coded message using number groups
(as Monroe’s cipher did) had to spell out the numbers
(e.g. 387 was “three eight seven”), so Seward’s 780-
word cable expanded to 3,772 words. Also, the Anglo-
American Telegraph Company, which owned the line,
charged double ($5 per word) for coded messages.
Seward’s telegram cost $19,540.40, more than three
times his salary. Seward then compounded the fiasco
by sending his message to Paris in code and releasing
it to the press. This enabled the French, if they were

so inclined, to break the U.S. code. Moreover, the

Department had used Monroe’s cipher for so long (60

years) that the British already had broken it, lost their Figure 7: William Henry Seward, Secretary of State (1861-
) 2 1869). As part of the same conspiracy in which John Wilkes
key, and retraced most of their work. Booth shot President Abraham Lincoln at Ford’s Theater,

conspirator Lewis Powel tried to assassinate Seward at his
home. Afterwards the Army assigned a protective detail to
to improve telegraphic security. Seward ordered a ensure the Secretary’s security. Source: Library of Congress,
Prints and Photographs Division.

The “first telegram” fiasco led the Department

replacement code for the Monroe cipher, and the new
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Figure 8: Hamilton Fish, Secretary of State (1869-1877).
Secretary Fish enacted several new security practices including
handing out the first ‘foreign service” manual that detailed
security procedures. Fish also required Chiefs of Mission to
bear full responsibility for security failures at post. Source:
Library of Congress, Prints and Photographs Division.

Figure 9:  This illustration of Anglo-American Télegraph
Company lines indicates how quickly telegraph traffic
expanded between the United States and Furope between
1866 and 1900. Tlelegraph companies charged double for
coded messages and did not adopt the five-character group
as a standard “word” until the 1870s. The five-character
group provided the basis for the Department’ early telegraph
codes.  The termini for the Anglo-American lines were
Valentia Island, Ireland, and St. John’s, Newfoundland.
Source: Department of State Files, National Archives and
Records Administration.
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code was in use six months later. Several cables in
the new code, however, arrived as one, long string of
letters, and the “conundrums,” as they were called,
took weeks to decode.”” In the 1870s, the adoption
of the five letter/digit group as the telegraph industry’s
standard “word” provided the basis for the Red Code,
which was introduced in February 1876. Designed
by John H. Haswell, Chief of the Bureau of Indexes
and Archives, the Red Code favored economy over
security.  Its codebook—the cover of which was
red—had nearly 1,200 pages. Secretary of State Fish
mandated that every codebook be numbered and the
person to whom a codebook was assigned be held
responsible for its security and return.?®

In 1898, Secretary of State John Sherman
offered Haswell $3000 to develop a new code; and a
year later, Haswell produced the “Blue Code,” again
Haswell added

nearly 2,600 words and phrases to the codebook; and

named for the codebook’s cover.

in 1900, Second Assistant Secretary of State Alvey
A. Adee appended a one- and two-letter coding for
dates. Two copies of the Blue Code, however, were
soon stolen from U.S. posts in St. Petersburg (1905)
and Bucharest (1907). As a result, the Department
issued the Green Code in 1910 and demoted the Blue

Code to unclassified messages.?

~ Security on the Eve of _

o World War I

The United States’ growing wealth and power

)

expanded the extent of its diplomatic relations, which
increased the Department’s need for diplomatic
security. The United States began assigning military

attachés to posts in the 1880s, raising its legations to
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embassies in 1893, and doubled Department staff
(80 to 178) between 1896 and 1909,. The amount
of diplomatic mail and classified documents grew
exponentially. The Chief of the Bureau of Indexes
and Archives reported in 1897 that handling and
sorting of mail, as well as coding and decoding of
telegrams, kept him and ten clerks so busy that they
could do little else. The London despatch agent and
his staff picked up and sent off pouches and parcels
multiple times per week at four ports: Liverpool,
Southampton, Plymouth, and Falmouth.?** By 1906,
chiefs of mission and consuls pleaded with Washington
to hire qualified clerks to handle the growing cable

traffic, and several admitted to assigning code work to

their wives or foreign national employees.*!

Figure 10: An encoded Department of State instruction,

The Department enhanced security measures likely in Blue Code, from Secretary of State John Hay to

to address the situation. By 1909, Department U.S. Ambassador to Germany Andrew D. White. Source:
employees presented cards issued by the Chief Clerk QQ%ZZZ;ZQ Sttt ks WMeioseod Aviloes i) Rl

or their bureau chief to gain access to the building.??
Between 1900 and 1909, the United States negotiated

bilateral agreements with 26 countries for free exchange
of diplomatic pouches without interference.??
Department officials separated the pouch room from
the mailroom and restricted access to it. Pouch workers
registered each pouch and recorded its contents. In
an early tracking system, the Chief Mail Clerk cabled
the New York despatch agent about arriving pouches,

and the despatch agent, in turn, notified the post of a

forthcoming pouch.34 A missing pouch prompted an Figure 11: Portion of a map of telegraph lines, circa 1910.

immediate inquiry, as did instances of missing items.? The number of lines from the United States to Great Britain
) ) , had expanded markedly beyond Anglo-American’s first line
The Chief Mail Clerk locked the PouCh room at days in 1866. By this time, the Department had a 24-hour-a-

day telegraph office with five to six code clerks. In addition

to St. Johns, the other major relay station shown here is
thOSC Wlth written authorlZathn from the ChlefClerk an;g} Nova Scotia. Source: Dgpﬂrtmgnt of‘Stﬂtg Fjlgs)

National Archives and Records Administration.

end and gave the key to the night watchman. Only

or division chief could obtain the key.3¢
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Figure 12: The Mauretania was one of the great steamships
of the 1910s that carried Department of State pouches
across the Atlantic Ocean. U.S. Despatch Agents had the
ships purser sign for the pouches. The purser then placed
the pouches in a ‘Strong room,” which he kept locked.
Source:  Library of Congress, Detroit Publishing Company
Photograph Collection.

The physical structure of telegraph networks
undercut U.S. security efforts. Coded U.S. messages
to and from Europe passed over British lines, and
Department code clerks long knew that the British
intercepted cables and had a bureau for breaking
codes. The White House and the Department shared
the same telegraph line, enabling a curious code clerk
to monitor the President’s cables. Department code
clerk Herbert O. Yardley did just that, claiming that
he broke the President’s code in two hours.?” Between
1905 and 1912, the Department doubled its number
of code clerks from three to six, and its new telegraph
office operated 24 hours every day. Department

code clerks handled 1,000 telegrams per month, one-
half of which were coded. The clerks worked with

multiple codes, including the Secretary of State’s code, because not all posts had received the Green Code or even

the Blue Code.?®

N Conclusion /)

Figure 13:  The White House telegraph operator, 1909.
Before World War I, the White House and the Department
of State shared the same telegraph line. Herbert O. Yardley,
a young code clerk for the Department, listened in on the
Presidents cables and later claimed that he cracked the
Presidents code in two hours. Source: Library of Congress,
Prints and Photographs Division.
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The United States has always had some form
of diplomatic security. Although no single office
or person was designated to enforce security before
World War I, early U.S. diplomats like John Jay were
acutely aware of the need to protect U.S. diplomacy.
They drew upon past precedents to devise practices
that laid the foundations of diplomatic security in
the U.S. Department of State. Although diplomatic
security was associated mostly with communications
security (correspondence and telegrams), Department
officials prior to the twentieth century created early
forms of document classification and conducted
employee clearances and counter-espionage efforts.
Technological innovations like the steamship and

telegraph, events like World War I, and the emerging
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U.S. presence in international affairs pushed the Department to enact more security procedures and also regularized
security as a function of Department operations. By the start of the First World War, Department officials had

better security measures in place than their predecessors but felt less secure.
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CHAPTER 1

i

SPECIAL AGENTS, SPECIAL THREATS
Creating the Office of the Chief Special Agent, 1914-1933

World War I created a diplomatic security crisis for the United States. Under Secretary of State Joseph C.
Grew afterwards would describe the era before the war as “diplomatic serenity — a fool’s paradise.” In retrospect,
Grew’s observation indicates more the degree to which World War I altered how U.S. officials perceived diplomatic
security than the actual state of pre-war security.! During the late nineteenth and early twentieth centuries, the
Department had developed an effective set of security measures; however, those measures were developed during a
long era of trans-Atlantic peace (there had been no major multi-national wars since Napoleon’s defeat at Waterloo
in 1814). Moreover, those measures were developed for a nation that was a regional power, not a world power
exercising influence in multiple parts of the world. World War I fundamentally altered international politics,
global economics, and diplomatic relations and thrust the United States onto the world stage as a key world
power. Consequently, U.S. policymakers and diplomats developed a profound sense of insecurity regarding the
content of U.S. Government information. The sharp contrast between the pre- and post-World War I eras led
U.S. diplomats like Grew to cast the pre-war era in near-idyllic, carefree terms, when in fact the Department had
developed several diplomatic security measures to counter acknowledged threats.

The Department’s growing anxiety about diplomatic security resulted more from its recognition that U.S.
communications, documents, and diplomats had become more alluring targets for intelligence and espionage by
rivals, not a loss of naiveté. This recognition stemmed from three changes to U.S. diplomacy. First, U.S. ofhcials
recognized that the United States had become a world power instead of just a strong regional power. Second, because
the United States was more extensively involved in world affairs, U.S. officials realized that they were generating
much more classified information than they had previously; moreover, information that they had previously deemed
unclassified now seemed “confidential.” Third, as a world power, the United States was expanding its diplomatic
representation across the globe, creating a greater need for improved communications and greater opportunities for
security breaches. This transformation was so extensive that it led some to assert mistakenly that diplomatic security

did not exist in the Department before World War I, or to underrate the Department’s pre-war security measures.>
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During the war, Department officials grew anxious about the threats to U.S. diplomacy. Espionage and
subversion were common, and nations did not always observe diplomatic immunities and privileges. To meet
this challenge, the Department created Special Agents, the Department’s first formal security officers. Led first
by Chief Special Agent Joseph M. “Bill” Nye, and afterwards by his successor Robert C. Bannerman, the Special
Agents built upon existing security measures and enabled the Department to undertake several new security
initiatives such as passport fraud investigations.

As the urgency of war faded into the peace of the 1920s, the Department followed competing impulses
regarding security. Still concerned about the diplomatic threats, Department officials wanted to retain, even enact
stricter security measures; yet, they also wanted to cut expenses and revert (somewhat nostalgically) to pre-war
practices. For example, the Department retained its war-time creations of Special Agents and couriers, but both
suffered extensive reductions during the 1920s. Despite the competing impulses, senior Department officials

generally pursued greater security efforts.

N\ A Crisis of Diplomatic Security /)

The diplomatic security crisis that the Department of State confronted with the onset of World War I
resulted from two inter-related but distinct sources: the belligerents’ lack of observance of customary diplomatic
immunities, and their aggressive espionage and sabotage efforts.®> German officials required that all outgoing
international telegrams and telephone calls (including diplomatic ones) be in German, and many outgoing
telegraphic messages were censored by German authorities.* Censorship of coded telegrams, however, was a global
phenomenon; British cable companies, as well as the South American Telegraph Company, refused to carry coded
messages. U.S. diplomatic pouches faced similar troubles. The First Secretary of the U.S. Legation in Belgium
had to cross enemy lines to go to Antwerp so he could communicate with Washington, and the U.S. Embassy in
St. Petersburg had to address its pouches to the U.S. Embassy in London because Russian authorities refused to
permit the transportation of pouches addressed directly to the Department of State. The U.S. Consul in Bremen
reported that German authorities were opening and inspecting all sealed envelopes at the border, forcing him to
ship his official correspondence to the U.S. Embassy in Berlin for safe transmittal to Washington.

In the first days of war, U.S. and other foreign diplomats in Germany feared for their personal safety.
Joseph C. Grew, who was Secretary of the U.S. Embassy in Berlin at that time, recalled that British, Russian,
French and neutral U.S. diplomats (the latter were mistaken for being British), were verbally threatened, spat upon,
and assaulted by German mobs, who targeted the diplomats of nations that had declared war and allied against
Germany. A “big and hostile crowd” of Germans broke the windows of the British Embassy in Berlin and then
kept a threatening vigil outside the Embassy. German mobs also attacked trains carrying foreign diplomats, forcing
some diplomats to travel with the curtains drawn to avoid detection and shootings. When American diplomats

were harassed, the Kaiser and other senior German officials made significant efforts to demonstrate German-U.S.
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friendship in an effort to prevent further attacks
on U.S. diplomats and consuls, which might cause
the United States to end its neutrality and join the
Allied nations against Germany. German newspapers
published “long and prominent appeals” to the public
not to confuse the Americans with the British, who
had declared war against Germany.®

The war prompted U.S. posts in Europe to
implement new measures to ensure the security of
U.S. personnel and diplomatic pouches. As a result
of German attacks against British citizens, U.S.
diplomats and citizens in Germany wore American
flags on their lapels to avoid any confusion that they
might be British. The U.S. Embassy in London
employed two couriers, Thomas Smith and Henry
Eustis, clerks at the U.S. Embassies in London and
Berlin respectively, to serve as couriers for U.S.

diplomatic pouches between U.S. Embassy London

and the U.S. Embassies in Berlin and Vienna. As Figure 1: Political Cartoon “For Ways That Are Dark,”
clerk-couriers, Smith and Eustis made regular trips W, A. Rogers, appeared in the New York Herald,

) January 16, 1916. The cartoon shows German Ambassador
for the first year or so of the war, although their usage Johann von Bernstorff paying Military Attaché Franz von
tapered to an irregular, “as necessary” basis by 1916.7 Papen to undertake sabotage in the United States, while he goes

) to the White House to pass a message of respect for neutrality.
The U.S. Embassy in St. Petersburg employed bearers After linking von Papen to several sabotage efforts, the United
States demanded von Papen’s recall in 1915. Source: Library

f dispatch when it Id, to t t fidential
of dispatch when It cou O trahsport conhidentia of Congress, Cabinet of American Illustration.

correspondence to Washington. In Belgium, the U.S.,

Spanish, and Dutch Embassies joined together and
paid a Dutch courier to take their pouches to Amsterdam in order to get them to their respective governments.® In
London, U.S. Despatch Agent office clerks escorted all incoming and outgoing pouches to and from the ports of
Liverpool, Southampton, Plymouth, and Falmouth. Between 1914 and 1920, U.S. Despatch Agent Office clerk
Frank Gurney escorted 8,860 pouches and traveled more than 176,577 miles.”

In several ways, the Department of State was unprepared for the exigencies of a world war. For example, the
barrage of telegraphic communications created confusion in the Department’s telegraph office. The Department
quickly insisted that U.S. posts had to number and date all telegrams to the Department. U.S. posts overseas

compounded the confusion by using whatever encryption code they had available. As a result, the Department
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received telegrams in a variety of encryption codes,
including Red, Special Red, Blue, Green, and Special
Green, as well as an array of commercial codes."
President Woodrow Wilson declared that the
United States would remain neutral in the war, but
the German Embassy in Washington did not observe
U.S. neutrality and carried out several propaganda
and sabotage efforts against Allied targets. The U.S.
Embassy in Berlin discovered vouchers showing that

the German Embassy in Washington was funding

several propaganda efforts in the United States.
Figure 2: Dr. Constantin Theodore Dumba, Austria- propag

Hungary’s Ambassador to the United States. Dumba hired Military Attaché Captain Franz von Papen helped
a U.S. citizen to serve as a bearer of dispatch for Austria-
Hungary and funded propaganda activities to incite labor
unrest in U.S. factories. The United States demanded and Austrian-Americans wishing to go to Europe to
Dumbaks recall in 1915. Source: Library of Congress,
George Grantham Bain Collection.

organize a ring to provide false passports for German-

fight for the Central Powers, as well as for German

spies conducting espionage in Great Britain, France,
and Russia. With the involvement of von Papen
and Naval Attaché Caprain Karl Boy-Ed, German sabotage efforts between March and September 1915 led to
explosions in ten U.S. factories that produced munitions for the Allied powers. During nearly the same period,
thirteen ships (mostly British) that departed U.S. ports with supplies exploded en route. The German military
attachés were also involved in plots to blow up the international railway bridge at Vanceboro, Maine, and the
Welland Canal linking Lake Erie and Lake Ontario. The United States demanded von Papen’s recall in 1915, but
Boy-Ed continued organizing such activities until his recall in 1917."

The espionage and propaganda activities of Austrian Ambassador Dr. Constantin Theodore Dumba prompted
the United States to demand his recall in 1915 as well. In August 1915, British agents arrested U.S. war correspondent
James E J. Archibald and found papers in his possession that revealed that he was a bearer of dispatch for the
German and Austrian Governments. Archibald also possessed documents showing that Ambassador Dumba had
actively funded propaganda efforts for the Central Powers in the United States, and had incited labor unrest in U.S.
factories. U.S. officials were angry about not only Dumba’s espionage, but also the fact that he had employed a
U.S. citizen. Employing an American as a bearer of dispatch implicitly made that U.S. citizen an agent of a foreign
government and a target for the enemies of that government. It threatened to make other U.S. citizens combatants
in the war, and cast doubt upon U.S. neutrality. Secretary of State Robert Lansing confronted Dumba, charging
that “you have cast suspicion on every American going to Germany.” Lansing immediately demanded Dumba’s

recall in an effort to deter other foreign diplomats in Washington from employing Americans as secret couriers.'
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The magnitude of the sabotage, espionage, and diplomatic security activities overwhelmed U.S. Government
agencies, and many German and Austrian activities were discovered with British assistance or by sheer luck. U.S.
Ambassador to Germany James W. Gerard mistakenly opened a package that arrived by diplomatic pouch and
discovered the vouchers documenting German funding of propaganda efforts in the United States. One German
agent turned himself in to the British secret service, and his confession exposed the Welland Canal plot and the
passport fraud ring. British agents arrested James Archibald, leading to Dumba’s demise; and British and French
agents assisted with uncovering the plot to sabotage the Vanceboro Bridge. The New York City bomb squad
decided to check out a person who was acting suspiciously and uncovered several sabotage plots. The U.S. Secret
Service uncovered other German sabotage plans when the German Commercial Attaché absent-mindedly left his
briefcase on a New York elevated train (the attaché managed the German Embassy’s finances).'?

The German Embassy’s success in exploiting passport fraud resulted in part because mandatory use of
passports was a new phenomenon. Prior to 1914, U.S. citizens did not need to carry passports for travel to
most European countries. With the outbreak of war in 1914, U.S. chiefs of mission in Europe issued emergency
passports upon request, and passports were soon limited to U.S. citizens and to those declaring their intent to
become U.S. citizens.”* On December 21, 1914, the Department tightened passport application requirements,
compelling applicants to provide three photographs, as well as a birth certificate, certificate of naturalization, or
an old passport. Passport applicants also needed to declare which countries they intended to visit and the general
purpose of their travels; moreover, the passport was valid only for the countries declared.’

The 1915 discovery of the passport fraud ring and the German Embassy’s ties to it prompted U.S. officials
to impose further passport restrictions. Passports could no longer be issued to those who declared their intent to
become a U.S. citizen if their country of origin was at war or if the person was planning to visit a belligerent country.
President Wilson, through Executive Order No. 2285, required all U.S. citizens to apply for a U.S. passport at
a court of record near their residence, and applicants had to swear an oath of allegiance to the United States.
Wilson also required that all foreigners leaving the United States must have passports issued by the governments
of their respective countries. The Department of State then requested the chiefs of foreign diplomatic missions
in Washington to supply blank or expired passports to the Department so that U.S. officials could recognize valid

passports from their countries.'®

O\ Creating a Diplomatic “Secret Service” /)

Secretary of State Robert Lansing recognized the security crisis confronting the Department and instituted
several measures to address it. He implemented a strict building pass system that applied to all Department
visitors, including Congressmen, reporters, and delivery and service personnel. Lansing and other senior officials
believed that some regular visitors to the Department (notably reporters) were paid by the Germans, were “too

indiscreet,” or were “too indifferent” to national security considerations to merit access to the building. While the
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earlier pass system consisted of a written authorization by the Chief Clerk or a division chief, Lansing’s new system

required a photograph to be afhixed to the pass. Visitors were not allowed beyond the guard or watchman’s station

unless they received verbal permission from the person whom the visitor requested to see. Moreover, persons

unfamiliar to the Department officials were escorted to and from the specified office, and refused access to other

parts of the building."”

Figure 3: Secretary of State Robert Lansing. Lansing created
a ‘Secret service” for the Department of State, and the men
were called Special Agents. Lansing’s secret service was the
Jorerunner of the Bureau of Diplomatic Security. Source:
Library of Congress, National Photo Company Collection.

Figure 4: Leland Harrison. Harrison headed Lansings
“Secret Intelligence Bureau,” which collected intelligence
relating to espionage against U.S. interests in Washington
and oversaw the surveillance of the German Embassy in
Washington. Source: Library of Congress, National Photo
Company Collection.

Lansing also moved to create an inter-agency
“secret service” located in the Department of
State. Many German and Austrian acts of fraud,
propaganda, sabotage, and espionage cut across or
fell between the jurisdictions of various U.S. law
Secretary of the Treasury
William McAdoo admitted that the Secret Service,

the Federal Bureau of Investigation, and the Post

enforcement agencies.

Ofhice Inspection Service were often “crossing wires
with [one] another in running down crimes and
conducting investigations” of espionage, fraud, and
sabotage. To rectify this, Lansing proposed creating
an office under the Department of State’s Office of
the Counselor to review investigation reports from
several law enforcement agencies. In proposing this
to President Wilson, Lansing contended that given
the serious diplomatic consequences involved with
both the act and the investigation, the Department of
State should oversee the response and actions of other
agencies. Lansing envisioned the proposed office to be
a clearinghouse of information, and he hoped that the
Departments of Justice and Treasury, and the Postal
Service would detail agents to this Bureau of Secret
Intelligence to gather information on belligerent
activity in the United States.'®

Lansing’s proposal drew a mixed response, and
he later admitted that inter-agency rivalries and
“‘mutual jealousies” undermined it. Secretary of

the Treasury McAdoo strongly supported Lansing’s
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intelligence bureau, and sent a letter endorsing it to the President, the Attorney General, and the Postmaster
General.” Postmaster General Albert Burleson was reluctant to release any of his investigators for the new project,
but later agreed to send some men to the Department of State on a temporary assignment. Attorney General
Thomas Gregory outright refused to contribute any resources to the effort. In mid-1917, McAdoo pleaded with
Wilson to endorse Lansing’s intelligence office, but Wilson stalled.?

Frustrated by the delay, Lansing created the “Secret Intelligence Bureau” on April 4, 1916. He pulled
Leland Harrison from the Latin American Division, where Harrison was serving as Deputy Chief of Division, and

tasked him with the “collection and examination of all information of a secret nature.” Admitting that the new

bureau was “extra-legal,” Lansing placed Harrison
under the direction of Frank L. Polk, Counselor of
the Department of State. Harrison submitted regular
reports to Lansing on intelligence he had received
during the previous 24 hours.*® He obtained that
information from the War and Navy intelligence
offices, the Secret Service, and other U.S. Government
agencies, as well as Allied intelligence agents, most
notably the British. Harrison and Edward Bell,
who was Secretary of the U.S. Embassy in London,
regularly corresponded and shared information, and
Bell appears to have maintained regular contacts with
British intelligence and secret services.?

Harrison worked most closely with the Secret
Service and oversaw the clandestine surveillance of
the German Embassy, located near Thomas Circle
in Washington DC. On May 14, 1915, through an
executive order, President Wilson authorized the Secret

Service to conduct surveillance on German diplomatic

personnel at the German Embassy and at the German

consulate office in New York City.?* This surveillance, Figure 5:  The German Embassy in Washington, D.C.,
1915. Located at 1425-1427 Massachusetts Avenue, NW;

as well as passport investigations, prompted the Secret . .
passp 8 > promp the Embassy was under surveillance by the Secret Service

Service to detail a squad of agents to the Department and the Department of State. The leader of the Secret
. Service squad conducting the surveillance was J. M. Nye,
2%
of State, and the Squad rep orted to Harrison.** In the first Chief Special Agent for the Department of State.
1916, Lansing ordered the Secret Service to tap the Source:  Library of Congress, Prints and Photographs
Division.

German Embassy’s telephone and telegraph lines,
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Figure 6:  Count Johann Heinrich von Bernstorff, the
German Ambassador to the United States. As a Secret
Service Agent, Joseph M. Nye headed the squad that tapped
into Bernstorff’s telegraph and telephone line. Nyes first task
as Chief Special Agent was to escort Bernstorff everywhere
until he departed for Germany after the United States
entered World War I in 1917. Source: Library of Congress,
George Grantham Bain Collection.

and the squad set up its listening post a couple of
blocks from the German Embassy. At 8 o’clock each
morning, the Secret Service squad leader, Joseph
M. Nye, submitted--probably through Harrison--a
daily memorandum to the Secretary of State, which
detailed the squad’s findings for the previous 24 hours.
Harrison’s group also had obtained several German
codebooks, which made deciphering the German
codes a “simple matter.” Early on January 31, 1917,
as a result of the Secret Service squad’s wire-tapping
of German Embassy line, Nye informed Lansing that
during his (Lansing’s) 4 p.m. meeting with German
Ambassador Count Johann Heinrich von Bernstorff,
the Ambassador would tell him that Germany had
renewed unrestricted submarine warfare. Bernstorff
did, and unrestricted submarine warfare was one
of the actions that would lead the United States to
declare war on Germany a couple of months later.?
Just after Nye’s intelligence report, Lansing
appointed Nye as “Special Assistant to the Secretary”
in February 1917, making Nye the Department
of State’s first formal security officer.?® Having
collaborated with Nye for several months, Harrison
recruited him to be the Department’s first “special
agent.” Good-natured and extroverted, Nye had
previously served on the protective details for

Presidents Taft and Wilson, and had conducted

several counterfeiting and forgery investigations.?”

Gaining the title Chief Special Agent a few weeks after his appointment, Nye spent most of his first

year at the Department as Special Assistant to the Secretary protecting foreign dignitaries. His first duty

assignment was to escort the German Ambassador Count von Bernstorff everywhere until the diplomat’s

departure several weeks later. Nye and the Special Agents he hired spent much of the remainder of 1917

making travel arrangements for and protecting the Belgian, French, British, Italian, Japanese, Russian, and

Serbian War Missions that visited the United States. The Special Agents also protected the Governor-General
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of Canada and several members of British, Danish,
and Japanese royal families when they visited in
1918.%

When Nye recruited men for his Special Agent
force, he turned to Post Office Inspectors, who were
among the nation’s leading, most broadly trained
security professionals in the country. Nye’s first
three recruits—James O’Connell, Robert S. Sharp,
and Robert C. Bannerman—were all former Postal
Inspectors.  Postal Inspectors already possessed
the flexibility and investigative skills that Nye,
Lansing, and the Department of State sought.”
Postal Inspectors investigated cases of fraud, theft,
and transportation of illegal items (including
explosives, weapons, banned substances), as well as
internal investigations of malfeasance or corruption
against Postmasters and other senior postal officials.
Inspectors had to determine whether the culprit
was an insider or someone manipulating the system
from outside. They interviewed and determined the
credibility of witnesses, suspects, and perpetrators, as
well as conducted reference and background checks of
employees and applicants to the federal government.
They inspected facilities, enforced procedures and
regulations, and handled both “confidential” and
public information. The Postal Inspector background
undoubtedly helped set the foundational orientation
and jack-of-all-trades flexibility that characterized
the Department of State’s Special Agents for several

decades.?®

Figure 7: Joseph M. Nye, the Department of State first Chief
Special Agent, 1917-1920. Source: Library of Congress,
Prints and Photographs Division, Biographical File.

Figure 8: Chief Special Agent Nye's business card. Source:
Department of State Records, National Archives and
Records Administration.

Nye and the Special Agents soon organized and opened two offices: one in the Department, and one in

New York City. Nye, his secretary Nettie Bagby, and an assistant staffed the main office in the Department.

Meanwhile, the New York Field Office comprised most of the staff (the other seven agents) and was under the

supervision of Special Agent Robert Sharp. Nye drew his operating funds from a confidential account of the
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Secretary of State’s office. A few agents were “dollar-a-year” men (lawyers, businessmen, and other professionals)

who volunteered for the job; however, most had Postal Inspector backgrounds. The Chief Special Agent operated

in a public manner, with Department personnel openly referring to Special Agents as “the force;” and the Chief

Special Agent and his secretary were listed under the Office of the Under Secretary of State Frank Polk in the

Department’s published register.?!

N Security during World War I /)

Lansing created the Special Agent force just as the Wilson Administration was moving to declare war

against Germany and Austria-Hungary, and it was one of several wartime measures that Lansing implemented

to improve diplomatic security. Lansing also ended the practice of Department officials speaking independently

Figure 9: American War Poster “Dont Talk” (ca. 1918).
A World War I poster to encourage better security practices
against espionage. The head /| “Spider” is Kaiser Wilhelm
II of Germany. Source: Library of Congress, Prints and
Photographs Division.

10

to reporters, and made such potential breaches of
confidentiality punishable offenses. He limited press
interviews to himself and other senior Department
staff, and created the Bureau of Information to
handle press inquires. To distinguish confidential
telegrams from unclassified messages, all telegrams
that arrived in code were printed out on paper that
had a yellow bar running down the right edge of the
paper. The Department began to place invoices in
pouches to indicate when items were missing or lost.
The Department also instructed posts to use two seals
on envelopes, one center-left and one center-right,
instead of placing a single seal in the center.??

In March 1918, the Department issued the
new Grey Code to replace the Green Code; however,
communications security did not necessarily improve.
Less than a year later, the Department received word
that at least one British Legation had a copy of the
Grey Code.

codes, the Department’s distribution of the code

Also, as had occurred with previous

was uneven. Some posts had not received the Grey
Code, others still had only the Blue Code, and others
did not even have the Red Code, prompting this last

group to turn to commercial codes. With multiple
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codes as well as special holocryptic variations in use,
it was not uncommon for a post to receive a message
that it could not decode. The Department resorted to
noting on the plain-text copy of the telegram which
code had been used to encipher it, in part so they
knew which code to use when responding to post.?
The United States’ entry into World War I
led the Department to add couriers to its mail and
pouch system. Upon the suggestion of Harrison and
Commander Edward McCauley, Jr. of the Office of
Naval Intelligence, the Department of State asked the
Department of the Navy to assign nine Marines for
courier duty in October 1917. The Marines received
special passports and wore civilian clothes. They
were split between three routes in Europe, with the
Navy and State Departments later adding a fourth
route for East Asia (Manila, Tokyo, Tientsin, Peking,

and Shanghai). For the three European routes, five

Marines operated the route from Bergen, Norway, Figure 10: The Zimmerman Telegram. In the 1917
telegram, the German Imperial government promised
Mexico that it would receive its lost territories of California,
(Helsinki), Petrograd (St. Petersburg), and Jassy (lasi, Texas, Arizona, and New Mexico if it declared war on the
United States. Contributing to the United States’ decision
to enter World War 1, the telegram used five-digit groups

to Oslo, Stockholm, Copenhagen, Helsingfors

Romania). Three Marines carried pouches between

London and The Hague, and one Marine carried like the United States’ Blue and Green Codes. The United
. States received the telegram and a decoded version from the
pouches between Paris and Rome. On February 26, British shortly after Nye was hired as Chief Special Agent.

Source:  Department of State Records, National Archives

1918, the D fS d N d
the Lepartments of tate an vy astee and Records Administration.

to add six more Marines to the courier routes.?* In

August 1918, the Department of State initiated
regular courier service between Mexico City and Laredo, Texas, primarily due to the theft of a Spanish diplomatic
pouch and other issues that resulted from the Mexican Revolution, which had begun in 1910.%

The Marine couriers supplemented the Despatch Agent network; they were never viewed as a replacement
for it. Secretary of State Elihu Root had suggested such an enhancement of the Despatch Agent network ten
years earlier (in 1907); however, the 25-plus bilateral agreements for reciprocal exchange of diplomatic pouches
(negotiated between 1900 and 1912) apparently postponed the need to pursue the suggestion further.?® With

the war creating a more urgent need in 1917, the Marine couriers were conceived strictly as a means of moving

11
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Figure 11: Ambassador Amos J. Peaslee. As a U.S. Army
Captain, Peaslee, at the direction of General John J. “Black
Jack” Pershing, formed a courier service for the U.S.
Expeditionary Forces in Europe during World War 1. The
military couriers later served President Wilson and the U.S.
delegation at the Versailles peace negotiations during 1919
but was then disbanded. The U.S. Army courier service

diplomatic pouches to a point where the pouches
could effectively and safely enter the Despatch Agent
network. For example, with the Scandinavia-Russia
route, the London Despatch Agent Office transported
pouches to the U.S. Consul in Aberdeen, Scotland,
where the British steamer Vulture carried the pouches
to Bergen, Norway. In Bergen, the U.S. Consul
received and assigned the pouches to the couriers on
the Scandinavian-Russian route, and arranged for
the return of pouches back to London. Similarly
on the other routes, Marine couriers brought U.S.
pouches to London or to Paris, where they entered
the Despatch Agent system.?

The supplementary nature of the Marine couriers
indicates a “dotted line” in tracing the origins of the

U.S. diplomatic courier service. The courier service

was one of several entities that served as forerunners of
the Departments courier service. Peaslee later joined the
Department and served as U.S. Ambassador to Australia
(1953-1956).  Source: ~ Department of State Records
National Archives and Records Administration.

had multiple predecessors. Moreover, it arose largely
from two sources: technological innovation and

altered perceptions regarding classified information.

The trans-oceanic shipment of the vast majority of
U.S. diplomatic correspondence had made bearers
of dispatch cost-prohibitive during the nineteenth century, leading the Department to create the Despatch
Agent network. The turn-of-the-century negotiation of bilateral agreements for the free, unimpeded exchange
of diplomatic pouches further obstructed the creation of a U.S. courier service, even though steamships had
substantially reduced the costs of trans-Atlantic transport. For economy-minded Department ofhicials who
operated in an era when many, including Congress, viewed diplomats as an extravagance, the cost of having a
person accompany diplomatic pouches seemed a luxury.?

While innovations in steam power and ship design reduced the costs of trans-Atlantic shipments, World War
I transformed how U.S. officials perceived the classified nature of U.S. Government information, setting the stage
for a courier system. With the war’s first shots in August 1914, the interruption of transportation (road, rail, and
shipping) networks prompted the Department of State to employ two embassy clerks to serve as couriers between
London and Berlin. The U.S. entry into the war in 1917—and the accompanying concern that interception of
confidential U.S. documents threatened to reveal U.S. or Allied vulnerabilities, or bestow advantages to U.S. enemies

or rivals—led the Department to add Marine couriers to facilitate the transport of U.S. pouches through war zones.

12
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The arrival of large numbers of U.S. troops on French soil in 1918 only intensified concerns about the
disclosure of U.S. Government and military information, which in turn, demanded quick, reliable, and secure
communications. U.S. Army officials created their own courier service. In March 1918, General John J. “Black
Jack” Pershing, frustrated by the slow transit of correspondence between Paris and Washington, authorized U.S.
Army Captain Amos Jenkins Peaslee to organize a military courier service. Separate from the Marine couriers
used by the Department of State, Peaslee’s courier service was staffed with seven U.S. Army officers and four
enlisted men, and used the Hotel Crillon in Paris as its headquarters. Within three weeks, transit times for U.S.
correspondence between Paris and Washington dropped from roughly five weeks to less than two weeks. How
much the U.S. Embassy in Paris or other Department posts used the military courier service is unclear; however,
Peaslee’s service was very successful.??

The duties of Nye and the Special Agents expanded during the war. Besides protection of visiting foreign
dignitaries, Nye made the travel arrangements (rail, hotel, and car reservations) for the Secretary of State. Special
Agent Robert C. Bannerman accompanied Colonel Edward M. House, who served as President Wilson’s special
envoy, on many trips.*’ Special Agents in New York and Washington conducted surveillance on domestic groups
deemed “disloyal,” such as the Non Partisan League,*! and investigated the activities of two groups in particular:
Hindu nationalists and Irish revolutionaries. Inan effort to weaken the British, the Germans funded and encouraged
nationalist groups in India and Ireland to overthrow British colonial rule.*? In the case of Hindu groups, Nye and his
Special Agents helped to build a case against thirty Hindus who were charged with “fomenting a revolution against
a friendly power” (Great Britain). The Hindus were accused of distributing provocative literature, trafficking arms

to India, and inciting colonial subjects from Asia and

Africa to rise against British rule.* In regard to Irish
revolutionaries, Department of State Special Agents
learned that German agents stationed in Mexico had
recruited and paid Irishmen to conduct sabotage in
the United States. The Chief Special Agent’s office
determined that the Irish saboteurs had devised plots
to burn parts of Seattle, as well as ammunitions
stores, elevators, wood-yards, shipyards, and airplane

factories in other U.S. cities.*

(N Securitv after the Great War /) Figure 12: U.S. Army Couriers. Among the early forerunners
§ y ‘ﬁ G W of todays Diplomatic Couriers, U.S. Army Officers served

as couriers for U.S. Expeditionary Forces in France during
the First World War and for President Wilson and the U.S.
eleventh hour of the eleventh day of the eleventh delegation during the Versailles peace negotiations in 1919.

month (November 11, 1918), World War I ended; Source: Bureau of Diplomatic Security Files.

When the armistice went into effect on the
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however, the Department of State’s war-time anxieties about security did not. The Department’s persistent
concerns resulted from three changes: an intensified recognition among Department officials of the
need for security, the United States’ shift from an emerging power to a world power, and the expansion
of U.S. diplomatic representation abroad. Although the Department had implemented many security

measures before the war, those measures were

applied to the diplomacy of a nation that viewed
itself as an emerging power. After the war, U.S.
officials perceived their nation as a world power,
whose diplomats needed to maintain security
and discretion concerning the serious issues,
discussions, and negotiations in which the United
States was now engaged. Moreover, this new
status, plus the expansion of U.S. diplomatic posts
abroad, required U.S. diplomats to handle and
transmit much more classified information than
they had done previously.

This dramatic shift led some Department
officers to deprecate pre-war security measures;
however, they overlooked the fact that the post-
war espionage threat was much greater because the
United States had now become a more appealing
target. For example, humorist James Thurber, who
served as a code clerk for the U.S. peace mission
in France, dismissed the Departments pre-war
telegraphic codes as “quaint transparencies
intended to save words and cut costs, not to fool

5

anybody.”® Thurber’s dismissal of pre-war codes

mistakenly presumed that pre-war U.S. diplomatic

messages contained confidential information
Figure 13: [llustration for Deciphering a Joint Department
of State-Navy Code, likely Code A-1 or B-1. After World
to postwar telegraphic messages. This was not War I, the Department of State worked jointly with the
U.S. Navy to develop better telegraph codes. Perbaps
more important, the Department began to change its codes
involved in the range of issues and discussions that quarterly to deter espionage. Source: Department of State
Records, National Archives and Records Administration.

roughly equivalent in scope, degree, and amount

the case because the United States was not then

it was afterwards, nor was it considered within the
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inner circle of great powers. The U.S. telegraphic code did not have to be unbreakable; it only had to serve
as a deterrent sufficient to exceed the value of return, and the value of return from U.S. diplomacy before
World War I was generally small.

The United States’ changed status and Department ofhicials’ continuing security anxieties led the Department
to maintain, even expand security during the 1920s. After the war, Department officials insisted upon maintaining
security at a war-time level. For example, they mandated the use of lock boxes to transport confidential documents
between offices in the Department. However, Department officials were also concerned about the cost and
effectiveness of security measures. In the early 1920s, Department officials made budget cuts to security-related
programs; yet they reinstated the programs within a year or two because it became clear that Departmental
security was being compromised.*¢

The Department of State gave extensive attention to security in 1919 when President Wilson and the U.S.
Commission to Negotiate Peace joined the Allies at Versailles, France, to negotiate postwar arrangements. With
the assistance of the U.S. Army Signal Corps, the Department erected a special telegraph cable devoted exclusively
to U.S. diplomatic messages from the U.S. Embassy in Paris to the port of Le Havre, where it connected to the
transatlantic cable system. U.S. Navy personnel staffed the telegraph office at the U.S. Embassy in Paris, and the
Navy was responsible for providing special codes for the President and U.S. officials at the peace conference. In
addition, Wilson and the Commission used Major Peaslee’s 14 Army couriers,”” and the Department of State
assigned them diplomatic passports.*®

The Department also strove to improve its telegraphic codes and enhance the security of its telegraphic
messages. Shortly after the introduction of the Grey Code, the Department worked with the Departments of
Navy and War to create a common telegraph code.

During the decade of the 1920s, the Department, with Navy assistance, issued four new codes: A-1, B-1,
C-1, and D-1, each replacing its predecessor after two to three years. Department officials regularly altered each
code, sending new code tables to its posts quarterly. The Department used separate codes for each of the various
peace conferences, such as the 1922 Lausanne conference. Posts also declared their code rooms “restricted,”
limiting access to U.S. diplomatic officers and barring access by foreign nationals.*” The Red and Blue Codes
were declared obsolete, and the Green Code was acknowledged to be known to several governments. In fact, as
an indication of changed expectations of code security, one Chief of Mission in 1925 considered the Grey Code
(issued in 1918) too old to be safe for confidential messages.>

The Departments of State and War further cooperated to create the United States’ own signal intelligence

3]

office, commonly referred to as the “Black Chamber.” In 1918, at the end of the War, Secretary Lansing and
Special Assistant Harrison decided to retain a cryptology office that focused upon solving other governments’
telegraphic codes. They turned to Herbert O. Yardley, who as a Department of State code clerk had broken

President Wilson’s code in less than 2 hours. During the war, Yardley had worked at the U.S. Army’s MI-8
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(Military Intelligence) office, which had solved approximately 50 codes of 8 different governments. In 1919,
Yardley set up the office in New York City. The office immediately proved its value by deciphering the Japanese
diplomatic code and reading that Government’s messages to its delegation at the Washington Naval Conference
of 1921-1922. Yardley’s code breakers informed U.S. negotiators that the Japanese Government would accept a
10 to 6 ratio of U.S. and Japanese battleships, enabling U.S. diplomats to continue pressing for that ratio when
Japanese representatives rejected it and tried to stall.>!

After the war, the Department cut its courier service only to revive it again, an action which exemplified
the Department’s conflicted mindset over seeking greater security and ensuring fiscal economy. During 1919,
the Department utilized two courier services: the Army couriers for the U.S. delegation at the Versailles peace
conference, and the Department’s Marine Corps couriers for the other posts in Europe. When negotiations in
Versailles concluded in August 1919, the Department of War disbanded the Army courier service; meanwhile, the
Department moved its three Marine couriers and their headquarters from London to Paris. Given that the Marine
couriers supplemented the Despatch Agent system, the Department reexamined the necessity of the couriers because
the Marine courier service was “very much confused.” At an approximate cost of $146,000 per year, the service was
deemed rather expensive.> On June 30, 1921, under the new Republican administration of President Warren G.
Harding, the Department discontinued courier service in Europe because its cost exceeded reduced appropriations.
The courier service for East Asia survived eight months longer, but it too was cut for budgetary reasons.*?

The Department revived the courier service one year later (1922), and its revival resulted from security concerns
about the diplomatic correspondence from the new U.S. Legations in Eastern Europe. By 1922, U.S. diplomats
were complaining about the lack of security when using the postal systems of Central and Eastern Europe, and
the problem resulted because Department officials had not made a key postwar adjustment.>* Prior to the war, the
United States had trusted the German and Austrian imperial postal services (the British postal service was the only
other system the Americans trusted). After the war, with the creation of Poland, Czechoslovakia, Hungary, Latvia,
Estonia, and Lithuania from the collapsed Austria-Hungarian and Russian Empires, U.S. diplomats reverted
to pre-war practice and tried to use the nascent postal systems of the new nation-states. Compounding the
problem was the fact that the United States had upgraded its Consulates in the new capital cities to Legations.
The upgrade, combined with the United States’ changed status as a world power, generated a very different set
of correspondence from the posts, usually involving more classified information. The subsequent complaints of
tampered mail and pouches created a new, postwar security dilemma that the Department resolved by reviving
the courier service.

The Department of State retained the Chief Special Agent and his staff. Nye continued to make domestic
travel arrangements for the Secretary of State. Moreover, the number of foreign dignitaries visiting the United
States increased after the war, with visits by Edward, the Prince of Wales (later King Edward VIII) and then
King Albert I and Queen Elisabeth of Belgium in 1919. Chief Special Agent Nye logged 8,837 railroad miles
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escorting the King Albert I and Queen Elizabeth
on their tour of the United States. King Albert not
only referred to Nye as “Beel,” but also awarded
him the Order of Leopold. Nye also organized and
headed the protective details for such dignitaries as
Prime Minister Robert Borden of Canada, President
Epitdcio Pessoa of Brazil, President Baltasar Brum
of Uruguay, Prince Axel of Denmark, and Prince
Ferdinand of Savoy. In 1921, the Chief Special
Agents office provided protective security for the
delegations to the Washington Naval Conference.*
During this assignment, Special Agents ushered the
distinguished foreign diplomats through customs,
arranged their transportation and schedule, and
at times, provided appropriate entertainment. If
threats to the visiting foreign dignitaries required

it, the Chief Special Agent would create aliases for

them. For example, Prince and Princess Asaka of Figure 14: Robert C. Bannerman. Bannerman replaced
Nye as Chief Special Agent in 1920, and served in that
position for 20 years until 1940. It was Bannerman who
their 1925 visit to America.>¢ expanded the Office of the Chief Special Agents duties to
include many tasks still held by the Bureau of Diplomatic
Security today: background investigations, passport fraud,
barriers imposed by Jim Crow segregation and the oversight of couriers, protection of foreign dignitaries, and
internal investigations. ~ Source: Bureau of Diplomatic
Security Files.

Japan traveled as Count and Countess Asa during

Special Agents also navigated between the

diplomatic privileges and courtesies required for

diplomats and foreign dignitaries when diplomats
from Liberia and other African nations visited the
United States. Special Agents recognized that black diplomats would visit, attend, and patronize black venues,
and that they might have to explain the status of and required courtesies for black diplomats to white officials and
businessmen. Evidence suggests that despite having to accommodate for Jim Crow laws, Special Agents provided
protection and services for visiting Liberian diplomats equivalent to that for European and Asian diplomats.””
To protect foreign dignitaries, the Chief Special Agent often enlisted the assistance of local law enforcement,
Post Office Inspectors, and/or the Secret Service. For the 1919 visit of the Prince of Wales, Nye called upon Post
Office Inspectors to help. When Prince Chichibu, second son of the Japanese Emperor, visited Chicago, the
Chief Special Agent requested a police escort, citing a potential threat from the large local Korean population.

Similarly, when the Cuban President visited in 1927, he received local police protection while in Miami.>®
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During the immediate two years after the war, the Chief Special Agent’s office followed a trajectory similar
to the courier service: it endured budget and personnel cuts, but gained responsibilities. In 1920, Nye resigned
as Chief Special Agent and accepted a position as executive assistant to the president of Guaranty Trust Company,
one of the major banks in New York, where he worked to improve measures to deter fraud. Robert C. Bannerman
replaced Nye as Chief Special Agent in 1920. In the same year, the Department cut its personnel, and eight of
the ten Special Agents lost their commissions, including Robert Sharp, head of the New York Field Office. On
August 30, 1921, the Secretary of State issued Department Order No. 223 which moved the Chief Special Agent
from the Secretary of State’s office to the Under Secretary of State’s office, receiving the designation “U-3.” As
Assistant to the Under Secretary, Bannerman maintained liaisons with the FBI, the Military Intelligence Division
(MID), the Secret Service, the Shipping Board, and the Departments of Navy, War, Justice, and Labor.>

The Chief Special Agent office’s rapidly growing responsibilities forced the Department to rehire many of its
Special Agents in 1921, just one year after cutting their positions. Sharp returned as Special Agent-in-Charge in
New York; and with a staff numbering 25 people, several Special Agents were again tracking radicals and suspected
foreign agents. Special Agents also conducted internal affairs investigations of Department employees who may
have leaked information to the press or engaged in criminal activity. Chief Special Agent Bannerman investigated
the disappearance of several thousand dollars from diplomatic pouches, and determined that the Chief Clerk
of the Mail Room was committing the thefts.®® Special Agents conducted background investigations for new
Department of State employees. While some travel was involved in the investigations, the Special Agents worked
closely with Post Office Inspectors, who completed the background investigations in the various hometowns and
former cities of residence of the prospective Department employees.®!

One of the Chief Special Agent’s more unusual investigations involved the illicit importation of liquor by
the British Embassy, just after Congress and the states had passed Prohibition. The Eighteenth Amendment to
the Constitution, or Volstead Act (effective in January 1920), forbade the manufacture, sale, transportation, and
importation of “intoxicating liquors” in and into the United States. In 1921, British diplomats in Washington
arranged for the British shipping company Joseph Travers & Sons to send 83 cases of liquor, on the pretext that
the spirits would be used for official embassy functions. Although alcohol technically could still be consumed
within foreign embassies or legations in the United States, private consumption outside of embassy premises was
subject to the Volstead Act. Based upon his office’s investigation, Bannerman concluded that the 83 cases were
imported by British Embassy for personal use by Embassy staff. Intercepted correspondence revealed that 18
British Embassy employees had pooled their money for payment, and that the staff hoped to place bigger orders
in the future. Some employees even wanted to place standing monthly orders, and the Embassy staff patted
themselves on the back for their ingenuity. The Chief Special Agent’s office concluded that this was a clear attempt
to circumvent the laws of the United States, but despite the incriminating evidence, the Department decided not

to prosecute the British in the interest of maintaining good bilateral relations.®
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The Office of the Chief Special Agent also investigated passport and visa fraud. Bannerman and his Special
Agents devoted particular attention to anarchists, Bolsheviks, and other radical Left groups that used fraudulent
passports to enter the United States. During World War I, Congress made it a felony to knowingly assist
anarchists entering the United States, and later banned and required the deportation of anarchists and persons
who promoted anarchism. After the 1917 Bolshevik Revolution in Russia, U.S. officials denied passports to U.S.
Communists who wished to travel to Russia for instruction or training (Secretary of State Henry L. Stimson
relaxed this proscription in 1931). With the new visa and passport laws, the Chief Special Agent’s office gained
a tool to deport foreign agents engaged in espionage, sabotage, or other illegal activities, and as a result, passport
and visa fraud investigations became a cornerstone responsibility for the Chief Special Agent’s office throughout
the 1920s and 1930s.

During their investigations of Bolsheviks, Special Agents paid particular attention to the activities of the
Amtorg Trading Corporation, which they strongly suspected was a cover for Soviet espionage. Created in 1924
by the Soviet Union, Amtorg Trading ostensibly promoted trade between that country and the United States.
The Department issued a visa to Amtorg employee Boris I. Kraevaky, but the Chief Special Agent later sought to
revoke it because Kraevaky appeared to be involved in activities other than international trade. Special Agents
tracked Amtorg’s exports to the Soviet Union, particularly metals such as copper, zinc, aluminum, and manganese,
as well as the company’s purchases of Ford tractors, John Deere agricultural implements, and wheat (more than
$13 million between May and December 1924 alone). Special Agents also investigated Amtorg’s contacts within
U.S. companies such as Chase National Bank, and took interest in Amtorg’s unusually large budget for “employee
education,” which was likely for indoctrination of Communist ideology and Soviet activities.**

By 1924, Chief Special Agent Bannerman’s scope of security-related duties extended to restructuring the
Department’s struggling courier service, which was now manned by civilians rather than Marines. European
posts complained of not receiving pouches or receiving pouches less often than they had before the war with the
Despatch Agent system. For European posts served by the couriers, it took a minimum of 42 days for a post to
send a despatch and receive a reply. Some posts such as the U.S. Embassy at The Hague asked if they could opt
out of the courier service and return to the Despatch Agent system. They argued that they could receive mail
and Department instructions far more quickly and frequently from the Despatch Agents than they could from
the couriers. Occasionally a pouch went into a foreign postal service, which prompted one exasperated Chief of
Mission to scold the Department: “After all of the proofs and experiences and knowledge we have gained” during
the war, “for our pouches to pass through [foreign] hands — one is struck almost speechless. What is the matter
with us?”%

The Department’s small three-person courier service was overwhelmed and overworked. The couriers
carried an average of 50 pouches, with the number and size of the pouches continually increasing. Couriers

many times faced angry rail conductors and station officials who feared the many pouches would damage

19



History of the Bureau of Diplomatic Security of the United States Department of State

compartments, or the couriers had to bribe
customs officials to let them cross a border. At
times, the couriers had their compartments so
stuffed with pouches that they had no place to sleep
during the train trip to the next stop. By January
1925, European railroad officials refused to allow
couriers to carry more than one pouch into their
compartment, which meant that the other pouches
were stored unattended and unsecured with
baggage.®

The fact that Department couriers carried

Figure 15: Department of State Diplomatic Courier Bill pouches for Army and Naval Attachés, as well

Croasdale hands pouch to Vice Consul I. Raymond Baine, as the Department of Commerce, compounded
who is on the Orient Express railcar, in Milan, Italy in

1957. With the creation of several new nations in Central the p roblem. D cpartment of Commerce mails

and Eastern Europe after World War 1, the Department comprised 35 percent of all pouches; whereas, the
needed couriers to supplement the Despatch Agent network. .

The Orient Express was one of the rail lines that the three- War and Navy Departments constituted 11 percent
man courier service used. Source: Department of State and 9 percent respectively. When Department of

Records, National Archives and Records Administration.

State officials asked the Department of Commerce

to pay $17,500 for their share of courier expenses,
Commerce officials replied (as did their Navy and War Department counterparts) that they had no funds for
such an expense.

The three couriers spent extended time on the road. Each courier traveled the entire circuit: Paris-Zurich-
Vienna-Budapest-Belgrade-Sofia-Constantinople-Sofia-Bucharest-Sofia-Belgrade-Budapest-Vienna-Prague-
Berlin-Warsaw-Riga-Berlin-Prague-Vienna-Zurich-Paris. The circuit was two routes: the Southern route took
20 days (Paris to Constantinople and back) and the Northern route took 11 days (Vienna to Riga and back).
The courier then had two days of rest in Paris before making the Paris-London-The Hague-Brussels-Paris route.
He rested four days, only to begin the circuit again. All three couriers met in Vienna to exchange pouches — one
returning from Riga on the Northern Route, one returning from Constantinople on the Southern route, and
the third arriving from Paris. Carrying pouches destined for posts on both routes, the Paris courier gave the
Constantinople courier the pouches for Northern route posts and then headed south with the remaining pouches.
The Constantinople courier took his newly received pouches and headed north, giving the Washington-bound
pouches that he had collected on the Southern route to the Riga courier. The Riga courier, now having all pouches
destined for Washington from the North and South portions of the route, headed for Paris to place the pouches

in the Despatch Agent system.®
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Perhaps due to Bannerman’s Postal Inspector background, Department officials asked him to study the
courier service and then make recommendations, most of which the Department later adopted. Under Secretary
of State Joseph Grew sent Bannerman to Europe to inspect the courier service in 1925, and Bannerman traveled
the entire circuit, observing travel and rail station conditions, size and weight of pouches, rail connections, and
possibilities for delays.® He decided to separate the two routes, which ended the Vienna exchange and ultimately
reduced the despatch/reply time by nearly two weeks. The Northern route became Paris-Brussels-The Hague-
Berlin-Riga-Warsaw-Prague-Berlin-Copenhagen-Hamberg-Amsterdam-The Hague-Brussels-Paris. The Southern
Route remained much the same, but Bannerman suggested different rail lines and sequence, reducing travel time
and possibilities for delays. Bannerman also made clear that the Commerce Department had “confused” the
courier service for a “fast freight service;” Department officials successfully pressed Commerce officials to limit their
pouches to strictly confidential materials, a change that reduced the volume and weight of pouches substantially.”
Bannerman additionally recommended creating an “Aegean” route, which would operate between Paris, Rome,
Tirana and Athens, as well as courier service for Mexico City, although neither apparently was implemented.
Bannerman continued to review and fine-tune the courier service in the years after his recommendations were
adopted in October 1925.7

Bannerman’s reforms of the courier service symbolized two important developments in U.S. diplomatic
security. First, the Department of State’s approach to security was increasingly characterized by specialization,
which contrasted with the British Foreign Office’s tendency toward flexibility. The British employed a “hub and
spokes” courier system, with a few courier routes to major cities (e.g. Paris and Berlin) and several, short “feeder”
routes transited by local couriers (likely post officers or clerks) to broaden the coverage of the service. When
British couriers were not on their routes, they did code work for the Foreign Office. The Department of State,
meanwhile, compartmentalized the courier function, incorporating more posts into large courier routes, and
avoiding the use of local couriers. Furthermore, U.S. couriers were a separate entity from the code clerks and
Special Agents.”>

The second development was the expansion of U.S. diplomatic representation overseas, which tilted the
Department’s struggle to balance security with cost efficiency strongly toward security. The Department focused
upon improving its communications with its posts, which included increasing security and reducing transit time
for correspondence. Bannerman expanded the Despatch Agent network by negotiating a contract with the Dollar
Steamship Company to provide pouch services for U.S. Embassies and Consulates in Asia. Managed by the
Despatch Agent in San Francisco, the new pouch service connected posts in Tokyo, Yokohama, Peking, Shanghai,
Hong Kong, Singapore, Penang, and Colombo.” The Department also worked to improve mail service to U.S.
Consulates in Suva, Nairobi, and Cairo.”* The U.S. Post Office also gave the Department free airmail service
for small confidential pouches to and from some Latin American posts. The Department further expanded the

Despatch Agent network by adding weekly pouch service for the new U.S. Legations in Ottawa and Dublin.”
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Figure 16: Herbert O. Yardley. A former code clerk for the
Department of State, Yardley founded a counter-intelligence
code breaking office. Yardley later wrote about his experience
in The American Black Chamber. His controversial book
prompted Congress to pass Public Law 37, which makes it
a felony to publish classified information related to U.S.
encryption codes. Source: National Security Agency.

Bannerman, however, did express concern
about the security of the Despatch Agent network;
specifically, he questioned the employment of British
citizens at the London Despatch Agent office. In fact,
many of the London office’s employees, including
Despatch Agent Charles J. Petherick, were British
citizens. Bannerman admitted in 1928 that as “a
matter of principle, our most confidential mail to
London should be handled by none but Americans.”
He acknowledged Petherick’s faithful service
(Petherick had 60 years of service to the Department),
and confessed that Petherick was “the best informed
and most efficient transportation officer of any I
met abroad.” However, Bannerman recommended
that an American should be appointed as Despatch
Agent in London upon Petherick’s resignation or
death. Petherick died in 1929, just eight weeks after
Bannerman made his recommendation, and the
Department appointed U.S. Consular ofhcer John
H. E. McAndrews as the U.S. Despatch Agent in
London.”¢

The 1929 Stock Market Crash and the subsequent
Great Depression forced the Department of State
to slash budgets, which significantly affected its

correspondence, communications, and security. The

Depression prompted the Department to cut some couriers; and in 1933, it abolished most of the few remaining

overseas courier services, despite protests from its overseas posts. With a note of nostalgia, Leslie Weisenberg of

the U.S. Embassy in Paris lamented that “the swan song has been sung and the curtain rung down on the courier

service.” 'The Department’s financial crunch was so severe that even when the French Government offered to

transport diplomatic pouches free of charge from Le Havre to Paris, the U.S. Embassy could not afford the taxi

fare needed to retrieve the pouches at the railroad station where the French promised to hold them. U.S. posts in

Germany experienced similar cutbacks.”

Yardley’s “Black Chamber” also came to a grinding halt because of Depression-era budget cuts, despite

deciphering more than 45,000 telegrams between 1917 and 1929. In 1929, the Department of State withdrew
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its funding of Yardley’s office. Unable to survive on Department of War funding alone, Yardley and his colleagues
closed their office. Finding the whole enterprise of the Black Chamber distasteful, Secretary of State Henry L.
Stimson either saw little need for counterintelligence, or perhaps believed that the Department of State should not
become involved in counterintelligence lest it might compromise its fundamental mission of diplomacy. Stimson
viewed himself “dealing as a gentleman with the gentlemen,” and it was on this occasion that Stimson issued his
oft-repeated pronouncement: “Gentlemen do not read each other’s mail.””®

Yardley, struggling to support his family during the Depression, wrote his book 7he American Black
Chamber and had it published in 1931. He described the clandestine work of the Department’s now defunct
cryptographic office, and revealed that gentlemen did read each other’s mail. His book was an instant success
around the world. In Japan, 7he American Black Chamber created a controversy as well as an embarrassing
situation for the United States because Yardley exposed the extent to which the United States had intercepted
and deciphered confidential Japanese Government messages. Yardley proposed writing a second book, focusing
exclusively upon his work with Japanese codes. The Departments of State, Justice, and War worked to block
this second work, and attorneys from the Department of Justice pressured Yardley’s publisher to stop the project.
Secretary of State Cordell Hull and other State Department officials urged Congress in 1933 to pass a law to
prevent future disclosures. Congress moved quickly and passed Public Law (PL.) 37. Signed by President
Franklin D. Roosevelt in June 1933, PL. 37 made it a felony for a former U.S. Government employee to publish
or to share confidential information pertaining to past or present diplomatic codes and confidential diplomatic
correspondence.”  Effectively blacklisted from future U.S. Government work involving confidential material,
Yardley worked for foreign governments during the remainder of the Depression. He trained and organized
cryptological bureaus for the Chinese from 1938 to 1940, and the Canadians from 1940 to 1941; the latter job
ended when the Canadians and the British discovered his true identity. Returning to the United States, Yardley

joined the Office of Price Administration in 1942, but never did code work again.®

(N Conclusion 70

Yardley’s book, in some ways, was the most significant security breach of the era, and the Department of State’s
reaction demonstrates how sensitive Department officials had become to security since the start of World War I.
Combined with the United States’ rise as a world power, the expansion of the number of U.S. diplomats abroad,
as well as an increase in the quantity, quality, and frequency of information considered confidential, World War
I had transformed the Department’s perception and approach to security. The question for Department officials
throughout the period was not whether to employ security, but rather how much security they should employ. The
immediate postwar desire to return to pre-war practices was fleeting, and senior Department officers implemented
additional security measures and procedures throughout the 1920s. Although the Great Depression forced the

Department to make cuts in security-oriented programs, those cuts reflected the depth of the Depression, not the
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Department’s indifference to security. By 1933, the balance between security and cost efficiency tilted clearly in

favor of security. World War II would further press Department of State officials to expand the number of security

measures, and extend security to other aspects of U.S. diplomacy as well.
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1910-29, Records of the Department of State, Record Group 59, National Archives II, College Park, Maryland. Hereafter
cited as DF 1910-29, RG 59, NA. For crossing enemy lines in Belgium, see Note “European War — Telegraphic Bureau of
the State Department,” Division of Western European Affairs, 25 August 1914, Folder 1, Box 1077, DF 1910-1929, RG 59,
NA. Telegram 276 “Pouch Service,” William Thomas Fee, U.S. Consul at Bremen, to Secretary of State, 15 October 1914,
051.62/9, Folder 4, Box 363, DF 1910-29, RG 59, NA.

Diary entries for 2-11 August 1914, in Grew, Turbulent Era, 135-149.

Jack Grover asserts that the two couriers in 1914 were the foundation of the Department of State’s courier service and
operated continuously until 1917. The two clerks, however, only operated as couriers temporarily and probably ceased
carrying pouches in 1915 or 1916. By early 1917, with pouch service erratic, the U.S. Embassy in Vienna requested
a permanent weekly courier, but this did not occur until late 1917. Telegram 1717, Frederic Courtland Penfield, U.S.
Ambassador to Austria-Hungary (Pleasant A. Stovall, U.S. Ambassador to Switzerland), to Secretary of State, 21 February
1917, 051.51/25, Folder 2, Box 361, DF 1910-29, RG 59, NA. See Jack Grover, “None is Swifter Than These,” Foreign
Service Journal 31/2 (February 1954): 25-26; and “A Brief History of the U.S. Diplomatic Courier Service,” Foreign Service
Newsletter Number 80 (October 1953): 15-16.

Diary entry 5 August 1914, in Grew, Turbulent Era, 138. Telegram 954, Walter Hines Page, U.S. Ambassador to the
Court of St. James, to Secretary of State, 31 October 1914, 121.67/5, and Telegram, Lansing to U.S. Embassy London,
3 November 1914, 121.67/5, both attached to Memorandum, William Walker Smith, Acting Chief for Division of
Western European Affairs, to William Phillips, Third Assistant Secretary of State, 2 November 1914, Folder 3, Box 1164,
DF 1910-29, RG 59, NA. Letter, Brand Whitlock, U.S. Minister to Belgium, to Henry van Dyke, U.S. Minister to
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the Netherlands, 17 January 1916, enclosed with Despatch #437, Marshall Langhorne, Chargé d’Affaires ad interim to
the Netherlands, to Secretary of State, 21 March 1916, 121.67/55, Folder 3, Box 1164, DF 1910-1929, RG 59, NA.
Telegram 3732, James W. Gerard, U.S. Ambassador to Germany, to Secretary of State, 10 April 1916, 051.62/32; and
Memorandum, Roosa to Ben G. Davis, Chief Clerk, 19 September 1916, 051.61/32; both Folder 3, Box 363, DF 1910-
29, RG 59, NA.

Memorandum, C. J. Petherick, Deputy U.S. Despatch Agent — London, to Secretary of State, 17 July 1916, Folder 5, Box
359, DF 1910-29, RG 59, NA. Frank Gurney, “Fifty Years in the Despatch Agency,” American Foreign Service Journal 12
(1935): 402. Memorandum, Newton Crane, U.S. Despatch Agent — London, to William Phillips, Third Assistant Secretary
of State, 16 June 1916, 051.41/16; and Memorandum, Crane to Phillips, 17 July 1916, 051.41/19; both Folder 5, Box 359,
DF 1910-29, RG 59, NA.

The use of the term “Special” with the encryption code suggests that there was a variation to the code or perhaps a rule
from the codebook’s Holocryptic appendix had been used. Instruction, Robert Lansing, Secretary of State, to U.S. Embassy
in Constantinople, 5 November 1914, 119.2/123a; and Telegram 100 “Telegrams,” E. Carleton Baker, U.S. Consul at
Chungking, China, to Secretary of State, 18 September 1914, 119.2/121, attached to Memorandum, Clarence E. Sisler,
Clerk, to Herbert C. Hengstler, Chief of Consular Bureau, 6 November 1914; both Folder 1, Box 1077, DF 1910-29, RG
59, NA.

Telegram 2866, Page to Secretary of State, 25 September 1915, 051.62/174, attached to Memorandum, Ben G. Davis, Chief
Clerk, to David A. Salmon, Chief of Bureau of Indexes and Archives, 2 March 1923, Folder 5, Box 363, DF 1910-29, RG 59,
NA. Robert Lansing, War Memoirs of Robert Lansing, Secretary of State (Indianapolis: Bobbs-Merrill, 1935), 73-78. Office of
the National Counterintelligence Executive, A Counterintelligence Reader: An American Revolution into the New Millennium,
Volume I: The American Revolution to World War 11, Frank J. Rafalko, ed., pp. 89-102, http://www.ncix.gov/issues/ CI_Reader/
index.html, accessed 14 August 2009. Hereafter cited as NCIX, A Counterintelligence Reader, volume: page(s).

Telegram 2722, Page to Secretary of State, 31 August 1915; and Translation of Letter, Dr. Constantin Theodor Dumba,
Austrian Ambassador to the United States, to Baron Istvdn Buridn, Foreign Minister, 20 August 1915, enclosed with
Despatch 2112, Page to Secretary of State, 3 September 1915; both Foreign Relations of the United States 1915 Supplement
(Washington D.C.: USGPO 1928): 932 and 936-937. Hereafter cited as FRUS 1915 Supplement, page(s). Lansing, War
Memoirs, 63-66 (quotation is located on page 66).

Telegram 2866, Page to Secretary of State, 25 September 1915, 051.62/174. Telegram 2722, Page to Secretary of State, 31
August 1915. NCIX, A Counterintelligence Reader, 1: 91-92, 94, 96. Lansing, War Memoirs, 71.

Circular Telegram, William Jennings Bryan, Secretary of State, to Ambassadors and Ministers in European Countries, 1
August 1914, 300.11/8a; Robert Lansing, Acting Secretary of State, to Ambassadors and Ministers in European Countries,
12 September 1914, 138.4/27a; both FRUS 1914 Supplement, 722-723. President Wilson formalized passport regulations
in a November 1914 executive order. See Executive Order (unnumbered) “Rules Governing the Granting and Issuing of
Passports in the United States,” President Woodrow Wilson, 13 November 1914, FRUS 1914 Supplement, 724-727.

Department of State Circulars “New Passport Regulations,” Bryan to U.S. Diplomatic and Consular Officers, 21 December
1914, FRUS 1914 Supplement, 728-731. President Wilson formalized these rules in January 1915. See Executive Order
2119-A “Rules Governing the Granting and Issuing of Passports in the United States,” Wilson, 12 January 1915, enclosed
with General Consular Instruction No. 383 “Termination, Extension, and Amendment of Passports, and Advice to
Americans Traveling Abroad,” Bryan to U.S. Diplomatic and Consular Officers (including Consular Agents), 8 February
1915, FRUS 1915 Supplement, 902-904.

Executive Order No. 2285, Wilson, 15 December 1915; Executive Order No. 2286-A, Wilson, 17 December 1915; and
Memorandum, Lansing to the Diplomatic Representatives of Foreign Governments, 23 December 1915; all FRUS 1915
Supplement, 911, 912-913, and 913-914.
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Lansing, War Memoirs, 320-321.

Letter, William McAdoo, Secretary of the Treasury, to the President, 16 April 1917, Box 522, Woodrow Wilson
Correspondence, William McAdoo Papers, Library of Congress, Washington D.C. Hereafter cited as McAdoo Papers,
LOC. Letter, Robert Lansing, Secretary of State, to Wilson, 20 November 1915, reprinted in NCIX, A Counterintelligence
Reader, Vol. 1, Chapter 3, p. 104.

Lansing, War Memoirs, 84. Letter, McAdoo to Wilson, 16 April 1917, Folder — McAdoo to W. Wilson, April 16, 1917, Box
522, McAdoo Papers, LOC.

Letter, McAdoo to Wilson, 5 July 1917; Letter, McAdoo to Wilson, 17 April 1917; McAdoo to Wilson 6 July 1917;
McAdoo to Wilson 9 July 1917; Wilson to McAdoo, 19 November 1917; and McAdoo to Wilson 22 November 1917; all
Boxes 522-523, Woodrow Wilson Correspondence, McAdoo Papers, LOC. Folder titles correspond to date of letter.

Lansing, War Memoirs, 318-319, 84. Entries for 4 April and 17 April 1916, Lansing’s Appointment Book, Box 66, Robert
Lansing Papers, LOC. Register of the Department of State, October 21, 1915 (Washington D.C.: USGPO, 1915), 18, 86.
Register of the Department of State, December 15, 1916 (Washington D.C.: USGPO, 1916), 21. Tab “Problem 3: Discussion
of Centralization of Security Functions within the Department,” page 2, in Report “Study by Reorganization Task Force
on Security of the Department of State, March 23, 1949,” [No Folder], Box 13, Security Files 1932-63, Records of the
Division of A/SY/Evaluations, RG 59 — Lot 96D584, NA. David H. McCabe, “Mister Lansing’s Secret Service,” SY Focus
I11/4 (October 1977): 4. Interview with Robert L. Bannerman, in “Diplomatic Security: 75" Anniversary Program is on
Tap for November 4,” State Magazine, Number 391 (November 1991): 46 (hereafter cited “Robert L. Bannerman,” State
Magazine, 391: page).

Lansing, War Memoirs, 318-319, 325. There are numerous letters between Harrison and Bell on security-related matters.
See Correspondence of Leland Harrison with Edward Bell, 14 December 1916 — 8 July 1918, RG 59 — Entry 348; Leland
Harrison’s General Correspondence, 1915-1918, RG 59-Entry 346; and the Classified Case Files of Edward Bell, 1917-
1919, RG 59 — Entry 350; all NA.

Agent Frank Burke led the ten-man team in New York City. See NCIX, A Counterintelligence Reader, I: 94. In Washington,
the German Embassy was located at 1439 Massachusetts Avenue NW, and the Ambassador’s residence was next door at 1435
Massachusetts. Register of the Department of State, December 15, 1916, 182.

Although Lansing called it the “Bureau of Secret Intelligence,” Harrison’s group was never a formal bureau. It, instead,
comprised a few people in the Office of the Counselor.

Although Robert L. Bannerman claims the Chief Special Agent’s office provided Lansing with the intelligence of the German
Ambassador’s message, Nye and the Secret Service squad conducted the surveillance of the German Embassy and provided
the information to Secretary Lansing. Nye did not join the Department until after this incident. “Robert L. Bannerman,”
State Magazine, 391 (November 1991): 46. Robert L. Bannerman, “Early History of the Office of the Chief Special
Agent, Department of State,” n.d. [August? 1991], and “Robert Candlish Bannerman and Early History of the Office of
the Chief Special Agent, Department of State,” n.d. [August? 1991], both enclosed in “The Robert C. [sic] Bannerman
Interview,” conducted by George Payne, 20 August 1991, Folder — Diplomatic Security History, Box Archives H-N, Bureau
of Diplomatic Security Training Center, Dunn Loring, Virginia. Hereafter cited as DS TRACEN. Although this is marked
as the “Robert C. Bannerman interview,” Payne interviewed Robert L. Bannerman (ereafter cited as “The Robert [L.]
Bannerman Interview”). NCIX, A Counterintelligence Reader, 94. Lansing, War Memoirs, 325.

Robert L. Bannerman claims that it was the Chief Special Agent who tapped the German Embassy’s lines; however, Bannerman
may have blurred Nye's time as a Secret Service Agent working at the Department of State and Nye’s tenure as the Chief
Special Agent. The fact that Leland Harrison recruited and recommended Nye to Secretary Lansing suggests that Nye, as
head of the Secret Service squad, reported to Harrison and Polk during the squad’s temporary detail to the Department of
State during 1916 and early 1917. See “Robert L. Bannerman,” State Magazine 391: 46; and Lansing, War Memoirs, 84.
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Lansing, War Memoirs, 84. Robert [L.] Bannerman Interview, 20 August 1991. McCabe, “Mister Lansing’s Secret Service,”
SY Focus 111/4: 5.

Lansing, War Memoirs, 84-85. McCabe, “Mister Lansing’s Secret Service,” SY Focus 111/4: 5. Memorandum, Robert C.
Bannerman, Chief Special Agent, to Robert Woods Bliss, Third Assistant Secretary of State, 6 October 1921, Folder — 75%
Anniversary Historical Info, Large Box, Records of the Bureau of Diplomatic Security’s 75™ Anniversary Celebration, DS
TRACEN. Hereafter cited as 75" Anniversary Records.

The War Department also turned to Post Office Inspectors to build an investigative unit. See Telegram, Nye to S. H.
Morse, Post Office Inspector, San Francisco, n.d. [1918?], Folder — M, Box 1, Special Agent Nye’s Personal File, General
Correspondence of the Chief Special Agent, 1918-1920, Records of the Office of the Counselor/Under Secretary/Chief
Special Agent, RG 59 — Entry 545, NA. Hereafter cited as Nye’s Personal File. McCabe, “Mister Lansing’s Secret Service,”
SY Focus 111/4: 5.

For a description of responsibilities and duties of Postal Inspectors of the late nineteenth and early twentieth centuries, see
Daniel C. Roper, 7he United States Post Office: lts Past Record, Present Condition, and Potential Relation to the New World Era
(New York: Funk and Wagnalls, 1917), 225-243.

No evidence was found to support the claim that Nye paid his agent by personal check. Robert L. Bannerman, “A Brief
History of the Office of the Chief Special Agent, Department of State,” n.d. [August? 1991], enclosed in “The Robert C.
[sic] Bannerman Interview,” conducted by George Payne, 20 August 1991. Memorandum, Robert S. Sharp, Special Agent
in Charge, New York Field Office, to Nye, 4 May 1918, Folder — (A), Box 1, Nye’s Personal File. McCabe, “Mister Lansing’s
Secret Service,” SY Focus 111/4: 5. Department of State Personnel and Organization, December 31, 1921 (Washington D.C.:
USGPO, 1922), 23. Nye was not listed in the 1918 Register of the Department of State and the Department did not publish
aregister in 1919, 1920, or 1921. Memorandum “List of Special Agents of Department of State,” Office of the Chief Special
Agent, 8 April 1920, Folder — Special Agents’ Commissions, Correspondence relating to, Box 1, File of Chief Special Agent
Robert C. Bannerman, Correspondence with Special Agents, 1918-1921, Office of the Counselor, Under Secretary, and
Chief Special Agent, RG 59-Entry 546, NA. Hereafter cited as Robert C. Bannerman File.

Letter, Lansing to Edward Smith, May 14, 1917, Volume 27, Papers of Robert Lansing , LOC. For coded telegrams with the
yellow bar, see passim, Folders 3 and 4, Box 1044, and Folder 1, Box 1045, DF 1910-1929, RG 59, NA. For pouch invoices,
see Despatch, George A. Bricklin, U.S. Consul, Bordeaux, France, to Secretary of State, 15 July 1918, 116.4/67, Folder 2,
Box 1075, DF 1910-1929, RG 59, NA. For the change in placement of seals, see Despatch 310, Bricklin to Secretary of
State, 17 April 1918, 116.4/49, Folder 2, Box 1075, DF 1910-1929, RG 59, NA.

Ralph E. Weber, United States Diplomatic Codes and Ciphers, 1775-1938 (Chicago: Precedent Publishing, 1979), 247. For
an example of uneven distribution of codes, see Telegram, Russell, U.S. Legation in Santo Domingo, to Secretary of State,
3 July 1918, 119.2/455, Folder 2, Box 1078, DF 1910-1929, RG 59, NA. For telegrams in a multiple codes, see passim,
Folders 1 and 2, Box 1078, DF 1910-29, RG 59, NA. Telegram 3594, Osborne, Chargé d’Affaires to Denmark, to Secretary
of State, 8 February 1919, Folder 1, Box 1079, DF 1910-1929, RG 59, NA.

The creation of the “Diplomatic Courier Service” and its expansion in February 1918 pre-dates the origins as
described by Jack Grover. Neither General John ]J. “Black Jack” Pershing nor Captain Amos Jenkins Peaslee, said
by some to be the founder of the courier service, appears to have been involved in the formation of this courier
service. Memorandum, Franklin D. Roosevelt, Acting Secretary of the Navy, to Secretary of State, 22 October
1917, 121.67/112; Telegram, Lansing (Frederick A. Sterling, Chief of Division of Western European Affairs) to
U.S. Embassy Rome, 27 September 1917, 121.67/1006, attached to Telegram 1097, Thomas Nelson Page, U.S.
Ambassador to Italy, to Secretary of State, 24 September 1917, 121.67/106; Telegram, Lansing to U.S. Embassy
London, 24 October 1917, 121.67/109a; and Memorandum, Josephus Daniels, Secretary of the Navy, to Secretary
of State, 20 February 1918, 121.67/135; all Folder 4, Box 1164, DF 1910-1929, RG 59, NA. Sergeant Leo J. Daugherty
I, USMCR, ““These Fine Smart Detachments’: A History of the United States Marine Corps and the Department
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of State, 1799-2004,” unpublished manuscript, 2004, pp. 113-114. Henry S. Waterman, “The American Courier,”
American Foreign Service Journal (/3 (March 1931): 120-121. Jack Grover, “None is Swifter Than These,” Foreign
Service Journal 31/2 (February 1954): 25.

Telegram 1353, Henry P. Fletcher, U.S. Ambassador to Mexico, to Leland Harrison, 7 August 1918, 121.67/174; Telegram
1467, Fletcher to Secretary of State, 31 August 1918, 121.67/179; and Telegram 1651, Fletcher to Harrison, 30 October
1918, 121.67/200; all Folder 1, Box 1165, DF 1910-29, RG 59, NA. For the East Asia route, see Memorandum, Edward
Bell, Chief of Division of Current Information, 9 March 1922 (memorandum seen by Fred Morris Dearing, Assistant
Secretary of State, and Margaret M. Hanna, Assistant to the Second Assistant Secretary of State), 121.67/512, Folder 2, Box
1166, DF 1910-29, RG 59, NA.

Letter, Charles Denby, Chief Clerk, to R. Newton Crane, U.S. Despatch Agent — London, 21 February 1907, enclosed with
Letter, Newton to Sterling, 5 October 1916, 111.8/40, Folder 3, Box 1047, DF 1910-29, RG 59, NA.

The Department instructed the U.S. Despatch Agent’s Office to use only U.S. vessels in transporting U.S. diplomatic
pouches; however, Despatch Agent R. Newton Crane made clear that such an instruction was impractical given the
Department’s desire for speedy receipt of information. For the question of using only U.S. vessels for pouches, see Telegram,
Lansing (Sterling) to U.S. Embassy London, 22 October 1917, 051.41/48a; and Letter, Crane to Secretary of State, 18
April 1918, 051.41/64; both Folder 1, Box 360, DF 1910-29, RG 59, NA. Henry S. Waterman, “The American Courier,”
American Foreign Service Journal (/3 (March 1931): 120-121. Memorandum, Roosevelt to Secretary of State, 22 October
1917, 121.67/112. Telegram, Lansing (Sterling) to U.S. Embassy London, 24 October 1917, 121.67/109a. Memorandum,
Daniels to Secretary of State, 20 February 1918, 121.67/135.

In 1899, Samuel Clemens, under the pen name Mark Twain, wrote an essay that sought to convince U.S. leaders that
diplomatic expenses were a necessity for a rising power such as the United States. See Mark Twain (Samuel Clemens),
“Diplomatic Pay and Clothes,” Forum, March 1899, pp. 24-32. See also The Complete Works of Mark Twain, htep://www.
mtwain.com/Diplomatic_Pay_And_Clothes/0.html, accessed 14 August 2009.

A History of the United States Diplomatic Courier Service: America’s Couriers to the World, pamphlet prepared for the 75%
anniversary of the courier service, Office of the Historian Files (hereafter cited as HO Files). Jack Grover, “A Brief History
of the U.S. Diplomatic Courier Service,” 15-16. Daugherty, “Those Fine Smart Detachments,” 116-119.

Letter, Nye to Robert S. Sharp, Special Agent-in-charge — New York, 11 July 1918, Folder — Sharp, Robert S. Special Agent
[3]; Letter, Nye to Sharp, 10 October 1918, Folder — Sharp, Robert S., Special Agent [3]; and Memorandum of Confidential
Expenditures, Robert S. Sharp, Special Agent-in-Charge — New York, 1 November 1918, Folder — Sharp, Robert S., Special
Agent [1]; all Box 2, Files of Chief Special Agent Robert C. Bannerman, Correspondence with Special Agents, 1918-1921,
Records of the Office of the Counselor/Under Secretary/ Chief Special Agent, RG 59 — Entry 546, NA (hereafter cited as
Files of CSA Bannerman). Robert [L.] Bannerman Interview, “Robert Candlish Bannerman and Early History of the Office
of the Chief Special Agent,” p. 1.

Memorandum, Bannerman, Acting Chief Special Agent, to Polk, 9 January 1919, Fold — (P) [1], Box 2, Special Agent Nye’s
Personal File, General Correspondence of the Chief Special Agent, 1918-1920, Records of the Counselor / Under Secretary
/ and Chief Special Agent, RG 59 — Entry 545, NA (hereafter cited as Nye’s Personal File). Letter, Sharp to Bannerman, 29
May 1918, attached to Confidential Memorandum, Sharp to Bannerman, 27 May 1918, Folder — Sharp, Robert S., Special
Agent [2], Box 2, Files of CSA Bannerman.

For example, see Letter, Edward Bell, U.S. Embassy London, to Harrison, 1 January 1918; Letter “Decypher,” Department
of State to ZNG Officers, Sloterdyk, near Amsterdam, 26 July 1916; Letter #275 “Decypher,” Department of State to ZNG
Officers, Sloterdyk, 16 May 1916; Letter “Decypher,” Department of State to H. Eisenhuth, Copenhagen, 9 May 1916;
Telegram 5887, Lansing (Harrison) to Bell, 23 November 1916; all Folder — #110 [2], Box 4, Classified Case Files of Edward
Bell, 1917-1919, RG 59-Entry 350, NA.
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Newspaper Clipping “Huns Back Hindu Plot: Secret Papers Involve Japanese and Chinese Statesmen,” Washington Post, 29
February 1918, Folder — Indian Conspiracy #4, Box 5, Leland Harrison’s General Correspondence, 1915-1918, Papers of the
Office of the Counselor and Chief Special Agent, RG 59-Entry 346, NA (hereafter cited as Harrison’s General Correspondence).

Letter, Harrison to Department of Justice, Office of Naval Intelligence (ONI) and Military Intelligence Section (MIS) [Army],
October 31, 1917, Folder — Gehrman, Delmar, etc. including Espionage [2]. Box 4, Harrison’s General Correspondence.

Grew, Turbulent Era, 1: 131. James G. Thurber was referring to the Red Code, which was still in use in 1919. Thurber,
“Exhibit X,” Foreign Service Journal, 35/7 (July 1958): 19.

William Phillips, Ventures in Diplomacy (Boston: Beacon Press, 1953), 113-114. For lock box use, see Memorandum, E. J.
Ayers, Chief Clerk and Administrative Assistant, to Division Chiefs, 1 April 1927, 116.6/69, folder 2, Box 1076, DF 1910-
29, RG 59, NA. David Kahn, 7he Reader of Gentleman's Mail: Herbert O. Yardley and the Birth of American Codebreaking
(New Haven: Yale University Press, 2004), 98.

The Army officers were: Maj. Amos Peaslee, 1% Lt. Joseph P. Sims; 1% Lt. Chester C. Darling, 1* Lt. Phillip Bekegriart, 1%
Lt. Lon Homeir, 2°¢ Le. H. J. Bailey, Capt. Edward P. Palmer, 1% Lt. Arthur D. Alexander, 1* Lt. Howard Osteriman, 1* Lt.
Kenneth Patterson, 1% Lt. John J. Whitemore, 1* Lt., Samuel S. Reckefus, 1** Lt. Robert S. Hillyer, and 2™ T ¢ Silas B. Egly.

Telegram 51, Gordon Auchincloss, Assistant to the Counselor, to Frank L. Polk, Counselor of the Department, 5 November
1918, 119.2/807, Folder 1, Box 1080; Telegram 6186, Sharp to Secretary of State, 7 December 1918, 121.67/210, Folder
1, Box 1165; and Telegram 6594, Pole to U.S. Embassy Paris, 11 December 1918, attached to Telegram 6186, William G.
Sharp, U.S. Ambassador to France, to Secretary of State, 7 December 1918, 121.67/210, Folder 1, Box 1165; all DF 1910-
29, RG 59, NA. Telegram 2260, Joseph E. Willard, U.S. Ambassador to Spain, to Secretary of State, 27 December 1918,
121.67/216; and Telegram 6229, William G. Sharp, U.S. Ambassador to Spain, to Secretary of State, 11 December 1918,
121.67/211; both Folder 1, Box 1165, DF 1910-29, RG 59, NA. Grover, “None is Swifter Than These,” Foreign Service
Journal, 31/2: 26. Grover, “A Brief history of the U.S. Diplomatic Courier Service,” Foreign Service Newsletter 80 (October
1953): 16.

Memorandum “Instructions for Navy-State Department Cipher,” n.d. (March 1921), enclosed with Memorandum,
Henry P. Fletcher, Acting Secretary of State, n.d. (March 1921), Folder 4, Box 1093, DF 1910-29, RG 59, NA. Weber,
United States Diplomatic Codes and Ciphers, 247-251. For the quarterly change in code tables, see Despatch 2468, Edwin
V. Morgan, U.S. Ambassador to Brazil, to Secretary of State, 12 December 1925, 119.25, Folder 4, Box 1093; and
Memorandum, Robert C. Bannerman, Chief Special Agent, to E. J. Ayers, Chief Clerk and Administrative Assistant, 5
December 1928, 051.41/607 V4, Folder 4, Box 360; both DF 1910-29, RG 59, NA. For separate codes, see Note “Codes
for Lausanne Conference,” Department of State to U.S. Legation Switzerland, 16 December 1922, 119.25/542, Folder
3, Box 1093, DF 1910-29, RG 59, NA. Memorandum, David A Salmon, Chief of Bureau of Indexes and Archives, to
Fred Morris Dearing, Assistant Secretary of State, 4 November 1921, 119.25/485, attached to Note, Dearing to Salmon,
4 November 1921, Folder 5, Box 1093, DF 1910-29, RG 59, NA. Despatch 194, Rear Admiral Mark L. Bristol, United
States High Commissioner at Constantinople, to Secretary of State, 11 May 1921, 119.25/449, Folder 5, Box 1093, DF
1910-29, RG 59, NA.

Instruction, Charles Evans Hughes, Secretary of State (Henry P. Fletcher, Under Secretary of State), to Elbridge Gerry
Greene, Chargé d’Affaires ad interim to Bulgaria, 7 September 1921, 119.25/359; and Despatch 928, C. Van H. Engert,
Chargé d’Affaires ad interim to El Salvador, to Secretary of State, 7 September 1925, 119.25/630; both Folder 4, Box 1092,
DF 1910-29, RG 59, NA.

Herbert O. Yardley, 7he American Black Chamber (Indianapolis: Bobbs-Merrill, 1931), 21-22. Kahn, 7he Reader of
Gentlemens Mail, 50-51, 73-74. For Yardley’s work at MI-8, see Kahn, 7he Reader of Gentlemen’s Mail, 50, 28-49; and
Yardley, American Black Chamber, 37-230.
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Telegram 1239, Hugh Campbell Wallace, U.S. Ambassador to France, to Secretary of State, 7 August 1919, 121.67/286; and
Telegram 9039, Lansing (Albert B. Ruddock, Bureau of Western European Affairs) to U.S. Embassy Paris, 18 August 1919,
121.67/286; both Folder 3, Box 1165, DF 1910-29, RG 59, NA. Statement of William R. Sands, Gunnery Sergeant, U.S.
Marine Corps,” Sands, attached to Memorandum, Theodore Roosevelt, Acting Secretary of the Navy, to Secretary of State,
26 March 1921, 121.67/435; and Memorandum, Ward A. Fitzsimmons, Assistant Chief of Bureau of Accounts, to Wilbur J.
Carr, Director of the Consular Service, 18 November 1919, and Memorandum, Carr to William Phillips, Second Assistant
Secretary of State, 19 November 1919, both attached to Memorandum, Philips to Clinton E. MacEachran, Assistant to the
Under Secretary of State, 20 November 1919, 121.67/434; all Folder 1, Box 1166, DF 1910-29, RG 59, NA.

For discontinuing the courier service, see Instruction #859, Robert Woods Bliss, Third Assistant Secretary of State, to Hugh
C. Wallace, U.S. Ambassador to France, 3 June 1921, attached to Despatch 2347, Wallace to Secretary of State, 15 April
1921, 121.67/441, Folder 1; and Memorandum, Edward Bell, Chief of Division of Current Information, 9 March 1922,
121.67/512, Folder 2; both Box 1166, DF 1910-29, RG 59, NA.

For reviving the courier service, see Despatch 2470, Myron T. Herrick, U.S. Ambassador to France, to Secretary of State, 20
October 1922, 121.67/551, attached to Memorandum, William McNeir, Chief of Bureau of Accounts, to Worthington E.
Stewart, Acting Chief of Diplomatic Bureau, 4 November 1922, Folder 2; and Memorandum, Stewart to Bliss, 16 January
1923, 121.67/569, Folder 3; both Box 1166, DF 1910-29, RG 59, NA. For complaints about the national mail services
in Central and Eastern Europe, see Telegram 586, Hugh Robert Wilson, Counselor of U.S. Embassy Berlin, to Secretary of
State, 16 June 1921, 051.62/69; and Telegram 601, Wilson to Secretary of State, 27 June 1921, 051.62/70; both Folder 4,
Box 363, DF 1910-29, RG 59, NA. Despatch 1316, H. Percival Dodge, Minister to the Kingdom of the Serbs, Croats, and
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CHAPTER 2

i

THE VITAL FUNCTION
World War II and Diplomatic Security

The experiences of the World War II era (1933-1945) expanded and solidified diplomatic security as
a vital function of the Department of State. From the first days of Franklin Delano Roosevelt's presidency, the
Department faced grave threats to U.S. diplomacy, primarily from Nazi Germany, the Soviet Union, and Japan.
As a result, the Department broadened its definition of security and expanded the number of entities monitoring
and enforcing security. The Department’s new, expanded security apparatus under President Roosevelt, however,
was disjointed. Security responsibilities were dispersed across multiple offices with overlapping jurisdictions.
Moreover, the Office of the Chief Special Agent, which had handled security since World War I, often was not
involved in many of the new security measures. By the end of World War II, the Department was implementing
security in a more extensive, formalized manner that touched and altered every level of the Department’s
operations. In fact, many security measures first implemented during World War II—such as coded ID badges,
formal document classification procedures, and a courier network—are today accepted as part of the Department’s

normal, daily routine.

(N Moscow and Berlin /)

When Franklin D. Roosevelt assumed the Presidency in March 1933, the Department of State faced
diplomatic security threats from Nazi Germany and the Soviet Union. Throughout the 1930s, the regimes of
both nations respectively targeted the U.S. Embassies in Berlin and Moscow for espionage. Security problems
at the U.S. Embassy in Moscow began immediately after Roosevelt signed the Roosevelt-Litvinov Agreement of
November 16, 1933, which established formal diplomatic relations between the United States and the Soviet
Union. U.S. officials opened the Embassy in Moscow in December, but as diplomat George E Kennan later
recalled, they lacked basic security necessities such as codes and safes during the first few months. The Embassy’s
communications with Washington were sent across open telegraph lines. Ambassador William C. Bullitt requested

and obtained a group of Marines to serve as guards, but the Soviet NKVD (the Soviet intelligence service that was
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the forerunner of the KGB) soon provided “girlfriends” for the Marines." One of the Embassy’s code clerks,
Tyler G. Kent, had a Russian mistress, and the chauffeur for the U.S. military attaché was discovered to be a
NKVD officer.?

U.S. Embassy officers knew of the Soviet espionage but did little to stop it. Sergei, the caretaker of Spaso
House (the Ambassador’s residence), kept his basement apartment in the residence locked, and apparently no
one obtained a key from him until 1952. During that time, Sergei had assisted in “bugging” (installing listening
devices) the U.S. Embassy from his apartment. In July 1937, when the Embassy’s electrician discovered a
microphone in the ceiling above the Ambassador’s desk, several junior Embassy officers were upset and tried to
locate other bugs. Ambassador Joseph Davies, who had succeeded William Bullitt, dismissed the affair: “I cooled
off [‘the youngsters’] and ‘kidded’ them about their ‘international sleuthing’.” “My position was,” he wrote in his
diary, that “if the Soviets had a Dictaphone installed so much the better — the sooner they would find that we were
friends, not enemies.”

When Military Attaché Major Ivan D. Yeaton arrived in Moscow in 1939, he was “appalled” by the extent to
which security at the Embassy had been compromised. Two or three ballerinas from the Moscow Ballet had free
run of the Embassy, and the NKVD “generously provided” female companions for parties at the Embassy. In 1940,

Yeaton, who knew that the Department was preparing

to change its telegraph codes, quietly asked the FBI to
send an agent to run a security inspection. Disguised as
a courier, the FBI agent arrived, recorded his findings,
and submitted his report. Besides the many Soviet
employees and visitors that freely roamed throughout
the Embassy, the FBI agent found that the code room
was left unattended with the door propped open for 45
minutes one evening. He also found he code room’s
safes left open and codebooks and classified messages
left setting on the table. The agent’s inspection and
report prompted a quick upgrade of security, and some

embassy officers were brought back to Washington.

Not until 1944, did an electrician undertake a

Figure 1: U.S. Ambassador to the Soviet Union Joseph E. comprehensive search for listening devices, and then
Davies. He dismissed discoveries of hidden listening devices ) . ) ) )
in the U.S. Embassy in Moscow. He believed that it was he discovered 120 hidden microphones during his

better that the Soviets know ‘that we were friends, not
enemies.” In 1944, a U.S. Government electrician found
144 “bugs” in the Embassy. Source: Library of Congress, confessed that Soviet microphones “kept turning
National Photo Company Collection.

first sweep of the building. One Embassy officer

up...any and everywhere.”*
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Nazi Germany proved equally effective in their espionage against the U.S. Embassy in Berlin. One German
secret agent remarked, “Routine security precautions in the [U.S.] Embassy [in Berlin] were very poorly observed
by U.S. personnel.” Long-time employees Rudolf Kranz (a.k.a. “Karl”) and Heinz Prause were covert German
agents who worked in the Naval Attachés office. They obtained the Attaché’s codebook and exact details of
the Navy’s shipbuilding program. U.S. Embassy personnel left their safes open and left classified documents
on their desks during lunch, enabling German agents to steal documents, make copies or photographs, and
then return them. The typewriter carbons of classified documents were simply tossed into the trash, providing
another source of information for German agents. In addition, the Naval Attaché’s conference room was bugged
just before the bombing of Pearl Harbor. Since at least 1936, Nazi intelligence had tapped the telephone lines
of the U.S. Embassies in Berlin and Warsaw, the U.S. residences in Berlin, and the apartments of U.S. news
correspondents. One German telephone eavesdropper was “amazed that U.S. embassy staff spoke so openly
on the telephone” and that U.S. correspondents “freely talked about...what they had learned from officials and
colleagues.” Much of Germany’s espionage was not discovered until 1945, when Department officials asked
Security Officer Robert L. Bannerman, the son of Chief Special Agent Robert C. Bannerman, to investigate the
matter. After much analysis and investigation, Bannerman identified Kranz as an espionage agent, leading to
Kranz’s arrest. Bannerman also pointed to others as possible suspects, which U.S. authorities in Germany found
to be “for the most part correct.”

Nazi censors, as well as Nazi enforcement of

German mail regulations that prompted the opening
of U.S. diplomatic mail on occasion, aggravated an
already difficult situation for the transport of U.S.
diplomatic pouches. ~ The Department initially
reverted to using the Despatch Agent network in
1919; however, the opening of many new U.S.
diplomatic posts after World War I, combined with
the Department’s efforts to maintain fiscal economy

during the 1920s and early 1930s, created a more

haphazard, less secure system than had existed prior

to World War I. As a means to improve security, Figure 2: President Franklin D. Roosevelt (left) confers with
Secretary of State Cordell Hull, who served as Secretary from
1933 to 1944. Unhappy that the Departiment had cut the
pouches to and from the new posts in Central and courier service, Roosevelt supported an appropriation to fund
three couriers in Europe. During World War I, couriers
became the Departments primary carriers of diplomatic

security when it began Shipping pouches directly to pouches. Source: Library of Congress, New York World-
Telegram and the Sun Newspaper Photograph Collection.

the Department added couriers to carry diplomatic

Eastern Europe, but the Department undercut that

Le Havre, France — bypassing the London Despatch
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Office — and having the French postal service carry them to Paris. Due to budget constraints caused by the
Great Depression, the Department shut down its courier service, but, the volume of mail handled annually by
the Department’s Mail Section had grown considerably. By 1936, the Mail Section handled more than 2000
pouches containing military and naval intelligence alone, in addition to the nearly 6000 other diplomatic pouches,
quantities that exceeded the capabilities of the Despatch Agent network. Other U.S. posts overseas also relied
upon trusted foreign postal services, which were the British and German services.®

During the 1930s, security of U.S. diplomatic correspondence declined, and several Foreign Service Officers
(ESOs) and Department employees echoed complaints that Chief Special Agent Robert C. Bannerman had sought
to correct in the mid-1920s. The personnel at U.S. posts confused the revived courier service with a “freight
hauling” service. There was “no distinction” being made between “Confidential” and non-confidential materials,
and some posts sent local national employees to the train station to pick up the diplomatic pouches. There were
thefts of pouches containing confidential U.S. documents. Courier Warren M. Hamilton noted that even the
most sensitive U.S. diplomatic letters (those containing the Department’s telegraph codes) were left unattended
in a French post office for several hours, and then shipped across the Atlantic on ships of foreign registry. The
U.S. Legation to Belgrade complained that sending U.S. diplomatic correspondence through the Yugoslav postal
service meant that it was subject to search by Yugoslav authorities at all times.”

With security of U.S. diplomatic mail in doubt, President Roosevelt worked to restart the Department of
State’s courier service. He was displeased when he learned that the Department had cut the courier service, and
he told Congress that he supported renewed funding for couriers. In 1935, Congress appropriated $24,000 to the
Department, permitting the operation of three couriers out of Paris and a limited service in Asia. For fiscal year
1939, Congress raised the appropriation to $35,000.

The reinitiating of the courier service led to changes in the routes. The Department created a new route in
northeast Asia; from its base in Peiping (now Beijing), the route ran between Peiping, Tientsin, Nanking, and
Shanghai, with Tokyo added later. In Europe, the Southern Route added Rome and Athens to its destinations,
and the circuit consisted of Paris-Rome-Athens-Istanbul-Sofia-Belgrade-Budapest-Vienna, then stopping at
Zurich or Geneva before returning to Paris. The U.S. Legation in Bucharest sent a Foreign Service Officer or
trusted American clerk to carry its pouch and meet the courier in Sofia. Meanwhile, an FSO or clerk travelled
from Tirana and met the courier at the Hotel Oriente in Bari, Bulgaria, in order to exchange that Legation’s
pouches. When Austria was absorbed into Germany in the 1938 Anschluss, Vienna was dropped from the route.
An Iberian Route was added, which travelled from Paris to Barcelona to Madrid to Lisbon, and back to Paris.
The courier handling this route was likely the same courier who made the Paris to London trip. The Northern

Route appears to have remained largely the same, following the circuit of Paris-Berlin-Riga-Moscow-Tallinn-
Helsinki-Paris.?
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Neutrality Legislation and

- New Duties

As tensions escalated in Europe and Asia, the
United States strove to remain neutral, and the 1934
book Merchants of Death intensified the U.S. public’s
desire for neutrality. The work claimed that arms
manufacturers and dealers had unduly influenced the
U.S. Government’s decision to enter World War I. A
Congressional committee led by Senator Gerald P.
Nye (R-ND) investigated the booK’s claims but found
little evidence to support them.'® The “merchants of
death” thesis, however, became popular just as Italy
was preparing to wage war against Ethiopia in 1935.
Public sentiment pressed Congress to ensure that
the United States remained neutral, and Congress
responded by passing the Neutrality Act of 1935,
which imposed an embargo upon the sale of arms to
nations at war. Congress strengthened the Neutrality
Act in 1936 by banning U.S. citizens from making
loans or extending credit to belligerents. President
Roosevelt, in his 1937 “Quarantine” speech, then
declared that the United States should use its “moral
influence” to stop war."!

The Department of State became the cabinet
agency tasked to enforce and secure U.S. neutrality. As
Spain descended into civil war in 1936, with German
Fithrer Adolph Hitler and Italian Prime Minister
Benito Mussolini aiding the Spanish Nationalists led
by General Francisco Franco, the Department created
the Office of Arms and Munitions Control to enforce
the Neutrality Acts. The office was charged with
registering manufacturers, exporters, and importers
of arms, ammunition, and war materiel, as well as

licensing the exportation and importation of war

Figure 3: Senator Gerald R. Nye of North Dakota. Nye
chaired Senate hearings in 1935 that investigated charges
made by the book Merchants of Death. 7he book claimed
that arms manufacturers pressured the U.S. Government
to enter World War 1. The issue led to munitions controls
that tried to stop arms sales from subverting U.S. foreign
policy.  Source:  Library of Congress, George Grantham
Bain Collection.

Figure 4:  “Homage to the International Brigades: The
Popular Front of Madyid, The Popular Front of the World.”
The Department of State learned that many U.S. volunteers
for the Abraham Lincoln and other brigades in the Spanish
Civil War were asked to turn over their passports to their
regiment commanders. Some passports were shipped to
Moscow, and false U.S. passports began to appear in
Europe. The Department redesigned the U.S. passport in
1937 1o stop passport fraud and carch Soviet spies. Source:
Library of Congress, Spanish Civil War Posters Collection.
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materiel. The Secretary of State also chaired the
National Munitions Control Board."* The control
of munitions was conceived in terms similar to the
control of passports and visas. Like persons who
provided false passports to saboteurs and spies, foreign
agents and U.S. subversives engaged in the arms trade
could subvert U.S. diplomacy and jeopardize U.S.
internal security. Arms traders, therefore, were seen

to pose a security risk to the United States, much

like German saboteurs, anarchists, and Communist
Figure 5:  American volunteers of the Abraham Lincoln
Brigade, returning from Spain, aboard the S.S. President
Harding, February 4, 1939. American volunteers joined War .13

agents had done a generation earlier during World

the Spanish Republicans in fighting General Francisco . .
Franco and the Fascists during the Spanish Civil War The Office of the Chief Special Agent was
(1936-1939).  The Department of State required male pulled into the neutrality debates when Americans

passport applicants to sign an affidavit saying that they

would not go to Spain, but American volunteers often put 1gn0red or flouted the U.S. ban on travel to

Great Britain or France as their destination to hide their belligerent countries. During the Spanish Civil
decision to go and fight in Spain. © Associated Press Images .
(AP Photo/Fred H. Mann). War (1936-1939), Americans volunteered for the

Abraham Lincoln, George Washington, and Loyalist
International Brigades in order to aid the Republicans
in their struggle against Franco and the Fascists. Prohibited by the Neutrality Acts from travelling to Spain, U.S.
volunteers applied for passports saying that they were travelling to France, Belgium, England, or other countries,
even though their true destination was Spain. By 1937, the Department of State required that young men of
military age present affidavits attesting that they were not going to Spain.™

Passport fraud resulting from U.S. citizens fighting in Spain prompted the Department of State to change
the design of U.S. passports in 1937. When U.S. volunteers arrived in Spain, they were told to give their passports
to their regiment leaders “for safekeeping.” As a result, more than 2,000 U.S. passports were shipped to Moscow
because some regiment leaders who had joined the Republican cause were Soviet agents or collaborators. U.S.
officials soon learned of the thefts and redesigned the U.S. passport. The Department issued free replacements to
U.S. citizens as a means of identifying fraud and catching Communist agents. However, U.S. volunteers who had lost
their passports returned to the United States with only certificates of identity. Special Agent Robert L. Bannerman,
who worked in the New York Field Office, recalled staying up until 4 a.m. three times a week interviewing the
returning volunteers in order to determine if they were truly U.S. citizens."

False U.S. passports appeared in Denmark, Brazil, and the Soviet Union, and investigations by the Chief

Special Agent’s office exposed a Soviet spy network. Department of State Special Agents learned that many U.S.
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volunteers for the Spanish Civil War had made their
travel arrangements through World Tourists, Inc., a
Communist front company (all of its corporate ofhcers
were Communist Party members). World Tourists
had also provided travel arrangements for the Amtorg
Corporation, a Communist front organization that
the Chief Special Agent’s office had investigated a
decade earlier. In 1939, U.S. authorities seized the
records of World Tourists. The Department of Justice
indicted the company and its head, Jacob Golos,
for passport fraud, and issued an second indictment

against Golos for failing to register as a foreign agent.

Earl Browder, leader of the U.S. Communist Party,

was also indicted and convicted of passport fraud as Figure 6: Earl Browder, head of the Communist Party of
a result of the World Tourist investigation. Browder the United States, attending the final rally of his 1936

o Presidential campaign, ar Madison Square Garden. The
served fourteen months in jail before Roosevelt Office of the Chief Special Agent conducted a passport

Sfraud investigation of the Communist-front business
World Tourists that ultimately led to the indictment and
the Soviet Union.'¢ imprisonment of Browder in 1940. Browder served 14
months in jail. © Associated Press Images.

pardoned him as a gesture of wartime friendship to

Another set of passport fraud investigations

conducted by the Chief Special Agent’s Office exposed
Nazi espionage in the United States. Guenther
Gustave Rumrich called the U.S. Passport Bureau in Manhattan, identified himself as “Mr. Weston, Under
Secretary of State,” and requested that 50 blank passports be delivered to his hotel. As Sumner Welles was Under
Secretary of State at the time, Special Agents and FBI agents trailed the delivery of the blank passports and arrested
Rumrich. A deserter from the U.S. Army, Rumrich had received $290 from the Nazi German government, and
in exchange, he sent U.S. Government weather reports, the Army-Navy Register (a periodical), and a list of Army
and Navy publications to the Germans. All of these items, however, were publicly available, free of charge, and
could have been easily obtained by German Embassy officers. Rumrich may not have been the most effective spy,
but the investigation of his activities uncovered three other German agents--Erich Glaser, Otto Herman Voss, and
Johanna Hoffman. All four were tried in 1938, and received prison terms of two years (Rumrich and Hoffman),
four years (Glaser), and six years (Voss)."”

With only six Special Agents in 1939, the Office of the Chief Special Agent achieved an impressive track
record in passport fraud cases. Each Special Agent juggled between 30 and 40 cases at once. Special Agent

Robert L. Bannerman recalled that even under the severely limited budget, he conducted passport and visa fraud
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investigations, personnel case investigations, special inquiries made on behalf of consular officers abroad, liaisons
with all federal agencies in New York, and arrangements and protection for visiting dignitaries and heads of state.'®

Other diplomatic security threats remained undetected. The NKVD, the Soviet intelligence service, had 221
agents operating in the United States. Within the upper ranks of the U.S. Government, these agents included
Alger Hiss; Laurence Duggan, Chief of the Division of American Republics at the Department of State; Harry
Dexter White, Assistant Secretary of the Treasury; Lauchlin Currie, administrative assistant to the President; and
Duncan Chaplin Lee, personal assistant to General William Donovan, head of the Office of Strategic Services
(OSS). In 1939, Whittaker Chambers, an editor for Time magazine and a former Soviet agent, told FBI chief ].
Edgar Hoover and Assistant Secretary of State Adolph Berle about the Soviets’ espionage efforts, and even gave
them the names of Hiss, White, and Currie. Berle wrote a memorandum about Chambers’ allegations to an

uninterested President Roosevelt, but then set the matter aside.?®

N\ Communications Security in Wartime /)

The escalating hostilities in Asia and Europe during the late 1930s emphasized the need for greater security.
The July 1937 clash between Japanese and Chinese troops at the Marco Polo Bridge near Beijing quickly expanded
to war in East Asia. In 1938, Hitler moved German forces into Austria and created a crisis over the Sudetenland,
which led to the 1939 occupation of Czechoslovakia by Germany. Then, after signing a non-aggression pact
with the Soviet Union in 1939, Hitler launched an air and land attack on Poland on September 1, prompting
Great Britain and France to declare war on Germany. While the United States operated under the Neutrality
Acts, Hitler’s armies stormed through Norway, Denmark, the Netherlands, Belgium, and Luxembourg in the
spring of 1940. The rapid fall of France in June 1940 shocked the American public and pushed the United States
toward active assistance of the Allied cause (Britain, France, and other West European countries) against the Axis
Powers of Germany, Italy, and Japan. President Roosevelt began rearming U.S. military forces, and convinced
Congress to amend neutrality legislation in order to allow a “cash and carry” program to supply Great Britain. The
U.S. Government authorized the sale of U.S. destroyers to Great Britain in return for base leases in the western
Atlantic, and, in the spring of 1941, provided wholesale economic assistance to the Allied cause through the Lend
Lease Act.”

With the onset of war in Europe and Asia, the Department’s patchwork diplomatic pouch system collapsed,
forcing Department officials to adopt alternatives. The rise of German and Japanese submarine attacks on
commercial shipping, and the problems created by wartime hostilities in Europe and Asia (e.g. detention of two
U.S. couriers in German-occupied Norway) wrecked pouch transport system. The Department expanded its
courier staff in Paris and created a courier office in Berlin. After the fall of France, the Department considered
shifting the port of entry for its European pouches to Genoa, but since Italy was an Axis power, this probably

did not occur. The Department still used Despatch Agents but as the war progressed, more and more of the
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pouches moved to military transports and airplanes.
President Roosevelt approved the use of military
officers as couriers where and when necessary, and the
Department frequently depended upon the Army’s
Courier Service, as well as U.S. military transports
and airplanes. 'The Department opened regional
courier centers in Cairo, Algiers, and Naples, and
where possible, rebuilt the courier network in Asia.!

Department officials also instituted new wartime

procedures for diplomatic correspondence.  The

Department began requiring all materials intended
Figure 7: The Department of States Diplomatic Pouch and

for the dip lomatic p ouch to be submitted unsealed, Mail Room, 1939. As the image suggests, the sheer volume

and addressed to a career officer of the Foreign Service of Department correspondence had outgrown the Despatch
o , Agent system created in the 1830s. German and Japanese

or a commissioned attaché. Pouches could be opened submarine warfare added further problems to the pouch
or closed only by 1 Chief of Mission or an Ofﬁcially system, leading the Department to experiment with air mail
routes, military couriers, and airgrams. The experience

designated career officer. Couriers also bore increased of World War IT would lead to the creation of a formal

Diplomatic Courier service. Source: Department of State

responsibility for safeguarding their pouches; the
p v & & p Records, National Archives and Records Administration.

Foreign Service Administration instructed them “to
keep their pouches always in their possession, at table,
on deck, in bed, in the bath.”??

With the increased speed, capacity, and

reliability of airmail service, the Department of
State began utilizing airplanes for the transport of
its diplomatic correspondence on a large scale. In
cooperation with the Civil Aeronautics Authorities
and Pan American Airways, the Department arranged
for airmail pouch service. In June 1941, using Miami

as a hub, Department officials developed three airmail

routes to Latin American posts, and within a year

the number of routes was expanded to five.?® With Figure 8: A U.S. Army courier delivers letters to the V-mail
room at the Pentagon (1943). During World War II,
the Department of State often used military couriers and
the Department turned to 35mm or 16mm microfilm airplanes to transport its diplomatic mail and pouches to
posts overseas. Source: Library of Congress, Office of War
Information Photograph Collection, U.S. Army Signal

newspapers, periodicals, and correspondence.? Corps.

weight and space being key factors in air transport,

as a means to reduce the volume of its reports,
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With regular airmail
transport, the Department
pioneered the wuse of
airgrams.  Airgrams were
prepared on  standard
forms in a telegraphic style
but were transported by
airplanes. More extensive
in content than telegrams,
airgrams arrived at their
destination  faster  than
ocean transport; moreover,
they significantly reduced
traffic on telegraph and
telephone lines. Airgrams
also  cut  departmental
costs  (telegraph  and
telephone  charges) and
ensured a more secure
transmission of classified
correspondence. Using the
Departments new airmail
routes, Washington could

send an airgram as late as

Figure 9: Map of the Department of State’s first courier/airmail routes, 1941. The map
shows the three routes that were developed in 1941, and Miami (top center) served as
the hub.  Source: Map enclosed with Letter, Edwin C. Wilson, U.S. Ambassador to
Panama, to Claude G. Bowers, U.S. Ambassador to Chile, 17 July 1941, General Records
of the U.S. Embassy Santiago, Chile, Record Group 84, National Archives and Records
Administration.

8:30 p.m., and it would reach Mexico City, Havana, Guatemala City, Port-au-Prince, Ciudad Trujillo

(Santo Domingo), or any part of Canada by the next day. An airgram sent from Washington could reach

the rest of Central America, Caracas, Bogotd, or Lima within 48 hours; Santiago or Rio de Janeiro

in 72 hours; and Buenos Aires in 96 hours. In all cases, the pace of diplomatic communications

accelerated.?

However, trans-Atlantic air transport raised new security considerations. The Office of Naval Intelligence

expressed concern when several Department of State pouches were found floating off the coast of Lisbon, following

the crash of a Pan American flight. Upon an internal review, the Foreign Service Administration proposed that

couriers be required to carry knives in order to cut small holes in canvas pouches if they needed to ditch their load

in deep water.?®
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Figure 10: Airgram Time and Destination Chart. With creation of airmail routes in 1941, the exchange of communications
between the Department and its posts in Latin America increased in speed and frequency. The chart details the minimum time
required for airgrams to reach the various diplomatic destinations in the Western Hemispheric. Source: Department of State
Records, National Archives and Records Administration.

Communications between the Department and U.S. posts in Axis and Axis-occupied territories posed
special security challenges. When France fell to the invading Nazi German armies in June 1940, U.S. Ambassador
to France William Bullitt telegraphed Washington that he could no longer receive coded messages because the
Embassy, following emergency procedures, had destroyed its codes and equipment. He asked the Department to
use commercial radio channels to send confidential messages, and to cloak the information within a common and
seemingly innocuous personal message from a girl to a family member that would be repeated several times during
aday.”” The Embassy had local telephone and mail service, but lacked telephone, telegraph, or mail service to places
outside German-occupied areas. German ofhcials initially refused to permit courier service, but later allowed it

to Lisbon, Portugal, only to block the Paris-to-Lisbon courier route in October 1940. The German chargé to the
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Figure 11: Nazi German troops march through the Arc
de Triomphe on Champs Elysees, Paris, on June 14,1940.
When the Germans occupied Paris, Nazi authorities
blocked all courier service for the U.S. Embassy, telling
U.S. officials that all documents had to be written in
German. U.S. Embassy officers refused to comply, and Nazi
authorities later allowed U.S. courier service to and from
Lisbon, Portugal. Nazi authorities generally impeded U.S.
diplomatic communications in occupied nations during
World War 1. Source: © Associated Press Images.

United States explained that this restriction should
not be considered punitive because it applied to all
diplomats, neutral or otherwise, in areas experiencing
military operations.?®

By October 1940, the Nazis relented amid
numerous complaints about the lack of courier service
and inaugurated daily courier service from Paris to
Vichy. U.S. officials refused to use the new service
because Nazi officials demanded that all messages
carried by courier be written in German or French.
U.S. diplomats chose to “stick to our own devices,”
which meant using private individuals to smuggle
correspondence out of German-controlled France. By
November 1940, Nazi German officials had banned
all diplomatic correspondence from crossing French
frontiers, unless it was sent through the daily courier
service. In February 1941, the Nazis enforced this
prohibition, which led the Department to strongly
discourage the use of private messengers, citing the
risk they faced of possible arrest by Nazi authorities?
In retaliation, U.S. officials considered blocking
German courier service from the United States and
Latin America, but the Bureau of American Republic
Affairs (ARA) argued that this would have the desired
effect, and the idea was tabled. The Department
decided to move the U.S. Embassy to Vichy, closing

the Embassy in Paris in 1941. However, even

the closed Embassy created problems, because the U.S. diplomatic staff at Vichy sent “interzone cards” to the

custodian of the Embassy, inquiring about official and personal matters. The First Secretary of the U.S. Embassy

at Vichy strictly forbade sending interzone cards, citing “serious personal risk” to the custodian and his possible

“internment” by German authorities.>

The security problems encountered by U.S. diplomats in Paris were not unique. U.S. diplomats in Oslo,

Amsterdam, Brussels, Copenhagen, and Luxembourg also faced delays and restrictions. The Department warned

diplomatic and consular officers that telephone lines should be used with “very great caution,” and in January
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1943, it curtailed long-distance calls, except when the matter was especially urgent.?' Every post had concerns
about wiretapping, and Admiral Francois Darlan, head of the Vichy Government, warned the U.S. Embassy that
its telephones were under close surveillance. Chief Electrician’s Mate Albert E. Dunn of the U.S. Navy spent
much of the early 1940s traveling from post to post, checking telephone and telegraph lines to ensure that the
Nazis or their agents had not wiretapped U.S. embassy lines.??

Compared with France and Western Europe, the experience of U.S. diplomats in Fascist Italy under Benito
Mussolini was relatively trouble-free. Although U.S. Consuls in Italy reported that Italian authorities occasionally
impeded their correspondence, the U.S. Embassy usually could send its messages without difficulty, regardless of
whether the communications were in code or not. U.S. investigators also did not uncover any wiretaps in Rome.
The difference between Rome and the occupied capitals of Paris, Oslo, and Luxembourg was how German officials

defined the city: by the Nazis’ reckoning, Paris, Oslo, and Luxembourg were combat zones; whereas, Rome was

an Axis capital.

_. Securing Codes and

- Code Rooms o

The amount of telegraph traffic and the number
of messages requiring coding and decoding constituted
aserious concern for Department officials, particularly
after British officials discovered a spy at the U.S.
Embassy in London. In the spring of 1940, Tyler
Kent, a U.S. code clerk, passed embassy telegrams to
a British fascist group, which in turn relayed them
to Germany. British officials arrested Kent’s British

contacts on May 20. After obtaining Department

of State approval, British police searched Kent’s

rooms and found copies of over 1,500 documents, Figure 12: The Code Room, 1939. In this rare image,
Department of State code clerks are encoding and decoding

as well as keys to the index bureau and code room. messages, but all of the codebooks (the thick light-cover

The Department fired Kent and stripped him of book) are closed.  The image was taken to illustrate
o o ) . overcrowding in the State, Navy, War Building (now the
his diplomatic immunity. The British government Eisenhower Executive Office Building). With the Brown
tried Kent for Violating the Official Secrets Act and Code in use, the image illustrates that the basic process of
encoding and decoding cables had changed little since the

sentenced him to seven years imprisonment. Kent’s introduction of the Red Code in the 1870s. After World

War I1, the Department would create an office of cryptology
and work closely with the National Security Agency that
for nearly six weeks until special U.S. couriers were was created aﬁer the war. Source: Department 0mete
Records, National Archives and Records Administration.

espionage disrupted U.S. diplomatic communications

able to distribute new codes.?*
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Figure 13:  Tjler Kent, Metropolitan Police [London]
booking photograph, 1941. As a code clerk at the U.S.
Embassy in London, Kent gathered U.S. documents
and passed them to a British fascist group, which passed
them to Berlin. British authorities later found over 1500
documents, as well as keys to the U.S. Embassy code room.
U.S. officials waived Kents diplomatic immunity and

Likely prompted by the Tyler Kent case, the
Department of State surveyed the security of its
communications and codes in early 1941. It asked
each post to report how many officers were involved
in code work, and how many hours they spent doing
it. The Department also wanted to know what security
measures its posts took to protect coded messages and
codes.  The results surprised Washington ofhicials.
Posts such as Athens, Cairo, and Berlin handled their
traffic easily, while London, Bucharest, Vichy, and
Tangiers were overwhelmed, with numerous overtime
hours and in the case of London, code clerks working
“trying” shifts.*

U.S. embassies and legations in Europe generally

implemented effective security measures for their

allowed the British to prosecute him. Kent was sentenced to

o it codes and coded messages. Except for U.S. posts in
seven years in prison. Source: Wikipedia. 8 P P

Spain, most embassies and legations had a separate,

locked room for communications equipment, and
only the code clerks, the Chief of Mission, and the Deputy Chief of Mission had access. Guards or night
watchmen guarded the code rooms.?® Coded messages did not leave the room, officers had to read them there,
and papers were burned immediately after use. The codes—Brown Code for Strictly Confidential messages
and Grey Code for the Confidential messages—were kept in safes in the code room. The Chief of Mission
and one code clerk were the only members of the post who had access to the combination or key to the safe

in the code room.¥

(N Physical and Personnel Security at Embassies /)

The heightened danger of espionage prompted U.S. officials to increase post security and impose stricter
measures at U.S. missions overseas. Posts employed embassy guards and night watchmen primarily to prevent theft
and ensure the security of the post’s records and the code room. In Latin America, embassy guards were usually
private U.S. citizens hired by the Department and assigned to a particular embassy.?® Their salary (about $1200
plus $500 for housing) was one-half that of Foreign Service Officers and less than most foreign national clerks.
Most often, U.S. embassies, legations, and consulates relied upon locally employed nationals as guards and night
watchmen. Depending on location, local guards received compensation that was one-tenth to one-quarter the

pay received by U.S. citizen guards, making local guards and night watchmen among the lowest paid employees at
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the embassy. High turnover was common, and many
held the position as a second job.*

After the Japanese bombed Pearl Harbor, the
demographics of U.S. embassy guards changed
significantly. In Latin America, due to the draft and
the personnel demands of the War Department, U.S.
citizen guards generally were retired Coast Guardsmen
or retired law enforcement. Many embassies and
legations also made arrangements with local police
or military forces to provide 24-hour or evening and
weekend security.® Outside the Western Hemisphere,
depending upon location, U.S. embassies frequently
depended upon U.S. military personnel for guards.
Marines assumed guard duty at the U.S. Embassy in
London; meanwhile, the Army provided guards for
the U.S. Embassies in Tehran, Cairo, and Rome. In
some cases, such as Rome, the shortage of guards
sometimes required Foreign Service Officers to cover
guard shifts in the evening.*!

The Department’s shift to U.S. military personnel

Figure 14: A French Family Fleeing Paris, 1940. Many
Europeans fled their homes as Nazi German armies invaded
their homelands.  The massive displacement of people,
particularly Jewish refugees flecing likely imprisonment in
Nazi concentration camps, overwhelmed U.S. Consulates
with passport and visa applications. Tatiana Stcherbina,
a clerk at the U.S. Visa Office in Paris, then in Bordeaux,
was summarily fired for forging log entries in order to allow
twelve Jewish refugees to obtain U.S. visas. Four of the
refugees were young children. The Department of State
revoked the visas and ordered that the twelve refugees be
deported back to Europe. Source: Department of State,
Office of the Historian Files.

as guards was partly the result of Department ofhicials’

concerns regarding their reliance on local nationals as
guards and employees, and the pressure Axis agents may place on local nationals. In the final months of 1939, the
Department learned of at least three instances of “espionage activities” at U.S. consulates. In Italy, the Department
was aware that the Gestapo and other German government agents had increased their activities, and that U.S.
diplomats were under surveillance. The Department therefore insisted that all U.S. officials should refrain from
carrying secret or confidential documents when crossing international borders, and that they should “never
(repeat never) carry” documents that were received or sent in code. Other Department concerns ranged from the
physical protection of post employees to foreign national employees issuing fraudulent visas. The Department
took preventative measures, prosecuted employees committing security breaches when they could, and released or
transferred questionable employees.*

The actions taken by the U.S. Embassy in France reveals some of the preventative measures that U.S. posts
took regarding foreign national employees. In October 1940, the First Secretary of the Embassy, H. Freeman

Matthews, reported that an embassy code clerk had taken a “keen interest in the contents of my telegrams.”
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The clerk also had a friendship with a French Foreign Office official who had worked in the French military’s
censorship office before German occupation. Matthews requested Washington to send another code clerk so that
he could transfer the suspected clerk to Vichy or Marseilles where he would work on less sensitive materials.*3
Later, after the U.S. Embassy was moved to Vichy, Matthews strongly warned Embassy staff that the Germans
might send agents provocateur disguised as Gaullist or British sympathizers into the Embassy. He explained
that the Germans and the Vichy French might try to build a case against the U.S. Embassy by showing that the
Embassy was aiding British subjects or French men of military age to escape France and join the Allied forces.
Such a case, Matthews feared, could lead to the arrest, detention, or expulsion of Embassy personnel.** One local
member of the Embassy’s staff, Nicolas Goliewsky, who had been a Consulate employee for 19 years, had already
been interned at a concentration camp in Compiegne on such charges.®

Visa fraud also merited serious concern within the Department. Amidst heightened security threats, U.S.
Embassies in Europe faced an escalating workload in visa cases as thousands of people, particularly those of Jewish
descent, sought entrance into the United States to escape Nazi persecution. U.S. immigration laws were tight,
and efforts to pressure U.S. visa ofhice employees were not unusual. One such case involved Tatiana Stcherbina, a
foreign national clerk for 16 years in the U.S. Embassy in Paris. After the war began in Europe in 1939, the U.S.
Embassy in Paris transferred its visa office to the U.S. Consulate in Bordeaux. Stcherbina later reported that after
being transferred to Bordeaux, Jewish refugees began approaching her at work, on the street, and even at home
“with all kinds of offers.” Although she initially refused their entreaties, Stcherbina relented when Maxmiliano
Birnbaum offered her several thousand French francs to falsify documents to move twelve people to the top of the
visa wait list. The visas would enable twelve Polish and Russian Jews, four of whom were children, to travel to the
United States and avoid being sent to German concentration camps. Between March 1939 and February 1940,
she forged log entries, allowing the twelve to move to the head of the queue.

In April 1940, when U.S. Consulate officials confronted Stcherbina with the forged entries, she cited several
reasons for her actions. As the head of household and sole breadwinner, Stcherbina faced financial difficulties,
partially as a result of high medical bills incurred by her mother and her only son, and partially due to low
wages the U.S. Foreign Service paid its foreign-born employees. Moreover, the U.S. Embassy had contributed
to Stcherbina’s difficulties when it transferred its visa section to Bordeaux on four days notice, but refused to
provide financial assistance to Stcherbina and other Foreign Service nationals for the move. When Stcherbina
complained, the lead U.S. official said the short notice and moving expenses were her own affair. To relieve her
extreme indebtedness, Stcherbina had accepted Birnbaum’s entreaties and money, but insisted that this was the
first time she had forged entries and documents.*

Department officials brought the case to a close and summarily fired Stcherbina. Despite her nearly two
decades of loyal service to the United States, the Department’s case review officer remarked that “a person of her

background must have had a natural sympathy for aliens of the refugee class and it is not inconceivable that she
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could have been prevailed upon to enter the conspiracy.” The review officer, however, omitted from his report
Stcherbina’s claim that Birnbaum was trying to get a visa for a young boy in order to prevent him from being sent
to a concentration camp.” “If this affair teaches us anything,” the officer insisted, “it should be that immigrant
waiting lists should be carefully maintained under the close supervision of an American consular officer of career
at each office.” His superior concurred, and the Department sent out warning notices on the twelve fraudulent
visas, which meant that the twelve would be denied entry into the United States and deported back to Europe.
Washington officials also determined that Stcherbina’s supervisors, Consul Henry S. Waterman and Vice Consul
Taylor W. Gannett, shared the responsibility for the fraudulent visas, and a notation was likely made in their

personnel files.®

o Security Developments ;-
in Washington

The Chief Special Agent’s office underwent
changes in leadership and personnel during the period
aswell. On February 27, 1940, Robert C. Bannerman,
who had served as the Chief Special Agent for nearly
20 years, died. Thomas E Fitch, a former Post Office
Inspector and the Special Agent-in-Charge of the New
York Field Office, assumed leadership of the office.
The workload of the office had increased considerably
during the 1930s, largely due to the sharp increase in
passport and visa fraud cases. During his first year as
Chief Special Agent, Fitch doubled his staff from 7 to
17, and then doubled it again during his second year.
Fitch posted five agents in the Washington D.C. office
for the first time since 1927.%
1938 and1941, the Department

Between Figure 15: The German Embassy in Washington, D.C.,

also increased security at the State, War, and Navy
Building, near the White House. General Service
Administration security guards manned the watches
and controlled access to buildings on evenings,
weekends, and holidays.  The rapid increase in
Department personnel after 1939 prompted the

Department officials to institute a building pass

flies the Nazi swastika on July 4, 1941. Early in the war,
President Franklin D. Roosevelt issued a directive defining
the areas of responsibilities for combating espionage. The
EBI was charged with investigating foreign agents in the
United States (e.g., the German Embassy above) and U.S.
posts overseas. Even today, crimes occurring atr U.S. posts
overseas are equivalent to occurring on U.S. soil and are
referred to the FBI. Source: Library of Congress, New York
World-Telegram and the Sun Newspaper Photograph
Collection.
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system in August 1941. The color-coded passes had a black-and-white photograph and were laminated to prevent
tampering or alteration. Gold passes, printed by the Wilson Magazine Camera Company of Philadelphia, granted
unlimited access to any building and allowed holders to transport official papers between buildings. Second-level
passes admitted bearers to all buildings during regular business hours only. A third group of passes were largely for
visitors. The visitor’s pass was restricted to prescribed hours and locations, and had to be surrendered upon leaving
the building. Department employees and FSOs also had to surrender their pass when they left Department
employment, and one’s final paycheck was not disbursed until the pass was surrendered.>

During these same years, three developments expanded the scope of security concerns and increased
the number of U.S. Government entities involved in security. First, the Roosevelt Administration tried to
prevent the confused, overlapping law enforcement jurisdictions that had occurred during World War 1.
In June 1939, shortly before the war began in Europe, President Roosevelt directed that all investigations
of espionage, counter-espionage, and sabotage be
“controlled and handled” by the FBI, the Office of
Naval Intelligence (ONI), and the Army’s Military
Intelligence Division (MID). The three entities had

reached agreement on a definition and delineation

of their areas of responsibility. The FBI would
handle domestic investigations of U.S. civilians,
which included Department of State employees.
ONI would oversee personnel, property, and areas
under the Navy’s control, and MID would do the
personnel, property, and areas under control of the
War Department.>

President Roosevelt’s directive further defined
the FBI’s responsibilities to include investigations of
foreign agents and activities at U.S. posts overseas.

The FBI was tasked to monitor and investigate

subversive and covert agents operating within
Figure 16: Martin Dies, U.S. Congressional Representative

from Texas. Dies chaired the Dies Committee, which the United States, and was required to keep the
investigated ~ ties of U.S.  Government _employees 1o Department of State informed. The FBI also would
Communist-front organizations. ~ The Dies Committee o ] o ]

investigation led to the 1939 Hatch Act. The Hatch Act assume responsibility for an investigation if the

forbade any U.S. Government employee from being a
member of an organization that advocates the overthrow
of the U.S. Government. Source: Library of Congress, trafficking cases. In addition, the FBI’s authority
Congressional Portrait Collection.

Department requested it, which included munitions

included investigations of activities that occurred
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at U.S. posts overseas. Since the buildings and compounds of U.S. embassies, legations, and consulates are
considered U.S. soil, most investigations involving activities or crimes by Department of State employees were
to be referred to the FBI.

The second development that expanded the scope of security concerns was the Department’s monitoring
the activities of foreign nationals and U.S. citizens. The monitoring had begun as an effort to control the sale
and trafficking of munitions. In 1938, the Office of Arms and Munitions Control was renamed the Office
of Controls, but in October 1941, it was incorporated into the Office of Foreign Activity Correlation (FC).
Focused upon intelligence and surveillance, FC monitored several groups: arms trafhckers, Nazi and Fascist
agents, Nazi and Fascist party members, Germans and Austrians travelling and relocating to Latin America,
foreign military attachés, Japanese immigrants, and Nisei, who were U.S.-born children of Japanese immigrants.
FC also monitored U.S. citizens travelling to the Soviet Union, as well as those deemed subversives, saboteurs,
or disloyal. In addition, FC monitored the transfer and movement of German, Austrian, and Japanese finances,
capital, and patents. FC worked closely with the Passport, Visa, Chief Special Agent, and Commercial Affairs
Ofhces of the Department, as well as the FBI, ONI, MID, the Treasury Department, Immigration, and the Office
of Censorship. FC devoted much of its efforts to maintaining information on Germans and to creating a readily
accessible information register for other agencies and offices.>

The third development that broadened the range of security concerns was institution of loyalty tests and
programs. During the 1930s, Congressional queries about the loyalty of federal employees prompted the House
of Representatives, in 1938, to create the Special Committee on Un-American Activities, popularly known as the
Dies Committee. Named after Representative Martin Dies of Texas, the Dies Committee revealed that several
federal employees had ties to Communist front organizations. Consequently, Congress passed the 1939 Hatch Act,
which forbade any federal employee from being a member of a group or organization that advocated the overthrow
of the U.S. Government.® In 1940, the Civil Service Commission excluded members of the Communist Party,
the German-American Bund, or any other communist or Nazi organization from U.S. Government employment.
Then, in 1941, Congress appropriated $100,000 to the FBI for investigations of federal employees alleged to be
members of such organizations, and required that the heads of relevant agencies be notified of the investigators’
findings. In April 1942, Attorney General Francis Biddle created an interdepartmental committee to review the
reports and address any security concerns. >

FBI investigators determined that many complaints and charges raised during the Congressional inquiries
were false, but criticism of the FBI’s investigations emerged. Biddle’s interdepartmental committee determined
that the FBI’s efforts were “utterly disproportionate to the resources expended.” Of the nearly 44,000 people ruled
ineligible for federal employment between July 1, 1940, and March 31, 1947, 714 individuals (or 1.6 percent)
were deemed Communists and 599 persons (1.4 percent) were members of Nazi, Fascist, or Japanese groups (the

latter likely referring to ultra-militaristic Japanese groups). Biddle’s committee also found that the whole process
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was too susceptible to causing “broad personal injury” on false grounds. The committee concluded that future
loyalty investigations should be restricted to issues “clearly pertinent to the vital problem of internal security.”
Although Biddle’s committee raised important questions, it was only the opening round of a larger, longer debate
over the backgrounds and past associations of U.S. Government employees, particularly those employed at the

Department of State.>

N\ Diplomatic Detentions during Wartime /)
When the United States entered World War II after the bombing of Pearl Harbor on December 7, 1941,

the Department of State implemented new protective security measures that accentuated its move toward greater
security. On December 8, 1941, Secretary of State Cordell Hull requested that Chief Special Agent Fitch assign
a protective detail to him (Hull). Although Hull’s protective detail consisted of one Special Agent, it marked
the beginning of the Secretary of State’s protective detail that continues to this day. In early 1942, the Assistant
Secretary of State for Administration was formally designated and assumed the responsibilities as the Department’s
Security Officer.>

As the German and Japanese armies invaded

and occupied several nations, the United States
had to close diplomatic and consular posts, and the
closing procedure involved several security measures.
Department regulations governed this contingency,
yet many procedures required time, advance notice,
and respect for diplomatic immunities and privileges.
If time and travel routes permitted, U.S. Embassy
officers were to ship confidential files to Washington
or, if conditions permitted, seal and store files in a
commercial storage facility. If neither option was

possible, files were to be burned. As a post neared

Figure 17: Secretary of State Cordell Hull escorts Japanese its final hours, U.S. officers had to destroy, burn,

Ambassador Kichisaburo Nomura (lef) and Japanese or damage beyond repair, all seals, stamps, codes,
Special Envoy to the United States Saburo Kurusu (right) . . )

to the White House for a meeting on November 17, cryptographlc devices, confidential files, passports,
1941. Three weeks later, Japanese forces attacked Pearl visas, certificates of naturalization, and certificates of
Harbor. The day after the attack, Hull requested that he ) ] . ] ]
be assigned a protective detail by the State Departments registration and identity. Officers also had to ship

Chief Special Agent. The detail consisted of one Special
Agent, and marked the beginning of the Secretary of
State’s protective detail that continues to this day. Source: as well as a list of all documents they had destroyed.
© Associated Press.

the first pages of all blank passports to Washington,

Diplomatic officers were to hand-carry the sensitive
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Grey Code and M-138 coding devices home. The Department gave all locally employed nationals 30 days leave
and terminated employment at the end of the period. Departing U.S. officials would then transfer embassy or
consulate affairs, and any sealed items, to the diplomatic representative of the nation that had agreed to serve as
the protecting power for the United States. During World War II, that nation was Switzerland.>”

Time was the critical element in closing a post, and the case of the U.S. Legation in Bangkok, Thailand, is
an example of what can occur when a post lacked adequate notice and time. Legation officials had anticipated a
Japanese attack on Bangkok, but the rapid capitulation of Thailand to Japanese forces caught the Legation off-guard.

When the Japanese occupied Bangkok, diplomatic protocol and privileges faded. On December 8, 1941, the

Thai Foreign Minister informed the U.S. Minister that
Thailand had signed an agreement with the Japanese,
allowing Japanese forces to pass through the country to
attack the British in the latter’s colonies of Burma and
Malaysia. That day, U.S. Legation, Consulate, and
military attaché personnel raced to burn all codes and
confidential documents, and destroy all seals, stamps,
and coding equipment®  This proved fortuitous
because the following day, Japanese soldiers appeared
at the gates of the U.S. Legation compound and denied
entry and exit of all persons and communications. On
December 10, Japanese soldiers cut the Legation’s
telephone lines, entered the compound, pulled out
all telephones and the central switchboard, and
removed the radios.”® Japanese officials then confined
Legation personnel, as well as the U.S. citizens who

had gathered there, to the compound; however,

three American clerks were taken to an internment
Figure 18: Robert L. Bannerman (image ca. 1980). In

1941, Special Agent Bannerman coordinated the detention
of more than 1000 Axis diplomats until U.S. officials could
negotiate an exchange with the Axis powers. Bannerman
made arrangements with resorts in the Appalachian

camp. Japanese officials allowed the U.S. Minister
to communicate and conduct affairs through the

Swiss Consul, but Japanese and Thai officials closely

scrutinized all correspondence. After 6 months, the
Japanese repatriated U.S. officials, and Japanese and
Thai authorities seized the U.S. compound for military
purposes. The Swiss Consul, meanwhile, took custody

of the Legation’s and Consulate’s archives.®

Mountains to house Axis diplomats assigned to Washington.
He also coordinated housing and other services for Axis
diplomats from Central America and northern South
America, and for Japanese diplomats and officials serving
in Hawaii.  For the Japanese officials from Hawaii,
Bannerman housed them at a dude ranch in Arizona.
Source: Bureau of Diplomatic Security.
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Figure 19: The Greenbrier Hotel, White Sulphur Springs,
West Virginia. Shortly after the attack on Pearl Harbor,
the U.S. Government interned the German and Italian
diplomats, and the diplomats of their allies, the Bulgarians,
Rumanians, and Hungarians, at the Greenbrier Hotel.
The Office of the Chief Special Agent oversaw the detention
of Axis diplomats.  Source: Library of Congress, Detroit
Publishing Company Photograph Collection.

In the United States, responsibility for the
detention of Axis diplomats fell upon the Office of
the Chief Special Agent.

Bannerman recalled that the Department of State

Special Agent Robert L.

“had no precedents to work from;” indeed, the 1941
detention of Axis diplomats differed sharply from what
had occurred during World War I, when Chief Special
Agent Joseph Nye personally escorted the German
Ambassador until his departure. In the months
preceding U.S. entry into the war, the Department
began preparing for the scenario of detaining Axis
diplomats. In April 1941, the Division of European
Affairs determined that the U.S. Government would

take custody of German diplomats in order to protect

them from local authorities and harsh treatment. Germany’s diplomats would be guarded in their home or interned

at a hotel, the German Embassy would be closed, and its interests turned over to a protecting power, namely

Switzerland. At the end of May 1941, Department officials instructed the U.S. Embassy in Berlin to tell German

officials that in the event of breaking of relations, German diplomats in the United States would be protected and

allowed “every reasonable facility in order to liquidate their personal affairs.” A similar instruction was sent to the

U.S. Embassy in Rome a few days later.®!

After Pearl Harbor, U.S. officials initially allowed Axis diplomats to stay in their homes and have unrestrained

access to the Swiss Legation, but later transferred them to resorts in the Appalachian Mountains until the Department

Figure 20:  The Homestead Hotel, Hot Springs, West
Virginia.  Japanese diplomats were detained in the
Homestead Hotel. The Office of the Chief Special Agent
oversaw the detention until the Japanese diplomats were
exchanged in 1942.  Source: Library of Congress, Prints
and Photographs Division.
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of State could arrange for an exchange of diplomats
between the United States and the Axis powers. The
Germans had transferred U.S. diplomats to a hotel
at Bad Nauheim, yet, reports of Japan’s less than
hospitable treatment of U.S. diplomats soon reached
the Department. Although “his patience was sorely
tried,” Secretary Cordell Hull declared that he would
not “be drawn into a contest in which he would have to
out stink a skunk;” and “there was a limit below which
the United States Government would not stoop” in
its treatment of enemy diplomats. The Secret Service

objected to Axis diplomats staying in Washington,
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particularly when British Prime Minister Winston
Churchill was scheduled to arrive on December 22.
President Roosevelt ordered the Department to “get
the Germans out of Washington.” Special Agent
Bannerman, working with Stanley Woodward of
the Division of Protocol, moved the Germans to the
Greenbrier Hotel in White Sulphur Springs, West
Virginia, and the Japanese to the Homestead Hotel in
Hot Springs, Virginia. The hotels were chosen because
they were large, accessible, secluded, possessed full
services, and were largely empty due to the winter off-
season. Diplomats from Italy, Bulgaria, Hungary, and
Rumania were allowed to stay in Washington, even

though their countries had allied with Germany. On

Figure 21: U.S. Officials Process Two Japanese Diplomats.
Besides Axis diplomats in Washington, D.C., the Office of
the Chief Special Agent was responsible for detaining and
housing Japanese consular and other officials from Hawaii.
Special Agent Robert L. Bannerman arranged for the
Japanese officials to stay ar a dude ranch near Dragoon,

Arizona, and placed Special Agent Wells Bailey in charge
of the operation. In total, the Chicf Special Agents
office oversaw the custody of approximately 25,000 Axis
diplomats and officials until the U.S. Government arranged
an exchange with the Axis powers. Source: Bureau of
Diplomatic Security Files.

January 9, 1942, the U.S. Attorney General objected
to their continued presence in the nation’s capital, and
they were then taken to the Greenbrier Hotel to join

their German counterparts.®

The Department paid all expenses for the

detainees and the Chief Special Agent’s office, namely
Bannerman, assumed management and coordination of the detention effort, which numbered about 1,000 Axis
diplomats and their families. At the Homestead and Greenbrier Hotels, the Chief Special Agent’s office arranged for
the Immigration Border Patrol to guard the hotels. In early 1942, Axis diplomats in Central and northern South
America were transported to New Orleans. The Chief Special Agent’s office obtained hotels in Virginia, North
Carolina, and Ohio, as well as two Immigration Service camps in Texas and one camp in New Mexico, to house Axis
diplomats from Latin America until arrangements were made for transport to their home countries. Ultimately,
the Department of State arrange for an exchange of Axis diplomats for U.S. diplomats. The exchanges occurred in
Portugal (for U.S. diplomats in Europe) and Mozambique (for U.S. diplomats in Asia).®

The Chief Special Agent’s office also participated in interning some individuals of Japanese ancestry who had
been taken into custody in Hawaii, bringing the total number of persons for whom the Chief Special Agent’s office
oversaw custody to about 25,000 people. In 1942, the Office of the Chief Special Agent received word that the Navy
was bringing all the official Japanese from Honolulu to San Diego, and the office was to detain them in an “isolated”
location. Bannerman arranged for the Japanese internees to stay at a dude ranch, located 30 miles north of Dragoon,

Arizona, and he placed Special Agent Wells Bailey in charge. While holding the Japanese officials there for a period
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of seven months, Arizona state officials inquired--without success--about who was being held at the dude ranch.
Although Bannerman did not specifically identify the individuals, they may have been consular, government, and

business officials assigned to Honolulu.**

- Stricter Information Controls: Classification,
(ON

. J0)
Clearances, and Security Procedures -

During World War II, the U.S. Government standardized the classification of documents and information
to ensure control of sensitive material. On September 28, 1942, the Office of War Information (OWI) instituted
a new classification system that had three categories: “Secret,” “Confidential,” and “Restricted.” Documents
classified as “Secret” had information that “might endanger national security” or “cause serious injury to the Nation
or any government activity.” A “Confidential” marking prevented disclosure of information that “would impair
the effectiveness of governmental activity in the prosecution of the war.” “Restricted” had a more amorphous
definition. It applied to documents that did not meet the requirements for Secret and Confidential, but contained

information that, if disclosed, would affect “the

expeditious accomplishment of a particular project.”

The “Restricted” classification also reflected the need
for certain documents to have a wider distribution
in order to accomplish the task required. With the
new classification system, OWI warned against over-
classifying materials. The OWI did not want to restrict
unduly the dissemination of information to the public
and Congress, because both required information to
participate actively and effectively in the prosecution of

the war and the democratic process. The OWI strongly

implied that U.S. Government ofhcials should err on

Figure 22:  Works Progress Administration Poster “Keep the side of dissemination rather than restriction.
Mum: Loose Talk Costs Lives.” During World War 11, the

U.S. Government enacted many new measures to prevent
the loss of key or classified information to the enemy. Posters supplemental special handling terms beyond the OWT’s
such as the one above reminded employees of the dangers
of “loose talk.” The posters’ encouragement to observe
security had an added benefit, aiding the institution of a introduced on a widespread basis in 1942, employed
new classification system. In 1942, the U.S. Government
had instituted a new classification system for documents, the
system currently in use. Initially, the categories were Secret, and “Strictly Confidential” for classification of their
Confidential, and Restricted, but in 1944, the category Top
Secret was added, and Restricted later became Sensitive but

Unclassified (SBU). ~ Source: Library of Congress, Work “Secret” for “Strictly Confidential,” bringing its
Projects Administration Poster Collection.

The Department of State also employed

classification levels. Airgrams, which the Department

the terms “Plain” (unclassified), “Confidential,”

content. In April 1943, the Department substituted

classifications in line with the OWT system.%¢
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During the war, the United States and Great Britain shared significant amounts of information, prompting
the British and Americans to conclude the Combined Security Classification Agreement of March 13, 1944.
Titled “Change No. 1,” this agreement amended the earlier classification system by adding a fourth level of
classification known as “Top Secret.” Information placed in this category was to be considered “paramount” to
national security, and it was to be used only in cases when “unauthorized disclosure would cause exceptionally
grave danger to the nation.” The OWI once again cautioned against over-classifying documents, insisting that
“Top Secret” documents “will be kept to a minimum.”%

Within eight weeks, the joint British-American information control system fell into disarray. Department
and Foreign Service officers (“old hands” as well as newcomers) applied multiple standards in classifying
documents. Some officers implemented a less stringent standard, resulting in secret information being
disseminated to the public. Meanwhile, other officers classified too liberally, overburdening the couriers.
Secretary of State Hull responded by reorganizing the classification system. He delineated five categories
of document classification: Top Secret, Secret, Confidential, Restricted, and Unrestricted, and then defined
the handling requirements of each. “Top Secret” and “Secret” documents required transport by diplomatic
courier, and under no circumstances could they be sent by registered mail. “Confidential” marked items
were to be sent via mail sacks on Army or Navy planes or American commercial airplanes. The final two
classifications, “Restricted” and “Unrestricted,” could be transmitted like “Confidential” materials, or in mail
sacks carried by U.S. or foreign postal services.®

Four months later, the Department supplemented this reorganized classification system by formally
incorporating several informal handling restrictions. These included “For the Secretary,” “For the Ambassador,”
and “For the Chief of Mission,” as well as “For Department Use Only.”® Again Foreign Service Officers too
eagerly employed the latter restriction, making it difficult to share needed information with other departments
and agencies. Secretary Hull then created the term “For Limited Distribution” as a substitute for the great
majority of instances in which Foreign Service Officers were using “For Department Use Only.””°

The new classification system supplemented the procedures for the processing and transmission of
documents already in existence. Ordinarily, a telegram had to receive at least three signatures, and many
times five, in order to clear it for transmission. Former Ambassador and Assistant Secretary of State for Inter-
American Affairs John Moors Cabot admitted that it generally took the better part of a day to get the necessary
clearances on a telegram. For many, the process of obtaining clearances may have seemed burdensome,
particularly when the telegram addressed a mundane, unclassified topic, and/or if the message had to be
sent quickly. After retirement, Cabot confessed how he resolved this situation: “I would wait till almost five
o'clock, when everyone was frantically rushing to clear his desk, and then barge into the necessary offices,
telegram in hand. No one under these circumstances was in a mood to argue, and it was amazing how many

initials I could get on a telegram in fifteen minutes.””*
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The transport and handling of documents abroad continued to be a serious security concern for
Department officials. The Department admonished overseas posts to take every precaution to safeguard
classified information and to report immediately and in detail any suspicious activity, which was promptly
investigated. In 1943, the Embassy in Tehran received four Department letters as “loose mail,” each containing
“highly confidential” material. One had confidential codes, and another held a highly classified memorandum
that detailed U.S. policy toward Iran and discussed potential threats to the region. More worrisome, the
letter containing the policy memorandum had been opened and resealed. Since the Army Courier Service
transported the Department’s mail to Tehran (via airplane), the Department of State asked the War Department
to investigate. The ensuing investigation suggested poor handling rather than espionage.”

The Department’s anxieties over security also applied to telephone conversations. The Department
received a report that the Germans had implanted listening devices in many hotel bedrooms in Spain and
Portugal. In another instance, Department officials learned that the Argentine Government was well informed
about the U.S. Embassy’s communications with Washington. After an investigation of mail transport to and

from Buenos Aires, officials determined that the

Argentines were “listening in” on the U.S. Embassy’s
telephone lines.”

By 1944, the Department of State believed that
German and Japanese agents in neutral countries had
intensified their efforts to obtain Allied information.
It instructed posts to review their security measures,
and investigate the associations of all post personnel
“down to the lowliest members.””* Shortly after the
instruction, the U.S. Vice Consul in Arica, Chile,
discovered that his janitor was selling the Consulate’s

trash to the local chief of Investigaciones (Chile’s

counterpart to the FBI), who was known to have
Figure 23: A Swiss Embassy Sign announces Switzerland's

Role as Protecting Power. During World War II, Switzerland contacts with German and Japanese agents. One
served as the protecting power of German interests in the document in the trash identified U.S. Navy codes
United States, and for the U.S. interests in Germany, Japan, ) ) ) ) )

and nations occupied by the two Axis powers. At the end but did not contain enough information to permit

of World War I, when the Soviets arrested the custodians of
U.S. Embassy buildings in Eastern Europe for being spies,
Swiss officials viewed the custodians as their responsibility. promptly fired. The Consulate later learned that the
The Swiss actively pressed Soviet officials to release the
custodians and their families. © Associated Press. Source:
Library of Congress, New York World-Telegram and the in order to improve his chances for promotion,
Sun Newspaper Photograph Collection.

decoding of messages. The 17-year-old janitor was

chief probably gave the documents to his superiors

rather than passing them to Axis agents.”
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O\ Liberation and Security Problems />

As the number of Allied military victories increased during 1944, U.S. and Allied forces began to liberate
nations held by the Axis powers. U.S. and British forces occupied Italy in 1944; and following the June 1944
D-Day invasion of continental Europe, they liberated Paris in August. On the eastern front, Soviet forces moved
into Poland in July 1944 and began to occupy other countries in Eastern Europe as well.

In the wake of advancing Allied armies, the Department of State reopened posts that had been under the care
of local custodians. During the war, the premises of U.S. posts were entrusted to one or two custodians selected
by Department ofhicials at the time of closure. Washington generally preferred a Foreign Service Officer; however,

neither the Germans nor the Italians would allow a

U.S. citizen to remain. The custodian’s task, therefore,
passed to trusted local employees. Technically the
custodians were employees of the protecting country
(primarily Switzerland in Europe), but the custodians
often lived on the property and received a salary from
the Department of State (transferred through the
protecting power). Custodial duties included care
and maintenance of the property, as well as ensuring
that local authorities did not enter the premises, use
the facilities, or remove U.S. Government property.
Custodians could not conduct any embassy or
consular activity, nor allow use of the building as a
meeting place for Americans or other persons. U.S.
officials did not expect custodians to sacrifice their
lives in fulfilling these duties.”®

The task of reopening a U.S. Embassy was not

an easy one. In the case of the U.S. Embassy in Paris,

even though the Germans had not damaged the

building or its contents, the tasks remained difficult.
Foreign Service Officers re-supplied the post with
stamps, seals, blank passports and certificates, and
other items ordered from temporary stocks at U.S.
posts in Lisbon or Naples. All safe combinations
had to be changed, and Washington required the

embassy to reinvestigate local employees before

Figure 24: George E Kennan, U.S. Diplomat. The Soviets’
treatment of the custodians of U.S. Embassies in Eastern
Europe angered Kennan. As Deputy Chief of Mission at
the U.S. Embassy in Moscow, Kennan sharply criticized
the Soviets on the issue just two weeks before he wrote his
Jfamous “Long Telegram,” which shaped U.S. post-war policy
towards the Soviet Union. Source: Library of Congress,
New York World-Telegram and the Sun Newspaper
Photograph Collection.
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rehiring them. The Department declared the Grey Code obsolete, and restricted use of the Brown Code to
unclassified messages. Meanwhile, at the U.S. Embassy in Paris, the volume of telegram traffic overwhelmed
the skeletal code room staff. Code work, except for messages designated as “Urgent,” fell more than a week
behind, and Embassy officers pleaded for additional code clerks.””

The problems involved in reopening a post were more acute in Eastern Europe and Berlin, particularly after
the collapse of Germany in May 1945. Invading Soviet officials refused to recognize the custodian status of the
United States’ 18 custodian in eastern Germany and Poland, and summarily arrested them.” Ambassador Averell
Harriman and Deputy Chief of Mission George E Kennan of the U.S. Embassy in Moscow determined that
the NKVD (Soviet Secret Police) suspected the 18 custodians of being U.S. spies and had sent them and their
families to Soviet work camps.” Soviet refusal to recognize standard diplomatic practices or even to acknowledge
the issue infuriated U.S. officials. Kennan insisted that the United States had a moral responsibility to obtain the
custodians’ release; meanwhile, others insisted that the Department had a moral obligation to reemploy those who
had so faithfully served the United States at their own sacrifice and degradation.®* U.S. and Swiss diplomats in
Moscow pressed Kremlin officials to release the 18 custodians and their families.®" The Swiss believed they had a
moral responsibility to do so because Switzerland had served as the protecting power for U.S. interests during the
war. The Soviets released the custodians, but only after many had labored in the work camps for periods of one to
four years. While in Soviet captivity, one former custodian died, one was raped, and another taken away and not
heard from again. The custodian of the U.S. Embassy in Warsaw was repatriated to Poland. U.S. officials brought
him to the United States, but the Embassy lost contact with his wife and daughter when Polish Communist

officials moved them to another city.??

N\ Toward a Postwar Security Program /)

As World War II drew to a close, many senior U.S. officials, including those at the Department of State, wanted
to continue wartime security measures after the war. The Bureau of the Budget (BoB)—predecessor to the Office of
Managementand Budget—proposed creating an interdepartmental entity to coordinate governmentsecurity. Reviewing
the interagency cooperation agreement between the FBI, ONI, and MID, BoB officials concluded that coordination
between the three was “inadequate.” The three agencies had not created a coordinating committee, had not appointed
a chairman to oversee coordination, nor had they delegated authority to coordinate efforts. The BoB found “frequent
triplication, overlap, friction, and some interference with the proper development of certain cases,” and that the three
simply defined spheres “to minimize actual conflict.” The BoB refused to call the inter-agency entity a “committee,”
arguing that the committee approach did not work, and claimed that a “security czar” was “impracticable” because he
would encounter “insurmountable problems” with what some would view as infringements upon their authority. The
Bureau of the Budget insisted that the U.S. Government needed a group to develop a government-wide security plan,

and that the group should be given proper authority and responsibility to undertake such a task. In essence, the BoB-
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proposed group anticipated the outlines of a bureau of
government security.®

In 1944, at the suggestion of Secretary Hull, the
State-Navy-War Coordinating Committee (SNWCC)
was formed to coordinate postwar diplomatic
and defense issues. As part of its efforts, SNWCC
developed a comprehensive security program for the
Department of State.** SNWCC proposed publishing
departmental security rules, written in the style of U.S.
Army and Navy regulations, and appointing “Division
Security Officers” to enforce regulations.  The
committee believed that this would institutionalize
security measures. The SNWCC also recommended
that Department employees internalize security
awareness and modify their daily behavior so that
personal censorship became “habitual for the majority
of people.” SNWCC envisioned a publicity campaign

that included memoranda, instructions, cartoons, and

slogans in order to encourage Department employees
Figure 25: Captain Lee W. Parke, U.S. Navy. Captain
Parke was the first chief of the Division of Cryptology in
supported the Department’s decision to create the Department of State. At the end of World War II, the
State-Navy-War Coordinating Committee approved. the
creation of a cryptology division because it believed that an
Communications. Department officials hoped that in-house group of specialists would provide better codes for
the Department. Source: Department of State Records,
National Archives and Records Administration.

to follow security procedures. The committee also

the Division of Cryptology within the Office of

an in-house, specialized group of cryptographers

could develop more complex, less vulnerable codes.®

N Conclusion />
As World War I approached its final stages in late 1944, security was “on everyone’s lips.” The Department of
State, and the U.S. Government as a whole, was considering how to improve security further.®® While significant
strides had been made in security during the war, U.S. officials found that security as a function was scattered
across multiple offices and divisions; moreover, there had been little coordination among the various entities.
Department officials favored centralizing diplomatic security responsibilities into a single entity. That single entity

would appear in 1945, and it would be done through the efforts of Robert L. Bannerman, not Thomas Fitch and
the Office of the Chief Special Agent.
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CHAPTER 3

i

CREATING A SECURITY OFFICE
Robert L. Bannerman and Cold War, 1945-1950

After World War I1, tensions between the United States and the Soviet Union gradually escalated into
the Cold War. A global rivalry, the Cold War played out across the political, military, economic, and cultural
relations between the world’s nation-states. Even though the two superpowers did not engage in direct military
hostilities, several proxy wars occurred in the developing world, most notably in Korea and Vietnam. The U.S.-
Soviet rivalry reinforced and elevated the Department of State’s concerns regarding diplomatic security. As a
result, the Department created a formal office to devise, execute, and enforce diplomatic security practices.

The Department of State’s Security Office was the creation of Robert L. Bannerman. It would be logical
to assume that Bannerman’s efforts occurred within the Office of the Chief Special Agent (CSA) because
Bannerman worked as a Special Agent in the CSA during the war; however, Bannerman actually left the CSA
and formed a new office devoted to security. Department officials opted to create a new office rather than
restructure the CSA because they believed that the CSA did not have the experience for “the approaching new
concept of security” needed in the post-World War II era.! The catalyst for hiring Bannerman to build the
Security Office was the 1945 Amerasia spy case. Soon other charges of espionage and disloyalty intensified the
demand for an effective security program within the Department. Also, challenges faced by U.S. Embassies
in Soviet-dominated Eastern Europe and the newly partitioned Palestine pressed the Department to expand
its diplomatic security efforts.

Neither Bannerman’s Security Office nor the Chief Special Agent’s Office survived the first years of the
Cold War. Security problems, Congressional pressure, and Department reorganization led to the merger of the
Security Office and the CSA, and Bannerman left the Department. The new Division of Security (SY) assumed
responsibilities of both offices, but it adopted Bannerman’s program and vision. Within five years (1945-1950),
the office that Bannerman initiated had grown from one person to 111 people, and became the foundation of the

present-day Bureau of Diplomatic Security.
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N Stettinius’s Reorganization and Security /)

By December 1944, with World War II nearing an end, U.S. officials had begun planning for the postwar world.

The Department of State stood poised to play an extensive role; however, Secretary of State Edward R. Stettinius,

Jr., recognized that “outstanding defects” had arisen in the Department’s operations. The defects were largely due

to a reorganization of the Department that occurred earlier that year, on January 15. The rapid wartime expansion

of the Department (from 763 personnel in 1936 to 7623 personnel in 1946) and the creation of several wartime

offices and divisions generated a certain amount of disorganization in the Department’s bureaucracy. The January

reorganization, also enacted by Stettinius, sought to group together offices and divisions engaged in similar function.

The regroupings would improve operations and administration of the Department, and better incorporate new aspects

of U.S. diplomacy, such as informational and cultural diplomacy. The January reorganization was not fully effective, in

Figure 1: Secretary of State Edward R. Stettinius, Jr., 1944-
1945. In the wake of the Amerasia leaks, Stettinius ordered
the creation of a Security Officer for the Department. He
selected Robert L. Bannerman to be the first Security Officer
and tasked him with creating a security program for the
Department and an office to assist him. Source: Office
of the Historian, Bureau of Public Affairs, Department of
State.
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part because some offices and divisions, like the Office
of the Chief Special Agent and the Office of Foreign
Buildings Operations (FBO), were omitted. In order
to correct such errors, centralize responsibility, and
improve management functions, Stettinius undertook
a second large-scale reorganization of the Department.
The December 20, 1944 reorganization created six new
Assistant Secretary positions to centralize responsibility
for specific geographic and functional areas.?

The Office of the Chief Special Agent remained
untouched by both reorganizations, but subtle changes
in security did occur. The CSA still reported directly
to the Assistant Secretary of State for Administration,
who had been the Department’s Security Officer since
1942.

Administration enforce security, Under Secretary of

In order to help the Assistant Secretary for

State Joseph C. Grew increased the number of Assistant
Security Officers from one to four. The new Assistant
Security Officers focused upon particular aspects of
security:  cryptography, distribution of telegrams,
security overseas, and physical security of the State
Department building. In addition, it was proposed that

each office and division designate one person to serve as

the unit’s security officer, but that did not occur.?
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Despite the wartime emphasis upon security, adherence to security procedures by Department employees
had been rather lax. Classified documents were not placed in envelopes when sent around the building, “Top
Secret” documents were not being double-wrapped, and safes were being left open overnight, practices that all had
developed during the war. The greater frequency of security incidents was likely a product of the rapid growth of
the Department during the war, the lack of training, and the greater amount of classified material being generated.*

Shortly after the December 1944 reorganization, Secretary Stettinius asked the Federal Bureau of Investigation
(FBI) to conduct a security survey of the Department, and the FBI submitted its report to the Secretary on
March 8, 1945. The FBI recommended creating a security program that included a security manual and training
for Department officers and employees. The FBI also urged the Secretary to remove security responsibilities from
the Assistant Secretary for Administration and create a separate “Security Ofhicer” who had authority over security
procedures, the ability to conduct security inspections, and jurisdiction over the Office of the Chief Special Agent.
Senior Department officials, however, took no action on the FBI’s recommendations for several weeks. Part of the
reason was that Stettinius, like most officers in the Department, viewed security as a broad-based responsibility
affecting every office and division, one that constituted a basic element of the Department’s daily operations rather

than an issue that required its own bureaucratic structure.?

O\ The Amerasia Catalyst />

In June 1945, news outlets reported that Department of State officers had leaked highly classified documents
to the journal Amerasia, edited by Philip Jaffe. Classified information had first appeared in a January 26, 1945,
article on British policy in Asia in Amerasia. Kenneth Wells, the Office of Strategic Service (OSS) chief for
Southern Asia, read the section on Thailand and “found himself reading his own words” on U.S. and British policy
toward that nation. Soon afterwards, a team of OSS and Ofhice of Naval Intelligence agents raided Amerasia’s
offices and discovered dozens of classified documents, including some classified as “Top Secret.” The documents
had originated from the Department of State, as well as from the Army, the Navy, and British intelligence services.
A subsequent FBI investigation discovered that Foreign Service Officer John Stewart Service and Department of
State employee Emmanuel Larsen, among others, had leaked classified documents to Jaffe.®

Public uproar over the Amerasia case occurred, in part, for two reasons. First, there had been little news
about espionage during the war because the FBI had refrained from publicizing espionage cases in order to prevent
“spy hysteria.” Second, the Amerasia case involved ties to an ally (the Soviet Union) rather than Nazi German
espionage. Amerasia editor Jaffe was a Soviet sympathizer who had been actively collecting documents with the
intention of passing them to Soviet officials. Some newspaper commentators charged that the espionage resulted
from Communist agents in the Department of State. John Stewart Service and Emanuel Larsen, however, had
leaked the classified documents to promote their position in an on-going dispute over U.S. China policy within

the Department, and their personal conflict with U.S. Ambassador to China Patrick Hurley.”
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Figure 2: John Stewart Service testifies before Congress.
Service and Emanuel Larsen leaked classified documents to
Philip Jaffe, who was the editor of Amerasia. 7he Amerasia
case embarrassed the Department of State and led to the
creation of the Security Office and a formal security program
within the Department. Source: Library of Congress, New
York World-Telegram and the Sun Collection.

On June 6, 1945, the day the FBI arrested Service,
Larsen, Jaffe, and three others, the Department of
State tried to dampen public interest in the case. In
a press statement, the Department announced that
it had learned that “information of a secret character
was reaching unauthorized persons,” and that two
The

Departmentassured the public that it was working with

Department employees had been arrested.

the FBI and that it had “been giving special attention
to the security of secret and confidential information.”
The next day, Under Secretary of State Grew declared
that the arrests were “one result of a comprehensive
security program which is to be continued
unrelentingly in order to stop completely the illegal
and disloyal conveyance of confidential information to
unauthorized persons.” Some newspapers took Grew’s
comment to mean that there might be more spies in
the Federal Government. FBI agents added to the
uproar by telling the New York Times that the leak of
classified information was “overwhelming.”®

With a storm of criticism bursting over

the the

acknowledgement that it had not prosecuted earlier

Amerasia  affair  and Department’s

leaks of classified documents, Secretary Stettinius

moved quickly to enact several security reforms. On June 18, he issued Departmental Order No. 1324, which

created the position of Security Officer for the Department of State; this officer would also serve as Special Assistant

to the Director of the Office of Controls. On June 20, the Department announced that Robert L. Bannerman

would assume the position of Security Officer, and Frederick B. Lyon, Chief of the Division of Foreign Activity

Correlation, would be Acting Director of the Office of Controls.’

Bannerman recalled later that “time was of the essence,” in assuming his new job and creating a Security

Office; indeed, it was because neither the Departments June 6 press release nor Grew’s June 7 comments were

accurate. The Department did not have “a comprehensive security program,” nor had it given “special attention”

to the security of classified information. Also, the Amerasia case had resulted from OSS chief Kenneth Wells’

discovery, not the Department’s “comprehensive security program,” as Grew had claimed."
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 Bannermanwn’s Three Point

Security Program

Pushed by the Amerasia case, Bannerman
and the Department rushed to create the Security
Office. ~ Starting literally with nothing, Bannerman
later remarked that he and Lyon “had no funds, no
office space, no slots for personnel, [and] no clear
statement of authority;” furthermore, the wording
of Departmental Order 1324 was “vague.” He was
able to obtain space and staff from several divisions
in the Office of Controls. He obtained four rooms
from the Visa and Special War Programs Divisions;
and acquired seven people from Visa, Passport, the
Special Programs divisions, and the Chief Special
Agent’s office. Bannerman and his new staff then spent

several days determining how “the Department actually

operated, what [security and] office systems were in , ,
Figure 3: Robert L. Bannerman, a Special Agent for 10

years, was named Security Officer of the Department of State
in 1945. He developed a three-part program: background
investigations for a security clearance, security officers at
U.S. embassies, and Department-wide security procedures
for classified information, with an accompanying training
program for all Department officers and employees. His

effect, what was considered sensitive information, and
how information circulated through the Department.”
When Bannerman developed a program that exceeded

the terms of Department Order 1324, he obtained

permission from Assistant Secretary for Administration
Julius Holmes to depart from the order’s restrictions."
Bannerman’s security program consisted of three

parts. Directed by Paul Cooper, the first part of the

program became the foundation for diplomatic security
programs currmtly existing in the Department. Bannerman
left the the State Department and its Security Office in
1947 1o join the new Central Intelligence Agency, where
he helped to create that Agencys security program. Source:
Central Intelligence Agency.

program focused on “Documentary and Physical

Security,” specifically developing Department-wide

security procedures for classified information, devising measures to protect the Department’s buildings in Washington,
and training Department employees on security procedures. The second part of Bannerman’s program addressed
personnel security. Even though the Office of the Chief Special Agent conducted a background investigation on
each applicant (which consisted largely of checking references and verifying information), Bannerman proposed and
received approval of a requirement that Department applicants obtain a “security determination” before employment.
He set up a Security Evaluations staff and selected Morse Allen as its head. The third part of the program was to

place Security Officers in several selected embassies around the world, and this effort was delayed for a year.?
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Bannerman’s requirement that each new Department employee obtain a security determination soon overwhelmed
the work of the new Security Office. Beginning on August 31, 1945, shortly after Bannerman gained approval of the
requirement, several special war agencies, including the Office of War Information (OW1I), were abolished, and their
employees transferred to the Department of State, with approximately 4,000 new employees transferred in the month
of October alone. The number of new employees was very large, but two unanticipated difficulties made security
determinations an overwhelming task. First, when Bannerman sought to obtain individuals’ security files from their
previous agency, the soon-to-be-defunct agencies were reluctant to hand over the records. When the OWTI refused to
release its security files, Bannerman, with senior officer approval, took a work crew and a truck late one evening and
seized them. Once having control of the files, Bannerman encountered the second difficulty: he had assumed that
OWIT and the other agencies had completed a background review similar to what the Chief Special Agent’s office had
done for Department of State hires. Instead, Bannerman and his staff found that other agencies’ files were “limited
in scope, poorly organized, and many were missing or non-existent.” Facing a far larger task than he had initially
envisioned, Bannerman now was forced to send the cases of many transferred employees to the Chief Special Agent’s
office for further investigation and various checks. In addition, Bannerman initiated the practice of checking new
hires against the security files of the FBI, House Un-American Activities Committee (the Dies Committee), and the
Department of State.'

Bannerman and the new Security Office

confronted multiple pressures that threatened to
subvert the security check process. The sheer number
of transfers and employees prompted Bannerman to
form a Security Committee to review files in which
questionable information had arisen. The committee
comprised six people: Bannerman, and one person
each from the Divisions of Departmental Personnel,
Foreign Service Personnel, Passport, Foreign Activities
Correlation, and the Chief Special Agent’s office. The
Department also insisted that security reviews be
completed by November 30, 1945, a deadline which

Figure 4: Igor Gouzenko (in hood) interviewed by Associated Bannerman later confessed was “impossible.”*s
Press writer Saul Pett. Gouzenko, a code clerk for the Soviet
Embassy in Ottawa, defected and gave Canadian officials
documents that revealed a Soviet spy ring in Canada and Department of State and the U.S. Government led
that ring’s links to a Soviet spy ring in the United States.

The documents implicated Alger Hiss of the Department of
State. Bannerman expanded security checks to include all other Department employees. In Septembel‘ 1945, the
Department applicants. Source: © Associated Press.

Further revelations of Soviet espionage in the

Bannerman to expand the use of security checks for

defection of Soviet agent Igor Gouzenko to Canadian
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officials in Ottawa led to the exposure of a Soviet
espionage network in Canada and of that network’s
strong links to the Soviet network in the United
States, disclosures which further implicated Alger
Hiss and Harry Dexter White in Soviet espionage.
Then in November 1945, Elizabeth Bentley, a courier
for the Soviet intelligence agency, NKVD (Narodnyi
Komissariat Vnutrennikh del—People’s Commissariat
for State Security), went to the FBI and confessed
her involvement with Soviet espionage, implicating

several people including Hiss. Bentley’s information,

in turn, led FBI Chief J. Edgar Hoover to reexamine
. . Figure 5: Elizabeth Bentley before Congress in August 1948.
the revelations that Whittaker Chambers had offered Bl el 1 G v B St b (i)

in 1939. The FBI then prepared a two-volume report implicated several, including Alger Hiss of the Department
of State. Source: © Associated Press.

that detailed Soviet espionage in the United States

that was distributed to Bannerman, among others.'

Bannerman developed a “highly confidential” liaison with the FBI, and in the process uncovered several “serious
security cases.” Meanwhile, the revelations and sensation created by the Canadian spy ring, Bentley’s confession,
and the FBI’s two-volume report prompted Congress again to raise questions about security at the Department of
State. In January 1946, Bannerman expanded the requirement for security checks to include all employees joining
the Department or Foreign Service."”

By July 1946, Bannerman’s Security Office was “devoting practically all of its effort to the personnel problem.”
Bannerman requested that his office be granted an additional 12 officers, 10 clerks, and 3 stenographers. He also
reported that of the personnel transferred from the five now-abolished agencies, the Security Committee had
disapproved the employment of 285 people and had terminated 79 others.”® There were other cases where the
Security Office wanted action taken against the individuals, but action was not taken for reasons unknown. Adding
to the difhiculties, the Security Office and the Security Committee had to determine what criteria constituted
grounds for termination, because they had not received a statement of policy guidance from senior Department
officers that detailed grounds for dismissal, standards for loyalty, or procedures to follow."

Bannerman and the Office of the Chief Special Agent (CSA) partially resolved the back-ground
investigation problem by creating Field Offices in 1946. Prior to World War II, Post Office Inspectors
conducted many of the background investigations for the Department. The CSA sent a request to the Post
Office citing the applicant’s hometown or previous city of residence, and the Post Office Inspector made

inquiries and conducted interviews, sending the results back to CSA. By early 1943, wartime demands
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Figure 6: Chart showing the Procedure of a Security Investigation. Bannerman’s procedure for security investigations and
evaluations closely resembled the above chart. The differences were that the Division of Investigations (the old Chief Special
Agents office) conducted the investigation, the Security Office evaluated the results, and the Security Committee chaired by
Bannerman reviewed the case. As the charts arrows show, very few faced difficulties before the Security Committee. Source:
Department of State Records, National Archives and Records Administration.

on the workforce required the Post Office to stop doing investigations for the Department. Although the
New York Field Office had existed since 1917, Chief Special Agent Thomas A. Fitch added Special Agents
in Washington to undertake investigations. In August 1945, the CSA had 47 agents, and they formed the
core of the Washington Field Office that emerged in early 1946. Several other Field Oflices were opened;
and by early 1947, there were Field Offices in Chicago, Atlanta, Boston, Cincinnati, Dallas, Denver, Detroit,
Los Angeles, Miami, New Orleans, New York, Omaha, Philadelphia, Pittsburgh, San Francisco, Seattle, St.
Louis, and St. Paul. In 1948, the Cleveland and Greensboro Field Offices were added. Of these, New York,
Washington, Boston, and San Francisco were the largest (10-20 Special Agents each), with Chicago, St. Louis,

and Los Angeles following (4-6 Special Agents each). The remaining Field Offices were generally staffed by a
single Special Agent with a clerk.?®
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N\ Bannerman’s Security Committee Draws Fire /)

Congress’s demands that the Department of State remove “disloyal” employees--what Director of Policy Planning
Paul Nitze called “the elimination of the faithless”--continued. In July 1946, Congress attached the McCarran Rider
to the Department’s appropriations bill. The rider gave the Secretary of State “absolute discretion” to terminate any
Department employee if it was deemed “necessary or advisable in the interests of the United States.” This meant an
employee could not appeal the Secretary’s decision to the Civil Service Commission. Congress continued its pressure
by adding the McCarran Rider to every Department of State appropriations bill for the next seven years.?!

While Congressional pressure to remove subversives increased, some Foreign Service Officers criticized
the manner in which Bannerman’s Security Office and the Security Committee was handling personnel cases.
Bannerman learned on May 15, 1946, that a senior Department official had recommended that the “security
control of personnel” be “decentralized.” The recommendation meant that the investigation, evaluation, and
security risk determination stages would be in separate bureaucratic entities rather than centralized in one office.
The criticism, combined with the passage of the McCarran Rider, prompted Deputy Assistant Secretary of State for
Administration Joseph A. Panuch to ask Samuel E. Klaus on July 10 to conduct a survey on how the Security Office,
the Chief Special Agent’s office, and the Office of Controls pursued and completed personnel investigations.?

In his report, Klaus strongly criticized not only the process, but also the personnel performing the work.
Klaus questioned the Special Agents’ abilities and qualifications, asserting that few had a “superior education” and
that the average agent did not know “the differences among the various schools of so-called liberal and radical
thought.” He charged that when a case was referred to the Chief Special Agent’s office, Special Agents conducted
a cursory review of the person, did not verify “derogatory” information, and tended to rely upon local Postmaster
reports for distant locales. Klaus also asserted that the FBI supplied information to the Security Office that it
would not provide to the Office of the Chief Special Agent upon a similar request, and that the FBI often did not
provide evidence for its claims, including membership in the Communist Party. 2 Klaus additionally objected to
the centralized procedure by which all cases involving “doubt” were forwarded to the Security Committee. The
committee members, he said, did not review the files before rendering their decision, and instead relied upon the
Security Office’s recommendations. In the majority of instances, Klaus asserted that “doubt” led to disapproval,
and no minutes or records were kept of the committee’s meetings.?*

The Klaus Report had the hallmarks of a pre-determined conclusion before the research was conducted,
and several items cast doubt on his charges. First, Klaus received his assignment on July 10, and completed a
report numbering more than 100 pages by August 3. Klaus admitted that he did not travel to the Chief Special
Agent’s field offices, and according to Bannerman, Klaus completed his survey in just 4 days. The report’s
length and the time spent on it strongly indicate that Klaus could not have conducted a sufficient survey
to make several of his claims. Klaus seems not to have recognized that the investigations conducted by the

Chief Special Agent’s and Security Offices in 1946 were more extensive than at any previous time. Moreover,
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Klaus dismissed out of hand the many years of law enforcement and investigative experience that Special Agents
possessed. He also admitted that he had no knowledge of background investigation procedure. If he had, he
would have known that sending a request to the local Postmaster had been standard practice since 1920, and that
the local investigations, particularly in larger cities, were conducted by the local Post Office Inspectors, who were
not mere mailmen, as Klaus tried to suggest. Furthermore, if the Carl Marzani case was an indication, the Security
Office and the Chief Special Agent’s office conducted better investigations than Klaus had portrayed. The two
offices gathered enough evidence to indict Marzani for perjury (Marzani had not fully disclosed his work for the
U.S. Communist Party). The Marzani indictment infuriated FBI Director Hoover, who lamented, “It is rather
humiliating that a case like [Marzani’s] was made by the State Dept and nor the FBI.”?

Deputy Assistant Secretary Panuch also tasked a second survey to be completed in July 1946 on physical
security within the Department of State, and that report favored expanding Bannerman’s office. Undertaken
by S. R. Goodrich of the Bureau of Administration’s Management Planning Division, the second survey found
that security breaches in the Department were “too numerous to mention” and that the Department’s security
deficiencies “prevent[ed] even a reasonable degree of security.” Goodrich advocated that the Security Office be
expanded and made into its own separate division within the Office of Controls. Another recommendation was
to develop an “aggressive security indoctrination program,” and a third was to appoint security officers for every
office and division, an idea that the FBI had recommended the previous year but one the Department of State had
not implemented. Goodrich’s report essentially advocated Bannerman’s broad three-part security plan and urged
a large expansion of the Security Office.?®

On July 25, 1946, Assistant Secretary State for Administration Donald S. Russell disbanded Bannerman’s
Security Committee and created a new committee, formally titled the Advisory Committee on Personnel
Security (ACOPS). Russell appointed Klaus to chair the committee, and Klaus chose the committee’s
membership. Bannerman was not consulted about the composition of the new committee; indeed, he only
learned that a new committee would be replacing the old security committee after the deed had occurred.
Despite the obvious slight to Bannerman, the Security Office continued to investigate personnel and submit
reports to Klaus’s committee.”

The case statistics of ACOPS indicate that Klaus’s charges against background investigations and the Security
Committee were a means to discourage disapprovals and terminations for security reasons. Whereas Bannerman’s
Security Committee had rendered decisions of disapproval or termination in 341 cases in 10 months of existence,
Klaus’s ACOPS committee dealt with just 28 cases total in 10 months and terminated 2 people, one of whom
was Carl Marzani, a case which Bannerman’s committee had already developed. Of the remaining 26 cases,
Klaus’s committee allowed 12 cases to be withdrawn (due to resignation or other reasons), dismissed another
8 cases (for lack of evidence or other reasons), and gave approvals to the remaining 6 cases.?® Moreover, Klaus

refused to accept any FBI information unless the FBI revealed its sources, which the FBI refused to do. Then, on
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November 9, 1946, Panuch announced that all security cases had to be resolved by December 1. In intention,

Klaus, Russell, Panuch, and Department officials were moving in a direction opposite of what the McCarran Rider

had demanded.?

N\ Security Training, Overseas Security, and the Creation of SY /)

While personnel security evaluations dominated the work of the Security Office, Bannerman moved
forward on the two other parts of his program. During the summer of 1945, Bannerman and Robert Freeman
developed the overseas security program, which assigned specially selected and trained Security Officers to
25 U.S. embassies abroad. Secretary of State James E. Byrnes approved the program in August 1945, and the
Security Office soon developed a list of well-qualified

candidates. However, the program was delayed for
more than a year because the Department did not
have any open slots available in which to place the
new overseas Security Officers. In the fall of 1946,
Bannerman learned that the Department had allotted
hundreds of slots for media officers at overseas posts.
He convinced the head of the Information Office to
loan him 30 positions, but it still took several months
for the loan to be approved.®

For the third part of the Security Office’s
program, Bannerman and Paul Cooper developed
much of the Departments training program for
handling classified information. Bannerman was
serving as the Department’s representative on the
Security Advisory Board of the State-War-Navy
Coordinating Committee (SWNCC), which was
charged with developing security-training and
awareness programs, and establishing postwar rules
for accessing classified information, including new

standards for handlingand transmitting government

information and definitions for categories of Figure 7: Security on the Cover of the Department of State
Telephone Directory. Bannerman’s Security Office developed
several means to train and communicate to Department
with the Training Services and Management employees the importance of maintaining security. Source:
Department of State.

classification.?® Bannerman and Cooper worked

Planning divisions to create a reference manual of
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security regulations, a “security handbook,” a poster series for the Department, “open” signs for safes, and
other security related materials. Cooper and Bannerman, with the Presentation Division, produced the
flm Security of Information, which “starred” Near Eastern Affairs officer Clare H. Timberlake as the Foreign
Service Officer who prepared a “Top Secret” memorandum, the contents of which were compromised.?

In January 1947, the Security Office, in conjunction with the Training Services and Management
Planning Divisions, launched the first formal, Department-wide security-training program. Between
January 14 and 21, the Security Office and the Office of Controls conducted security-training sessions
for all 7,000 Department of State employees. In the hour-long sessions, the program sought “to impress
upon all employees...the essential part which good security practices must play in their daily operations.”
Employees viewed the film Security of Information, and were issued a standard security reference book as they
left the presentation. After the week of training sessions, the Security Office reported that the effect of its
security program “upon Departmental employees has been gratifying.”??

The security training program emphasized the individual responsibility of each employee. It advised
participants that “the maintenance of security is a chain” and that “YOUR watchfulness in enforcing security
regulations becomes a link in that chain.” Department personnel received instruction on how to classify documents
according to defined categories; how to send classified information through officially designated message centers;
and how to follow strict procedures for the reproduction, destruction, and storage of classified materials. In the
case of storage of materials, employees were instructed that all classified documents had to be stored in safes or
cabinets secured with a three-number combination lock. The Security Office also demanded that Department
employees and officers adhere to building security measures, including displaying identification badges for entry.
Furthermore, each office or division was required to designate a Security Officer to implement and oversee
conformity with new security policies, and to maintain security check systems for the unit.*

While the training materials assured staff that Department officials did not believe there was “an espionage agent
under every desk eagerly waiting to pounce,” the materials stressed the utmost necessity of good security practices
and the dire consequences of security breaches. The security program strove to promote a new consciousness of
security by continuously linking employee security requirements to the very survival of the United States. Materials
repeatedly reminded personnel “the way you enforce security today, tomorrow and in the more distant future may
well mean the difference between preserving and undermining the strength and prestige of our Nation.” Security
promotional materials frequently warned staff members not to be “the weak link,” with the ultimate message that
true security could only be attained if each employee conscientiously and continuously monitored his or her own
activities, and if employees remained vigilant of their surroundings, including the actions of others.?

After the January sessions, Bannerman and the Security Office continued security awareness training
for Department and Foreign Service employees, and their training extended to other agencies in the Federal

Government. The Security Office offered training for each entering class at the Foreign Service Institute, had
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regular participation in Foreign Service training, held talks with all Department personnel in Washington and New
York, and conducted briefings for each new Foreign Service Officer and each Foreign Service Officer returning
from overseas duty. Whether due to its popularity or the fact that the Security of Information was the first and/
or only training film, the White House, Coast Guard, Bureau of Engraving and Printing, Secret Service, and
Department of the Treasury all used the Security Office’s film as a security-training tool for their personnel.>
Despite the success of his training program, Bannerman learned on February 11, 1947, that the Security
Office would be merged into the Division of Investigations, which was a part of the Office of Controls. Eight
months earlier, the Department created the Division of Investigations, by moving the Office of the Chief Special
Agent with its staff of 124 people into the Office of Controls and renaming it. On February 24, the Department
transferred the Security Office into Investigations, creating the Division of Security and Investigations. Bannerman
had been assured that any personnel actions would be made with “joint approval,” but Bannerman and his two
deputies, Morse Allen and Henry Thomas, received their new assignments at 6 p.m. on March 11, 1947. Allen,
head of Evaluations, was transferred to the New York Field Office, and Thomas, Bannerman’s right hand man,
was moved to the Miami Field Office. Bannerman was named section chief and received a 50 percent cut in

responsibilities and in pay.¥”

Figure 8: Organizational Chart of the Division of Security, 1948. After the Security Office and Division of Investigations
(old Chief Special Agent’s Office) merged, the new Division of Security resembled Bannerman’s vision for an expanded Security
Office. Source: Department of State Records, National Archives and Records Administration.
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The decision to merge the Security Office into the Division of Investigations arose from several factors.
The Division of Management Planning, influenced by Goodrich’s report, urged Panuch to separate the security
function into its own division, so that the director of the Office of Controls (CON) could focus upon the managing
CON’s multiple divisions. Also, Department managers wanted to improve the efficiency and performance of
CON. Then, on January 22, 1947, Panuch left, and John E. Peurifoy replaced him as Deputy Assistant Secretary
of State for Administration. One of the first memoranda Peurifoy received discussed the 2,000 case backlog in
employee investigations.?

Although the new Division of Security and Investigations kept the Chief Special Agent’s acronym CSA, it
adopted the Security Office’s three-part program and effectively became the large Security Office that Bannerman
had envisioned. As suggested by the name change, the 124-person Division of Investigations had grown largely due
to background investigations; other duties such as protecting the Secretary of State and investigating passport or visa
fraud required few people. Bannerman’s Security Office not only had a broader vision, but his three-part program
expanded the office’s responsibilities. In essence, the small Security Office swallowed the much larger Division of
Investigations, and the new entity’s structure replicated the Security Office’s operation. The Investigations Division

performed investigations of employees, and the

concluded investigations were forwarded to the Security
Office’s Evaluations branch for review and evaluation,
a process which in a way brought the old Chief Special
Agent’s office under Bannerman’s umbrella. The new
Division of Investigations and Security still retained
the duties of protecting the Secretary of State and
foreign dignitaries; however, Bannerman’s three tasks:
security investigations, the security training program,
and the overseas security program provided the focus
and structure for the new division.

After being integrated into the Division of

Securit d Investigations, B ined
Figure 9: Regional Security Officer Mike Lustgarten (third ceutity and fnvestigations,  banfiefman - remaine

from left) and his assistant, Jim Trout (center), meet with long enough to finish creating the overseas security
Special Agents Leo Crampsey (second from right) and Frank
Madden (right), in Vienna in 1952. The onset of the Cold
War and key alliances such as the North Atlantic Treaty Information Office finally approved, Bannerman began
Organization led to an exponential increase in the amount
of classified documents at an embassy and espionage threats

program. With the loan of 30 positions from the

training overseas security officers in late spring or early

to the post and its staff. Bannerman effort to train and summer 1947. The training program lasted two weeks
assign Regional Security Officers at U.S. embassies around . . . .

the world rook hold immediately. Source: Department of and included physical security, personnel security, and
State. organization of the Department. The Security Office
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held instruction at the U.S. Army’s Camp Holabird, near Baltimore. Bannerman admitted that he conducted a large
part of the informal training himself because he believed that he “was the only one who had the concept of how a
Security Officer should operate at an Embassy.” The program soon became more formalized, with classes in loyalty
investigations, fingerprinting, “informants and informant exposure,” physical security, and technical security.?

On July 21, 1947, the Department issued a circular airgram to all posts describing the Foreign Service Security
Corps, its responsibilities and duties, and the aims of the program. The trainees departed for their assignments shortly
afterwards. These overseas security officers were given the title of Assistant Attaché rather than Security Officer,
because it was feared that the latter might encourage the idea among foreign governments that the officers were
engaged in intelligence activities.** Bannerman recalled that most officers were “well received and many were effective
immediately.” Some embassies were less enthused. New security ofhicer Paul Green, assigned to the U.S. Embassy in
Bucharest, had the worst experience--the Ambassador refused to allow Green to communicate with Washington, and
would not even acknowledge that he had arrived at post. After the initial responses, Bannerman transferred to the
new Central Intelligence Agency in November 1947 to help to create that agency’s security program.*!

Bannerman’s departure was just one of several personnel and bureaucratic changes taking place in the security
area. At the start of 1948, Donald L. Nicholson, a former FBI Special Agent, replaced Thomas Fitch as Chief of the
Division of Security and Investigations, and Fitch become Special Advisor to the Director of the Office of Controls.
Fitch, who retired in early 1950, focused upon protecting the Secretary of State and foreign dignitaries, and handled
issues related to foreign embassies in Washington. The “portal-to-portal” method was in practice, meaning that the
agent met the Secretary at his home in the morning and escorted him throughout the day until returning home in
the evening. There was no overnight security.*?

In November 1947, the Department’s postwar drive for efficiency and economy targeted the Division of
Foreign Activity Correlation (FC), in part because of the running question within the Department: “Just what
do all those people do in FC?” With 69 staff members, FC, in liaison with the FBI, the OSS, and the War
and Navy Departments reviewed security and intelligence information about individuals, groups, and incidents
that threatened the security of the United States. The Department’s January 1948 survey of FC found that it
duplicated or completed work similar to that of the Division of Security and Investigation.** By February 1948,
the Bureau of Administration decided to dissolve FC and transfer most of its duties and staff to the Security and
Investigations Division. This occurred on August 27.* With the addition of FC’s functions, the Division of
Investigation and Security was renamed the Division of Security, and it received a new acronym, SY. The Division of
Security, numbering 197 people, continued to organize itself around Bannerman’s three-part security program. SY
focused primarily on personnel investigations, but it also operated an overseas security program and conducted the
security-training program for the Department and the Foreign Service. Additional responsibilities included physical
security of Department of State buildings, advice on Department security programs, recommendations on visas and

passports, and protection of the Secretary and visiting foreign dignitaries.*
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O\ Determining Loyalty and Security Risk /)

As Bannerman strove to build the Security Office and make security determinations for Department employees,
Congressional and public pressure to remove alleged subversives from federal employment became even more intense.
On November 25, 1946, after the Republicans had taken control of Congress in the off-year elections, President
Truman signed Executive Order 9806, which established the President’s Temporary Commission on Employee Loyalty.
An attempt to ward off a more aggressive Congressional investigation, Truman’s Temporary Commission studied the
issue of Communist “infiltration” within the Executive branch, but commission members disagreed on the extent or
seriousness of the problem. After approximately 10 weeks of study, the Commission’s findings resulted in Executive
Order 9835, issued on March 12, 1947. This order created an employee loyalty program for the Executive branch
designed to affirm “that persons employed in the Federal service be of complete and unswerving loyalty to the United
States.” The order permitted federal agencies and offices to check current employee names against FBI records, and new
applicant names against FBI, Dies Committee, and other records. If any derogatory information arose during a check,
Executive Order 9835 allowed federal agencies to request a full field investigation on that employee or applicant.*
Launched in October 1947, the government-wide employee loyalty program was generally executed through the FBI,

and a Loyalty Review Board of the Civil Service Commission, known as the President’s Loyalty Board, reviewed cases.?”

Figure 10: Chart of Loyalty Security Board in the Department of State. Chaired by Conrad E. Snow, the Personnel Security
Board replaced Samuel Klaus ACOPS committee in reviewing loyalty cases. Source: Department of State Records, National
Archives and Records Administration.
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Figure 11: Chart detailing the Department of State’s procedures for loyalty and security cases. Bannerman's original procedures
differed little from the above process. Source: Department of State Records, National Archives and Records Administration.

With the new loyalty program slated to start in October, Secretary of State George C. Marshall abolished the
Advisory Committee on Personnel Security, headed by Samuel Klaus in June 1947. On July 9, despite the fact that there
would soon be a government-wide loyalty review board, Marshall replaced the now defunct ACOPS with a three-person
committee called the Personnel Security Board. The Department of State retained its own security review committee for
three reasons. First, as a result of the McCarran Rider passed the previous year, the Department still had a number of
security cases under investigation and review. Second, the Department noted a dual requirement relating to personnel
security. The President’s Executive Order 9835 focused upon an individual employee’s possible disloyalty; however, the
McCarran Rider focused on whether an individual employee posed a “security risk,” which was a much broader set of
considerations.® As the Department noted in a press release explaining the new committee, “a poor security risk may be
judged because of sexual peculiarities, alcoholism or because of an indiscreet and chronically wagging tongue; without
any question of the individual’s loyalty to this country.” Third, the Department argued that it needed a separate review
board because of its unique status. Because the Department was a target for espionage and possessed a large number
of highly classified communications, Department officials insisted that it needed to retain its independent power to
investigate and to dismiss employees as outlined in the McCarran Rider.*” The Department, in truth, did not like or want

the McCarran Rider, but it was now using it to avoid bringing its employees under the broader loyalty board program.
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Figure 12: Screening Procedure Developed by the Department of State for Applicants under President Truman’s Loyalty
Program. Source: Department of State Records, National Archives and Records Administration.

Chaired by Conrad E. Snow, the Personnel Security Board received criticism from the Left and the Right.
From the Left, reporter Bert Andrews published a series of articles in the New York Herald- Tribune that decried
the Department of State’s “witch hunt,” charging that the security checks, investigations, and hearings
placed civil liberties under serious threat. The articles earned Andrews a Pulitzer Prize for Journalism and were
revised into a book titled Washington Witch Hunt. From the Right, the House of Representatives Committee on
Appropriations charged that the Department of State was not aggressive enough in removing Communists and
other persons deemed to be security risks from Department employment. The Committee sent a team to the
Office of Controls and the Division of Security and Investigations in September 1947 to investigate the issue.
After a struggle over access, the House investigators gained unlimited access to all files. After about six weeks,
the investigators, led by Harris Huston, charged that there were 108 cases of persons of questionable security
still working for the Department of State. Although one House member drafted a resolution calling for a special
committee to investigate disloyalty in the Department of State, no legislative action was taken. On June 8, 1948,
the Personnel Security Board was renamed the Loyalty Security Board, and it continued to process and make

determinations for both loyalty and security cases.”®
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Congressional debate and public discussion of
the 108 cases continued through the first half of
1948, and it prompted Congress to pass the Smith-
Mundt Act on January 27, 1948. The Smith-Mundt
Act required an FBI check of all U.S. Government
employees within 6 months.  Although the law
exempted Foreign Service Officers, who were appointed
by the President and confirmed by the Congress, it did
cover foreign nationals and non-Foreign Service U.S.
citizens working at U.S. embassies abroad. Under the

act, each post had to submit to the Department personal

information, a set of fingerprints, and a photograph for
Figure 13: Meeting of the subcommittee of the House of
Representatives Un-American Activities Committee. Seated
investigation. Nearly every post Completed the at the table to the left is Representative Richard Nixon
(R-CA); the second person seated to the right of Nixon
(black necktie) is Whittaker Chambers. Source: Library
6 months.>' Several embassies requested CXpCdith of Congress, New York World-Telegram and the Sun
Collection.

each of these employees, as well as conduct a security
investigations and submitted materials in the mandated

investigations, or asked to have the person assume his/

her duties before the investigation was completed, but
the Department denied these requests.>

The Department of State had already developed a clearly defined process for determining loyalty and security
risk by the time the Loyalty Security Board was created. The Secretary of State delegated the responsibility, oversight,
and decisions of this process to the Deputy Under Secretary of State for Administration. For existing Department
employees, the procedure for security and loyalty cases was similar. If there was no derogatory information found during
the name check with FBI records or in one’s file, the person was cleared. If such information did appear, the Division
of Security undertook a full investigation. Special Agents would complete the investigation and turn their findings
over to SY’s Evaluations branch, which would then render a recommendation. If the derogatory information was false
or unsubstantiated, the person was cleared. If the information merited further review, it was sent to the Department’s
Loyalty Security Board. The Board, which consisted of three Department officers, held a hearing with the following
individuals present: the accused, the counsel for the accused, a court reporter, and witnesses for and against the accused.
After the hearing, the Board would make its recommendation, and forward it to the Deputy Under Secretary of State
for Administration. The Deputy Under Secretary would then take action, either clearing the accused or terminating
their Department employment. In cases in which termination resulted from issues related to loyalty, the Civil Service
Commission could conduct a post-audit of the case. However, if termination resulted for security reasons, as stipulated

by the McCarran Rider, the employee could not appeal the decision to the Civil Service Commission.>
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For those applying for Department employment, the process was nearly the same. For security screening,
SY conducted an investigation of the applicant, and turned over the finding to the Evaluations Branch,
which rendered a decision. As defined by the McCarran Rider, disapprovals could not be appealed. Loyalty
screenings followed the same procedure as employee screening, with the Deputy Under Secretary of State
for Administration taking action. As was the case for employees, applicants’ cases regarding loyalty could be
appealed and post-audited by the Loyalty Review Board of the Civil Service Commission.>*

Many Department employees, the great majority of whom were never accused of anything, found
accusations of disloyalty and the introduction of security background checks to be discomforting. Most
Foreign Service Officers at the time had come from well-to-do backgrounds and had attended prestigious
universities. They thought of themselves as members of an elite service, and found it difficult to accept the idea
that treasonous conduct could be found among their ranks. Accusations tended to be exaggerated and inflamed
by the press, and fears that scurrilous and untrue accusations would wreck an Foreign Service Officer’s career
were not uncommon. In March 1948, Secretary of State George C. Marshall sought to allay these concerns
by sending a message to employees that he was “confident” of the loyalty of Department personnel. Marshall
insisted that any doubt of an employee’s loyalty “must be based upon reliable evidence,” not “on spiteful,
unsupported, or irresponsible allegations.”>

Charges of disloyalty and of security risks still on the payroll continued to haunt the Department. In
July and August 1948, Elizabeth Bentley and Whittaker Chambers testified before the House Committee on
Un-American Activities. Chambers’ testimony soon led to Alger Hiss and his wife being called to testify before
the Committee (Mrs. Hiss was charged with typing up classified documents that Hiss brought home). Hiss
denied Chambers and Bentley’s accusations. The charges spilled over into the 1948 Presidential campaign,
when Republican candidate Thomas Dewey charged President Truman with assisting “the enemies of the
American system;” Truman won reelection anyway. Just after the election, Chambers was invited to appear
on Meet the Press, where he again charged Hiss with being a Communist. Hiss promptly sued Chambers for
libel. Chambers then presented new evidence in the pre-trial examination, which caught the attention of
Bert Andrews, the Pulitzer Prize-winning reporter for the New York Herald-Tribune, and Richard M. Nixon, a
young Representative from California. On December 2, 1948, Andrews joined Nixon on a trip to Chambers’
farm near Westminster, Maryland. From his pumpkin patch near the house, Chambers pulled three microfilm
reels from a pumpkin that had been cut and hollowed out. The microfilm reels contained images of classified
State Department documents taken by Soviet agents during the late 1930s; the documents on the reels became
known as the Pumpkin Papers. Chambers’ microfilm created a media bombshell, and at the end of 1948,
questions regarding security, loyalty, Soviet agents, and stolen classified documents swirled even more intensely

around the State Department.”®
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N\ Owverseas Security /)

The introduction of Bannerman’s overseas security officers, or “assistant attachés,” as they were called,
led to the development of several new security practices at U.S. posts abroad. One was a requirement that each
embassy, legation, and consulate submit an emergency plan describing how it would respond in the case of natural
disaster or human-instigated emergencies. These plans detailed the various aspects of the post’s response, including
the destruction of files, codes, stamps, and equipment; evacuation procedures and routes; announcements to U.S.
citizens in country; and operation of post communications during the event.’” Some emergency plans, such as
those of the U.S. Embassies in Santiago and San Salvador, had to consider several scenarios including earthquakes,
volcanoes, civil disorder, or war. The U.S. Legation in Beirut focused on public disorder and civil war; meanwhile,
the U.S. Legations in Warsaw and Bucharest planned
only for a World War III scenario.>®

Improvements in embassy security, however,

were hampered by a shortage of trained professionals.
During the war, the Department had halted
recruitment of new Foreign Service Officers, and
created the Foreign Service Auxiliary to meet its
personnel needs. As a result, the Department suffered
a 10 percent decline in career officers by the mid-
1940s. The expansion of U.S. activities overseas and
greater involvement of the United States in world
affairs exceeded the Department’s capacity, particularly
in relief work and reconstruction of war-torn areas.
As one indicator of the Department’s expansion, the
Department received and took action on 246 airgrams
and telegrams in January 1942; in January 1944, the
number was 4397. In another example, incoming

communications traffic at the U.S. post in Tangiers

rose 40 percent in the years immediately following the Fae % @ o e Bonlis R sl B

war, while its outgoing traffic increased by 70 percent, Whittaker Chambers from his field near Westminster,
Maryland. — Chambers led Richard Nixon to the spot,

with the post constantly asking for more code clerks. and the microfilm reels held several classified Department

The U.S. Congress, however, was in a budget—cutting of State documents. This document, dated February 15,

) ) o ) ) 1938, discusses the situation in Vienna after Hitler took
mood, imposing additional difficulties for Department control of Austria during the Anschluss. Source: Associated
officers who were trying to balance their mandated and Press photograph in Library of Congress, New York World-

Telegram and the Sun Collection.

expanding tasks with the shortage of personnel.*
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U.S. postsoverseas felt the personnel shortagesacutely. InJanuary 1947, U.S. Ambassador to Czechoslovakia
Laurence Steinhardt complained that despite reopening the U.S. Embassy in Prague nearly two years earlier, the
Department had still not sent a trained code clerk to the Embassy.®® Steinhardt’s complaint was not unusual;
several posts faced a severe shortage of code clerks, guards, stenographers, and other personnel, and sought to
resolve the shortage by hiring men from the U.S. Armed Forces. The U.S. Embassy in Paris “requisitioned” six
enlisted men from the U.S. Army, and the Embassy in Vienna hired eleven. The U.S. Mission in Berlin hired
eight Army cryptographers and, a month later, asked for six more. In Tehran, the shortage of personnel prompted
the Chief of Mission to assign an embassy guard to the task of distributing “confidential and unclassified mail,
preparing diplomatic pouches, and other duties ordinarily performed by a...security clerk.”®" Other posts, such
as the U.S. Consulates in Berlin, Bremen, and Frankfurt, as well as the Political Advisor to Germany, turned
to locals to serve as clerks, receptionists, stenographers, and charwomen. In fact, the commanding general of
Allied-occupied Germany encouraged the hiring of non-Nazi Germans for clerical positions; however, the foreign
nationals were not authorized to handle classified material.®> The post in Tangiers moved one stenographer to code
work, only then to have its remaining stenographers resign in protest, leaving Tangiers begging for replacements
and facing a future when it would not be able to communicate with Washington. Loy Henderson, the Director
of the Office of Near Eastern and African Affairs, considered the Tangiers situation typical. The post’s plea for
more staff, he said, would be “helpful” in the Department’s talks with the Bureau of the Budget and members of
Congress. However, most posts that requested additional personnel, such as the Embassies in Santiago and San
Salvador and the U.S. Consulate in Saigon, merely received a polite “No.”®

Despite the shortage of personnel, the Department still needed to give consideration to the personal safety
of FSOs and U.S. citizen employees overseas. The Tehran Embassy desperately needed code clerks; however, it
specifically requested two male code clerks. When the Department assigned two women to Tehran, Embassy
officers reminded Foggy Bottom that women occupied “a position of inferiority and inequality” in Muslim
countries. “Even beggars, who cringe before a feeble youth,” wired the Embassy, “feel themselves licensed to
take liberties with unescorted women in broad daylight.”®

Marriages overseas generated another security challenge for the Department-- the specter of espionage. Shortly
after the war, the Theater Commander in Germany informed U.S. Consulates in Munich, Stuttgart, Frankfurt,
Bremen Hamburg, and Berlin that all prospective U.S. employees must be told that they could not marry a
German, Hungarian, Rumanian, or Bulgarian citizen, and to do so “will result in immediate termination and
repatriation.” This was a more stringent policy than that defined by Department of State regulations. Department
regulations required employees to request permission to marry, and submit a letter of resignation that would go into
effect if the request was denied. While the marriage request was under review, Department regulations stipulated
that the employee was to be denied access to classified codes and papers. If the Department approved the marriage,

the couple was transferred to another post away from the foreign national spouse’s country of origin.®
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The Department’s policy regarding marriage to foreign nationals, combined with the personnel shortage
of the immediate post-war period, led some to question the policy. For example, in Prague, the U.S. Embassy
had only one code clerk, who requested permission to marry a Czech. The situation confronted the Embassy
with a situation of possibly not having someone able to do code work. By 1949, however, the issue was open
for discussion, since many people were not satisfied with a policy that either dismissed a good Foreign Service

employee or took away a Foreign Service Officer’s security clearances because of whom they chose to marry.%

O\ Eastern Europe and Embassy Security />

As an Iron Curtain fell over Eastern Europe, embassy security, as one Foreign Service Officer noted,
required far greater “vigilance than would normally be expected.”® In this sense, Bannerman’s overseas security
officer program proved exceedingly well timed, because the U.S. Embassies in Warsaw, Prague, Budapest, Sofia,
and Bucharest found themselves on diplomatic security’s front lines.

Difficulties with Iron Curtain governments began in early 1946, and the Embassies’ local employees
were among the first caught up in the emerging Cold War hostilities. Polish, Czechoslovak, Hungarian, Yugoslav,
Rumanian, and Bulgarian secret police and plain-clothes agents began arresting and questioning the local nationals
hired by U.S. Embassies to serve as chauffeurs, clerks, charwomen, and other positions. They also detained and
questioned people who visited the Embassies. Authorities particularly targeted those individuals who had worked
for U.S. posts before World War II and had continued to do so afterwards. Many arrests occurred just after work
or at night, with relatives and friends not knowing the reasons for the arrest.®® Eastern European secret police
questioned them about U.S. Embassy activities and routines, and about the information to which they had
access. Many of those arrested or detained endured several hours of interrogation; others were jailed for several

weeks, and a few were tried for “anti-state activities.”

However, Eastern Bloc agents and secret police were
more interested in forcing the employees to spy on
U.S. Legations and Embassies. By 1948, U.S. posts
in Eastern Europe noted that the secret police were
“framing” local employees; meanwhile, the employees

feared U.S. officials would fire them because the local

Communist governments were forcing their spouses Figure 15: SY technical engineers found this listening
device in the U.S. Embassy in Prague in 1954. During
the early years of the Cold War, SY found many listening
The harassment and intimidation by Communist devices in U. S. Embassies in Soviet bloc countries. In
Jact, between 1948 and 1961, SY engineers discovered
more than 95 percent of all listening devices found by all
such as fingerprinting, into an ordeal of fear and U.S. Government agencies. Source: Bureau of Diplomatic
Security Files.

to join the Communist party.®

authorities transformed routine security measures,

propaganda. Although the Department encouraged
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the U.S. Embassy in Warsaw to explain to its local employees that fingerprinting was required of all U.S.
Government employees and “represent[ed] no special treatment or discrimination,” the explanations likely offered
little reassurance to Polish employees who were “already under constant pressure from the Polish secret police.”
Furthermore, the U.S. Embassy in Warsaw expressed concern to the Department that the Polish Communist press
would publish stories about the fingerprinting requirement that had the “facts so twisted so as to instill...fear.”
Besides, asked the Embassy, why fingerprint employees who had never travelled to the United States, and faced
litcle likelihood of ever obtaining a passport from the local Communist government?”

U.S. diplomats in Eastern Bloc countries strongly objected to the host governments' harassment and
intimidation, and the United States formally protested the poor treatment accorded its employees.”” On the
occasion that local authorities detained an employee, the Embassy assisted the employee by keeping them on the
payroll, placing him/her on authorized leave, or paying the employee’s salary to the spouse so that the family could
survive during the employee’s detention.” In 1948, the Department formalized its policy for protecting its Iron
Curtain local national employees who were in extreme danger. The policy amounted to smuggling the employee,
as well as his or her spouse and dependents, out of the country and paying the family’s expenses.”

Harassment and detention of local employees contributed heavily to the break in U.S.-Bulgarian relations
in 1950. In Sofia, U.S. Legation officers strove to ensure the security of the Legation’s local employees. The
suspicious deaths of three of Legation’s local employees while in detention; the arrest, detention, and intimidation
of many others; and restrictions placed upon the U.S. Legation by the Bulgarian Communist government irritated
the already prickly bilateral relations between the two countries. The U.S. Legation’s senior local employee,
Mikhail Shipkov, was arrested and brutally interrogated by the Bulgarian security police. Beginning in October
1949, in an effort to protect Shipkov, U.S. officials hid him in the Legation for more than three months. John C.
Campbell, the Officer in Charge of Balkan Affairs, told Assistant Secretary of State for European Affairs
George W. Perkins that he was willing to break relations with Bulgaria’s Communist government if it meant
getting Shipkov out of the country. Campbell believed that an aggressive, steadfast course of action regarding
treatment of U.S. post employees would not only “enhance the prestige” of the United States, but the act of
breaking relations with Bulgaria might “indirectly bring about better treatment of [U.S.] missions in other satellite
states.””* After the Bulgarians accused U.S. Minister Donald R. Heath of trying to overthrow the Bulgarian
Government and declared him persona non grata, the United States broke relations with Bulgaria in February
1950. However, the United States could not get Shipkov out of the country. Despite a Department of State
affidavit, formally presented to the Bulgarian Government, citing Shipkov’s innocence, he was arrested and tried
for espionage, then sentenced to 15 years in prison.”> The Department’s press release about the break in relations
cited only the accusation of conspiracy against Heath, but, as Minister Heath made clear in a radio address on
Washington DC’s CBS affiliate WTOP, the treatment of Embassy employees such as Shipkov played a central role

in the break of U.S.-Bulgarian relations.”
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U.S. citizens were not immune to similar treatment by East European police. U.S. diplomatic officials
reported receiving increased attention from the Polish secret police (UB), which included being followed,
receiving police escorts to and from engagements, and having their chauffeurs questioned and subjected to
surveillance. The Polish secret police also arrested and questioned two U.S. citizens, both women who served as
translators, and held one of them for several months.”” The UB also visited Julian Nowakowski, a U.S. citizen
living in Warsaw and employed by the U.S. Embassy. They pressured him to become an informant, and warned
him that “he should consider the safety of his wife and child” before declining the assignment. U.S. officials
quickly transferred Nowakowski and his family out of Poland. By 1949, the hostile surveillance and treatment
of U.S. Embassy personnel had increased to the point where Ambassador Waldemar ]. Gallman anticipated that
a member of the Embassy staff would soon be accused of espionage, and that the Department should prepare
countermeasures.”®

In Eastern Europe, espionage was pervasive. The U.S. Embassy in Warsaw terminated the employment of
one Polish employee due to suspicions of his honesty and reliability. Another Polish employee admitted that his
main job was to compromise individual Americans and the Embassy itself, in order to force the withdrawal of
the U.S. Mission from Poland. The head of the American Section of Poland’s Foreign Ministry conceded that
his Government not only had planted agents among Embassy employees, but also obtained copies of Embassy

documents. “You would be surprised to learn what

comes out of wastepaper baskets everywhere,” he told
U.S. officials.” The Czech police had charwomen
collect the contents of the wastepaper baskets of the
U.S. Embassy in Prague. In what was perhaps not a
judicious choice, Embassy officers helped one elderly
charwoman by giving her papers of no worth. U.S.
officials in Prague also planned to expose the waste
paper operation, but Washington discouraged this,
fearing it would antagonize Czechoslovak officials,
encourage retaliation against employees, and drive

such activities further underground.®

Espionage and other hostile activities intensified Figure 16: Special Agents Protect Secretary of State George C.

against U.S. posts in Eastern Europe in the late Marshall during a 1948 trip to Athens, Greece. After World
o War II, U.S. Secretaries of State began travelling abroad

1940s. Local newspapers accused U.S. missions and often, and the security detail for the Secretary was extended to
personnel of “systematically plot[ting] against the overseas travel as well. In this photograph, Regional Security
B ; C Officer Ralph True (standing, second from left) looks on

governments” of the “people’s democracies.”  'The as Secretary of State and Mrs. Marshall prepare to depart

Athens. Source: Department of State.

U.S. Legation in Budapest feared that additional
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attacks from the Hungarian press would soon lead the Hungarian government to order U.S. Embassy personnel
to leave.®" FSOs found microphones hidden in the U.S. Embassy in Prague and searched for similar “bugs” in

Budapest. Several listening devices were discovered in other Eastern Bloc countries over the next few years.®?

N Partition of Palestine: A Portent of the Future />

The United Nations’ partition of Palestine in November 1947 brought security threats to U.S. posts overseas
into high relief and foreshadowed the future of diplomatic security. With partition, tensions between Jews and
Arabs threatened Department of State personnel and facilities. The tensions and subsequent hostilities resulted
in the bombing of the U.S. Consulate in Jerusalem, the murder of the U.S. Consul General, the kidnapping of a
U.S. Foreign Service Officer, and the murder of one United Nations diplomat. The incidents in turn prompted
the introduction of several security measures now common at U.S. posts abroad.

As Great Britain, the United States, Arab states, and Zionist groups debated the future of Palestine after
the war, tensions and isolated incidents between Arabs and Jews in the British colony increased. In October 1947,
U.S. Consul in Jerusalem Robert B. Macatee, reported, “Arab bitterness at Americans is apparent on all sides.”
On October 13, unknown assailants bombed the U.S. Consulate in Jerusalem. Although the bombing appears to
have been more frightening than damaging, by December 1947, Macatee noted that for reasons of personal safety,
U.S. personnel “were virtually confined in security zones maintained by British” forces. Even the routine matter of
meeting the diplomatic courier had become “hazardous,” “require[d] a police escort,” and threatened to “become
impractical [at] any time.” Macatee also said that travel by rail was no longer possible, and that continued service
by Arab messengers, chauffeurs, and servants was increasingly “problematical.”®?

With Great Britain preparing to end its mandate over Palestine and pull out its troops in 1948, the
U.S. Consulate, like other foreign posts in Jerusalem, began seriously considering protection for its personnel
and facilities. Consul General Macatee acknowledged that after the October bombing, the British Palestine
Government had “generously singled out [the] American Consul General...for special treatment by giving us
guards while refusing [guards to] others.” Insecurity, however, remained. Many local guards deserted their posts;
meanwhile, British authorities struggled to maintain some semblance of general security. Since the Consulates
of Egypt, Syria, Iraq, Saudi Arabia, and Transjordan had private guards, Macatee proposed that the Department
send 290 U.S. Marines to Jerusalem. That number could provide details of 8 men during the day and 12 at night,
along with escorts for Consulate officials as they moved about the city. The Department responded that it had
“no intention of recommending the use of Marines,” but Macatee’s proposal was leaked to the press by the British
office and provoked a “strong reaction” from the Jerusalem public.?

Macatee’s proposal for 290 Marines prompted a series of discussions by Department officials regarding
the protection of U.S. personnel, and the type and number of diplomatic and consular activities to provide in

Palestine. The Department proposed sending a dozen civilian guards to Jerusalem. The limits of the civilian
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guard program became apparent, however, when one newly assigned guard arrived lacking experience and any
knowledge of firearms. On February 6, 1948, Macatee urged the Department to “send [a] security expert to
analyze [the] situation and make recommendations,” because the imminent departure of British troops would
leave the Consulate in a “no-man’s land” between the Jewish and Arab quarters.®> With Macatee casting profound
doubts upon the Consulate’s ability to operate after the British withdrawal, Assistant Secretary of State for Near
Eastern Affairs Loy Henderson recommended to Under Secretary of State Robert A. Lovett that the U.S. Consulate
in Jerusalem reduce its activities rather than close its doors. Conceding that the situation was “deteriorating,” the
Department ordered that the Consulate move most of its operations to Haifa. By mid-April 1948, Consulate
personnel had transferred much of its activities, personnel, and files to the Mediterranean port.®® The murder of
Macatee’s successor, U.S. Consul General Thomas C. Wasson, by a sniper on May 22, 1948, and the subsequent
kidnapping of a U.S. Consular official in August ended the debate over guards. Shortly afterwards, 42 Marines
arrived to protect the Consulate in Jerusalem. Ultimately, that number was reduced to 15 Marines, with 2
Marines on duty 24 hours a day in 1949, after a truce ended the fighting.?”

The task of guarding the new U.S. Embassy to Israel, located in Tel Aviv, proved to be a logistical headache.
In May 1948, Britain withdrew its troops from Palestine, Israel declared itself a nation-state, and Egypt, Lebanon,
Syria, and Transjordan then attacked Israel, starting the first Arab-Israeli war. The extremely high demand for
housing and office space in Tel Aviv forced the mission to accept a house for the Ambassador’s residence that
was 12 kilometers away from the chancery, and Chief of Mission James G. McDonald commuted the distance

daily.®® The 12 kilometers forced the posts Security

Officer to divide his 12-man civilian guard force
between the chancery and the residence. Depending
on the state of tensions, Tel Aviv security officials
assigned one to three Israeli police officers to enhance
security.® In addition, the guards’ housing (located
several blocks from the chancery) did not have a
telephone, and “irregular” and “in some cases non-
existent” telephone service plagued both the chancery
and residence. Guards used SCR-300 radios to ensure

communications among themselves, and ordered

walkie-talkies to maintain contact with Israeli police.”® Figure 17: The Body of Count Folke Bernadotte, UN
Mediator for Palestine, Lies in State in Jerusalem, Isracl,

When U.S. Marines took over guard duties in 1949, September 1948.  The deaths of Bernadotte and of U.S.
the guard detail still did not have a jeep. The mission’s Consul General Thomas Wasson were part of a set of

) o terrorist threats in Palestine during 1947 through 1949
severe shortage of cars raised the possibility that guards that foreshadowed diplomatic security efforts in the future.
might need to hire taxis for transportation in the most Source: © Associated Press.
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dire or routine circumstances. Mission officers had already employed taxis to transport classified documents and
themselves between the chancery and the residence when McDonald moved his office to the residence for security
reasons. Ultimately, the Security Officer admitted that, in an emergency, “the safety of both the Embassy and the
residence . . . [was] dependent on the ability and resourcefulness of the one Marine stationed at each place.”

The murder of Count Folke Bernadotte, the United Nations mediator in Palestine, by a Jewish extremist
group in September 1948 forced significant changes to the Tel Aviv post’s security procedures. The costly Chief
of Mission’s residence now proved its worth. Located on a hill surrounded by a fence, the residence, said the
security officer, was “comparatively ideal for protection.” With a “blanket threat” issued against all Americans,
Israeli police placed three officers on constant duty outside the chancery. Mission officers were told to remain at
mission offices “as much as possible,” and Israeli police and mission guards escorted Chief of Mission McDonald
to and from the chancery. After a short time, at the security officer’s insistence, McDonald stopped commuting
and set up his office in his residence. Other post officers spent nights at the residence so “their insecure abodes
would not be identified.”

Post communications proved an easier problem for the Department of State to resolve. Like many posts, the
U.S. Consulate in Jerusalem had utilized commercial telegraph facilities; however, with the May 1948 withdrawal
of British forces, officials deemed a disruption in commercial wire services “very likely.” One week before British
troops left, the U.S. Navy flew in 30,000 pounds of radio equipment, including two radio transmitters and a
gasoline-powered generator, as well as a team of 12 naval communications personnel. The Consulate housed
the naval communications office next door in the Convent of the Rosary, and made agreements with the Mother
Superior to house and feed the Navy technicians.??

The U.S. Mission Tel Aviv faced a similar situation. Shortly after opening, it wired Washington, stating that
its only means of safe communication was the RCA (Radio Corporation of America) office. It also reported that
its mail was “censored” and that it had no pouch or courier service. Within a week, Tel Aviv was incorporated
into the courier route from Cairo, and soon afterwards the mission obtained radio equipment and a code room.**

Despite the killings of Bernadotte and Wasson, the kidnapping of a U.S. consular official, and the bombing
of the U.S. Consulate in Jerusalem, Department officials sought to cut the Tel Aviv mission’s security expenses in
order to meet “drastic budget restrictions.” Just a few weeks after the Bernadotte murder, Under Secretary Lovett
asked the Tel Aviv mission how much longer it needed the “special temporary guard detachment;” McDonald
informed him that the continued emergency still demanded the guards. The Department of State later proposed
renting out part of the chancery as a means of offsetting costs, but the mission shot back that the proposal “defeats
the entire objective [of] security.”® When the Department balked at approving the lease for the Chief of Mission’s
residence on the hill, McDonald informed Washington that if the Department rejected the lease, “I risk being
forced [to] live in a tent.” The post Security Officer put it more bluntly, “i# is imperative that the present residence

be maintained. There is no other comparative house in the Tel Aviv-area that offers a similar degree of security.”®
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Fiscal economies in Washington still created diplomatic security problems at the U.S. mission in
Israel. For more than a year, Tel Aviv mission officers warned the Department that they had only two
people who could handle classified material, and that both were working long hours and seven days a
week. One was McDonald’s daughter, who served as his personal secretary. The other person, Bernard
Piatek, marked, typed, and filed all of the mission’s classified materials, which made up 85 percent of the
mission’s correspondence. He also prepared diplomatic pouches.”” The mission, on numerous occasions,
pleaded with Washington for another secretary and file clerk who could handle classified materials, but
the Department either denied the request due to budgetary constraints or failed to send the people.®®
Mission officers soon began venting their frustration to Washington. McDonald bluntly asked Joseph
Satterthwaite, Director of the Office of Near Eastern and African Affairs, how Washington could expect
reports if they sent no one to write them. The post’s Counselor, Charles Knox, sardonically wondered if
“the Department [was] under a misapprehension regarding the clerical utility of the 12 guards and the
Post Security Officer.” By September 1949, a security survey revealed that not only had the problem
remained unresolved, but that the Tel Aviv mission, out of sheer necessity, allowed alien employees to
handle and/or type classified materials.”

In Tel Aviv and Jerusalem, U.S. ofhicials also faced the problem of espionage. One member of the Navy
communications team in Jerusalem reported that his girlfriend had “requested him to give her copies [of] all
messages (coded and clear) received by the Consul General.” Microphones were found at U.N. headquarters
in Tel Aviv and Haifa, and Israeli government agents approached one local employee of the Tel Aviv mission.
The Department of State warned the Consul General in Jerusalem that two Polish consulate ofhcials were
possibly intelligence agents. When the Department requested the Regional Security Officer (RSO) in Cairo
to travel to Tel Aviv and survey the mission for security breaches, the RSO found that a workman had installed
an extra telephone in the Military Attaché’s office, and that a local tenant had installed a private radio antenna

on the roof of the attaché’s office.'®°

N\ Marine Corps Guards: Resolving a Problem, Creating a Tradition /)

Embassy guards constituted perhaps one of the most troubling and persistent problems for the Department
of State during the immediate aftermath of World War II. Even though diplomatic protocol dictated that the host
government bore “the ultimate responsibility” for the protection of all diplomats accredited to their nation, U.S.
Embassies, Legations, and Consulates generally hired U.S. private citizens as embassy guards and local foreign
nationals as night watchmen to provide basic security from theft, vandalism, espionage, and other crimes.’!
Practice, however, varied from region to region. For example, in Chile and Iran, the local governments provided
guards for U.S. Embassies.'® In and near theaters of war, U.S. Army soldiers assumed the responsibility, or in the

case of London, the Marines did.'®3
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The problems mounted as the Department reopened Embassies, Legations, and Consulates in liberated areas
and newly emergent nations after the war. One problem was a shortage of civilian guards. In Rome and Berlin,
the U.S. Army, at the Department’s request, continued to provide soldiers as guards.’® Amid the rising tensions of
the Cold War and decolonization, distrust of local guards and night watchmen grew. One SY official admitted that
local guards “were subject to political pressure;” meanwhile, another said that night watchmen prevented theft but
probably would stop few security breaches. One Foreign Service Officer confessed that his post’s gatekeepers and
guards were a security problem because they were generally “uneducated” and “badly paid.”*%

The characteristics of U.S. citizens serving as embassy guards raised other issues. Many were “older persons
of limited education, experience, and physical endurance,” and the younger guards “usually lacked interest in their

assignment and quite often accepted such employment for ulterior purposes.” Few were willing to relocate to any

Figure 18: The Organizational Chart for the U.S. Embassy in El Salvador. Under “Miscellaneous,” John Hunter, the “Night
Guard” (a U.S. civilian guard), is listed as oversecing the work of five messengers, two houseboys, two gardeners, and two
charwomen, in addition to his guard duties. Civilian guards were among the lowest-paid U.S. citizens positions at an embassy.
Difficulties and higher expectations after World War 11 led to the Marine Security Guard detail. Source: Department of State
Records, National Archives and Records Administration.
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post in the world, particularly given the low salary that they received (their pay was less than most Embassy clerks).'%
Common private sector issues such as overtime, drunkenness, and poor performance compounded the situation.
Despite Departmental instructions that guards receive overtime pay for all work in excess of 40 hours per week, some
post and department officers complained when guards requested it, and in at least one instance, a guard resigned over
the issue.®” Since many post budgets permitted only minimal overtime, officers-in-charge granted compensatory time
(losing the guard’s services at a later date) or simply did without the security. Moreover, with postwar demobilization
and the occupation of Germany, Army officials wanted to move their troops to other assignments.'*®

By 1947, it became evident that existing arrangements for embassy guards did not meet the minimal
needs of the Department, and Department officials decided to “overhaul” the embassy guard system. As one
official remarked, “the proper protection required for our sensitive operations abroad” necessitated “a group of
physically fit, well-trained and disciplined, smart appearing” guards.'® The Foreign Service Act of 1946, in
Section 562, authorized the Secretary of the Navy to provide enlisted men from the Navy and Marine Corps “to
serve as custodians...at an Embassy, Legation or Consulate” upon the Secretary of State’s request. Section 562
was intended for emergencies; however, when the Army needed to pull troops from guard duty in Rome, the
Department of State drew upon Section 562 and asked the Navy to provide Marines to replace the soldiers.''°

In early 1947, Department of State officials turned to the U.S. Army to create a formal embassy guard program
and said that they were willing to split the costs with the War Department.!! The Army was the first choice, partially
due to the Department’s experience during World War II, but also because Secretary of State George Marshall (a
retired General and former Army Chief of Staff) and Assistant Secretary of State for Administration Carlyle Humelsine
(a former Colonel) had Army backgrounds. Army officials were interested, and talks were progressing well by late
1947. However, the Secretary of State’s Legal Advisor reminded Secretary Marshall that the 1946 act required the
Department to consult with the Navy for security guards, which forestalled an agreement with the Army."'?

The Marine Corps was very interested in the embassy guard program and accepted; however, it did so for
reasons of inter-service politics and institutional survival, not from a “tradition” of protecting U.S. diplomatic
posts. USMC Lieutenant Colonel Wade Jackson, who with his friend Humelsine negotiated the Department of
State -Marine Corps agreement, later admitted that the Marines had accepted embassy guard duty principally as
“a political expediency, back-scratching thing to enlist [Secretary] Marshall’s support.”'® In 1947 and 1948, the
Marine Corps saw itself in an unfavorable position. The Truman Administration was reorganizing the military
and created the new Department of Defense. Amid reorganization, inter-service competition for positions, roles,
and resources intensified, as did a debate over whether to include the Commandant of the Marine Corps as a
member of the Joint Chiefs of Staff. There were also proposals to cut the Marine Corps sharply, or even end it
altogether. The Corps’ forces had declined from nearly 500,000 men in 1945 to 83,000 in 1948, and declined
further before the Korean War broke out in 1950. Congress and the public were also concerned about the federal

budget and inflation, and budget cuts were common. When the Department offered the “high profile” task, the
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Marine Corps jumped at it. Jackson and Humelsine
completed most of the negotiations in private
conversations. On June 22, 1948, Under Secretary of
State Robert Lovett formally requested 300 Marines
to serve as embassy guards, and the Secretary of the
Navy authorized it a month later. The understanding
on both sides was that this was a short-term task, not
a permanent program.''4

Anticipated as only temporary, the Marine Security
Guard program placed 300 Marines at 26 embassies,
but it did not end the need for civilian guards. Marines
appeared--in civilian clothes, not dress blues--only at
major posts in Europe, Latin America, and the Middle
East, with posts in South Korea, Thailand, Ceylon (Sri
Lanka), and Tangiers rounding out the list. Most posts
had five Marines, with larger contingents at major

U.S. embassies in Europe.”> With the arrival of the

. . . Marines, civilian guards stationed at those posts faced
Figure 19: Carlyle Humelsine, Assistant Secretary of State > & p

for Administration. Humelsine and USMC Lieutenant a number of possible futures. Some were transferred
Colonel Wade Jackson negotiated the agreement that created
the Marine Security Guard program at the Department of

State.  Source:  Department of State Records, National assumed new tasks such as supervisor of messengers or
Archives and Records Administration.

to posts where Marines were not assigned; others

administrative assistant. The Legation in Beirut kept

one civilian guard to serve as translator because none of
the Marines spoke French.'® Several embassies that obtained Marine guards continued to employ local nationals as
guards because Marine Security Guards only stood watch when the embassy’s offices were closed. During working
hours, U.S. embassies still relied upon locals or had no guards on duty.'”

All parties quickly came to appreciate the benefits of the Marine Security Guard program. Within seven years,
an SY ofhcial acknowledged that Marine Security Guards had become “accepted as a normal personnel practice”
and that a U.S. tourist “now expects to find a capable young Marine” when contacting the mission “outside
normal work hours.” Moreover, the Marine Corps took “great pride” in their contribution to the Department
of State, not to mention recognizing the advantages that the increased visibility offered for the service’s prestige
and recruiting. For Marines, embassy work was popular duty. The Department also appreciated that the Marine

Corps paid the administration, salaries, health care, leave, and other expenses, reducing a post’s guard expenses by

50 percent or more.''8
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Some posts, however, opposed using the Marines
as guards, particularly those in the Near East and
South Asia. In 1950, the Regional Security Officer
in Cairo admitted that most Chiefs of Mission in
the region strongly preferred “middle-aged, married,
civilian guards.” In South Asia (India, Afghanistan,
Pakistan, and Sri Lanka), posts expressed concern
that “the memory of the British uniform still rankles.”
Saudi Arabia, Afghanistan, and other Muslim nations,
as well as Yugoslavia, opposed the presence of foreign
military personnel in their territory. In the case of

Saudi Arabia, the Department told its Embassy that in

negotiating with Saudi officials, it should “minimize”
Figure 20: A Diplomatic Courier (left) waits in the
Department of States mail room in 1948 as diplomatic
“civilian guards” who will be unarmed and “attired in pouch contents are sorted and logged. After World War
1L, couriers replaced Desparch Agents as the Departments
primary carriers of important documents.  The courier

special passports to Marine guards heading to Saudi system resulted, iﬂpﬂl’l’, because air transport had df?/t’lﬂpfd
so significantly. Source: Department of State.

the men’s status as Marines and “emphasize” them as

civilian clothes at all times.” The Department issued

Arabia, stating simply that they were on “official

business for the Department of State,” and displaying

photographs of the Marines in civilian clothes.'®

O\ Couriers Replace Despatch Agents /)

After World War I, the Department of State’s courier system replaced the Despatch Agent system as the
primary carrier of the Department’s 