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DSS THEN AND NOW: THE FIRST CENTURY OF THE DIPLOMATIC SECURITY SERVICE

INTRODUCTION
A TRADITION OF VIGILANCE

The U.S. Department of State’s Diplomatic Security Service,
often known by its initials DSS or DS, traces its origins to 1916
and was formally established in its current form in 1985 to
address growing security concerns as terrorists and militants

increasingly targeted American diplomats at home and abroad.

Although the first organizational structures of DSS were put
in place in the World War I era, privacy and security were
integral to American diplomacy even from before the founding
of the nation. However, the State Department of past eras was
a comparatively tiny organization, and often the diplomats
themselves were conducting rudimentary security as part of
their wide-ranging duties. By 1916, the United States found

itself emerging as a world power while grappling with complex
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international threats. This led the State Department to establish
for the first time a cohesive group of permanently assigned

professionals to focus specifically on diplomatic security.

Ever since, Diplomatic Security specialists have continuously
adapted to meet evolving risks. Today, DS supports all aspects
of diplomacy. DS professionals can be found around the globe,
at American embassies, consulates, diplomatic meetings, even
at international sporting events, as well as behind the scenes
in international investigations or partnering with federal law
enforcement or foreign security professionals. DSS agents,
engineers, couriers, technical specialists, and others are on
duty around the clock across 24 time zones to provide a safe

and secure environment for the conduct of U.S. foreign policy.



BEGINNINGS...

Diplomacy is as old as civilization
and always has relied on security.

For thousands of years, heralds and trusted emissaries have been allowed safe passage in
foreign lands under diplomatic protection. Such diplomatic security can be traced in writing to
ancient Greece and Rome (in The lliad, Homer refers to heralds of the two adversarial powers as
“messengers of Zeus and men"), but the practice was widespread among diverse cultures. Persia,
China, the Aztec and Incan empires, Benin, and Buganda all employed emissaries and developed
courier services and communication networks to protect emissaries and their confidential
official messages. Writing seven centuries ago, an Islamic scholar in Cairo recommended that
delegations travel with at least three emissaries: a man of learning to conduct negotiations,

a scribe to record the outcome, and a watchful “man of the sword"” to protect the group.
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From American Independence to the 1900s

From the American Revolution through the early 1900s, U.S. foreign policy focused on establishing
and preserving the nation, developing international trade, expanding national borders, and asserting
regional interests. In this era, when American representatives overseas primarily conducted
business and trade, diplomatic security was mainly concerned with ensuring private channels

of communication between Washington, D.C., and the nation's emissaries and consuls.
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I VO R LD EV E N TS |

| 1775-1783 | 1 1789 |

Revolutionary War and U.S. establishes the

Independence world’s first constitutional
democracy

| 1789 -1799 /
French Revolution

/ 1837 -1901 /
Queen Victoria's reign

| 1846 - 1848 /
U.S. War with Mexico

| 1861 -1865 /
American Civil War

1 1900 / / 1901 / / 1905 /
Boxer Rebellion in President McKinley Russo-Japanese War
China assassinated

Photo at left: Secretary of State William Seward (1861 — 1869)

/ 1812-1815 /
War of 1812

| 1865 /
President Lincoln
assassinated

1 1914 |
Panama Canal opens

/1812 |
Napoleon invades
Russia

| 1881 /
President Garfield
assassinated

/ 1823 /
Monroe Doctrine

/1898 |
Spanish-American War
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HOW DIPLOMATIC SECURITY EVOLVED: BEFORE THE 20TH CENTURY, THE U.S. APPROACH TO DIPLOMACY
WAS VASTLY DIFFERENT AND LESS COMPLICATED THAN TODAY. THE UNITED STATES WAS NOT A WORLD
POWER, AND THE ENTIRE STAFF OF THE U.S. DEPARTMENT OF STATE TYPICALLY NUMBERED IN THE

DOZENS. DIPLOMACY WAS FOCUSED ON TRADE AND COMMERCE. IN THE ABSENCE OF A LARGE GROUP OF
PROFESSIONAL DIPLOMATS, PRESIDENTS FREQUENTLY SENT MILITARY OFFICERS ON DIPLOMATIC ERRANDS.

ComMITTEE OF SECRET CORRESPONDENCE: Diplomatic security
went hand-in-hand with the birth of the United States. In
November 1775, during the earliest months of the American
Revolution, the Continental Congress established the
Committee of Secret Correspondence to undertake secure
communication with potential allies. The committee later
evolved into the Foreign Affairs Committee and, under the
U.S. Constitution, the Department of Foreign Affairs before

being renamed the Department of State.

FIRST DIPLOMAT, FIRST SECURITY THREATS: In December 1776,
Benjamin Franklin arrived in Paris as the first U.S. diplomat.
He immediately faced pervasive diplomatic security threats
that included regular intercepts of his messages. It was later
learned that Edward Bancroft, trusted member of the
American mission, was on the British payroll and shared all

U.S. correspondence.

et s

U.S. Army soldiers were part of an eight-nation force that broke the 55-day
siege of international diplomatic compounds in Peking (now Beijing), China,
during the Boxer Rebellion in the summer of 1900. (Artwork courtesy U.S.
Army Center for Military History)
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DispATCH AND DESPATCH: As the young nation established
itself, the State Department developed a network of
dispatch ships, bearers of dispatch (sometimes called
“despatch”), forwarding agents, and dispatch agents to
ensure the safe delivery of vital correspondence with sea

captains and trusted merchants.

WARY OF DIPLOMATIC ENTANGLEMENTS: Diplomacy was not
given high priority by the nation’s founders, who often
distrusted the inherent secrecy of old world diplomacy.
When diplomacy was deemed necessary, it often was
intertwined with military affairs. Former soldier William
Eaton, U.S. consul in Tunis, led a contingent of Marines and
sailors into Tripoli during the First Barbary War. In 1846,
President Polk dispatched Marine Lt. Archibald Gillespie to
Mexico’s California province to deliver confidential

diplomatic messages, committed to memory, that would

help lead to California statehood.

U.S. Marines were frequently deployed to China in the 1890s and continuously
from 1905 through the start of World War Il. The photo above was taken
circa 1918-1922 atop the newly completed West Barracks in central Beijing.
(Photo courtesy Chinamarine.org)



Secretary of State William Seward, was stabbed the same
night as the Lincoln assassination, then was guarded by
amilitary detail. In 1866 he sent the first diplomatic cables
to overseas posts. (Library of Congress)

Lafayette Baker, a self-styled “secret service detective,”
was temporarily hired by the State Department during
the Civil War to investigate passport fraud and to monitor
and detain Confederate sympathizers seeking contacts
with foreign nations. (Library of Congress)

CiviL WAR DIPLOMACY AND A
DIPLOMATIC DETECTIVE: In the U.S.
Civil War, American diplomats sought
to prevent international recognition
of the Confederacy. The State
Department in that era still had some
domestic authorities, and President
Abraham Lincoln placed Secretary of
State William Seward in charge of
detaining political prisoners, spies,
and those suspected of disloyalty to
the Union. Seward implemented a
system of passports to better monitor
and detain Confederate sympathizers
suspected of seeking contacts with
foreign nations. He worked closely
with a special agent, Lafayette Baker,
who used the term “secret service” to
describe the group of unofficial
detectives investigating international
Confederate threats. In April 1865,
pro-Confederacy conspirators
stabbed Secretary Seward the same
night President Lincoln was
assassinated, and the injured Seward

was guarded by a military detail.

THE FIRST CABLES: Peace brought a
resumed emphasis on commerce. In
1866, with the opening of the first

sustained trans-Atlantic telegraph,

o7

Secretary of State Seward sent the
Department’s first-ever cable, a 23-word
message to U.S. Envoy John Bigelow in
Paris. Two weeks later, Secretary Seward
sent the first encrypted cable, a 780-word
coded telegram to Bigelow. A lengthy and
outdated cipher meant the message took
two days to send and cost the then-
astronomical sum of $19,450.50 (close to
$300,000 in today’s dollars, and three
times Seward’s annual salary). The bill
was not paid for five years, but the State
Department swiftly adopted a new

streamlined code for cables.

MARINES AND OVERSEAS SECURITY: The
U.S. Marine Corps has a long tradition of
serving alongside U.S. diplomats and
consuls. In the Boxer Rebellion of 1900,
American diplomats were among those
from eight nations besieged for 55 days
in the Beijing legation compound by
members of a Chinese uprising. A
detachment of U.S. Marines acted as part
of a multinational force that defended
the compound. U.S. soldiers and Marines
deployed from the Philippines were
among the international forces that

broke the siege.
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World War I - Diplomatic Security and Special Agents
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ty. Ever since, the State Department’s special agents and

ic securi

the State Department in 1916 to establish a cohesive group of permanently assigned professionals

The threats of World War |, combined with the United States' emerging role as a world power, led
other Diplomatic Security specialists have continuously adapted to meet evolving threats.

to focus specifically on diplomat



1 1914 |
World War | breaks out
in Europe

| 1917 /
Communists take over
Russia

Photo at left: Chief Special Agent Joseph M. “Bill” Nye (1917-1920)

1 1914-1917 |
President Woodrow
Wilson seeks neutrality

/ 1918 /
Armistice

1 1915-1917 |/
Espionage and spy
networks target United
States

1 1919 /

Paris Peace
Conference and Treaty
of Versailles

/1917 |

Germany resumes
unrestricted submarine
attacks on neutral

shipping

11917 |

Germany offers to help
Mexico regain U.S.
lands

I VO R LD EV E N TS |

/1917 |
U.S. enters war



DSS THEN AND NOW: THE FIRST CENTURY OF THE

Secretary of State Robert Lansing in 1916
created the State Department's first security
office in response to World War | threats.
After receiving congressional authorization,
Lansing appointed the first special agents in
1917. (Library of Congress)

DIPLOMATIC SECURITY SERVICE

WARTIME PASSPORTS: Belligerent nations suddenly required passports to
cross borders. Up to that time, rail travel throughout Europe had all but
eliminated passport requirements, and as many as 120,000 visiting
Americans found themselves stranded overseas with European nations
demanding proof of citizenship. Secretary of State William Jennings Bryan
on August 1, 1914, authorized embassies to begin issuing passports, and
American diplomatic missions begin literally working around the clock.
For example, the understaffed U.S. Embassy in Paris issued 4,500

emergency passports in one week.

EMBASSY CLERKS AS COURIERS: With regular deliveries disrupted, two State
Department clerks began the first-ever courier duties, hand-carrying

dispatches between London, Berlin, and Vienna on an as-needed basis.

THEFT AND FORGERY OF U.S. PAssPORTS: While the “Great War” raged for
21/3 years, the United States sought to maintain neutrality. Yet the United
States was increasingly the target of aggressive espionage and sabotage, as
well as passport and visa fraud. By December 1914, reports reached
President Woodrow Wilson that the German ambassador to the United
States approved the forgery and theft of U.S. passports so that German

combatants could travel in and out of war zones via neutral countries.

SECRETARY LANSING'S SECRET SERVICE OF THE STATE DEPARTMENT": In late
1915, Secretary of State Robert Lansing recommended creating a State
Department-led international law-enforcement task force to investigate

ongoing German espionage and passport fraud.

10

Count Johann Heinrich von Bernstorff,
Germany's ambassador to the United
States, was escorted out of the country
by a State Department special agent
after the United States entered World
War lin April 1917. (Library of Congress)



When his recommendation failed to gain support, Secretary Lansing on
April 4, 1916, created his own State Department investigative and law-
enforcement service, the Secret Intelligence Bureau. In his memoirs,
Lansing called the group “the Secret Service of the Department of State.”
The small office was staffed by Treasury Department agents and postal
inspectors detailed from their home agencies and overseen by Leland
Harrison, a fast-rising junior Foreign Service officer. In addition to
counter-espionage and counter-intelligence-gathering efforts, the agents
investigated passport fraud and protected U.S. and foreign diplomats on
U.S. soil; the office was also a clearinghouse for threat-reporting from

overseas posts.

In early 1917, Germany resumed unrestricted submarine warfare, with
Lansing’s agents informing the president of the decision in advance of
formal notification by the German ambassador. U.S. public opinion to enter
the war reached a tipping point after British intelligence decoded a
German cable offering to assist Mexico in reconquering former territories

in the southwestern United States.

JosePH “BILL" NYE, THE FIRST CHIEF SPECIAL AGENT: In early 1917, Congress
granted the State Department legal authority to hire its own federal
agents, and in February 1917 Secretary of State Lansing appointed former
Secret Service agent Joseph “Bill” Nye as Special Assistant to the
Secretary, with the title of Chief Special Agent. Nye had served on the
protection details of Presidents Taft and Wilson, and his new duties
included personally protecting the German ambassador until he departed

the United States in April following the U.S. declaration of war.

Leland Harrison headed the State Department's ) Joseph M. “Bill" Nye, the U.S. Department
first security office, known, despite its tiny staff, of State's first Chief Special Agent, 1917-
as the “Secret Intelligence Bureau.” He oversaw 1920. (Library of Congress)

security investigations, established liaison with
federal investigators, hired special agents, and
established a diplomatic courier network. (Library
of Congress)

II



Nye also began hiring additional special
agents, mostly in New York City,
recruited mainly from among postal
inspectors. The new agents provided a
protective detail for Secretary Lansing
and made secure travel arrangements.
Also, Special Agent Robert C.
Bannerman often accompanied
President Wilson’s special envoy,
Colonel Edward M. House, during his

diplomatic travels.

MORNING INTELLIGENCE REPORT: Harrison
and Special Agent Nye’s team compiled
a daily 8 a.m. intelligence summary for
Secretary Lansing. Along with
information from overseas posts, the
report included information from
wiretaps on German Embassy
telephones and secretly decoded
telegrams. Lansing often shared the
daily intelligence report with President
Wilson, contributing to his wartime

decision-making.

DSS THEN AND NOW: THE FIRST CENTURY OF THE DIPLOMATIC SECURITY SERVICE

MILITARY COURIERS: A formal courier
network also was implemented that
evolved into the Diplomatic Courier
Service, which in later decades became
part of the Diplomatic Security Service.
In October 1917, nine U.S. Marines were
assigned to courier duty, establishing
routes in Asia and Europe. In March
1918, with the massive buildup of the
American Expeditionary Force in
France, General John J. Pershing
authorized the U.S. Army to launch a
courier service between Paris and
Washington.

The Armistice of November 11, 1918,
was followed two months later by a
diplomatic delegation to the Versailles
Peace Conference, headed by President
Wilson, which included a high
emphasis on diplomatic security and

secure communications.

12

NYE RESIGNS: In May 1920, with
Lansing’s departure from the State
Department, Chief Special Agent Nye
resigned as Chief Special Agent to
accept an executive security position
with Guaranty Trust Co., a New York
bank. Nye had been well-liked by the
foreign royalty and diplomats he had
escorted (he apparently kept a higher
profile than later special agents,
occasionally being mentioned in
newspapers; a Washington memoir in
1920 called Nye “the famous Secret
Service man who travels with royalty”).
Incoming Secretary of State Bainbridge
Colby wrote that he learned of Nye’s
departure with “almost a feeling of
dismay.” Nye’s successor would go on to
define many of the enduring aspects of

the Diplomatic Security Service.



Among the early forerunners of today’s Diplomatic
Courier Service, U.S. Army officers (pictured here in
1918) served as couriers during World War | and the
Paris peace negotiations. U.S. Marines also served as
State Department couriers from 1917 until after the
war, when civilian couriers took over the diplomatic
routes. (U.S. Department of State)

13
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The Office of the Chief Special Agent suffered inevitable postwar cuts while being tasked with expanded
duties. Robert C. Bannerman became Chief Special Agent in 1920, holding the post for two decades and
establishing practices for protecting visiting dignitaries and investigating fraud. In the 1930s, widespread
passport and visa fraud provided early warnings of the extent of Soviet and Nazi spy networks.
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/ 1920 - 1939 /
Isolationist United
States is a reluctant
world power

1 1929 - 1939 /
Great Depression;
global economic
devastation

Photo at left: Chief Special Agent Robert C. Bannerman (1920-1940)

/ 1920 -1939 /
International
Bolshevism seeks
global revolution

/ 1933 /
Fascist takeover of
Germany

| 1921 -1922 /
Washington Naval
Conference, first
international arms-
control treaty

| 1936 - 1939 /
Spanish civil war

/1922 /
Soviet Union
established

/ 1937 /
Japan invades China

I VO R LD EV E N TS |

11922 | 11924 |

Fascist takeover of Italy Immigration Act
includes restrictions on
“radical” foreigners and
anarchists

/ 1938 -1939 /
Germany annexes
Austria and
Czechoslovakia



DSS THEN AND NOW: THE FIRST CENTURY OF THE DIPLOMATIC SECURITY SERVICE

HOW DIPLOMATIC SECURITY EVOLVED: POSTWAR BUDGET CUTS REDUCED THE NUMBER OF AGENTS
FROM TEN TO JUST TWO IN 1920, BUT SEVERAL MORE WERE QUICKLY REHIRED DUE TO THE HEAVY
WORKLOAD. THERE TYPICALLY WERE FOUR TO SIX SPECIALAGENTS ON DUTY AT ANY ONE TIME
THROUGH THE 1920S AND 1930S, ALL IN NEW YORK, PLUS THE CHIEF SPECIAL AGENT IN WASHINGTON,
ASSISTED BY SEVERAL CLERKS. THEY ARRANGED SECURITY FOR VISITING DIGNITARIES, INVESTIGATED
PASSPORT AND VISA FRAUD, CONDUCTED INQUIRIES ON BEHALF OF U.S. CONSULAR STAFFS ABROAD,
AND BUILT CLOSE RELATIONSHIPS WITH FEDERAL, STATE, AND LOCAL LAW ENFORCEMENT.

Robert C. Bannerman - longest serving Chief Special
Agent, from 1920 to 1940. He established practices
for protecting visiting dignitaries and investigating
fraud. His World War | predecessor, Chief Special
Agent Nye, enjoyed being seen in the spotlight with
visiting royalty and diplomats, but Bannerman set an
example of privacy and behind-the-scenes service
that continues to characterize diplomatic security
today. (U.S. Department of State)

LONGEST SERVING SECURITY CHIEF: Former
postal inspector Robert C. Bannerman
was one of the first three Diplomatic
Security agents recruited by Chief
Special Agent Joseph Nye during World
War I. After Nye’s resignation in 1920,
Bannerman became the State
Department’s Chief Special Agent and
held the post until his death in 1940 at
age 66. Bannerman established many
practices still in use today, including
protective details, investigating
passport fraud, and assisting U.S.

immigration authorities.

BANNERMAN LEGACY: In addition to
shaping diplomatic security during its
first two decades, Bannerman
established a diplomatic security family
legacy. His son, Robert L. Bannerman,
joined the New York Field Office in the
mid-1930s and after World War II led a

comprehensive security reorganization

16

and expansion that created the State
Department’s Office of Security. His
grandson, Robert B. Bannerman, served
more than 20 years as a special agent
until being killed in an off-duty vehicle

accident in 1986 in Kenya.

COURIERS COME AND GO (AND COME BACK):
The aftermath of World War I led to a
growing number of U.S. diplomatic
missions in newly created nations. This
resulted in chronic under-funding and
under-staffing across the State
Department. The courier service was cut
immediately after the war, was
reinstituted by Bannerman, then was cut
again during the austere years of the
Great Depression. The State Department
at times made do with just three
overworked couriers, and overseas posts
complained of delays and security risks
as they resorted to sending documents

through foreign postal systems.



TERRORIST BOMBINGS: Anarchist bombers in the aftermath of
World War I killed approximately 60 Americans, mainly on
U.S. soil. In Argentina and Uruguay, two U.S. diplomatic
missions were bombed within weeks of each other in 1926 to
protest the controversial U.S. trial of accused anarchists

Nicola Sacco and Bartolomeo Vanzetti.

THE “BLACK CHAMBER" AND LEAKING CLASSIFIED INFORMATION:
From World War I until 1929, a small counter-intelligence
code-breaking team was led by Herbert O. Yardley (jointly
funded by the State Department and War Department) and
deciphered more than 45,000 encrypted cables by countries
such as Japan and Germany. In 1929, Secretary of State Henry
L. Stimson closed down the operation, partly to save money
and partly on the grounds that “gentlemen don’t read each
other’s mail.” Yardley’s 1931 book, “The American Black
Chamber,” outlined the extent of U.S. peacetime code
breaking. The controversial bestseller led Congress to pass a
1933 law making it a felony for former government employees

to publish or share classified information.

TINY, BUSY STAFF: After being commissioned as a special agent
in 1937, Robert L. Bannerman, son of the Chief Special Agent,
offered a glimpse into the daily workload of the special agents,
who all operated out of New York. Bannerman was among
four special agents working under the New York special agent
in charge. The average agent worked on 30 to 40 cases a
month, including: passport and visa fraud investigations;
special law enforcement inquiries on behalf of consular
officers abroad; liaisons with federal agencies; and
arrangements for visiting dignitaries and heads of state. The
special agents also conducted background inquiries on
candidates for State Department employment. Most
investigations were coordinated through a network of
regional and local postal inspectors. However, for
investigations outside of New York, the four special agents

divided the nation into four regions and regularly traveled by

railroad to conduct in-person investigations, usually in
multi-week circuit trips. Bannerman recalled that in one

year he visited every one of the then 48 states at least twice.

SovIET AND NAzI EsPIONAGE: Throughout the 1930s, the
United States faced growing security and espionage threats
from Nazi Germany, Imperial Japan, and the Soviet Union.
In an era when most government officials were male, the
Soviet intelligence service ensured there was no shortage of
female companionship for embassy staff and Marines in
Moscow. A Soviet intelligence officer secretly served as an
embassy chauffeur, and a U.S. military attaché arriving in
1939 found Moscow Ballet dancers had free run of the
premises, with female intelligence agents routinely
attending Embassy parties. The diplomatic atmosphere in
the 1930s was based on building trust - at least on the U.S.
side. One American ambassador confided in his diary that if
the Soviets were listening in on his private meetings, “so
much the better - the sooner they would find that we are

friends, not enemies.”

In Berlin during the 1930s, two trusted employees of the
U.S. Naval Attaché’s office were undercover Nazi agents
who obtained codebooks, classified warship data, and hid a

secret microphone in the attaché’s conference room.

PASSPORT FRAUD FOR AMERICAN VOLUNTEERS IN THE SPANISH
CiviL WAR: In one far-reaching example of passport fraud,
undercover Soviet sympathizers during the 1936-1939
Spanish Civil War stole the passports of 2,000 American
volunteer fighters. The stolen passports were shipped to
Moscow and reissued to communist intelligence agents. As
a result, the State Department designed new passports, and
special agents conducted exhaustive shipboard interviews
with returning Spanish Civil War veterans to ensure they

were actually U.S. citizens, not imposters.

17



PASSPORT INVESTIGATIONS UNCOVER SPY
NETWORKS: Passport fraud often was the
most solid crime that could be
investigated in spy networks. For
example, in numerous cases foreigners
working in the United States attempted
to obtain fake American passports using
the identities of long-deceased children
whose age and ethnicity matched their
own. Once State Department special
agents discovered the pattern, they
were among the first U.S. authorities to
recognize the extent of foreign spy
networks.

In 1939, State Department special
agents discovered that a major travel
agency, World Tourists, Inc., was run
entirely by Communist Party members
who routinely stole and copied
passports of American travelers. The
leader of the U.S. Communist Party was

jailed for his role in the passport fraud.

HisToRIC ROYAL VISIT: On June 7-12, 1939,
three months before the outbreak of
World War II, Britain’s King George VI
and his queen, parents of the future
Queen Elizabeth II, paid an
unprecedented state visit to the United
States. Their travels to Washington,
D.C., New York City, and President
Roosevelt’s home in Hyde Park, New
York, helped secure U.S. public support
in the looming conflict with Germany.
1t was the largest head-of-state visit to
date, and security arrangements were
meticulously coordinated by Chief
Special Agent Robert C. Bannerman,
who accompanied Secretary of State

Cordell Hull to meet the royal couple at

DSS THEN AND NOW: THE FIRST CENTURY OF THE DIPLOMATIC SECURITY SERVICE

the Canadian border. Security included
coordination with federal agencies and
police jurisdictions across several
states, the Army and Navy, the Secret
Service, the National Guard, and

railroad police.

BANNERMAN's DEATH: On February 27,
1940, the 66-year-old Robert C.
Bannerman died of a heart attack four
days after falling ill. The New York
Times called him the “mystery man” of
the State Department, adding,
“Throughout his career he kept himself

and his work strictly anonymous.”

An Associated Press (AP) diplomatic
correspondent wrote that “the strain of
the endless details of that visit [by King
George VI] may have helped to bring
his death.” The AP added that details of
Bannerman’s ongoing work in
investigating German spy rings and
passport fraud “cannot yet be told,
because the kind of work he did must
continue to be done by his successors.
And in the State Department — which is
jealous of its secrets — the Office of the
Chief Special Agent is the most secret
of all”

Britain's King George VI rides with President Franklin D. Roosevelt (protected by Secret Service agents)
during a historic 1939 royal visit meticulously planned and organized by the State Department'’s Office
of the Chief Special Agent. Taking place weeks before the start of World War |1, it was the most complex
head-of-state visit up to that time. (FDR Presidential Library)
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1937: U.S. Marines guard the entrance to the U.S. diplomatic compound
at Beijing, China in July 1937. An estimated 1,300 Americans were seeking
safety during the Japanese invasion of China. Marines began protecting
U.S. diplomatic facilities in China in the 1890s. (AP/Wide World)

2013: Marines raise the American flag at the U.S. Consulate General in
Shenyang, China, on December 30, 2013, at 7:30 a.m. The newly established
Marine Security Guard (MSG) Detachment in Shenyang was part of a
worldwide expansion of 35 new detachments. The formal agreement for
MSGs between the Marine Corps and State Department has been in place
since 1948. However, the Marines and the State Department have a long
history of collaboration, dating back to the early days of the nation. (U.S.
Department of State)
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11939 | /1939 - 1945 |
Germany invades Global conflict
Poland, World War II consumes 60 to 85
starts in Europe million lives (3 to 4
percent of the world’s
population)

Photo at left: Secretary of State Cordell Hull (1933 - 1944)

1 1941 /
Germany invades
Soviet Russia

1 1941 |

Japan attacks Pearl
Harbor; Axis declare war
on the United States

| 1940 - 1945 | 1 1945 |
Wartime industrialization Allied victory
transforms United States

into a superpower
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HOW DIPLOMATIC SECURITY EVOLVED: THE SEVEN SPECIALAGENTS IN 1940 INCREASED TO 47 BY THE END OF

THE WAR. SPECIAL AGENTS WERE RESPONSIBLE FOR PROTECTING KEY STATE DEPARTMENT OFFICIALS AS WELL
AS THE SAFE DETENTION OF ENEMY DIPLOMATS AND OTHER CITIZENS OF ENEMY NATIONS. THE UNITED STATES
RAPIDLY PLACED ITSELF ON WARTIME FOOTING, WITH THE MILITARY TAKING OVER OR AUGMENTING NUMEROUS
GOVERNMENT SECURITY FUNCTIONS. THROUGHOUT THE WAR, THERE WAS EXTENSIVE MERGING OF MILITARY AND
FEDERAL CIVILIAN FUNCTIONS, AS WELL AS TEMPORARY WARTIME EXPANSION OF NEARLY ALL FEDERAL ACTIVITIES.
THE NUMBER OF STATE DEPARTMENT PERSONNEL GREW TENFOLD, FROM 763 PERSONNEL IN 1936 TO 7,623
EMPLOYEES IN 1946 AFTER THE DEPARTMENT ACQUIRED STAFF PREVIOUSLY ASSIGNED TO WARTIME AGENCIES.

SECURITY DETAIL FOR THE SECRETARY: On
December 8, 1941, the day after Japan
attacked Pearl Harbor, Secretary of
State Cordell Hull established a security
detail, marking the beginning of the
Secretary of State’s permanent
protective detail that continues to the

present day.

CLEAR LINES OF AUTHORITY: In June 1939
President Franklin Roosevelt, hoping to

avoid overlapping law enforcement

efforts of World War I, directed the FBI
to handle all U.S. efforts to counter

espionage and sabotage. The FBI also
handled all investigations of federal
employees suspected of wrongdoing, to
include State Department personnel, as
well as crimes committed at U.S. posts
overseas. Special agents continued their
traditional duties of dignitary protection,
passport and visa investigations, and
background checks on prospective State

Department employees.

22

President Franklin D. Roosevelt (left) confers with
Secretary of State Cordell Hull, who served until the
final months of World War 1. The day after the Pear|
Harbor attack that brought the United States into
World War II, Hull began the Secretary of State's
permanent protective detail that continues to the
present day. (Library of Congress)

ORGANIZING SECURITY: The Chief Special
Agent (Thomas Fitch from 1940 to
1947) reported to the Assistant
Secretary of State for Administration,
who also served as the Department’s
Security Officer. In 1944, four Assistant
Security Officer positions were created,
one each for cryptography, distribution
of telegrams, overseas security, and
physical security of the State
Department building.

MARINE GUARDS AT EMBASSIES; ARMY
COURIERS: In July 1941 the Marine Corps
established its first embassy
detachment in wartime London, with
approximately 60 Marines conducting
security and escorting diplomatic
couriers. After the U.S. entry into World
War II, Marine and Army personnel
spanned diplomatic posts around the

globe and assumed courier duties.



PROTECTING ENEMY DIPLOMATS AND
DETAINEES: With the outbreak of war, the
Office of the Chief Special Agent oversaw
the safe treatment of diplomats and

family members from Axis nations.

German and Japanese diplomats in the
United States were quickly transported
to secluded resort hotels in West
Virginia, followed by diplomats from
Italy, Bulgaria, Hungary, and Romania.
Axis diplomats from Latin American also
were transported to U.S. soil and
temporarily housed at hotels in Virginia,
North Carolina, and Ohio, as well as
Immigration Service camps in Texas and
New Mexico. With Allied battlefield
successes starting in late 1942, new
groups of enemy diplomats were taken

into custody.

Meanwhile, the U.S. Navy evacuated
Japanese officials, including consular,
government, and business officials, from
Honolulu, Hawaii, to San Diego,
California. The State Department was
ordered to hold them “incommunicado”
for several months so they could not
disclose valuable information about the
state of the U.S. Pacific Fleet at Pearl
Harbor. The Office of the Chief Special
Agent quietly arranged their detention at
an isolated dude ranch not far from

historic Tombstone, Arizona.

In all, special agents oversaw the custody
of about 25,000 detainees, including
families and children, and coordinated
1,500 diplomatic exchanges in neutral

countries; U.S. diplomats in Europe were

U.S. officials process two Japanese diplomats in the early 1940s. The Chief Special
Agent's office oversaw the custody of approximately 25,000 Axis diplomats and
officials during World War Il until the U.S. government arranged exchanges with
American diplomats held by Axis powers. (U.S. Department of State)

exchanged in Portugal and southern
France while U.S. diplomats in Asia were

exchanged in India and Mozambique.

CLASSIFIED DOCUMENTS: Document
classification during World War II
assumed names familiar to those who
handle classified information today. In
partnership with Great Britain, the Office
of Wartime Information introduced “Top
Secret,” “Secret,” and “Confidential”

labels that still remain in use.

LOCALLY ENGAGED CUSTODIANS SAFEGUARD
U.S. EMBASSIES BEHIND ENEMY LINES:
During the war, diplomatic property in
enemy nations was entrusted to
custodians, usually former embassy
employees paid by a neutral protecting
power. For example, Switzerland served

as protecting power for German interests

23

and property in the United States, and
for U.S. interests in Germany, Japan,
and nations occupied by the Axis
powers. As Allied forces liberated cities
across Eastern Europe and in Berlin,
Soviet forces refused to recognize the
neutral status of custodian employees
in Eastern Europe and arrested them

for being U.S. spies.

SPECIAL AGENTS ENTER GERMAN AND
JAPANESE EMBASSIES: The unconditional
surrender of Germany and Japan meant
the two warring powers temporarily
lost their status as sovereign nations.
Switzerland relinquished its role as the
protecting power of Axis embassies,
and State Department special agents in
Washington, D.C., were responsible for

their safekeeping.
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U.S. SECRETARIES OF STATE
WITH DIPLOMATIC SECURITY PROTECTION

AN

A OOV

1. Dean Acheson, 1952; Vienna 6. Alexander Haig (with U.K. Prime Minister Margaret
Thatcher), 1981; Washington, D.C.

3. Christian Herter (with West Berlin Mayor 7. George P. Shultz anfi wife, 1994;
Willy Brandt), 1959; West Berlin Los Angeles Olympics

8. James A. Baker III, 1991; Kurdish refugee
camp on Turkey-Iraq border

2. John Foster Dulles, 1956; Saigon

4. Dean Rusk, 1961; Capitol Hill, Washington, D.C.
5. William P. Rodgers, 1970; NATO meeting, Rome

24



8 Jaquinu a3ew| :p|4OAA SPIN/dY

1 Jaquinu a3ew| :1s04 uo}3uIysepp

€ Jaquinu a3ew| ;joy[adwa] -uijiag ‘4agnyds p|Igassaid
[ pue ‘g ‘g ‘z sisquinu a3ew| :31e1S Jo Juswiedsq 's'nN
| J9quinu 93ewW| :921AJ9S UoljeWIoU| 'S’ N

0

25



DSS THEN AND NOW: THE FIRST CENTURY OF THE DIPLOMATIC SECURITY SERVICE

THEN&NOW

U.S. SECRETARIES OF STATE
WITH DIPLOMATIC SECURITY PROTECTION (CONTINUED)

9. Warren Christopher (with Jordan’s King 12. Condoleezza Rice, 2005; Irbil
Hussein), 1993; Amman 13

. Hillary Rodham Clinton (with Haiti's President
10. Madeleine Albright (with German Foreign Rene Preval), 2010; Port-au-Prince
Minister Joschka Fischer), 2000; Dresden

11. Colin Powell (with Turkish Foreign Minister
Abdullah Gul), 2003; Ankara

14. John Kerry, 2015; ASEAN Forum, Kuala Lumpur
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1945 to 1963 - Postwar & Cold War Years:
Creating the Office of Security (SY)

Following the Allied victory in 1945, the United States attained superpower status and oversaw
global responsibilities while countering the growing threat of international communism. The
State Department established an expanded Office of Security (known for the next four decades
by the abbreviation SY), began a formal partnership with the Marine Corps for embassy

security guards, and started posting Diplomatic Security officers on embassy staffs.
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| 1945 |
The United States
becomes superpower,

actively engaged in global

affairs

11949 |

Communist takeover of

mainland China

1 1962 /
Cuban missile crisis

| 1945-1949 /

The United Nations, NATO,

and other international

organizations are created

| 1949 /
Nuclear arms race
begins

11963 |
Kennedy assassination

Photo at left: Special Agent William DeFossett

/1 1945 - 1963 /

Asia, Africa, and Latin
America undergo armed
struggles against

colonialism

/ 1950 - 1956 /
McCarthy era

| 1946 - 1950 /

The Cold War takes

hold

/ 1950 - 1953 /
Korean War

| 1948 - 1949 /
Berlin Airlift, Marshall
Plan, rebuilding of
Germany and Japan

| 1959 /
Communist takeover
of Cuba

I VO R LD EV E N TS |

1 1948 |
Israeli independence
and Arab-Israeli War

/ 1961 /
Berlin Wall built
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Diplomatic couriers as dashing Cold War heroes in popular culture:
The 1952 movie “Diplomatic Courier” was described by a New
York Times review as “a continental spy mystery [with] ... State
Department secrets, European trains, murderers, ... Soviet agents,
beautiful and unpredictable dames, military police, [and] zither
music.” The 1950 TV show “Passport to Danger” starred Cesar
Romero (photo at right with actress Betty Furness). Romero played
a diplomatic courier who each week fended off enemy agents in
exotic locales as he delivered classified documents. (AP/Wide
World)

FROM DOZENS TO HUNDREDS OF AGENTS:
The Office of the Chief Special Agent
grew from 47 special agents at the end
of World War II to 124 agents and

investigators in 1946, when it was for a

time renamed the Division of
Investigation; by 1962, there were 235
special agents. In 1952-54, during
McCarthy-era background

investigations, there was a temporary

30

surge to 350 special agents and
investigators, but these included 120
investigators borrowed from the Civil

Service Commission.

CREATING THE OFFICE OF SECURITY: In the
summer of 1945, a pro-communist
editor published top secret documents
on U.S.-China policy in the journal
Amerasia. An FBI investigation and
congressional hearings found that many
documents had been leaked by several
State Department employees. Amid
public controversy, Secretary of State
Edward Stettinius created a State
Department Security Officer.

ROBERT L. BANNERMAN'S THREE CORE
AREAS - PHYSICAL SECURITY, PERSONNEL
SECURITY, AND OVERSEAS SECURITY: The
new Security Officer position, with no
staff or budget, was filled in June 1945
by Robert L. Bannerman, who had
served as a special agent since 1937. He
also was the son of the late Robert C.
Bannerman, who had served two
decades as the Chief Special Agent. The
younger Bannerman left the State
Department during the restructuring
turmoil of 1947 to join the newly
created Central Intelligence Agency,
but his two-year tenure as Security
Officer established many of the
foundations of today’s Diplomatic

Security Service.



Borrowing a staff of seven from various State Department

offices, Bannerman focused on three core areas:
“documentary and physical security” for handling classified
documents and safeguarding buildings; “personal security”
to include full investigations of State Department applicants
before employment; and security at overseas posts.
Bannerman’s security staff was initially separate from the
office of the Chief Special Agent, but the two offices merged
in the late 1940s.

CREATING FIELD OFFICES: Bannerman in 1946 also created the
Field Office structure that remains in use today. The New
York office had existed from 1917. To assist with the
monumental task of background investigations required by
President Harry Truman’s Loyalty Order (Executive Order
9835), Bannerman reorganized the workload and by 1947
opened field offices in Atlanta, Boston, Chicago, Cincinnati,
Dallas, Denver, Detroit, Los Angeles, Miami, New Orleans,
New York, Omaha, Philadelphia, Pittsburgh, San Francisco,
Seattle, St. Louis, and St. Paul. Two more field offices -
Cleveland and Greensboro - opened in 1948.

Regional Security Officer Ralph True (left) in Athens,
Greece, stands watch and a Marine Security Guard
looks on as Secretary of State George C. Marshall
and his wife, Katherine Tupper Marshall, prepare to
depart Athens in1948. The Foreign Service Security
Program, assigning regional security officers to U.S.
embassies, began in 1947. (U.S. Department of State)

REGIONAL SECURITY OFFICERS OVERSEAS: Bannerman in 1947
created the “Foreign Service Security Program,” for the
first time assigning security officers in key embassies, the
forerunners of today’s Regional Security Offices. Working
with the Pentagon, Bannerman identified 26 demobilizing
military officers with the language and skills for overseas
embassy security duties, then personally trained them for
the new positions. New security officers in Nanking, China,
and Seoul, South Korea, played key roles in the
evacuations of diplomatic personnel, their families, and
other Americans from mainland China after the 1949
communist takeover of China and the 1950 communist

invasion of South Korea.

BOMBINGS AND ASSASSINATIONS IN JERUSALEM: The UN
partition of Palestine and creation of Israel in 1947-1948
foreshadowed the future of diplomatic security. The U.S.
Consulate in Jerusalem was bombed in October 1947. On
May 22, 1948, an unknown sniper murdered Consul
General Thomas Wasson, U.S. envoy to the UN Truce

Commission, as well as a Navy petty officer assigned to
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1969-1970: A Marine Security Guard staffs Guard Post One at
the U.S. Embassy in Jakarta, Indonesia, about 1969 or 1970. U.S.
Marines have secured diplomatic facilities for well over a century,
but the Marine Security Guard program was formally established
in the late 1940s after Congress passed laws allowing Marines to
serve under Chief of Mission authority. (U.S. Department of State)

2014: A U.S. Marine stands watch in Tel Aviv, Israel, in a modern
Marine Guard Post One in 2014. Today’s Marine Security Guards
are protected behind bullet-proof glass and able to scan closed-
circuit security cameras showing dozens of views throughout the
compound. The relatively open embassies of the 1950s and 1960s
have given way to more secure, better protected facilities, a shift
that took place in the 1970s. (U.S. Department of State)
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the consulate. Another consulate officer was kidnapped in August. In September,
the UN mediator - a Swedish diplomat -- was assassinated. Security measures
were introduced that have become common at U.S. posts overseas. Also, 42 U.S.
Marines were assigned to the consulate, a step toward establishing the Marine
Security Guard program.

MARINE COorRPS EMBASSY GUARDS PARTNERSHIP: Marines and soldiers have a long
tradition of supporting and securing American diplomacy. The Foreign Service
Act 0f 1946 authorized U.S. Marines to serve under the authority of an ambassador
or Chief of Mission, setting the stage for a permanent cadre of Marine Corps
embassy guards following decades of ad-hoc arrangements. In December 1948 a
joint memorandum of understanding was signed between the U.S. Marine Corps
and the State Department to create the Marine Security Guard Program. The first
group of Marines trained at the Foreign Service Institute and departed for posting
in Bangkok and Tangier in late January 1949. The initial group of 300 Marines had
expanded by the late 1950s to 730 Marines Security Guards in 90 U.S. missions.
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KoREAN WAR: EVACUATING THE U.S. EMBAssY: When communist North Korea
invaded South Korea early on Sunday, June 25, 1950, the U.S. Embassy was in an
eight-story hotel in downtown Seoul, its security overseen by 20 Marine Security
Guards and recently arrived security officer Robert Heavey. By the following
evening, as the magnitude of the surprise invasion became clear, Heavey and the
Marines successfully evacuated hundreds of family members and nonessential
personnel aboard ships and aircraft to Japan. Over three chaotic days before
communist forces overran Seoul, U.S. Embassy staff burned vital records while
enemy aircraft strafed the neighborhood. Then, as communist forces approached,
a final U.S. Air Force C-54 Skymaster evacuated the remaining embassy personnel
under fire, carrying more than 110 standing-room only passengers in an aircraft

designed to carry no more than 50.

The crew desperately threw suitcases and weapons overboard so the dangerously
overloaded plane could climb toward safety. Ambassador John Muccio, protected
by a U.S. Marine, remained in Korea as the South Korean government temporarily
relocated away from the fighting. He later said the U.S. Embassy evacuation was
accomplished “without so much as a bloody nose” among the American staff.
However, many local embassy employees were executed by communist forces or
simply vanished. Seoul traded hands several times over the next months until U.S.
and United Nations forces stabilized the city, which by that time lay in ruins.
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While fighting still rages through Seoul, South Korea, U.S. Marine Corps
Pfc. Luther Leguire raises the American flag at the American consulate
in September 1950 after U.S. and UN forces regained the compound
from communist troops. During the first year of the Korean War, Seoul
changed hands several times and the U.S. Embassy staff accompanied
the South Korean government during multiple relocations until United
Nations forces secured Seoul. (U.S. Marine Corps)
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GREEN-LODGE REPORT RECOMMENDS EXPANDING DIPLOMATIC
SECURITY: In 1950, Senators Theodore F. Green and Henry
Cabot Lodge, Jr., conducted the first congressional study of
diplomatic security, interviewing SY leaders and Field Office
agents, and visiting overseas posts to interview Regional
Security Officers. They recommended a major expansion of
personnel and resources to prevent communist espionage
and infiltration of overseas posts, as well as elevating the
Office of Security to report to the Secretary of State. If their
bipartisan recommendations had been acted upon fully, the
Bureau of Diplomatic Security would have been created 35
years earlier than it was. However, State Department officials
at the time considered the recommendations too costly and
apparently were unaware of the willingness of the senators to

sponsor additional resources.

McCARTHY AND McLEeob: The late 1940s and 1950s were
marked by an intense government-wide effort, pushed by
Congress, the media, and public opinion, to ensure no
communist spies or sympathizers were among federal
employees. In 1950, Senator Joseph McCarthy became a
household name after claiming to have by-name lists of State
Department employees with communist links, spurring
repeated congressional hearings and investigations. Special
agents were increasingly required to conduct exhaustive
background checks on the loyalty of employees. In 1953,
incoming President Dwight Eisenhower issued Executive
Order 10450 that required background investigations on all
federal employees and outlined broad grounds for dismissal,
including “infamous, dishonest, immoral, or notoriously
disgraceful conduct, habitual use of intoxicants to excess,

drug addiction, or sexual perversion.”

Incoming Secretary of State John Foster Dulles brought in
political appointee and FBI-agent-turned congressional aide
RW. Scott McLeod as Director of Security and Consular
Affairs from 1953-’57 to give the appearance of “getting
tough” on employee investigations. Setting the tone, McLeod
prominently displayed a signed picture of McCarthy in his
office and temporarily expanded the staff of agents and

36

investigators to conduct background reviews of all 11,000
State Department personnel. He boasted of firing 16 “moral
deviates” in his first ten days on the job. McLeod’s tenure was
polarizing (a 1954 magazine profile was titled “Big Brother in
Foggy Bottom”) but he did insist on all special agents and
investigators having college degrees, a requirement that
continues today. Special agents and investigators blanketed
the State Department, and a news report said McLeod’s name
was “greeted with arctic silence” throughout the

Department.

EFFECTS OF THE MCCARTHY ERA: “The McCarthy era had a
serious impact on SY and on both the public and the
Department view of SY and its role,” retired Special Agent
Vic Dikeos said in a 1991 oral history interview. “A popular
perception was that SY shared or joined in a witch hunt
against colleagues in the service. SY became a highly visible
organization, whereby before it had not been visible at all.”
Dikeos, who joined the Office of Security in the early 1950s,
two decades later served as director of the Office of Security.

Another retired agent recalled “an attitude of resistance and
resentment. ... In the Foreign Service and in the Department,
you are dealing with highly intelligent, well-educated people
who pride themselves on their independence and their
ability to perform their work. And it was understandable that
they would find this intrusion into their personal life

distasteful”

GAYS TARGETED: Most dismissals from the State Department
were related to homosexuality, which at the time was
considered a high security threat. Gays accounted for 75
percent of all security dismissals throughout the 1950s. In
the early 1960s, a State Department employee hanged himself
two days after being confronted by an investigator with

evidence of homosexuality.

The files of unwed mothers also were scrutinized for the
effect their “immorality” might have on the Department,

according to McLeod.



GREAT SEAL BUGGED IN Moscow: In
September 1952, after more than a year
of growing suspicion about Soviet
eavesdropping, an SY technician
discovered a listening device hidden at
the residence of U.S. Ambassador
George Kennan in Moscow. While
Kennan read aloud an unclassified
document to trigger the device, Special
Agent Joseph Bezjian, a technical

security countermeasures specialist,

used radio detection equipment to

home in on the signal. He discovered a
remotely powered transceiver, known
as a cavity resonator, inside an elaborate
wooden replica of the Great Seal of the
United States that had been presented
to the embassy by Soviet schoolchildren
several years earlier. The listening
device, informally known as “The
Thing” because of its unique design,
was secretly rushed back to Washington
and shown to President Truman, who

ordered it studied so countermeasures

could be developed. Its existence was
made public in 1960 when U.S.
Ambassador Henry Cabot Lodge
unveiled it to the UN Security Council
to demonstrate the long Soviet history
of spying amid the U-2 reconnaissance
plane incident. Over the next decade,
SY engineers found over 100 listening
devices in U.S. embassies behind the

Iron Curtain.

Director of Security John Reilly (right) in the early
1960s holds the cavity resonator listening device
found a decade earlier inside a carved wooden image
of the Great Seal of the United States, presented by
Soviet officials to the U.S. Ambassador to the Soviet
Union in 1948. An unidentified special agent (at left)
points to where the bug was placed in the carving.
Joseph Bezjian, an Office of Security technical officer
discovered the bug with the aid of U.S. Ambassador
George Kennan in1952. (U.S. Department of State)
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1961: Unidentified employees of U.S. Embassy Havana fold the American
flag January 7, 1961, during the closing of the U.S. Embassy as part of a break
in diplomatic relations between the United States and communist Cuba.
Under international agreement, Switzerland became the protecting power
of U.S. facilities and interests in Cuba. The United States in 1977 established
an American Interests Section in Havana, formally part of the diplomatic
delegation of Switzerland. (AP/Wide World)

2015: U.S. Secretary of State John Kerry watches as the Stars and Stripes
is presented by the same three Marines who lowered the flag at the U.S.
Embassy’s closing in 1961, at the flag raising ceremony outside the newly
reopened U.S. Embassy, in Havana, Cuba, on Aug. 14, 2015. The United States
and Cuba reestablished diplomatic relations in July 2015. (AP/Wide World)




PRIVATE BuBBLES: To combat eavesdropping, acoustic
conference rooms, or ACRs, were installed in U.S. embassies
starting with Moscow in 1960. Commonly called “bubbles”
and made of plastic and aluminum, the ACRs measured 12 by
15 feet or 12 by 20 feet and were erected in secure rooms after
removal of all furniture and equipment and following a full

sweep for electronic listening devices.

CuBAN MissiLE Crisis: The tense diplomacy during 1962’s
Cuban Missile Crisis was made more complicated - and
more dangerous - by the Department’s aging World War
II-era communications network. With separate White House
and State Department coding systems, crucial time was lost
as messages sent from the U.S. Embassy in Moscow were
decoded at the State Department then recoded for
transmission to the White House, where they were once
again decoded. Messages were delayed six to 12 hours. As a
result of the Orrick Report following the crisis, State
Department cryptography was transferred to the National
Security Agency, and the State Department received the most
advanced computers then available as part of its new
Communications Center. In 1963, a “hotline” (actually a
teletype) was installed between Washington, D.C., and
Moscow.

THE OTEPKA SITUATION: Bureaucratic political maneuvering,
wiretaps, false testimony, and unauthorized leaks to Congress
were all factors in the complex, controversial case of Otto
Otepka. Hired in 1953 as part of the era’s pro-McCarthy
initiative, Otepka became deputy director of the Office of
Security, in charge of evaluating security clearances, but
arguably did not adapt to changing times. A confidante of
hardline anti-communists in Congress, Otepka often met
with friendly congressmen and reporters when he felt the
dangers of communism were being downplayed. The
incoming Kennedy administration sought to appoint several
senior advisors that Otepka refused to approve.
Unauthorized, he relayed sensitive personnel information to
the Senate Subcommittee on Internal Security. SY Director
John Reilly, an administration appointee, wire-tapped his
phone and searched his wastebaskets. Otepka, who insisted
he was upholding his duty to conduct thorough background
investigations, was demoted, locked out of his office, and
charged with misconduct, eventually leaving the
Department. Congressional hearings took place. Reilly was
forced to resign after failing to disclose his wire-tap order.
Once the dust settled, historians say the scandal was
important in moving the State Department beyond the
McCarthy era.
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DSS THEN AND NOW: THE FIRST CENTURY OF THE DIPLOMATIC SECURITY SERVICE

1963: Special Agent William DeFossett, a former New York City police detective, became the first African-American
Office of Security (SY) special agent in 1963 (shown here with Director of Security Marvin Gentile ). DeFossett served
with SY until 1985. (U.S. Department of State)

THE FIRST AFRICAN-AMERICAN SPECIAL
AGENT: Special Agent William DeFossett
joined SY’s New York office in 1962 and
was appointed as a Diplomatic Security
special agent in 1963 (a milestone noted
in Ebony magazine). DeFossett had
been a New York City police detective
who assisted with dignitary visits when
a State Department colleague
encouraged him to apply after

President Kennedy ordered all federal

departments and offices to have
integrated staffs. “I think I got one of
the most thorough investigations of any
agent who applied for the State
Department,” he recalled years later. He
was warmly accepted by other special
agents, but his new supervisor
brusquely informed him: “You’re not
here by any choice of mine.” DeFossett
served more than two decades, retiring
in 1985.

4.0

DISCRIMINATION AGAINST FOREIGN
pIPLOMATS: The rapid independence of
nations in Africa, Asia, the Caribbean,
Latin America, and the Middle East, in
the 1950s and 1960s led to scores of
ethnic minority diplomats being posted
in the United States during the racially
tense years of the Civil Rights
movement. Washington’s Metropolitan
Club granted free membership to
ambassadors but denied it to African
and Asian diplomats, who also faced
discrimination and harassment,
especially on travels outside the capital.
President Kennedy in 1961 approved a
Special Protocol Service Section within
the State Department’s Protocol Office;
the section worked closely with SY
special agents to offer protection and

tailored travel for visiting dignitaries.

PROTECTING DIGNITARIES: The numbers
of dignitaries visiting the United States
increased dramatically in the early
1960s. President Kennedy hosted 74
official visits in 1961-62, well over twice
the 32 official visits in the first two
years of the Eisenhower administration.
Also, decolonization led to escalating
numbers of diplomats assigned to
Washington and New York from newly
independent nations, particularly
Africa. The 10 special agents with the
understaffed Protective Services
Branch logged 4,000 unreimbursed
overtime hours in 1962; to make up for
the small SY staff, they worked closely
with local police, especially the New
York City Police Department during UN

General Assemblies.



THE KENNEDY FUNERAL: The state funeral following the November 1963 assassination of

President Kennedy remains the largest gathering of foreign statesmen in U.S. history,
with 220 dignitaries from 92 nations, including 19 heads of state and government. The
unprecedented event also was the largest protective security operation yet
undertaken by SY. More than 100 special agents flew in from field offices around the
nation. SY set up a command center and coordinated closely with thousands of

federal and local law enforcement.

The November 1963 state funeral for slain President John
F. Kennedy drew the largest number of foreign heads of
state and government to ever gather in the United States,
with 220 dignitaries from 92 nations. The photo shows
at least 11 State Department special agents (highlighted
in red) protecting more than 45 international dignitaries
(highlighted in blue). (U.S. Department of State)



DSS THEN AND NOW: THE FIRST CENTURY OF THE DIPLOMATIC SECURITY SERVICE

THEN&NOW

DIGNITARY PROTECTION

1.

2.

3.

4.

1957, Queen Elizabeth of Great Britain (with
President Eisenhower); Special Agent James
McDermott left rear in felt hat

1959, Fidel Castro of Cuba; Special Agent
Leo Crampsey far left in front

1960, Jawaharlal Nehru of India (far left)
and India’s Foreign Minister V. Krishna
Menon (left center) ); Special Agent James
McDermott right center

1960, President Eisenhower with Vice
President Nixon (lower left) and Secretary of
State Herter (between Eisenhower and
Nixon, with bow tie); Special Agent Frank
Madden behind president, with glasses and
no hat

7

1963, President of India, Sarvepalli
Radhakrishnan; Special Agent Leo Crampsey
in front passenger seat)

1963, King Mohammed Zaher of
Afghanistan; with Office of Security
special agents

1967, Soviet Premier Alexei Kosygin (center)
and Foreign Minister Andrei Gromyko (right
center); Special Agents Terence Shea (left, in
sunglasses) and John Ford (with glasses
behind Gromyko)
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9.

1967, President Philibert Tsiranana of
Madagascar; Special Agents Hudgins Smith
(left in dark suit and dark glasses) and
William DeCourcy (right in Hawaiian shirt
and dark glasses)

1971, California Governor Ronald Reagan,
special envoy to Asia; Special Agents Pat
O’Hanlon (center in sunglasses) and Edward
Hickey (background right, behind two South
Korean officials)



43

|

U.S. Department of State: Image numbers 1,2, 5,7, and 8

AP/Wide World: Image number 4

Private collections: Image numbers 6 and 9
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THEN&NOW

DIGNITARY PROTECTION (CONTINUED)

10. 1989, Princess Diana of Wales (with Peter
Harris, president of F.A.O. Schwarz Co.) in
New York City

11. 1990, South African anti-apartheid leader
Nelson Mandela at Yankee Stadium,
New York City

12. 1991, Russia’s President Boris Yeltsin,
Washington, D.C.

1991, Poland'’s President Lech Walesa,
New York City

13,

14. 2005, U.S. Ambassador to the United Nations
John Bolton, UN Headquarters, New York

15. 2006, Liberia’s President Ellen
Johnson-Sirleaf, Monrovia

16. 2007, British Middle East Envoy and
former Prime Minister Tony Blair,
Annapolis, Maryland

17. 2010, Pakistan Foreign Minister Shah
Mehmood Qureshi, Washington, D.C.
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18. 2011, Great Britain’s Catherine, Duchess of
Cambridge, Los Angeles

19. 2011, U.S. Ambassador to the United Nations
Susan E. Rice in Juba, South Sudan

20. 2011, U.S. Senators John McCain and
Joseph Lieberman, Tahrir Square, Cairo

21. 2012, The Dalai Lama, Honolulu

22. 2014, Governor General of Canada David
Johnston, Los Angeles
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1964 to 1983 - From Vietnam to the
Rise of Global Terrorism

The Vietnam War affected international perceptions of the United States and en