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Introduction

In accordance with Section 803 of the Implementing Recommendations of the 9/11 Commission
Act of 2007, the Department of State (DOS) is herein reporting for the period of July 1, 2013 to
September 30, 2013. The Department is committed to the protection of the privacy and civil
liberties of all individuals who interact with the Department. At the same time, the increased use
of information technologies such as digital identity management, cloud computing, and social
networking pose ever-changing challenges to the protection of privacy. The Department is fully
engaged in the management of these new technologies to create risk mitigation strategies aimed
at the prevention of the potential loss or compromise of data that could infringe on privacy
interests. Moreover, the Department’s Privacy Program continues to expand outreach and
awareness throughout the agency to ensure full compliance with federal laws, regulations, and
policies relating to privacy protections.

This report reflects information on reviews, advice, and compliance management across the
privacy spectrum. The Department had no privacy complaints during the reporting period.
Going forward, we intend to work with the Privacy and Civil Liberties Board and the interagency
to better define the scope of these reports.

Department Actions

During the fourth quarter of FY2013, DOS made significant strides in strengthening Department-
wide privacy protections.

The Department’s mandatory Cyber Security Course was revised and updated to include a more
robust privacy awareness section. The revisions to this course include more detailed instructions
regarding the protection of personally identifiable information (P1I), the reporting protocol in the
event of actual or suspected breaches of PII, and the addition of new exam questions at the
conclusion of the course. All employees take this privacy “refresher” course annually, in
accordance with Office of Management and Budget (OMB) Memorandum M-07-16, which
requires annual privacy refresher training for all employees.

DOS has established a workflow that incorporates privacy concerns into the assessment and
authorization of Department Information Technology (IT) systems. This workflow process
ensures that privacy requirements are integrated throughout the IT system lifecycle. This
collaboration between the Privacy Division and the Bureau of Information Resource



Management has helped the department achieve and maintain compliance with the requirements
of the E-Government Act of 2002.

The Department analyzed approximately 1,500 emails flagged by the Data Loss Prevention
(DLP) tool as containing PII. Of the 85.3% of emails flagged, the Privacy Program
communicated with the individual senders to provide guidance and awareness on the proper
handling of P1I and the availability of Department tools that incorporate cybersecurity
measures. By establishing contact with these end-users, the Department is able to promote
awareness of the appropriate safeguards that are available at the user-level to protect the PII the
Department collects and maintains. Through use of the DLP, the Department aims to reduce the
number of privacy breaches.

1. Types of Privacy Reviews

DOS updated its Privacy Impact Assessment (PI1A) template and the corresponding guidance
to make them more user-friendly for IT system owners and users, and to ensure that the PIAs
provide a more comprehensive analysis of privacy issues related to each system. Section 208
of the E-Government Act of 2002, PL 107-37, codified at 44 U.S.C. chapter 36, requires the
Department to conduct PIAs on revised and new information technology systems to ensure
adequate protections for the privacy of the personally identifiable information that it collects,
disseminates, maintains, and stores about individuals. The new template and guidance take
into account best practices for PIAs developed over the past several years and more clearly
explain the PIA process and requirements. The revised PIA Guide and Template will be
implemented Department-wide in January 2014.

Privacy Act Statements 5
Systems of Records Notices 4
Privacy Impact Assessments 34

2. Topics of Advice and Responses Given

Ad-hoc privacy training for individuals/groups | 330

Guidance provided for DLP incident mitigation | 400

Guidance related to workplace privacy 14




