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IGLOBAL ENGAGEMENT CENTER
SPECIAL REPORT

As the U.S. Government’s dedicated center for countering foreign disinformation and propaganda, the Global 
Engagement Center (GEC) at the U.S. Department of State has a Congressional mandate to recognize, understand, 
expose, and counter threats from state and non-state actors that engage in information manipulation.1 In this 
field, the People’s Republic of China (PRC) through its global activities remains a leading concern. The Department 
works with interagency and foreign partners to counter the challenge the PRC poses in the information domain, 
with GEC playing a key role in coordinating efforts and working to catalyze a global response. 

One of GEC’s central lines of effort is exposing the PRC’s tactics to enable allied and partner governments and 
international civil society organizations, academia, the press, and publics to conduct further analysis, thereby 
increasing collective resilience to disinformation and propaganda. 

In line with that goal, this report draws on publicly available reporting, as well as newly acquired government 
information, to outline how the PRC amplifies its preferred narratives and suppresses those it views as 
threatening. As the PRC has grown more confident in its power, it appears to have calculated that it can more 
aggressively pursue its interests via information manipulation. In recent years, the use of tactics ranging from 
threats and intimidation to the creation of fake media personae has garnered the attention of governments and 
civil society worldwide. 

Beijing has invested billions of dollars to construct an information ecosystem in which PRC propaganda and 
disinformation gain traction and become dominant. The PRC’s approach features five primary elements: 
leveraging propaganda and censorship, promoting digital authoritarianism, exploiting international organizations  
and bilateral partnerships, pairing cooptation and pressure, and exercising control of Chinese-language media. 
Together, these five mutually reinforcing elements enable Beijing to exert control over the narratives in the global 
information space through advancing false or biased pro-PRC content and suppressing critical voices. 

The immediate goal of this report is to shed light on the tactics, techniques, and processes by which the PRC 
endeavors to use the information environment to its advantage. By publishing this report, we hope to inform the 
audiences targeted by the PRC and to empower governments, civil society, academia, the press, the private 
sector, and publics around the world to more effectively collaborate in their efforts to protect the integrity of the 
information space. This report is offered by GEC as a contribution to these shared efforts. 

PREFACE
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Every country should have the ability to tell its story to the world. However, a nation’s narrative should be based 
on facts and rise and fall on its own merits. The PRC employs a variety of deceptive and coercive methods as it 
attempts to influence the international information environment. Beijing’s information manipulation spans the 
use of propaganda, disinformation, and censorship. Unchecked, the PRC’s efforts will reshape the global 
information landscape, creating biases and gaps that could even lead nations to make decisions that subordinate 
their economic and security interests to Beijing’s. 

PRC Information Manipulation 
The PRC spends billions of dollars annually on foreign information manipulation efforts.2 Beijing uses false or 
biased information to promote positive views of the PRC and the Chinese Communist Party (CCP). At the same 
time, the PRC suppresses critical information that contradicts its desired narratives on issues such as Taiwan, its 
human rights practices, the South China Sea, its domestic economy, and international economic engagement. 
More broadly, the PRC seeks to cultivate and uphold a global incentive structure that encourages foreign 
governments, elites, journalists, and civil society to accept its preferred narratives and avoid criticizing its 
conduct. 

The PRC’s approach to information manipulation includes leveraging propaganda and censorship, promoting 
digital authoritarianism, exploiting international organizations and bilateral partnerships, pairing cooptation and 
pressure, and exercising control of Chinese-language media. Collectively, these five elements could enable Beijing 
to reshape the global information environment along multiple axes: 

Overt and covert influence over content and platforms. Beijing seeks to maximize the reach of biased or false 
pro-PRC content. It has acquired stakes in foreign media through public and non-public means and sponsored 
online influencers. Beijing has also secured sometimes restrictive content sharing agreements with local outlets 
that can result in trusted mastheads providing legitimacy to unlabeled or obscured PRC content. In addition, 
Beijing has also worked to coopt prominent voices in the international information environment such as foreign 
political elites and journalists. Beyond focusing on content producers, the PRC has targeted platforms for global 
information dissemination, for example, investing in digital television services in Africa and satellite networks.

Constraints on global freedom of expression. On issues it deems sensitive, the PRC has employed online and 
real-world intimidation to silence dissent and encourage self-censorship. The PRC has also taken measures 
against corporations in situations where they are perceived to have challenged its desired narratives on issues like 
Xinjiang. Within democratic countries, Beijing has taken advantage of open societies to take legal action to 
suppress critical voices. On WeChat, an application used by many Chinese-speaking communities outside the 
PRC, Beijing has exercised technical censorship and harassed individual content producers. Notably, data 
harvested by PRC corporations operating overseas have enabled Beijing to fine-tune global censorship by 
targeting specific individuals and organizations.

EXECUTIVE SUMMARY
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An emerging community of digital authoritarians. The PRC promotes digital authoritarianism, which involves the 
use of digital infrastructure to repress freedom of expression, censor independent news, promote disinformation, 
and deny other human rights.3 Through disseminating technologies for surveillance and censorship, often 
through capabilities bundled under the umbrella of “smart” or “safe cities,” the PRC has exported aspects of its 
domestic information environment globally. Beijing has also propagated information control tactics, with a 
particular focus on Africa, Asia, and Latin America. In parallel, the PRC has promoted authoritarian digital norms 
that other countries have adopted at a rapid pace. As other countries emulate the PRC, their information 
ecosystems have become more receptive to Beijing’s propaganda, disinformation, and censorship requests. 

Future Impact 
The PRC’s global information manipulation is not simply a matter of public diplomacy – but a challenge to the 
integrity of the global information space. Unchecked, Beijing’s efforts could result in a future in which technology 
exported by the PRC, coopted local governments, and fear of Beijing’s direct retaliation produce a sharp 
contraction of global freedom of expression. Beijing would play a significant – and often hidden – role in 
determining the print and digital content that audiences in developing countries consume. Multilateral fora and 
select bilateral relationships would amplify Beijing’s preferred narratives on issues such as Taiwan and the 
international economy. Access to global data combined with the latest developments in artificial intelligence 
technology would enable the PRC to surgically target foreign audiences and thereby perhaps influence economic 
and security decisions in its favor. Lastly, Beijing’s global censorship efforts would result in a highly curated 
international information environment characterized by gaps and inherent pro-PRC biases.

In this future, the information available to publics, media, civil society, academia, and governments as they 
engage with the PRC could be distorted by propaganda and disinformation and circumscribed by censorship. This 
would pose a direct challenge to all nations that seek to predicate their relations with the PRC on fact-based 
assessments of their sovereign interests. This future is not pre-ordained. Although backed by unprecedented 
resources, the PRC’s propaganda and censorship have, to date, yielded mixed results. When targeting democratic 
countries, Beijing has encountered major setbacks, often due to pushback from local media and civil society.  
Global understanding of PRC information manipulation is a starting point for a future in which the PRC’s ideas, 
values, and stories must compete on an even playing field.
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New cooperation agreements 
between PRC and Honduran 
state outlets created an 
opening for Beijing to 
distribute false or biased 
content (page 10). 

Twitter bots arti�cially 
boosted engagement 
on a PRC diplomat’s 
account (page 09). 

The PRC took legal action to 
intimidate a researcher 
critical of Huawei (page 23).

The PRC Embassy attempted to 
pressure a leading newspaper
to retract content (page 12). 
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PRC

The PRC sought to gain 
signi�cant control over 
Pakistani media (page 22).

The PRC paid for favorable 
coverage in a local newspaper 
while concealing sponsorship 
of content (page 08). 

TikTok’s owner ByteDance 
sought to block potential 
critics of Beijing from using 
its platforms (page 16). 
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Most of this report describes the main elements of PRC information manipulation. To provide context to these 
later sections, this introduction defines key terms and offers background on Beijing’s approach to shaping the 
information environment.
 
Key Terms 
The following terms appear widely throughout the report:

      Propaganda: The selective use of information, including false information, to promote arguments  
 for political effect.

      Censorship: Efforts to limit the free flow of information, including through technological means  
 and the threat or use of coercion.

      Disinformation: The intentional creation and dissemination of false content to mislead an   
 audience.

      Information Manipulation: The use of propaganda, disinformation, and censorship to create an  
 international information environment conducive to a nation’s policy objectives.

These are working definitions offered as a guidepost for readers of this report. An extensive body of scholarship 
exists around malign efforts to shape the information space that defines these terms in greater detail.

The PRC’s Approach to Information Manipulation

President Xi has significantly expanded PRC efforts to shape the global information environment. In 2013, he 
directed state media to “tell China’s story well.”�  In 2021, President Xi pressed PRC state media to strengthen their 
propaganda efforts and tailor “precise communication methods” to influence foreign audiences globally. Publicly 
available estimates indicate that Beijing spends billions of dollars annually on foreign information manipulation 
efforts – an investment that is growing.5 

The PRC commands a massive state media ecosystem which includes official messaging, diplomatic 
communications, messaging guidance to state-owned enterprises, and less overt proxies such as new media 
“influencers” – many of whom are PRC state media employees who obscure their affiliation – all working to 
promote positive views of Beijing’s policies. The CCP’s Central Propaganda Department (CPD) and United Front 
Work Department (UFWD) oversee much of this messaging under the guidance of leading small groups. UFWD is 
responsible for propaganda targeting Chinese diaspora communities, for example, and coordinates and oversees 
strategic acquisition of and investment in overseas media.6  The China Media Group (CMG), which consists of PRC 
state media enterprises China Central Television (CCTV), China National Radio (CNR), China Radio International 
(CRI), and China Global Television Network (CGTN), is under the supervision of the CPD. In official contexts, CMG 
is frank about its role in PRC messaging. CMG’s 2021 social media responsibilities report, for example, states its 
objective is to “faithfully execute the duty and mission of the Party’s ideological center.”7  

INTRODUCTION

Propaganda: The selective use of information, including false information, to promote arguments  
for political effect.

Censorship: Efforts to limit the free flow of information, including through technological means  
and the threat or use of coercion.

Disinformation: The intentional creation and dissemination of false content to mislead an   
audience.

Information Manipulation: The use of propaganda, disinformation, and censorship to create an  
international information environment conducive to a nation’s policy objectives.
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Most of this report describes the main elements of PRC information manipulation. To provide context to these 
later sections, this introduction defines key terms and offers background on Beijing’s approach to shaping the 
information environment.
 
Key Terms 
The following terms appear widely throughout the report:

      Propaganda: The selective use of information, including false information, to promote arguments  
 for political effect.

      Censorship: Efforts to limit the free flow of information, including through technological means  
 and the threat or use of coercion.

      Disinformation: The intentional creation and dissemination of false content to mislead an   
 audience.

      Information Manipulation: The use of propaganda, disinformation, and censorship to create an  
 international information environment conducive to a nation’s policy objectives.

These are working definitions offered as a guidepost for readers of this report. An extensive body of scholarship 
exists around malign efforts to shape the information space that defines these terms in greater detail.

The PRC’s Approach to Information Manipulation

President Xi has significantly expanded PRC efforts to shape the global information environment. In 2013, he 
directed state media to “tell China’s story well.”�  In 2021, President Xi pressed PRC state media to strengthen their 
propaganda efforts and tailor “precise communication methods” to influence foreign audiences globally. Publicly 
available estimates indicate that Beijing spends billions of dollars annually on foreign information manipulation 
efforts – an investment that is growing.5 

The PRC commands a massive state media ecosystem which includes official messaging, diplomatic 
communications, messaging guidance to state-owned enterprises, and less overt proxies such as new media 
“influencers” – many of whom are PRC state media employees who obscure their affiliation – all working to 
promote positive views of Beijing’s policies. The CCP’s Central Propaganda Department (CPD) and United Front 
Work Department (UFWD) oversee much of this messaging under the guidance of leading small groups. UFWD is 
responsible for propaganda targeting Chinese diaspora communities, for example, and coordinates and oversees 
strategic acquisition of and investment in overseas media.6  The China Media Group (CMG), which consists of PRC 
state media enterprises China Central Television (CCTV), China National Radio (CNR), China Radio International 
(CRI), and China Global Television Network (CGTN), is under the supervision of the CPD. In official contexts, CMG 
is frank about its role in PRC messaging. CMG’s 2021 social media responsibilities report, for example, states its 
objective is to “faithfully execute the duty and mission of the Party’s ideological center.”7  

When amplifying its desired narratives and suppressing critical voices overseas, the PRC draws on practices it has 
pioneered domestically. Within its borders, the PRC curates an information environment that prevents local or 
foreign voices from providing accurate information that could generate popular pressure on national authorities. 
The PRC’s ability to shape the information environment its citizens experience is exemplified in how Beijing 
portrays periods of tension with the United States. For example, in the wake of then-Speaker of the U.S. House of 
Representatives Nancy Pelosi’s delegation to Taiwan in August 2022, the PRC heavily amplified propaganda about 
Beijing’s diplomatic, military, and economic countermeasures against the United States, including a series of 
exercises by the People’s Liberation Army. At the same time, PRC censors suppressed foreign statements that 
criticized those exercises as dangerous or that argued the PRC overreacted to the delegation.8  This capability to 
prevent accurate information from reaching PRC media consumers while flooding the space with approved 
narratives allows Beijing to exploit a strategic asymmetry in public messaging capabilities, preventing the U.S. and 
other governments from having genuine conversations that could strengthen bilateral trust and genuine 
people-to-people ties.
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Since its founding in 1921, the CCP has used information manipulation to ensure regime survival and increase its 
power. Today, as the PRC seeks to reshape the international order to its advantage, Beijing builds on this legacy 
by leveraging propaganda and censorship. 

Key Takeaways 

  Beijing seeks to maximize the distribution of pro-PRC content to worldwide audiences, combining 
traditional public diplomacy with false content and deceptive practices. Its tactics include the expansion of its 
overt global network of state media outlets, direct purchase of foreign media, sometimes restrictive 
content-sharing agreements with local outlets, stepped up diplomatic engagement with foreign media, 
promoting media partnerships, sponsoring online influencers, and misrepresenting official commentary.

  The PRC censors critical voices globally through technical, coercive, and diplomatic capabilities. 
Beijing employs manipulative social media tactics such as use of bots and trolls to amplify pro-PRC content and 
drown out critical voices. The PRC also uses online and real-world intimidation to silence dissent and encourage 
self-censorship. Additionally, PRC diplomats pressure host-nation media and academic institutions to adhere to 
preferred narratives and refrain from providing platforms to critics.

Maximizing the Distribution of False or Biased Pro-PRC Content

Beijing employs a worldwide investment strategy to expand ownership and control of information dissemination 
channels to maximize the distribution of false or biased pro-PRC content to global audiences. The PRC has made 
a concerted effort to expand distribution of favorable content through the following lines of effort:

ELEMENT 1 Leveraging Propaganda and 
Censorship

Expansion of State-Owned Media. Over the past decade, the PRC has invested heavily in its state-owned media. 
Today, PRC state-owned media outlets have expansive print, digital, and social media properties in at least 12 
languages, reaching audiences across the globe. Beijing’s highest profile outlets for foreign audiences are CGTN, 
China Daily, CRI, Xinhua, and China News Service (CNS). Xinhua, the PRC’s official state news agency, launched 40 
new foreign bureaus between 2009 and 2011, reached 162 total in 2017, and ultimately maintained 181 bureaus 
in 142 countries and regions as of August 2021.⁹  Some of these bureaus are massive – for example, as of 2020, the 
largest, in Nairobi, Kenya, supported 150 journalists and 400 staff producing 1,800 stories a month.10  It is 
important to note, however, that this rapid expansion has not necessarily increased audience share or perceived 
credibility of PRC media. In the Asia-Pacific, CGTN is the 10th most popular broadcaster, with an audience that is a 
fraction of CNN’s.11   
   
Direct Purchase of Foreign Media Outlets. The PRC augments its state-owned media apparatus and editorial 
control by directly purchasing foreign news outlets. For example, after a PRC conglomerate purchased a controlling 
stake in the Czech Republic’s Empresa Media and Medea in 2015, outlets associated with both groups ramped up 
favorable coverage of Beijing. More generally, in the decade preceding 2018, the PRC invested approximately 3 
billion euros in European media properties.12 In some cases, the PRC has evaded media transparency rules to 
secure ownership of media outlets. For example, Australia-based Global CAMG, which is majority-owned by PRC 
state media giant CRI, circumvented Thai law limiting foreign media ownership in 2011 when it acquired a popular 
Thai radio station through a Thai intermediary. After this purchase, the station’s online news coverage focused 

Beijing seeks to maximize the distribution of pro-PRC content to worldwide audiences, combining 
traditional public diplomacy with false content and deceptive practices. Its tactics include the expansion 
of its overt global network of state media outlets, direct purchase of foreign media, sometimes restrictive 
content-sharing agreements with local outlets, stepped up diplomatic engagement with foreign media, 
promoting media partnerships, sponsoring online influencers, and misrepresenting official commentary.

The PRC censors critical voices globally through technical, coercive, and diplomatic capabilities. Beijing 
employs manipulative social media tactics such as use of bots and trolls to amplify pro-PRC content and 
drown out critical voices. The PRC also uses online and real-world intimidation to silence dissent and 
encourage self-censorship. Additionally, PRC diplomats pressure host-nation media and academic 
institutions to adhere to preferred narratives and refrain from providing platforms to critics.
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According to U.S. Government information, in spring 2021 the PRC government 
representatives in an East African country reached an agreement with a local newspaper to 
publish articles favorable to the PRC. The PRC government representatives and the newspaper 
agreed that the paid articles would not have a direct connection to the PRC. This type of 
agreement – in which information provided by Beijing runs under a trusted masthead without 
attribution – distorts the local information environment and reduces the ability of publics to 
make fact-based assessments about the PRC.

Unattributed PRC Content in African Media

“exclusively” on the PRC with a pro-Beijing bias, according to analysis by CNA.13 One of the PRC’s leading 
technology companies, Tencent, worked around Thai law in the same way in 2016 when it created a Thai 
subsidiary, run by Thai nationals, to purchase Sanook, the country’s most popular news site with 30 million active 
monthly users.14  

Beyond online and traditional news outlets, PRC-owned companies invest in cable TV service providers, enabling 
Beijing to influence content in various delivery platforms at the local level. For example, the PRC has become a 
leading provider of digital television services in Africa through StarTimes. In 2019, StarTimes reached 10 million 
subscribers in 30 African countries.15  Today, the company is considered the market leader in Africa, with coverage 
extending to 90 percent of the continent’s population. Other PRC companies with similar offerings are making 
forays into South and Southeast Asia.16 By controlling cable TV service providers, the PRC gains the power to 
determine which stations viewers can access by excluding Western news channels from basic packages and pricing 
packages with their inclusion beyond the purchasing power of subscribers. For example, the cheapest packages 
available in some countries at around $1 to $2 a month include CGTN and dubbed Chinese entertainment content 
but do not include Western news channels.17 
  

Publishing PRC-Made Content in Foreign Media Outlets. PRC state media use content-sharing agreements with 
foreign local media outlets, a technique often referred to as “borrowing a boat to reach the sea,” to place PRC 
propaganda under mastheads of trusted media and to activate networks of pro-Beijing commentators to extend 
the reach of pro-PRC narratives to foreign audiences.18 Some content-sharing agreements with foreign news 
outlets include exclusivity clauses that prevent them from reaching agreements with Western-sourced wire 
services that could result in the distribution of content inconsistent with the PRC’s desired narratives. CCTV 
provides free video footage and television scripts to 1,700 foreign news organizations and media groups.19 In many 
cases, content produced by CGTN or People’s Daily is repackaged for local media without branding that would 
identify it as coming from a foreign government. Xinhua has content sharing agreements with outlets in Australia, 
Italy, Bangladesh, India, Nigeria, Belarus, and Vietnam, among many other countries.20 
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Enhancing PRC Diplomats’ Media Engagement. Following the lead of the PRC’s top foreign-oriented media 
outlets, PRC diplomats are increasingly using online platforms with global reach, such as Twitter, Facebook, and 
Instagram, to push state-owned media content. Typically, PRC ambassadors share English-language articles from 
Global Times, CGTN, or China Daily, all of which can serve as an easily accessed repository of official language and 
talking points. PRC diplomats abroad have become increasingly active in public engagement. In 22 of the 30 
countries Freedom House examined in its 2022 research on Beijing’s global media influence, the PRC ambassador 
or other officials published ten or more op-eds from 2019 to 2021. In countries including Argentina, Mexico, 
Nigeria, and South Africa, PRC diplomats published as many as 50 op-eds during this period, sometimes pursuant 
to specific content-sharing agreements that allowed these officials to reach audiences directly without editorial 
oversight.21  According to former U.S. Agency for Global Media staff, PRC diplomats sought to convince radio and 
television broadcasters in foreign countries such as Indonesia to drop U.S. Government-funded programming in 
favor of CGTN and CRI, sometimes offering financial incentives to the stations targeted.22 PRC diplomats have also 
demonstrated an ability to combine incentives and pressure to turn around the tone of specific publications 
regarding the PRC. According to Spanish journalist Juan Pablo Cardenal, in the mid-2010s PRC officials gradually 
lessened Argentine paper La Nación’s criticism of the PRC and elicited more positive reporting through a mixture 
of elite capture and large ad buys to increase the paper’s dependency on PRC commercial entities.23

 

Coordinated Inauthentic Behavior Amplifies PRC Diplomatic Messaging

Following decades of primarily broadcasting positive narratives about the PRC to foreign audiences, 
Beijing has shifted to embracing the coordinated use of disinformation when it suits its purposes, 
often using inauthentic bot networks to amplify messaging. The PRC first began to experiment with 
coordinated foreign-facing disinformation campaigns in its response to the 2019 Hong Kong 
pro-democracy protests.24 Following the outbreak of the global COVID-19 pandemic in early 2020, 
PRC officials and state media built on this new playbook of coordinated falsehoods to deflect 
scrutiny from the PRC at any cost.25 In the wake of Russia’s full-scale invasion of Ukraine in early 
2022, PRC officials and media readily began amplifying the Kremlin’s falsehoods.26

PRC diplomats promote pro-Beijing narratives and disinformation and attack critics with the 
assistance of automated bot networks. The PRC’s official presence on Twitter, a key platform for 
such efforts, grew from a handful of diplomatic accounts to more than 170 between mid-2019 and 
October 2020.27  As of August 2023, the PRC maintained 333 diplomatic and official media accounts 
with nearly 65 million followers combined.28 Networks of bots routinely amplify diplomats’ posts, in 
some cases exclusively engaging with diplomats posted in a specific country. Between June 2020 
and January 2021, a single coordinated network comprising dozens of accounts impersonating UK 
citizens generated 44 percent of the retweets of then-PRC Ambassador to the UK Liu Xiaoming’s 
posts, 20 percent of the replies to his posts, and up to three quarters of all engagement during 
weeks in November 2020 and January 2021.29  Although more than half of Liu’s retweets during this 
period came from accounts that were ultimately suspended for violating Twitter’s terms of service 
at the time, new accounts continued to pop up to prolong this inauthentic amplification, indicating 
how easily the PRC can establish and sustain these networks. 30
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Promotion of Partnership Networks. Apart from directly delivering messages via its diplomats and state-controlled 
flagship media, Beijing invests in official media cooperation and partnership networks to advance its core 
narratives. In 2018, the state-affiliated All-China Journalists Association (ACJA) convened the “Belt and Road 
Journalists Forum,” which attracted representatives from nearly 50 countries. Among the forum’s goals: “organize 
joint news collection and increase the sharing of information.” 31  In 2019, the PRC launched the Belt and Road News 
Network (BRNN) under the auspices of CCP-controlled People’s Daily. The network nominally shares content from 
all its members, including media organizations from at least 24 countries across Asia, Africa, Europe, and Latin 
America.32 In fact, by 2020 the network appeared to only provide contributions from the People’s Daily. In 2023, 
immediately after Beijing established formal diplomatic relations with Honduras, CMG and Xinhua opened local 
offices and signed a cooperation agreement with Honduran state media involving content sharing and staff 
training.33 The PRC in 2023 also announced agreements concerning, among other things, promoting co-production 
in television and cinema during Brazilian President Luiz Inacio Lula da Silva’s visit to Beijing.34  

Sponsorship of Online Influencers. The PRC leverages social media influencers to communicate directly with 
foreign audiences. In many cases these efforts are more successful than the PRC’s efforts through official 
propaganda organs. As of 2021, almost 100 influencers disseminated official PRC messaging in at least two dozen 
languages on multiple social media platforms to a combined audience of over 11 million followers in dozens of 
countries.35 In recent years, Beijing has used domestic influencers drawn from ethnic minorities in China to 
generate content for global audiences on YouTube in a bid to obscure its human rights abuses in Xinjiang and Tibet. 
These influencers – politically vetted and managed by professional agencies known as multi-channel networks 
(MCNs) – actively propagate the PRC’s preferred narratives. These firms began to emerge in 2018, growing to about 
28,000 registered companies in the PRC by 2020, and work closely in the PRC with propaganda and cyberspace 
authorities.36  Notably, MCNs enable their online influencers to speak on platforms banned domestically within the 
PRC and serve as a conduit for YouTube advertising revenue.37 Even some journalists and media personalities who 
acknowledge their PRC state links go unlabeled on major social media platforms. Some of these influencer accounts 
reach millions of users in the Middle East and North Africa, mainly posting innocuous content about culture, humor, 
and daily life, ostensibly to attract followers, and interspersing posts containing pro-Beijing propaganda.38

Laundering Official Commentary. According to U.S. Government information, PRC officials sometimes produce 
English-language articles attributed to authors without discernable links to the PRC Government and disseminate 
them via local media outlets in various regions. PRC officials sometimes attribute relevant content to specific 
authors under false names, likely to conceal the PRC’s role in producing it and falsely purporting to represent 
legitimate, organic sentiment in a given region. In addition, PRC officials are known in some cases to attribute such 
manufactured commentaries to “international affairs commentators” and then use other individual, non-official 
accounts to promote these commentaries. As one example, the PRC Ministry of Foreign Affairs (MFA) uses a 
manufactured persona named Yi Fan, often credited as a “Beijing-based international affairs commentator,” to 
deceptively promote pro-Beijing views on a wide variety of topics and regions. The PRC MFA uses this manufactured 
persona, and likely others like it, to collaboratively author articles seeking to influence local information 
environments around the world in the PRC’s favor.

Suppressing Perspectives that Clash with Preferred PRC Narratives

Beijing pairs investments to maximize the reach of biased or false pro-PRC content with the global censorship of 
critical voices. Its toolkit for marginalizing alternative perspectives includes manipulative social media tactics, 
monitoring communications, online and real-world intimidation, and diplomatic pressure. 
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Manipulative Social Media Tactics. Beijing employs bots, trolls, and coordinated campaigns among inauthentic 
social media accounts to boost pro-PRC content and suppress critical content. Through flooding – a tactic that 
manipulates search engine results and hashtag searches – the PRC drowns out information around sensitive 
topics or events with unrelated content and renders fact-based, substantive information more difficult for users 
to find.39 Recent PRC flooding campaigns include an attempt to hijack the #GenocideGames hashtag during the 
2022 Winter Olympics to marginalize efforts by foreign activists to raise awareness of the PRC’s genocide and 
crimes against humanity in Xinjiang.40 Over 1,000 pro-PRC accounts also sought to bury a report by the 
Spain-based nongovernmental organization Safeguard Defenders detailing the presence and coercive activities of 
100 “overseas police service stations” in 53 countries linked to local PRC public security authorities across 
multiple jurisdictions. Many of these stations were operating illegally without the knowledge or consent of host 
governments. Pro-PRC accounts generated spam posts from accounts with the same name as that of Safeguard 
Defenders, possibly seeking to trigger Twitter’s automatic de-boosting response.41

Monitoring Communications. Beijing seeks to monitor and potentially disrupt overseas criticism via 
infrastructure, mobile phones, and other network devices installed or produced by PRC corporations. For 
example, Federated States of Micronesia President David Panuelo warned other Pacific Island Country (PICs) 
leaders in May 2022 that Beijing sought “influence in [PIC] government[s]” through a proposed sweeping 
PRC-PICs agreement which included, among other things, “control and ownership of [PICs’] communications 
infrastructure.” 42 Some PRC-produced devices natively possess the capability to censor users in foreign countries, 
even if these functions are not always active. In September 2021, Lithuania’s National Cyber Security Centre 
reported that phones manufactured by PRC corporation Xiaomi had a default capability to censor a list of at least 
449 phrases including “Free Tibet,” “Long live Taiwan independence,” and “democracy movement.”43 This 
“feature” was inactive in phones shipped to Europe, according to the Lithuanian report, but could be activated 
remotely, raising concerns that Beijing could without warning block such content for the 24 percent of European 
smartphone users owning Xiaomi handsets at that time.44
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Online and Real-World Intimidation. The PRC combines social media manipulation with online and real-world 
intimidation and harassment of critics to silence dissent and encourage self-censorship, blurring the lines 
between its domestic and foreign information manipulation. PRC security elements, foreign affairs authorities, 
and others lead an interagency effort to identify and control the accounts of online critics of Beijing both 
domestically and overseas, in effect exporting aspects of the PRC’s domestic censorship apparatus. According to 
U.S. Government information, relevant authorities work in concert with private PRC-based companies to identify 
and locate critics abroad who might have considered online anonymity a protection against PRC government 
retaliation or harassment. Authorities have used this public-private coordination to seek blocking of users or 
deletion of posts concerning topics including among others advocacy for veterans’ benefits, complaints about the 
PRC’s COVID-19 response and associated lockdowns, and criticism of police investigations.

The expanded extraterritorial application of PRC domestic laws presents unique challenges to freedom of 
expression in other countries. The wide-ranging and vague PRC Law on Safeguarding National Security in the Hong 
Kong Special Administrative Region, commonly called the National Security Law, criminalizes criticism of the PRC 
and Hong Kong governments regardless of where it occurs, threatening the arrest of anyone traveling through 
Hong Kong or any country with an extradition agreement with the PRC.45 Beijing’s long-arm tactics create 
additional incentives for self-censorship.

Diplomatic Pressure. PRC diplomats pressure host-nation media and academic institutions to adhere to desired 
narratives. PRC diplomats have directly threatened universities and newspapers with retaliation, ordering them to 
take down content they deem offensive. For example, PRC ambassador to France Lu Shaye repeatedly attacked 
and criticized the French press for allegedly “lying” about and “making fun of” the PRC.46 Similarly, the PRC 
consulate in Düsseldorf and PRC universities pressured two German universities to cancel discussions of a book 
about President Xi, even though the local Confucius Institutes were the hosts. The PRC Consul in Düsseldorf 
personally intervened to cancel one of the events, according to the book’s publisher.47 In May 2022, after the 
Jerusalem Post published an interview with Taiwan’s foreign minister, the paper’s editor-in-chief tweeted that the 
PRC Embassy in Israel contacted him directly and threatened to downgrade ties with Israel unless the paper 
published a retraction – a threat that did not then materialize after the paper refused to comply. 48

Conclusion

PRC propaganda and censorship degrade the quality of the international information environment. Through 
tactics such as acquiring stakes in foreign media outlets, content sharing agreements, and sponsoring online 
influencers, Beijing is gaining the ability to shape the content foreign audiences consume, sometimes without 
their knowledge. The global scale of Beijing’s censorship efforts – predicated on tools ranging from 
communications monitoring to real-world intimidation to diplomatic pressure – diminishes international access 
to fact-based information about the PRC. The next section turns to the second element of PRC information 
manipulation – promoting digital authoritarianism. 
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ELEMENT 2 Promoting Digital Authoritarianism

Through exporting surveillance technologies while advancing authoritarian norms of digital governance, the PRC 
seeks to reshape the global information environment in ways that expand the reach and traction of its 
propaganda and censorship efforts while normalizing these practices internationally.

Key Takeaways

  The PRC seeks to export aspects of its domestic information environment globally. It disseminates 
technologies for surveillance and censorship, often through capabilities bundled under the umbrella of “smart” 
or “safe cities.” Beijing also propagates information control tactics, with a particular focus on developing 
countries. In parallel, the PRC advances international norms that align with the information control technologies 
and tactics that it exports, as other countries’ use of these technologies serves to normalize the PRC’s policies.

 Digital authoritarianism reinforces the PRC’s overall information manipulation efforts. Data 
harvested by PRC corporations operating overseas enables Beijing to track foreign sentiment and fine-tune global 
messaging and censorship by targeting specific individuals and organizations. As other countries adopt the PRC’s 
approach to digital governance, their domestic information ecosystems become more receptive to Beijing’s 
propaganda and censorship efforts. Lastly, PRC companies’ access to data on a global scale coupled with domestic 
legal requirements that they “support, assist, and cooperate with national intelligence work” affords Beijing with 
an opportunity to collect foreign intelligence that can in turn inform its efforts to communicate with foreign 
audiences.49

Exporting Information Control Technology, Tactics, and Norms

The PRC seeks to export aspects of its domestic information environment. This outward-facing digital 
authoritarianism involves the global promotion of PRC surveillance technology, information control tactics, and 
norms for governing the digital domain.

Disseminating Surveillance Technology. The PRC has a history of helping other governments build and maintain 
information and communications technology (ICT) systems for domestic surveillance and censorship. For 
example, PRC telecommunications giant ZTE has operated in Ethiopia since at least 2000 and was its sole provider 
of telecommunications equipment from 2006 to 2009.50  Human Rights Watch found that the Ethiopian 
government has used equipment provided by ZTE and by several European companies to monitor telecom 
activity.51 Today, the PRC exports digital ecosystems like “smart” or “safe cities” to assist in surveillance.52 On 
paper, these systems promise to make daily life more convenient by fusing ubiquitous data gathering in urban 
environments with advanced machine processing capabilities. These same systems can also facilitate pervasive 
invasions of privacy and pose national security risks.53 Many PRC companies that produce components integrated 
into “smart city” systems have actively supported Beijing’s surveillance and repression in Xinjiang, whether 
through developing AI programs trained to recognize the Uyghur language and Uyghur faces or by providing cloud 
computing services for local police.54 Research by the Australian Strategic Policy Institute (ASPI) identified 163 
global smart city-public security projects outside the PRC as of June 2021 involving PRC firms that have operations 
in Xinjiang, including Huawei, Hikvision, China Unicom, ZTE, CETC, YITU, Megvii, DJI, Dahua, SenseTime, Beidou, 
Inspur, and Alibaba. 55

The PRC seeks to export aspects of its domestic information environment globally. It disseminates 
technologies for surveillance and censorship, often through capabilities bundled under the umbrella of 
“smart” or “safe cities.” Beijing also propagates information control tactics, with a particular focus on 
developing countries. In parallel, the PRC advances international norms that align with the information 
control technologies and tactics that it exports, as other countries’ use of these technologies serves to 
normalize the PRC’s policies.

Digital authoritarianism reinforces the PRC’s overall information manipulation efforts. Data harvested by PRC 
corporations operating overseas enables Beijing to track foreign sentiment and fine-tune global messaging 
and censorship by targeting specific individuals and organizations. As other countries adopt the PRC’s 
approach to digital governance, their domestic information ecosystems become more receptive to Beijing’s 
propaganda and censorship efforts. Lastly, PRC companies’ access to data on a global scale coupled with 
domestic legal requirements that they “support, assist, and cooperate with national intelligence work” 
affords Beijing with an opportunity to collect foreign intelligence that can in turn inform its efforts to 
communicate with foreign audiences.49
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Propagating Information Control Tactics. The PRC offers governments training on how to use technology to 
emulate aspects of the CCP’s social controls. The most important tools help governments more effectively 
monitor their domestic information environments to identify, monitor, and respond to criticism or opposition. As 
of 2019, PRC information controls had diffused to 102 countries, helping legitimize the PRC’s domestic 
governance practices and lock in the CCP’s control over information.60 In 11 of these countries, the deepest 
diffusion of PRC information control tactics resulted in imitation, or outright replication, of PRC information 
control laws and techniques.61 As noted by the Congressionally mandated U.S.-China Economic and Security 
Review Commission, Beijing has in recent years become “increasingly transparent in its ambitions to export key 
elements” of its domestic toolbox, including high-tech surveillance and censorship.62

Promoting Authoritarian Norms of Digital Governance. The PRC simultaneously advances international norms 
that align with the information control technologies and tactics that it exports. Beijing’s initiatives in cyberspace 
governance largely focus on influencing standard-setting bodies to ensure international technical norms are 
favorable to Beijing’s preferences. PRC messaging uses the term “community of common destiny in cyberspace,” 
which is intended to elevate Beijing’s desired policies in the development of future international cyber norms to 
legitimize repressive practices.63 PRC companies’ export of “smart city”-related systems can directly help promote 
Beijing’s preferred norms concerning digital governance. In September 2022, according to U.S. Government 
information, a PRC state-owned electronics firm pitched to a state-level government in Nigeria a comprehensive 
“safe city” package that the company claimed would enable “preemptive enforcement of the Law.” According to 
sales materials, the state-owned firm offered systems that could, for example, enhance government control of 
the region by automatically comparing targets’ faces and license plates to grey- and blacklists. Adopting these 
highly intrusive systems, the firm argued, would lead to higher economic growth, underscoring the link between 
the export of such systems and PRC support for normalizing the view that economic growth should take priority 
over individual rights. There is no evidence that any Nigerian locality ultimately procured the system in question, 
but this vignette exemplifies how the PRC fuses the export of surveillance technology and authoritarian digital 
norms, rendering the information ecosystems of targeted countries more receptive to its global censorship 

In parallel with exporting surveillance technology, the PRC invests in the enabling nodes of 
information dissemination, such as global satellite networks. Beijing’s sovereign investment 
fund China Investment Corporation acquired a seven percent stake in French satellite fleet 
operator Eutelsat in 2012 and has since sought to use it to deliver PRC propaganda.56  In 
2017, China Central Television signed a distribution deal with Eutelsat to broadcast three of 
its channels in Europe, the Middle East, and Africa.57 In August 2022, the EU ruled out a 
proposed merger between Eutelsat and British firm OneWeb due in part to concerns about 
the PRC’s stake.58 As of late 2022, the PRC reportedly planned to use a Eutelsat-owned 
satellite to broadcast state media content from a ground station in Xinjiang to audiences in 
Africa.59 Controlling satellite networks provides the PRC with another tool to shape the 
content that foreign audiences receive and use to form their views of Beijing.

Acquiring Satellites to Control Information
 Dissemination
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Digital Authoritarianism Reinforces PRC Information Manipulation

Promoting digital authoritarianism reinforces Beijing’s overall information manipulation efforts. Specifically, it 
enables the PRC to more effectively target its propaganda, disinformation, and censorship globally. 

Refining Overseas Messaging and Censorship. Beijing applies its domestic opinion analysis techniques overseas 
by trawling the international information environment for politically sensitive or personally identifiable data and 
using it to refine messaging campaigns and monitor critics.64 The PRC’s data-gathering ecosystem leverages both 
PRC companies and their foreign partners including Western universities. For example, the PRC government-run 
Language Big Data Alliance seeks to deepen ties with international researchers focusing on big data analytic and 
natural language processing in part to gain access to their datasets and networks.65 This grants the PRC “front 
door” access to sensitive data from around the world, with no “back door” or malicious break-in needed.66 PRC 
information technology companies actively collect and process enormous amounts of personally identifiable data 
across multiple international jurisdictions, according to ASPI analysis of 27 such companies’ activities.67 The U.S. 
National Intelligence Council assessed in a declassified April 2020 report that Beijing “has demonstrated its 
willingness” to leverage the global activities of PRC companies to aid its overseas surveillance and censorship and 
that the PRC will have increasing opportunities to do so in the future.68 

The activities of PRC corporations overseas facilitate collection of data to fine-tune PRC information 
manipulation.69 The National Intelligence Council’s 2020 report assessed that broad commercial access to data 
will enable Beijing to “automate identification of individuals and organizations” outside the PRC to target in its 
information manipulation operations.70 For example, the CCP’s Central Propaganda Department seeks to mine 
public Twitter data to track foreign negative sentiment toward PRC leadership, map relationships between critics, 
and “fight the public opinion war overseas,” according to PRC government bidding documents and contracts.71 For 
example, the Washington Post found that Beijing purchased a program to scrape social media to create a 
database of foreign academics and journalists and another program to monitor Western discussion of Hong Kong 
and Taiwan.72 Mass data collection by firms such as Global Tone Communication Technology Co. Ltd., a subsidiary 
of a state-owned corporation ultimately controlled by the CCP’s Propaganda Department, help Beijing to refine 
its understanding of possible threats to state security through big data analysis of topics generating interest 
among regional audiences.73 

Advancing a Global Infrastructure for Surveillance and Censorship. As other countries adopt the PRC’s approach 
to digital governance, their domestic information ecosystems become more receptive to Beijing’s propaganda 
and disinformation efforts. With assistance from Beijing, African governments have used Huawei systems worth 
hundreds of millions of dollars to support police work and even to intercept the electronic communications and 
cellular location data of domestic political opposition members.74 Mauritius’ digital ecosystem, which features 
surveillance technologies provided by Huawei in 2019, offers both domestic and foreign actors “alarming new 
powers through control over data,” according to University of Mauritius Associate Professor Kasenally Roukaya. 
This includes attempts by authorities to channel social media posts through government-controlled servers.75 In 
November 2021, the Committee to Protect Journalists reported that governments in at least 18 countries used 
Huawei-manufactured middleboxes, which facilitate and inspect internet traffic on some online networks, to 
block access to certain sites.76 Narratives that challenge the PRC may struggle to gain wider visibility in tightly 
controlled information environments.
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Exploiting Intelligence Collection to Shape Messaging. PRC companies’ access to data on a global scale affords 
Beijing an opportunity to collect foreign intelligence. The PRC’s 2017 National Intelligence Law requires all 
organizations and citizens to “support, assist, and cooperate with national intelligence work” and to refrain from 
disclosing their cooperation with national authorities.77 PRC intelligence services use these legal authorities to 
effectively commandeer PRC corporations’ resources for national security work. Beijing tasks leading PRC 
technology companies “on a daily basis” with processing bulk data to glean intelligence from them, according to 
former senior U.S. counterintelligence official William Evanina.78  Beijing likely gains insights into the international 
information environment from this collaboration, including identifying individuals that should be targeted in 
information manipulation campaigns.

Moreover, the PRC exploits its provision of physical facilities to foreign governments to acquire intelligence. In 
2018, after the PRC government funded the 2012 construction of a new headquarters for the African Union (AU) 
in Addis Ababa, Ethiopia, AU employees discovered that hackers, allegedly from the PRC, had set up servers to 
secretly record and exfiltrate audio and video footage from the new buildings.79 According to the Heritage 
Foundation, as of May 2020, PRC companies had constructed and/or renovated at least 186 sensitive government 
buildings in Africa and at least 14 ostensibly “secure” intragovernmental telecommunications networks, which 
PRC authorities almost certainly use to gather intelligence.80 This intelligence in turn can inform how Beijing 
optimizes its narratives to appeal to African elites.

TikTok’s owner ByteDance seeks to block potential critics of Beijing, possibly including 
those outside the PRC, from using its platforms. According to U.S. Government 
information, as of late 2020, ByteDance maintained a regularly updated internal list 
identifying people who were likely blocked or restricted from all ByteDance platforms, 
including TikTok, for reasons such as advocating for Uyghur independence. ByteDance 
directed that specific individuals be added to this list if they were deemed to pose a 
public sentiment risk, likely to prevent criticism of the PRC government from spreading 
on ByteDance-owned platforms. This example illustrates how the spread of PRC digital 
platforms globally creates new opportunities for Beijing to censor views that run 
counter to its promoted narratives on issues such as Xinjiang. 

TikTok Creates Opportunities for PRC Global Censorship 
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Weaponizing Diplomatic Outposts to Target Dissenting Voices. The PRC uses its embassies and consulates to 
obtain intelligence that feeds into its global efforts to target dissenting voices. According to leaked classified PRC 
documents, embassy and consular staff abroad collect information on Uyghurs living overseas and feed this 
information back to PRC law enforcement for use in possible investigation or detention upon their return to the 
PRC. The International Consortium of International Journalists, which published the leaked documents, reported 
that the Integrated Joint Operations Platform, the “cybernetic brain” supporting PRC law enforcement’s 
repression in Xinjiang, generated a list of 4,341 people who applied for travel documents at PRC embassies or 
consulates and whom authorities should arrest upon their return to the PRC.81

Conclusion

The PRC’s promotion of digital authoritarianism is reshaping the global information environment in ways 
conducive to Beijing’s propaganda, disinformation, and censorship. The technology and norms Beijing exports is 
creating an architecture for targeted messaging and identification of critical voices overseas. The next section 
turns to the third element of PRC information manipulation – exploiting international organizations and bilateral 
relationships.
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Just as the PRC’s digital authoritarianism serves to boost its propaganda and censorship efforts, the PRC uses 
international organizations and bilateral partnerships to amplify its preferred narratives and suppress views and 
voices that challenge its perspective. 

Key Takeaways

  The PRC uses international organizations as platforms to amplify information aligned with its 
policy narratives. This is particularly the case with respect to PRC efforts to isolate Taiwan from the international 
community and shut it out from meaningful international participation. Additionally, Beijing’s efforts to use the 
information space in multilateral organizations in support of its policy objectives include retroactively altering the 
historical documents of international organizations and a failed attempt to rewrite data entry procedures for 
global logistics. Working through multilateral organizations, the PRC seeks to restructure digital governance in 
ways conducive to censorship and surveillance. Simultaneously, Beijing promotes norms in UN governing 
documents that reinforce its signature foreign policy initiatives, domestic practices, and CCP ideology.

 Bilaterally, the PRC uses high-level summits and agreements to amplify its desired narratives 
regarding issues ranging from its domestic political system to Taiwan and Xinjiang. With close partners, the PRC 
also seeks to secure cooperation to refute narratives in traditional and online media spaces that threaten its 
interests. Within democratic countries, the PRC takes advantage of open societies to maximize the reach of its 
messaging through lobbying while taking legal action to suppress critical voices.

Exploiting International Organizations

Beijing’s use of propaganda and censorship in the context of international organizations reinforces the other 
elements of its information manipulation approach. Through multilateral fora, the PRC seeks to shape global 
narratives in its favor while lending normative support to its vision of digital governance.

Challenging Unfavorable Narratives. Beijing pushes back in multilateral fora against narratives that run counter 
to its foreign policy objectives. PRC efforts to limit Taiwan’s role in international organizations are a prime 
example. Beijing has sought to rewrite history in pursuit of this goal of shrinking Taiwan’s international space. The 
International Telecommunication Union retroactively changed references from “Taiwan” to “Taiwan, China” or 
“Taiwan, Province of China” during the 2015-2022 tenure of ITU Secretary-General Zhao Houlin, a PRC national 
supported and nominated by the PRC.82 More recently, in 2021, the PRC unsuccessfully attempted to force 
through a revision to the United Nations Code for Transport Locations (LOCODE) that could have damaged 
Taiwan’s role as a key node in global supply chains. The proposed revision would have made the PRC the default 
approver of changes to supply chain nodes in Taiwan, effectively granting PRC authorities the ability to modify or 
remove the global transport industry’s access to the island.83 As another example, in 2020 the International Civil 
Aviation Organization – when under the leadership of a PRC citizen – blocked social media users asking about 
Taiwan’s exclusion from the organization.84

The PRC also seeks to prevent narratives challenging its domestic practices and foreign policy from gaining 
traction in multilateral organizations. According to Human Rights Watch, Beijing uses its influence in the UN to 

ELEMENT 3 Exploiting International Organizations 
and Bilateral Relationships 

The PRC uses international organizations as platforms to amplify information aligned with its policy 
narratives. This is particularly the case with respect to PRC efforts to isolate Taiwan from the international 
community and shut it out from meaningful international participation. Additionally, Beijing’s efforts to 
use the information space in multilateral organizations in support of its policy objectives include 
retroactively altering the historical documents of international organizations and a failed attempt to 
rewrite data entry procedures for global logistics. Working through multilateral organizations, the PRC 
seeks to restructure digital governance in ways conducive to censorship and surveillance. Simultaneously, 
Beijing promotes norms in UN governing documents that reinforce its signature foreign policy initiatives, 
domestic practices, and CCP ideology.

Bilaterally, the PRC uses high-level summits and agreements to amplify its desired narratives regarding 
issues ranging from its domestic political system to Taiwan and Xinjiang. With close partners, the PRC also 
seeks to secure cooperation to refute narratives in traditional and online media spaces that threaten its 
interests. Within democratic countries, the PRC takes advantage of open societies to maximize the reach 
of its messaging through lobbying while taking legal action to suppress critical voices.
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obstruct the participation of human rights-focused nongovernmental organizations and has tried to reduce the 
number of human rights posts in the UN.85 PRC officials also eject or bar from UN premises specific experts whose 
testimony would cast Beijing in an unfavorable light.86 At the UN Human Rights Council in 2019, in response to 
UN-centered criticism of Beijing’s conduct in Xinjiang, the PRC marshalled a letter of support from a group of 
mostly authoritarian countries commending its human rights record.87 More recently, the PRC sought to prohibit 
the UN High Commissioner for Human Rights from releasing a report in August 2022 documenting its abuses in 
Xinjiang.88

Amplifying Support for Preferred Narratives. Beijing leverages multilateral fora to build positive narratives 
around its foreign policy initiatives. PRC nationals at the UN have sought to conflate the Belt and Road Initiative 
(BRI) and the Global Development Initiative (GDI) with larger multilateral objectives such as the UN’s Sustainable 
Development Goals (SDGs).89 For example, the UN Department of Economic and Social Affairs (UNDESA), which 
PRC nationals have led since 2007, has repeatedly endorsed BRI by releasing studies, convening high-profile fora, 
and explicitly tying the BRI to the UN and SDGs.90 More recently, PRC officials have framed the GDI’s Group of 
Friends at the UN as “an effective platform for discussing plans for implementing” the SDGs.91

Restructuring Digital Norms with an Authoritarian Vision. Beijing’s efforts to use international governance 
mechanisms to promote aspects of its own information environment management serve both normative and 
practical objectives. Key to its ambitions is the building of a “community of common destiny in cyberspace,” which 
is intended to elevate the PRC’s voice and desired policies in the development of future international cyber norms 
to legitimize repressive practices.92 The PRC’s promotion of its own views on cyberspace governance heavily 
emphasizes the idea of cyber sovereignty, or the notion that each country has the right to develop its own 
internet systems and management as it chooses, in contrast to the view of the United States and its partners that 
cyberspace should be an open, globally connected system.93 Beijing’s initiatives in cyberspace governance largely 
focus on influencing standard-setting bodies to ensure international technical norms are favorable to its preferred 
authoritarian digital norms.

The PRC has increasingly pushed to drive the agendas of standards setting organizations, such as the International 
Organization for Standardization, the International Electrotechnical Commission, and the International 
Telecommunication Union. Significant representation on such bodies can allow the PRC to influence standards 
related to information communications technology such as satellites, artificial intelligence, and network 
equipment. PRC firms have drafted domestic standards for surveillance systems that automatically identify 
Uyghurs, for example, which could influence the development of international standards through the advocacy of 
PRC representatives.94 When standards-setting bodies hold votes, PRC companies have supported Beijing’s 
priorities, such as when PRC telecommunications companies ostensibly serving in an independent capacity all 
voted together to adopt 5G standards proposed by Huawei at the 2020 Reno Conference.95 PRC companies can 
thus serve as an effective mechanism to advocate for and export norms and standards to the rest of the world 
that reinforce Beijing’s efforts to shape the global information environment to its advantage.

Capitalizing on Bilateral Relationships

Beijing seeks to use its bilateral relationships to amplify its preferred narratives and secure commitments to 
suppress points of view it opposes.

High-Level Summits and Agreements. The PRC uses high-level summits and agreements to reinforce its 
promoted narratives. For example, the PRC frequently employs high-level summits to amplify its narrative on 
Taiwan.96 With close partners, the PRC sometimes uses high-level summits and agreements to secure 
commitments for cooperation on refuting “disinformation” – a label Beijing attaches to narratives it perceives as 
threatening its interests. In 2020, the PRC and Russia agreed to “jointly combat disinformation [and] offer an 
accurate account of facts and truth,” including rejecting “rumors and slander.” 97
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Beijing and Moscow have ratcheted up cooperation in the information space concerning Russia’s 
full-scale invasion of Ukraine since February 2022. In a PRC-Russia joint statement just before the 
Kremlin launched its attack on Ukraine, the PRC for the first time officially opposed NATO 
enlargement and called on the Alliance to “respect the sovereignty, security, and interests of other 
countries,” echoing Moscow’s false narrative that NATO’s expansion threatens Russian security.98  
PRC government officials and state media have since routinely amplified the Kremlin’s 
propaganda, conspiracy theories, and disinformation about the war while officially purporting to 
be neutral, giving Moscow significant rhetorical cover even as Russia’s forces engaged in alleged 
war crimes in Ukraine. In a recurring pattern, PRC state media amplify unverified or debunked 
claims from Russian media, which Russian outlets then cite to portray the Kremlin’s views and its 
aggression against Ukraine as widely supported. 

Examples of this dynamic include:

  Beijing Amplifies Moscow’s Disproven Biological Weapons Claims. PRC communicators 
conducted a global campaign to amplify Moscow’s false claims that Ukrainian public health 
facilities and laboratories that have received assistance from the United States through the U.S. 
Department of Defense’s Cooperative Threat Reduction Program to reduce the risk of biological 
threats are actually “secret biological warfare facilities.” Russian media used the PRC’s false 
“bio-labs” accusations to legitimize the Kremlin’s propaganda, as in a November 2022 article from 
the state-owned Russian news agency TASS that cited a PRC deputy UN envoy.99

•  PRC Officials Echo Russia’s Accusations that the United States is Escalating the War in Ukraine. 
PRC communicators frequently repeated Russia’s false claims that by providing support and aid to 
Kyiv, the United States is working to escalate the war in Ukraine. In turn, Russian state media cited 
these PRC statements as proof of an international consensus in favor of Russia’s continued 
aggression against Ukraine.100

   Beijing Alleges that NATO Expansion Instigated the War in Ukraine. PRC officials and state 
media have routinely amplified Russia’s false claims that NATO enlargement is to blame for 
instigating the war in Ukraine and preventing peace in Europe. On August 3, 2023, after PRC 
Ambassador to Russia Zhang Hanhui gave an interview to TASS, Russian state media outlets 
quoted Zhang to claim an international consensus that NATO instigated the war.101

    PRC State Media Amplifiy False Claims that Russia Invaded Ukraine to “Denazify” It. 102 Since 
the earliest days of the war, Kremlin officials and media have promoted the false narrative 
depicting Russia’s invasion of Ukraine as a humanitarian effort to “denazify” it.  Starting in May 
2022, PRC state media echoed these claims to shift blame from Russia in the wake of its attack on 
Ukraine.103

Russia has returned the favor by promoting PRC propaganda related to Taiwan and other PRC 
interests.104

PRC-Russia Disinformation on Ukraine 
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PRC Ampli�es Russian Disinformation 
Regarding Moscow’s War in Ukraine 

May 2023 – Russian state media falsely 
claim NATO is to blame for jeopardizing 
peace in Europe.

July 2023 – PRC state media falsely 
portray NATO as endangering
peace in Europe.

August 2023 – Russian state media quote 
PRC state media’s claim that NATO is 
preventing peace in an attempt to validate 
its own false accusations.

RUSSIA 

RUSSIA 

PRC



In addition to working closely with Russia in the information space, the PRC has attempted to enlist other close 
partners to counter unfavorable narratives. PRC Foreign Minister Wang Yi and his Kazakh counterpart in 2020 
announced they were “ready to… jointly combat disinformation.”105 Since then, in August 2022 PRC and Central 
Asian state broadcasters held a “cooperation seminar” that discussed “combating disinformation,” among other 
topics, and in May 2023 the Kazakh state-run business chamber’s media channel  began to broadcast weekly two 
10-minute segments of content jointly produced with China Central Television that promote PRC economic 
development and policies.106 In May 2023, state media from the PRC and five Central Asian countries agreed in 
Beijing to “strengthen…cooperation and promote the building of a China-Central Asia” community of common 
human destiny.107 With Pakistan, Beijing has sought to deepen cooperation on “combating disinformation,” 
including under the China-Pakistan Economic Corridor (CPEC) Media Forum.108 Beijing and Islamabad use the 
Media Forum to address what they view as propaganda and “malicious disinformation” and have launched 
initiatives like the “CPEC Rapid Response Information Network” and, most recently, pledged to launch the 
China-Pakistan Media Corridor (CPMC).109

Domestic Lobbying. In open societies, the PRC employs local proxies to speak on its behalf – a practice that 
Beijing prohibits within its own borders.110 PRC lobbying seeks to reinforce preferred public narratives. 

Notably, PRC government-related entities in multiple countries have sought to block the introduction of 
transparency requirements around lobbying.111 This speaks to the utility of lobbying as a tool for information 
manipulation and more generally pursuing the PRC’s objectives within individual countries and regional 
groupings.
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In 2021, the PRC sought to negotiate significant control over Pakistani media as part of the 
China-Pakistan Media Corridor, including establishing a jointly operated “nerve center” to monitor 
and shape Pakistan’s information environment. The scope of the proposal – which it does not 
appear Islamabad seriously entertained – and the fact that the mechanisms it detailed appeared 
to disproportionately benefit Beijing is notable as an explicit example of Beijing’s ambition to 
assume direct control over a close partner’s domestic information environment. The PRC’s draft 
concept paper called for the PRC and Pakistan governments to establish a “nerve center” to 
monitor Pakistan’s information environment by streamlining inputs from think tanks, opinion 
leaders, CPEC study centers, media organizations, PRC companies, and even local Confucius 
Institutes. The proposed nerve center would have relied on “three mechanisms” and “two 
platforms” to carry out this mission. The mechanisms would have provided means to convert 
“important reports” into Urdu products to sway popular opinion; provide PRC Embassy reports 
directly to Pakistan’s official press release system; and monitor and respond to public criticism 
about the PRC. The two proposed platforms called for the creation of a joint PRC-Pakistan 
authoritative system for “dispelling rumors” and a newsfeed application to promote approved 
news to the local market.

Beijing’s Vision for the China-Pakistan 
Media Corridor 



Legal Action. The PRC uses legal action in democratic societies to silence critics. PRC individuals and 
organizations have filed defamation suits or taken legal action against academics and journalists, or 
threatened to, in Canada, Australia, Czechia, and Taiwan.112 For example, a PRC government-connected firm 
sued a Canadian scholar in Taiwan, demanding he take down an article he had written about the firm or write 
a new one based on information provided.113 In September 2019, Huawei’s French subsidiary filed a 
defamation suit, which it ultimately withdrew in July 2022, against a French researcher and the talk show that 
hosted her after she said that Huawei was “under the control of the State and the [CCP]” due to the presence 
of a CCP committee within the company.114  The PRC is strategic about where it undertakes legal action to quell 
unfavorable narratives. Beijing pursues its critics in countries where the legal system maximizes its likelihood 
of successfully imposing penalties, including draining the defendants’ financial resources in court battles.115

Conclusion

Beijing seeks to bend multilateral fora and bilateral relationships into tools for amplifying its desired 
narratives. At the same time, the PRC is leveraging both as vehicles for culling the international information 
environment of views and perspectives that challenge its own. The next section turns to the fourth element 
of PRC information manipulation – pairing cooptation and pressure.
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ELEMENT 4 Pairing Cooptation and Pressure

The PRC seeks to coopt external actors to shape the international information environment while using pressure 
to deter – and if necessary, punish – voices that contradict its promoted narratives. 

Key Takeaways

  The PRC engages with prominent voices in the international information environment to shape 
their views and public statements in line with its desired narratives. Beijing’s cooptation toolkit includes 
potentially corrupting engagement with political elites, granting board positions and academic appointments in 
return for amplification of pro-PRC narratives, sister city agreements that can impose requirements to endorse 
PRC policies, party-to-party interactions at the subnational level to build support for the PRC’s political system, 
and PRC-funded trainings for foreign journalists that deemphasize investigative techniques in favor of portraying 
engagement with Beijing positively.

  The PRC imposes measures against corporations and individuals that challenge its narratives on 
issues that Beijing deems particularly sensitive, such as Taiwan and Xinjiang. Its tactics range from threats of 
regulatory action to denial of visas to transnational repression. Beijing’s actions have a chilling effect on the 
willingness of foreign actors to challenge its preferred narratives.

Cooptation

Beijing systematically fosters mutually advantageous relationships with prominent foreign voices.116 PRC efforts at 
cooptation encourage adherence to Beijing’s desired narratives and broadly target three sets of actors: individual 
political elites, subnational groups, and journalists. In this way, cooptation enables the PRC to shape the 
information environment to its benefit.117

Individual Political Elites. Beijing sometimes offers influential foreign voices – including former political leaders 
and retired government officials – seats on corporate boards and appointments to academic institutions. The 
prestige and financial benefits associated with these positions creates an incentive for political elites to affirm PRC 
narratives or at least self-censor.118 Messaging on the Belt and Road Initiative is one prominent example of how 
the PRC coopts political elites to shape the information environment. The board of ToJoy, a PRC-based startup 
accelerator that has the support of the United Front Work Department and frames its mission as complementing 
the Belt and Road, includes former European and Latin American national leaders.119  These retired politicians run 
ToJoy’s regional divisions and have publicly reinforced PRC efforts to elevate the Belt and Road.120 In the Balkans, 
the PRC government, the PRC-based Silk Road Chamber of International Commerce, and major PRC state-owned 
enterprises supported the establishment of the Center for Promotion and Development of BRI in Bosnia and 
Herzegovina.121 The organization’s initial leadership team drew from local elites including former Bosnian 
government officials.122

Subnational Groups. The PRC also seeks to enlist sub-national groups to shape the information environment 
within specific countries. PRC subnational engagement has increased significantly as national-level engagement 
has become more fraught. Beijing is also often the driving force behind what is often framed by PRC interlocutors 
as organic or people-to-people diplomacy, at least in part due to the organization and increased centralization of 
the CCP. According to the Mercator Institute for China Studies (MERICS) in Berlin, as of 2021 the PRC had 146 
partnerships with regional authorities in the five largest EU member states.123 MERICS determined that Beijing 

The PRC engages with prominent voices in the international information environment to shape their views 
and public statements in line with its desired narratives. Beijing’s cooptation toolkit includes potentially 
corrupting engagement with political elites, granting board positions and academic appointments in 
return for amplification of pro-PRC narratives, sister city agreements that can impose requirements to 
endorse PRC policies, party-to-party interactions at the subnational level to build support for the PRC’s 
political system, and PRC-funded trainings for foreign journalists that deemphasize investigative 
techniques in favor of portraying engagement with Beijing positively.

The PRC imposes measures against corporations and individuals that challenge its narratives on issues 
that Beijing deems particularly sensitive, such as Taiwan and Xinjiang. Its tactics range from threats of 
regulatory action to denial of visas to transnational repression. Beijing’s actions have a chilling effect on 
the willingness of foreign actors to challenge its preferred narratives.
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used subnational diplomacy as a channel to reinforce its preferred narratives, for example, requiring sister cities 
to explicitly endorse the PRC’s position on Taiwan.124 Australian scholars have argued the PRC seeks to use 
subnational engagement to “challenge federal… prerogatives” in ways that create conflict between different 
levels of government.125 In recent years, the PRC’s effort to enlist sub-national groups has attracted increased 
scrutiny. Subnational groups in Europe have begun to reassess the costs of sister-city agreements and other forms 
of PRC engagement.126 For example, in 2019 Prague ended its sister city relationship with Beijing due to the 
agreement’s requirement to endorse the PRC’s “One China” principle. The next year, Prague then established a 
sister city agreement with Taipei, causing Shanghai to retaliate by ending its own agreement with Prague.127 In 
Australia, the federal government has passed legislation enhancing federal oversight of subnational 
governments’ agreements with foreign powers, a possible model for other countries.

Another avenue by which the PRC engages with subnational groups to shape the information environment is 
through the CCP’s work to build ties with foreign political parties. The International Liaison Department (ILD) of 
the CCP targets members of ruling parties around the world,128 particularly in developing countries. According to 
the ILD, it maintains ties with over 600 political parties and organizations in more than 160 countries and regions. 
129 Party-to-party engagements broadly aim to garner support for Beijing’s approach to domestic governance and 
economic development. 130 As members of foreign political parties ascend to positions of national leadership, this 
paves the way for the PRC to use bilateral relationships to amplify its desired narratives.

Foreign Journalists. The PRC cultivates foreign journalists to shape the information environment in specific 
countries and globally. Beijing provides all-expense-paid opportunities for foreign journalists to visit the PRC, with 
options ranging from short-term exchanges to longer professional residencies and postgraduate degree 
programs.131 What distinguishes these from more typical journalist exchange programs is that some participants 
report receiving clear instructions from PRC interlocutors about how they should report both during their trips 
and afterward. 132 Some participants later incorporate PRC talking points into their reporting, enabling Beijing to 
advance its preferred narratives without direct attribution.133 The scale of Beijing’s journalist training programs in 
Africa is particularly notable, with the PRC hosting about 1,000 African media workers each year, including about 
100 for extended fellowships.134 Even if overt PRC propaganda fails to sway audiences in Africa, the cumulative 
effect of reframing journalism to prioritize positive stories about the PRC over investigative reporting poses a 
long-term threat to journalistic integrity and good governance on the continent. 135

Pressure Against Firms and Individuals

The PRC has taken measures against corporations and individuals in situations where they are perceived to have 
challenged its desired narratives.136 When directed against corporations or individuals, the PRC’s tactics range 
from threats of regulatory action to denial of visas and transnational repression.

Corporations. In 2018, the PRC Civil Aviation Administration sent letters to major airlines ordering them to 
remove from their websites references to Taiwan, Macau, and Hong Kong as separate countries from the PRC, 
under penalty of referral to PRC cyberspace authorities.137 18 of 44 airlines complied and changed their 
descriptions of Taiwan within the 30-day time limit.138 More recently, in 2021, Swedish apparel manufacturer 
H&M released a statement noting concern about reports of forced labor in Xinjiang. PRC state media outlets 
immediately criticized H&M. The company’s sales in the PRC declined 23 percent and 41 percent year-on-year in 
the second and fourth quarter of 2021, even though H&M published a statement omitting Xinjiang and 
emphasizing the importance of the PRC to its business.139 These instances have a larger chilling effect on the 
willingness of foreign corporations to take public positions that challenge Beijing’s narratives.
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Individuals. To shape the information environment, Beijing uses control over physical access to the PRC as a tool 
to deter individuals from criticizing it – and if necessary, to punish scholars, journalists, and politicians who speak 
out against the PRC’s domestic practices and foreign policy. According to a survey of 562 China-focused scholars 
published in 2019, over the previous decade, nine percent reported having been warned or interviewed by PRC 
authorities about their research, 26 percent reported being denied access to archival research, and five percent 
reported problems obtaining visas.140  The PRC has intimidated and expelled international reporters to target 
specific outlets and even arrested foreign journalists working for PRC media.141 For those journalists still able to 
access the PRC, Beijing may grant them shortened residence permits and refuse to renew their press cards, giving 
them only “provisional reporting rights,” according to the Foreign Correspondents’ Club of China.142 In 2021, the 
PRC issued visa bans against Members of the European Parliament and scholars affiliated with MERICS in 
Germany and the Alliance of Democracies Foundation in Denmark in response to EU sanctions of PRC officials 
complicit in human rights abuses in Xinjiang. The PRC explicitly linked these visa bans to the information 
environment, stating that the individuals targeted “severely harm[ed] China’s sovereignty and interests and 
maliciously spread lies and disinformation.” 143

Pressure against individuals includes the use of transnational repression. The PRC’s transnational censorship of 
diaspora communities, including those in the territories of U.S. allies, appears to have increased in recent years, 
according to the U.S. Department of Justice and public reporting.144 The PRC sometimes accuses targets of being 
“economic fugitives” requiring repatriation to face charges of corruption, but according to former U.S. 
intelligence officials, PRC authorities often use such claims to target dissidents or critics of the CCP.145 

Transnational repression that targets dissidents is inherently an act of information manipulation, given that 
Beijing’s goal is to suppress or remove critical voices from the international information environment entirely.

One prominent example of transnational repression is PRC efforts to hunt down and surveil Uyghurs living 
abroad. Between 1997 and 2022, Beijing initiated cyberattacks against and threatened the families of more than 
5,500 overseas Uyghurs. Governments mainly across Asia, the Middle East, and North Africa detained 1,150 
Uyghurs and returned 424 to the PRC, according to the Woodrow Wilson Center. 146 Another example of how the 
PRC uses transnational repression to shape the information environment is officially sanctioned student activism 
to intimidate critics of Beijing.147  Lastly, PRC intelligence operatives operate overseas to intimidate potential 
critics.148

Conclusion

The PRC’s efforts to coopt political elites, foreign journalists, and subnational groups are paving the way for a 
cohort of voices beholden to Beijing. At the same time, pressure against corporations and individuals holds the 
potential to create gaps in the international information environment where voices go silent. The next section 
turns to the fifth element of PRC information manipulation – exercising control over Chinese-language media. 
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ELEMENT 5 Exercising Control Over 
Chinese-Language Media

The PRC exerts influence over information consumed by Chinese-language speakers globally. Beijing shapes 
overseas Chinese-language content to amplify its preferred narratives while limiting the reach of critical voices. 
The PRC’s appetite for interference and ability to directly impact the lives of producers and consumers of 
Chinese-language media around the world are much more significant and acute than its efforts targeting media 
in other languages.

Key Takeaways

  The PRC seeks to ensure that dominant narratives available to Chinese-language speakers 
globally largely support its policies and views. To this end, Beijing furnishes low-cost or free content, leverages 
international fora, and exploits WeChat, an application used by many Chinese-speaking communities outside the 
PRC. Collectively, these mechanisms create a global Chinese-language ecosystem in which Beijing’s messaging 
resonates and disinformation gains traction.

  In parallel, the PRC seeks to suppress criticism in transnational Chinese-language spaces that are 
not subject to its control. Tactics that Beijing uses include financial pressure against Chinese-language outlets, 
the exercise of technical censorship via its control over WeChat, and harassment of individual content producers.

Shaping Overseas Chinese-Language Content

The PRC shapes Chinese-language content overseas through multiple mechanisms. Collectively, these 
mechanisms create a Chinese-language information environment in which Beijing’s positive messaging 
resonates and disinformation goes unchallenged.

Furnishing Content. The CCP’s United Front Work Department (UFWD) commands a vast media apparatus that 
floods overseas Chinese-language spaces with pro-Beijing rhetoric. Through the China News Service, which owns 
or controls prominent Chinese-language media organizations, as well as dozens of prominent official WeChat 
accounts active around the world, including in Western countries, UFWD pushes approved messaging to millions 
of followers in closed platforms.149 Content generated by the CCP and PRC state media influences the larger 
Chinese-language media ecosystem. Many overseas Chinese-language outlets willingly amplify PRC state media 
reports. For example, Journal Puxin in Portugal has cited PRC state media in its reporting on topics such as 
Taiwan, PRC-Argentina bilateral relations, and Beijing’s policies to combat climate change.150 In July 2022, Journal 
Puxin, Netherlands-based Holland One, and Thailand-based Sing Sian Yer Pao Daily echoed PRC propaganda 
celebrating the 25th anniversary of the handover of Hong Kong from the UK to the PRC, accused the United 
States of provoking a space arms race, and praised the PRC for hosting a recent BRICS summit.151 The sheer 
volume of official PRC content flooding the international Chinese-speaking environment enables pro-Beijing 
narratives to inform reporting that the PRC does not directly control. Nominally independent Chinese-language 
journalism widely uses PRC state media content simply because it is so available and affordable. For example, 
according to a Financial Times investigation, in 2017, over 200 overseas Chinese-language outlets reprinted or 
broadcast PRC and CCP media content.152

International Fora. Beijing convenes international fora to strengthen coordination with international 
Chinese-language media in a bid to position the PRC as the central focal point for messaging guidance. The 
UFWD-controlled China News Service established the Global Chinese Language Media Forum (GCLMF) in 2001 

The PRC seeks to ensure that dominant narratives available to Chinese-language speakers globally largely 
support its policies and views. To this end, Beijing furnishes low-cost or free content, leverages 
international fora, and exploits WeChat, an application used by many Chinese-speaking communities 
outside the PRC. Collectively, these mechanisms create a global Chinese-language ecosystem in which 
Beijing’s messaging resonates and disinformation gains traction.

In parallel, the PRC seeks to suppress criticism in transnational Chinese-language spaces that are not 
subject to its control. Tactics that Beijing uses include financial pressure against Chinese-language outlets, 
the exercise of technical censorship via its control over WeChat, and harassment of individual content 
producers.
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and the Global Chinese Media Cooperation Union (GCMCU) in 2009 to provide venues for imparting CCP 
guidance directly to leaders in Chinese-language media outside the PRC.153 GCLMF has consolidated its influence 
as an official venue for liaising with global Chinese-language media outlets. The forum has expanded from 150 
participants representing 130 outlets in 30 countries in 2001 to 460 participants representing 430 outlets in 64 
countries in 2019.154 China News Service vice president and deputy editor-in-chief Xia Chunping has called 
GCLMF the “spiritual home” of global Chinese media. 155  At the 2019 forum, a senior PRC official told delegates 
that it was their “duty and mission to retransmit” PRC state media content.156 GCLMF has also served as a venue 
for formalizing strategic cooperation agreements between China News Service or PRC state media groups and 
overseas Chinese-language media.157

Exploiting WeChat. The PRC has used WeChat as a channel for disseminating disinformation targeting 
Chinese-language speakers residing in democracies. For example, Global Affairs Canada’s Rapid Response 
Mechanism detected a disinformation campaign on WeChat which targeted Michael Chong, a Canadian Member 
of Parliament, ahead of June 2023 by-elections. Ottawa found that the network involved in this operation, which 
included known PRC state media-linked accounts and accounts likely linked to the PRC state apparatus in opaque 
ways, shared and amplified false and misleading information about Mr. Chong’s identity, background, and 
political views.161 Similarly, during Australia’s 2019 and 2022 federal election campaigns, WeChat groups were rife 
with false claims about political candidates and parties and other political content that appeared to breach 
WeChat’s own terms of use.162

WeChat’s widespread use in Chinese-speaking diaspora communities makes it a conduit for disinformation that 
the PRC uses to try to undermine solidarity in pluralistic democracies. Separate teams of researchers found 
independently in 2022 that PRC government-linked accounts on WeChat and WeiXin use language highlighting 

WeChat’s common use in many Chinese-speaking communities around the world makes it a 
critical mechanism for amplifying Beijing-approved narratives and discrediting or silencing critics. 
The ubiquity of this app underpins the PRC’s ability to combine the amplification of approved 
narratives and suppression of critical voices to create a self-contained information environment. 
Depending on whether a user’s account is registered to a PRC phone number or a non-PRC phone 
number, it is tied to WeiXin or WeChat, respectively, with different degrees of influence by Beijing 
as a result.158 WeiXin and WeChat are both in use outside the PRC and are interoperable, but 
WeiXin is more integrated with everyday life and is subject to a greater degree of PRC control. 
Both have “public” accounts, or verified profiles that can disseminate news to their followers, but 
the requirement for WeiXin public accounts to be registered to PRC persons gives the PRC 
government direct influence over the messaging such accounts propagate in the international 
information environment. For example, in 2021, 86 percent of Chinese speakers in Australia, 
where WeChat has an estimated 690,000 daily active users, said that they often or sometimes get 
their Chinese- or English-language news directly from WeChat, though only about half trust news 
from official WeChat accounts somewhat or a lot. 159  In 2022, 75 percent of respondents said they 
often or somewhat get their news from WeChat.160

WeChat: The Super-Bubble
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racism and violence in other countries at much higher rates than non-PRC-government affiliated accounts, 
seeking to portray these issues as specifically targeting diaspora communities.163  Research by political scientists 
suggests that official PRC accounts attempt to use these wedge narratives, especially ahead of national elections, 
to “isolate the diaspora from host societies, increase loyalty to [the PRC], and decrease the legitimacy of 
democratic systems in the eyes of the diaspora.”164

Suppressing Critical Perspectives

While the PRC shapes overseas Chinese-language content, it works in parallel to suppress criticism. Tactics that 
Beijing uses include financial pressure against Chinese-language outlets, technical censorship, and harassment of 
individual content producers.

Financial Pressure. Beijing wields considerable financial leverage over Chinese-language media. This leverage 
stems from the risk of boycotts and backlash from patriotic pro-PRC readers, whether organic or encouraged by 
Beijing, and from the ability of local pro-Beijing groups to withhold advertising revenue from outlets that criticize 
the PRC.165 Chinese-language media outside the PRC consequently have an incentive to self-censor, even if they 
are not inclined to proactively support Beijing’s preferred narratives. For example, the significant 
Chinese-language media market in Australia, which about three quarters of Chinese Australians consume online 
and more than half read in print form, is vulnerable to pressure from the PRC.166 According to 2021 research by 
the Lowy Institute, Australian Chinese-language media are more likely to support Canberra’s policies than 
Beijing’s when reporting on bilateral tensions, but they self-censor and tend to soften criticism of the PRC to 
avoid retaliation.167 Critical coverage of the PRC may result in loss of access to the PRC market.168 The PRC has in 
some cases explicitly threatened or attempted to cut critical media off from its market as a form of economic 
retaliation. In 2016, the Sydney Morning Herald reported that a PRC official from Zhejiang Province instructed 
local companies to withdraw advertising contracts from an independent Chinese-language publication in 
Australia after seeing their ads in it.169 WeChat’s role as a primary means for Chinese-language news 
consumption outside the PRC has the effect of suppressing local appetite for other news sources, often 
preventing independent or publicly funded alternative news sources from gaining market share.

Technical Censorship. WeChat and WeiXin’s popularity among Chinese speakers globally enables the PRC to 
censor overseas discussions. CitizenLab at the University of Toronto found that communications between 
registered WeChat users outside the PRC feed through “pervasive” surveillance that directly improves the PRC’s 
domestic censorship capabilities by teaching WeiXin to recognize sensitive content more quickly.170 Within the 
closed WeChat ecosystem, PRC-based censors replicate the information controls that Beijing has imposed at 
home. According to Freedom House, PRC censors deleted a WeChat post by a Canadian Member of Parliament 
praising Hong Kong’s Umbrella Movement, which advocated for increased autonomy for the special 
administrative region, and blocked coverage of corruption among PRC officials.171 The information environment 
that WeChat users experience can differ significantly from that of non-Chinese-language media. For example, a 
2018 study found that the three most prominent Chinese-language public WeChat accounts in Australia paid a 
fraction of the attention to domestic PRC politics that Australia’s publicly funded Special Broadcast Service did.172 

Harassment. Another tactic Beijing uses to silence criticism in overseas Chinese-language media is harassment. 
Negative coverage can result in threats to PRC-based family members or staff.173 Contradicting Beijing’s desired 
narratives can also result in economic harassment. The PRC’s ability to cut off users from WeChat or WeiXin, the 
app of choice for many Chinese-speakers around the world, holds the potential to deny them both a mode of 
communication as well as a platform for banking and other commercial services that are necessary in the PRC.174 
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For everyday users of WeiXin, the risks of running afoul of PRC censors are especially clear, and PRC authorities 
continue to censor PRC-registered accounts even if they travel overseas or switch their accounts to non-PRC 
numbers.175 In 2022, the NATO Strategic Communications Center of Excellence assessed that the risk of being 
blocked or harassed by PRC authorities contributes to self-censorship among WeiXin users due to the major life 
disruptions that being cut off from the services often tied to these accounts could cause.176 The threat of official 
retaliation can have a chilling effect, inducing self-censorship. In 2020, an unnamed editor of one of Australia’s 
largest public WeChat accounts admitted that she avoided crossing “political red lines” and hewed to the 
coverage of CCP mouthpiece People’s Daily and PRC-run Xinhua for messaging guideposts.177

Conclusion

Through furnishing low-cost or free content, leveraging international fora, and exploiting WeChat, Beijing is 
shaping Chinese-language content consumed overseas. In parallel, Beijing seeks to suppress critical voices in 
Chinese-language spaces. The PRC’s success in exercising control over Chinese-language media is a cautionary 
harbinger of how its larger efforts could ultimately reshape the global information environment.
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Beijing’s efforts to influence the global information environment – underwritten by billions of dollars in 
investments – advance its desired narratives while suppressing critical voices. The PRC’s information 
manipulation centers on five key elements: leveraging propaganda and censorship, promoting digital 
authoritarianism, exploiting international organizations and bilateral relationships, pairing cooptation and 
pressure, and exercising control over Chinese-language media. Collectively, these elements erode the integrity of 
the information environment.178

Historically, disinformation has played a supporting role in PRC information manipulation. However, recent PRC 
campaigns demonstrate Beijing’s growing use of disinformation, including with respect to issues that extend well 
beyond the PRC’s domestic governance and territorial claims. In fact, recent campaigns have addressed issues 
ranging from COVID-19 to the Australia-UK-US (AUKUS) partnership to Russia’s invasion of Ukraine.179

Collectively, the tactics and techniques illuminated in this report hold the potential to reshape the global 
information environment. If successful, the PRC’s information manipulation would in many parts of the world 
diminish freedom to express views critical of Beijing. The PRC’s activities would undermine confidence in the 
objectivity of information sources, and increasingly bend multilateral fora and bilateral relationships into tools for 
amplifying its preferred narratives. Beijing would develop a surgical capability to shape the information particular 
groups and even individuals consume. And the international information landscape would feature significant gaps 
and inherent pro-PRC biases. In this possible future, the information available to publics, media, civil society, 
academia, and governments as they engage with the PRC would be distorted. This would directly challenge all 
nations that seek to predicate their relations with the PRC on fact-based assessments of their sovereign interests.

This future is not a foregone conclusion. When targeting democratic countries, Beijing’s information 
manipulation efforts have encountered major setbacks, often due to pushback from local media and civil 
society.180  There is growing consensus on the need to counter the PRC’s problematic behavior in the information 
space. A broad range of countries have expressed growing concern about the PRC’s continued amplification of 
pro-Kremlin propaganda and disinformation on Russia’s full-scale war against Ukraine. The stakes are high: if the 
PRC’s global narratives ultimately prevail, it will encounter less resistance to reshaping the international order to 
the detriment of individual liberties and national sovereignty around the world.

CONCLUSION
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According to U.S. Government information, PRC officials sometimes produce English-language articles attributed 
to authors without discernable links to the PRC Government and disseminate them via local media outlets in 
various regions. PRC officials sometimes attribute relevant content to specific authors under false names, likely to 
conceal the PRC’s role in producing it and falsely purporting to represent legitimate, organic sentiment in a given 
region. In addition, PRC officials are known in some cases to attribute such manufactured commentaries to 
“international affairs commentators” and then use other individual, non-official accounts to promote these 
commentaries. As one example, the PRC MFA uses a manufactured persona named Yi Fan, often credited as a 
“Beijing-based international affairs commentator,” to deceptively promote pro-Beijing views on a wide variety of 
topics and regions. The PRC MFA uses this manufactured persona, and likely others like it, to collaboratively 
author articles seeking to influence local information environments around the world in the PRC’s favor. These 
manufactured personae distort foreign information environments by laundering CCP propaganda narratives 
through local media outlets to influence foreign audiences at a granular level, which degrades the integrity of 
information spaces globally.

Initially Yi Fan was attributed as a PRC MFA analyst in 2015 and then as a correspondent in important PRC- and 
CCP-owned media, but the PRC soon began obscuring government ties in favor of presenting the persona as an 
independent analyst. As recently as August 2023, articles on PRC foreign policy with Yi Fan’s byline have appeared 
widely in foreign publications in campaigns seemingly coordinated with local PRC embassies to maximize their 
impact in key regions spanning Africa, Asia, Europe, and Latin America.181 For example, media in the Seychelles, 
Tanzania, and Nigeria, as well as the PRC embassies in Sao Tome and Principe and Ghana, published a January 
2021 article credited to Yi trumpeting close ties between Africa and the PRC.182 In May 2021, an article on 
PRC-Africa COVID cooperation appeared in an Ethiopian outlet which multiple Rwandan and Tanzanian outlets 
then reposted.183 In October 2021, after People’s Daily published an article attributed to Yi praising the PRC’s 
approach to environmental sustainability, the PRC Embassy in Uganda, a Rwandan outlet, and Ghanaian state 
media reposted it.184 In each of these cases, the articles received broad access to influential regional publications, 
including PRC and regional state media, again indicating PRC support for disseminating this messaging broadly.

An article attributed to the Yi Fan persona openly stated that all this targeted propaganda is specifically intended 
to help Beijing turn the tide in a critical battle in the international information environment. Writing in the 
Singapore-based Straits Times in February 2021, the Yi persona argued the PRC must overcome a “distorted 
narrative of its actions and intentions” spread by malicious and biased Western countries.185 To close the 
“perception gap,” it argued, Beijing must embark on a “new Long March”186 to help foreign countries understand 
the PRC’s unique situation and the CCP’s “colossal task” of governing it.187 The Yi persona’s arguments closely align 
with CCP narratives across a wide range of topics globally, seeking to portray Beijing as a responsible actor and 
major power. 188

SPECIAL TOPIC 1 How the PRC Launders Official 
Commentary to Promote 
Friendly Narratives 
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The PRC government leverages PRC state-owned enterprises (SOEs) and local media in other countries to 
disseminate narratives favorable to Beijing, blending commercial advertising with political propaganda. SOE 
engagement in sub-Saharan Africa provides an illustrative example of how these efforts work in tandem to 
portray the PRC as a supportive economic partner while drowning out criticism. Under Beijing’s direction and in 
line with top-level CCP propaganda guidance, PRC SOEs use their commercial operations to shape the PRC’s 
international image and advocate for Beijing's priorities. At the same time, PRC officials draw attention to the 
activities of these SOEs, portraying them as efficient, sophisticated, and world-class service providers. This tactic 
provides the PRC with a separate cadre of Beijing-directed, pro-CCP communicators to shape perceptions of the 
PRC’s strategic objectives abroad.

The CCP has issued high-level guidance to SOEs to actively carry out propaganda work on Beijing’s behalf, making 
clear that their activities should serve and be coordinated with official messaging needs. In 2010, CCP Central 
Propaganda Department Director Liu Yunshan and CCP Central Committee Foreign Propaganda Office Director 
Wang Chen directed SOEs to use their overseas activities to build an “honest, trustworthy, cooperative, and 
friendly” image of Beijing.189 The 2013 launch of BRI, combined with high-level efforts under President Xi to 
expand PRC state media’s overseas activities, provided further impetus for SOE involvement in propaganda work 
targeting foreign countries.190 At the 2020 Chinese Enterprise Image Summit Forum, the Party secretary of the 
State-owned Assets Supervision and Administration Commission (SASAC), the PRC State Council body that 
oversees SOEs, directed SOEs to demonstrate “the image of a peacefully developing [PRC]”; adhere to the Party’s 
values and advocate for the community of common human destiny; expand their international influence by 
improving their communications capabilities; and promote cultural integration while securing support for 
development of BRI.191

Pursuant to high-level guidance from Beijing for SOEs to actively carry out official propaganda work, PRC officials 
directly coordinate such work with SOEs’ in-country activities. For example, as of late 2021, PRC officials in East 
Africa directed members of a group representing PRC companies operating in that region to use social media to 
promote the positive impact of PRC-East African friendship and cooperation on the lives of citizens, in addition to 
nominal marketing activity. PRC officials directed SOE employees to create new social media accounts on various 
platforms to engage with media in the East African country and users of these platforms and to submit reports 
quantifying their promotional activities. PRC officials also requested that the relevant companies semiannually 
submit examples of their positive contributions that could then be passed onto to host government officials for 
amplification in local television and radio broadcasts.
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The United Front system leverages a multitude of overt and deniable entities to coopt advocates and marginalize 
critics of Beijing, with UFWD under the CCP Central Committee coordinating most of these activities. President Xi 
has argued that United Front work is critical for maintaining and increasing Beijing’s power.192 Since coming to 
power in 2012, he has significantly increased funding for the UFWD and elevated central coordination of its 
efforts to shape the international environment – including the information domain – to Beijing’s advantage. A key 
priority for the UFWD is to pressure diverse Chinese diaspora communities to approve of the PRC’s policies and 
narratives, or at minimum refrain from organizing against them.193

Some UFWD entities are not widely known as associated with United Front work and seek to influence global 
discourse under the guise of an independent organization. For example, the CCP promotes its official narratives 
on Xinjiang through the activities of the Islamic Association of China (IAC), which is under the supervision of the 
UFWD’s State Administration for Religious Affairs.194 As a “mass religious organization” of the “patriotic United 
Front,” the IAC plays a crucial role in the “Sinicization of Islam,” part of the CCP’s effort to bring all religious 
doctrine and practice within the PRC in line with CCP doctrine such that religions conform to and bolster CCP 
ideology and promotes loyalty to the CCP and the state.195 IAC’s statements rejecting criticism of the PRC’s 
infringement on religious freedom provide content that PRC state media and diplomats amplify externally, 
portraying it as a credible, independent voice.196 The IAC engages with other international Islamic institutions 
through academic conferences and official meetings to build support for its policies especially among officials in 
influential Muslim-majority countries.197 Experts have found that the IAC has played a key role in arranging visits 
with foreign Muslim scholars and officials following various crises in the PRC and argue that the IAC has helped 
the PRC penetrate “high levels of Muslim Arab leadership and Islamic Institutions and contributed to the region’s 
muted stance on Xinjiang.”198

The UFWD operates at times in collaboration with the PRC’s civilian counterintelligence and secret police agency, 
the Ministry of State Security (MSS), which uses United Front work for operational cover and has a leading role in 
orchestrating CCP influence operations.199 The MSS seeks to operationally leverage UFWD-affiliated individuals 
and organizations as cover to interact with members of Chinese diaspora communities and ultimately attempt to 
coopt them or gain access to their expertise. MSS bureaus also assist directly with propaganda work, such as 
when the CCP’s Central Propaganda Department tasked provincial-level State Security Department agents to 
produce advertising for an artistic performance ahead of President Xi’s 2019 visit to Athens and to recruit Greek 
political VIPs and Chinese diaspora figures to attend the event.

The MSS “executes the Chinese government’s efforts to limit free speech, attack dissidents, and preserve the 
power of the Communist Party,” according to a senior Federal Bureau of Investigation counterintelligence 
official.200 The MSS and UFWD have been observed collaborating at various levels both within the PRC and 
overseas to suppress and threaten critics of Beijing, indicating that UFWD is broadly involved in various forms of 
coercion by the PRC security and intelligence apparatus. In 2019 and 2020, the secretaries to MSS and UFWD 
officials met repeatedly in Shenzhen and Hong Kong around events concerning anti-PRC government protests in 
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Hong Kong, suggesting cooperation occurs at the highest levels during crises. At the grassroots level, MSS agents 
liaise with United Front-affiliated individuals to prevent opponents of the PRC from engaging in acts of criticism 
such as interfering with state visits by PRC officials.

Abroad, United Front-associated entities collaborate with PRC Embassies to cultivate a political and information 
environment conducive to Beijing’s interests. For example, according to information available to a Western 
government, as of 2021 Chinese diaspora groups in a Western European country were consulting with the PRC 
Embassy in the Western European country to identify and approach ethnic Chinese candidates for elected office, 
to include the PRC Embassy recommending specific prospective candidates by name.

In some cases, PRC authorities have been known to specifically direct assets to engage in propaganda activities 
directed against Beijing in order to conceal their covert relationships with security or intelligence services. For 
example, in October 2022, according to U.S. Government information, a provincial PRC State Security Department 
directed a foreign asset based in Macau to avoid conveying an overtly pro-Beijing stance and to publicly criticize 
and make complaints against the PRC. 
 



1 On the GEC’s mandate, see John S. McCain National Defense Authorization Act for Fiscal Year 2019, Pub. L. 115-
232, Sec. 1287, 2018.  

2 Patrick Wintour, “China Spends Billions on Pro-Russia Disinformation, US Special Envoy Says,” Guardian, February 
28, 2023; Sarah Cook, “Beijing’s Global Megaphone,” Freedom House, 2020; Andre Tartar, Mira Rojanasakul, and 
Jeremy Scott Diamond, “How China Is Buying Its Way into Europe,” Bloomberg, April 23, 2018. 

3 U.S. Department of State Foreign Press Center, “Launch of the Declaration for the Future of the Internet,” April 
28, 2022. 

4 China Media Project, “Telling China’s Story Well,” April 16, 2021. 

5 Recorded Future, “1 Key for 1 Lock: The Chinese Communist Party’s Strategy for Targeted Propaganda,” 
September 28, 2022, 1; Economist, “China’s $10bn Annual Spending on Soft Power Has Bought Little of It,” May 24, 
2019. 

6 Reporters without Borders, “China’s Pursuit of a New World Media Order,” 2019, 37. 

7 China Media Group, “China Media Group Social Responsibility Report (2021 Edition)” (中央广播电视总台社会责

任报告 （2021年度, May 28, 2022.Translation. 

http://web.archive.org/web/20230808184344/https:/news.cctv.com/2022/05/28/ARTIYbzuN50VfcWHYR2iM2h02
20524.shtml. 

8 GEC research partner, August 5, 2022. 

9 He Ping, “He Ping: Play the Role of the Main Troops in External Propaganda, Carry Out the Mission of Exhibiting 

the Vivid Calling” (何平：发挥外宣主力军作用 担当展形象使命任务), Xinhua, August 1, 2021. Translation. 

https://web.archive.org/web/20230810180427/https://www.toutiao.com/article/6986644037587599885/?wid=1
691690593399; U.S. Department of Defense, “Assessment on U.S. Defense Implications of China’s Expanding 
Global Access,” December 2018. 

10 U.S.-China Economic and Security Review Commission, 2020 Annual Report to Congress, December 2020, 151. 

11 Joshua Kurlantzick, “China Wants Your Attention, Please,” Foreign Policy, December 5, 2022. 

12 Reporters without Borders, “China’s Pursuit of a New World Media Order,” March 22, 2019, 37. 

13 “Inside China's Audacious Global Propaganda Campaign,” Guardian, December 7, 2018. 

14 Ryan Loomis and Heidi Holz, “China’s Efforts to Shape the Information Environment in Thailand,” CNA, 
September 2020, 32; Emma Lee, “[Update] Sanook Online Rebranded to Tencent Thailand,” Technode, December 
22, 2016. 

15 Jenni March, “China Is Slowly Expanding Its Power in Africa, One TV Set at a Time,” CNN, July 24, 2019. 

16 Joshua Kurlantzick, “How China Is Attempting to Control the ‘Information Pipes,” Diplomat, March 3, 2023. 

17 Nixon Aswani and Cyprine Apindi, “All StarTimes Packages, Channels, Price Comparison, and Features,” Tuko, 
June 15, 2023; Lucy Zawadi, Jackline Wangare, and Adrianna Simwa; “StarTimes Subscription Packages, Prices and 
Channels 2023,” January 13, 2023. 

18 Nathan Beauchamp-Mustafaga and Michael S. Chase, “Borrowing a Boat Out to Sea: The Chinese Military's Use 
of Social Media for Influence Operations,” RAND Corporation, May 14, 2021. 

19 Emily Feng, “China and the World: How Beijing Spreads the Message,” Financial Times, July 12, 2018. 

20 Sarah Cook, “Beijing’s Global Megaphone,” Freedom House, 2020. 

21 Freedom House, “Beijing’s Global Media Influence 2022.” 



22 Joshua Kurlantzick, Beijing’s Global Media Offensive: China’s Uneven Campaign to Influence Asia and the World, 
Oxford University Press, 2023, 148. 

23 Global Americans, “Disinformation in Latin America,” September 28, 2021; Juan Pablo Cardenal, “Navigating 
Political Change in Argentina,” in “Sharp Power: Rising Authoritarian Interference,” National Endowment for 
Democracy, 2017, 44-45. 

24 Steven Lee Myers and Paul, “China Is Waging a Disinformation War against Hong Kong Protesters,” New York 
Times, August 13, 2019. 

25 Reid Standish, “Study Shows How Russian, Chinese Disinformation about COVID-19 Evolved During the 
Pandemic,” Radio Free Europe/Radio Liberty, December 2, 2021; Kevin Collier, “China-based Covid Disinformation 
Operation Pushed Fake Swiss Scientist, Facebook Says,” NBC, December 1, 2021; U.S.-China Economic and Security 
Review Commission, 2020 Annual Report to Congress, December 2020, 90-91. 

26 Doublethink Lab, “The Spread of Ukraine Biolabs Conspiracy Content in Chinese on Twitter,” September 16, 
2022; David Rising, “China Amplifies Unsupported Russian Claim of Ukraine Biolabs,” Associated Press, March 11, 
2022. 

27 Jessica Brandt and Bret Schaefer, “How China’s ‘Wolf Warrior’ Diplomats Use and Abuse Twitter,” Brookings 
Institution, October 28, 2020. 

28 Alliance for Securing Democracy, “Hamilton 2.0 Dashboard,” August 2023. 

29 Schliebs, M et al., “China’s Inauthentic UK Twitter Diplomacy: A Coordinated Network Amplifying PRC 
Diplomats.” DemTech Working Paper, Programme on Democracy and Technology, Oxford University. 

30 Erika Kinetz, “Army of Fake Fans Boosts China’s Messaging on Twitter,” Associated Press, May 28, 2021. 

31 Sarah Cook, “Beijing’s Global Megaphone,” Freedom House. 

32 Daniel R. Russel and Blake H. Berger, "Weaponizing the Belt and Road Initiative," Asia Society Policy Institute, 
September 2020. 

33 CGTN, “CMG Opens Bureau in Tegucigalpa after China, Honduras Establish Ties,” March 29, 2023. 
https://web.archive.org/web/20230808164335/https://news.cgtn.com/news/2023-03-29/CMG-opens-bureau-in-
Tegucigalpa-after-China-Honduras-establish-ties-1izfTxfupXO/index.html. 

34 Ministry of Foreign Affairs of Brazil, “Joint Communiqué between the Federative Republic of Brazil and the 
People’s Republic of China on the Deepening of their Global Strategic Partnership - Beijing, 14 April 2023,” April 14, 
2023. https://web.archive.org/web/20230808185222/https://www.gov.br/mre/en/contact-us/press-area/press-
releases/jointcommunique-between-the-federative-republic-of-brazil-and-the-people2019s-republic-of-china-on-
the-deepening-of-their-global-strategic-partnership-beijing-14-april-2023. 

35 Clint Watts, “’The One Like One Share Initiative’ – How China Deploys Social Media Influencers to Spread Its 
Message,” Digital Threat Analysis Center, September 21, 2021. 

36 Reuters, “China Says to More Closely Regulate Influencer Management Firms,” March 17, 2022. 

37 Daria Impiombato and Hso-Ting Pai, “How Chinese influencers Are Dodging Youtube’s Anti-Propaganda Rules,” 
Rest of World, November 30, 2022. 

38 Digital Threat Analysis Center (formerly Miburo), “Chinese State Media’s Global Influencer Operation: Why It 
Matters,” February 10, 2022; Digital Threat Analysis Center (formerly Miburo), “Chinese State Media’s Global 
Influencer Operation,” January 31, 2022. 

39 U.S. Department of State, “PRC Efforts to Manipulate Global Public Opinion on Xinjiang,” August 24, 2022. 



40 Georgia Wells and Liza Lin, “Pro-China Twitter Accounts Flood Hashtag Critical of Beijing Winter Olympics,” Wall 
Street Journal, February 8, 2022. 

41 Albert Zhang (@AlbertYZhang), “Chinese state-linked inauthentic accounts appear to be flooding multiple social 
media and content platforms, including TikTok & SoundCloud, with pro-Chinese police content. The goal 
presumably is to bury Safeguard Defender's latest report on Chinese transnational policing,” October 2, 2022. 
https://web.archive.org/web/20230808194339/https://twitter.com/AlbertYZhang/status/1576618785384955905
?s=20. 

42 Radio New Zealand, “FSM President Warns Pacific Leaders over China Documents,” May 27, 2022. 

43 Andrius Sytas, “Lithuania Says Throw Away Chinese Phones due to Censorship Concerns,” Reuters, September 
21, 2021. 

44 Statista, “Smartphone Shipments Share in Europe by Vendor from the 1st Quarter of 2015 to the 4th Quarter of 
2021,” May 20, 2022. 

45 U.S. Department of State, “2020 Country Reports on Human Rights Practices: China (Includes Hong Kong, Macau, 
and Tibet) - Hong Kong,” March 30, 2021; U.S.-China Economic and Security Review Commission, 2020 Annual 
Report to Congress, December 2020, 496-497. 

46 Reporters without Borders, “RSF: “We Courteously Call on the Chinese Ambassador to Paris to End His 
Impassioned Rants against Journalists,” October 27, 2021. France 24, “France Summons Chinese Ambassador over 
‘Unacceptable’ Tweets,” March 23, 2021. 

47 Guy Chazan, “China Blamed for Cancellation of Events for German Book on Xi Jinping,” Financial Times, October 
26, 2021. 

48 Jerusalem Post, “Chinese Attempt to Influence Jpost Is ‘Blatant’ Free Speech Violation – MK,” June 2, 2022. 

49 The PRC’s National Intelligence Law requires PRC persons to “support, assist, and cooperate with national 
intelligence work.” National People’s Congress of the People’s Republic of China, “People’s Republic of China 

National Intelligence Law” (中华人民共和国国家情报法), June 12, 2018. Translation. 

50 Human Rights Watch, “Ethiopia: Telecom Surveillance Chills Rights,” March 25, 2014. 

51 Human Rights Watch, “Ethiopia: Telecom Surveillance Chills Rights,” March 25, 2014. 

52 Adam Segal, written testimony before U.S.-China Economic and Security Review Commission, Hearing on a 
“China Model?” Beijing’s Promotion of Alternative Global Norms and Standards, March 13, 2020, 2. 

53 National Intelligence Council, “Cyber Operations Enabling Expansive Digital Authoritarianism,” April 7, 2020, 4; 
Katherina Atha et al., “China’s Smart Cities Development,” SOS International, January 2020, 1. 

54 Fergus Ryan, Danielle Cave, and Vicky Xiuzhong Xu, “Mapping More of China’s Technology Giants: AI and 
Surveillance,” Australian Strategic Policy Institute, 2019, 3, 19. 

55 Australian Strategic Policy Institute, “Mapping China’s Tech Giants.” 

56 Peter B. de Selding, “Chinese Investment Firm Taking 7 Percent Stake in Satellite Fleet Operator Eutelsat,” Space 
News, June 22, 2012. 

57 Digital TV Europe, “China’s CCTV Signs New Channel Distribution Deal with Eutelsat,” January 23, 2017. 

58 “OneWeb Sale Risks Giving China a Stake in ‘Five Eyes’ Spying Tech,” Telegraph, July 25, 2022. 

59 Stephen Chen, “China Enlists European Satellite for Information Campaign in Africa,” South China Morning Post, 
December 15, 2022. 



60 Matt Turpin, “Crafting a Competitive Response: A Framework for countering China’s Digital Ambitions” in Emily 
de la Bruyère, Doug Strub, and Jonathon Marek, eds., China’s Digital Ambitions: A Global Strategy to Supplant the 
Liberal Order, National Bureau of Asian Research, March 2022, 108; Valentin Weber, “The Worldwide Web of 
Chinese and Russian Information Controls,” Open Technology Fund, September 17, 2019, 28. 

61 Valentin Weber, “The Worldwide Web of Chinese and Russian Information Controls,” Open Technology Fund, 
September 17, 2019, 13, 14, 40. 

62 U.S.-China Economic and Security Review Commission, 2020 Annual Report to Congress, December 2020, 83. 

63 Nathan Attrill and Audrey Fritz, “China’s Cyber Vision: How the Cyberspace Administration of China Is Building a 
New Consensus on Internet Governance,” Australian Strategic Policy Institute, November 2021, 3. 

64 Muyi Xiao and Paul Mozur, “A Digital Manhunt: How Chinese Police Track Critics on Twitter and Facebook,” New 
York Times, January 1, 2022. “China Harvests Masses of Data on Western Targets, Documents Show,” Washington 
Post, December 31, 2021. 

65 Samantha Hoffman, “Engineering Global Consent: The Chinese Communist Party’s Data-Driven Power 
Expansion,” Australian Strategic Policy Institute, October 14, 2019, 24. 

66 Samantha Hoffman and Nathan Attrill, “Supply Chains and the Global Data Collection Ecosystem,” Australian 
Strategic Policy Institute, June 8, 2021, 4; Samantha Hoffman, “Engineering Global Consent: The Chinese 
Communist Party’s Data-Driven Power Expansion,” Australian Strategic Policy Institute, October 14, 2019, 3. 

67 Samantha Hoffman and Nathan Attrill, “Supply Chains and the Global Data Collection Ecosystem,” Australian 
Strategic Policy Institute, June 8, 2021, 3. 

68 National Intelligence Council, “Cyber Operations Enabling Expansive Digital Authoritarianism,” April 7, 2020, 4. 

69 PRC domestic laws facilitate the government’s control over and access to data. For example, the PRC’s 2021 Data 
Security Law prohibits sharing data stored in the PRC, regardless of where it was initially collected, with any foreign 
judicial or law enforcement agency without PRC government approval. Ryan D. Junck et al., “China’s New Data 
Security and Personal Information Protection Laws: What They Mean for Multinational Companies,” Skadden, 
Arps, Slate, Meagher & Flom LLP, November 3, 2021; National People’s Congress of the People’s Republic of China, 
“Data Security Law of the People's Republic of China,” June 10, 2021. Translation. 

70 National Intelligence Council, “Cyber Operations Enabling Expansive Digital Authoritarianism,” April 7, 2020, 1. 

71 Cate Cadell, “China Harvests Masses of Data on Western Targets, Documents Show,” Washington Post, 
December 31, 2021. 

72 Cate Cadell, “China Harvests Masses of Data on Western Targets, Documents Show,” Washington Post, 
December 31, 2021 

73 GTCOM claims to collect 2-3 petabytes of data annually, including from machine translation services, which 
according to ASPI expert Samantha Hoffman it uses to inform “information intelligence analysis, industry survey 
analysis, and social incident monitoring,” benefiting the PRC’s sentiment analysis and messaging efforts. For a 
comprehensive examination of the security risks PRC mass data collection poses aside from those concerning 
propaganda and disinformation, see Samantha Hoffman and Nathan Attrill, “Supply Chains and the Global Data 
Collection Ecosystem,” Australian Strategic Policy Institute, June 8, 2021; Samantha Hoffman, “Engineering Global 
Consent: The Chinese Communist Party’s data-driven power expansion,” Australian Strategic Policy Institute, 
October 14, 2019, 10. 

74 China Leadership Monitor, “CLM Insights: Interview with Josh Chin and Liza Lin,” December 1, 2022; Joe 
Parkinson, Nicolas Bariyo, and Josh Chin, “Huawei Technicians Helped African Governments Spy on Political 
Opponents,” Wall Street Journal, August 15, 2019. 



75 Roukaya Kasenally, “Is Digitalization Endangering Democracy in Mauritius?” National Endowment for 
Democracy, December 2022, 12-13. 

76 Madeline Earp, “How China’s Huawei Technology Is Being Used to Censor News Halfway across the World,” 
Committee to Protect Journalists, November 23, 2021. 

77 National People’s Congress of the People’s Republic of China, “People’s Republic of China National Intelligence 

Law” (中华人民共 和国国家情报法), June 12, 2018. Translation; Xinhua, “Xi: Upcoming CPC Campaign a 

‘Thorough Cleanup’ of Undesirable Practices,” June 18, 2013. 
https://web.archive.org/web/20130624124727/https://news.xinhuanet.com/english/china/2013-
06/18/c_132465115.htmhttp://www.npc.gov.cn/npc/c30834/201806/483221713dac4f31bda7f9d951108912.shtm
l. 

78 Zach Dorfman, “Tech Giants Are Giving China a Vital Edge in Espionage,” Foreign Policy, December 23, 2020. 

79 Raphael Satter, “Exclusive-Suspected Chinese Hackers Stole Camera Footage from African Union – Memo,” 
Reuters, December 16, 2020; Aaron Maasho, “China Denies Report It Hacked African Union Headquarters,” 
Reuters, January 29, 2018. 

80 Jevans Nyabiage, “Why China Is Building Gleaming New Government Facilities in Africa,” South China Morning 
Post, May 23, 2021; Joshua Meservey, “Government Buildings in Africa Are a Likely Vector for Chinese Spying,” 
Heritage Foundation, May 20, 2020. 

81 Bethany Allen-Ebrahimian, “Exposed: China’s Operating Manuals for Mass Internment and Arrest by Algorithm,” 
International Consortium of Investigative Journalists, November 24, 2019 

82 Anna Gross and Madhumita Murgia, “China and Huawei Propose Reinvention of the Internet,” Financial Times, 
March 27, 2020; Permanent Mission of the People‘s Republic of China to the United Nations Office at Geneva and 
Other International Organizations in Switzerland, “Ambassador Yu Jianhua Attended the Reception in Support of 
Secretary-General Zhao Houlin,” April 23, 2018; ITU - “Liaison Statement to SGs 13, 2, 4, 11, ETSI Tiphon, IETF: 
International emergency multimedia service to support critical communications (F.IEMS),” December 6, 2000, 
https://web.archive.org/web/20211221204400/https://www.itu.int/md/T01-SG02-010123-TD-WP1-0004/en; ITU 
-Telecommunication Standardization Sector, “Temporary Document 78 (PLEN),” 
https://web.archive.org/web/20211221202958/https://www.itu.int/wftp3/av-arch/lbc-site/2001-
2004/0103_Launceston/q1a03.doc; ITU - Workshop on Accessibility to ICTs - World EXPO-2010, Shanghai, China, 
23 July 2010, June 6, 2010, https://web.archive.org/web/20211221175713/https://www.itu.int/md/T09-TSB-CIR-
0118/en; i-create, 2010 international Convention on Rehabilitation Engineering & Assistive Technology, July 21, 
2010 Shanghai Everbright Convention and Exhibition Centre, Shanghai China, 
https://web.archive.org/web/20220105210502/https://docplayer.net/86925921-International-convention-on-
rehabilitation-engineering-assistive-technology.html; ITU – Focus Group on Smart Grid (FG Smart), January 9, 2012 
https://web.archive.org/web/20211222155039/https:/www.itu.int/en/ITUT/focusgroups/smart/Pages/default.asp
x; ITU, “Deliverable on Smart Grid Terminology,” December 21, 2011. 
https://web.archive.org/web/20171011134636/http:/www.itu.int/en/ITU-
T/focusgroups/smart/Documents/smart-o-0030r6-terminology_deliv.doc; ITU, “ITU-T Focus Group on Disaster 
Relief Systems, Network Resilience and Recovery: Promising technologies and use cases – Part IV and V,” May 2014 
https://web.archive.org/web/20211211023802/https://www.itu.int/en/ITU-T/focusgroups/drnrr/Documents/fg-
drnrrtech-rep-2014-2-2-Framework-usecase-part-4-5.pdf; ITU, “ITU-T Focus Group on Disaster Relief Systems, 
Network Resilience and Recovery: Promising technologies and use cases – Part IV and V,” May 2014, 
https://web.archive.org/web/20171010074012/https://www.itu.int/en/ITUT/focusgroups/drnrr/Documents/fg-
drnrr-tech-rep-2014-2-2-Framework-usecase-part-4-5.pdf. 

83 UN/LOCODE Re-Engineering Project Team, “Business Requirement Analysis for UN/LOCODE Re-Engineering 
Project (URP),” November 18, 2019, 4-5, 7, 20. 
https://unece.org/fileadmin/DAM/cefact/LOCODEAdvisoryGroup/2019_ThirdMeeting/UNLOCODE_AG_2019_INF3

https://web.archive.org/web/20211221202958/https:/www.itu.int/wftp3/av-arch/lbc-site/2001-2004/0103_Launceston/q1a03.doc
https://web.archive.org/web/20211221202958/https:/www.itu.int/wftp3/av-arch/lbc-site/2001-2004/0103_Launceston/q1a03.doc
https://web.archive.org/web/20211221175713/https:/www.itu.int/md/T09-TSB-CIR-0118/en
https://web.archive.org/web/20211221175713/https:/www.itu.int/md/T09-TSB-CIR-0118/en
https://web.archive.org/web/20220105210502/https:/docplayer.net/86925921-International-convention-on-rehabilitation-engineering-assistive-technology.html;
https://web.archive.org/web/20220105210502/https:/docplayer.net/86925921-International-convention-on-rehabilitation-engineering-assistive-technology.html;
https://web.archive.org/web/20211222155039/https:/www.itu.int/en/ITUT/focusgroups/smart/Pages/default.aspx
https://web.archive.org/web/20211222155039/https:/www.itu.int/en/ITUT/focusgroups/smart/Pages/default.aspx
https://web.archive.org/web/20171011134636/http:/www.itu.int/en/ITU-T/focusgroups/smart/Documents/smart-o-0030r6-terminology_deliv.doc
https://web.archive.org/web/20171011134636/http:/www.itu.int/en/ITU-T/focusgroups/smart/Documents/smart-o-0030r6-terminology_deliv.doc
https://web.archive.org/web/20211211023802/https:/www.itu.int/en/ITU-T/focusgroups/drnrr/Documents/fg-drnrrtech-rep-2014-2-2-Framework-usecase-part-4-5.pdf
https://web.archive.org/web/20211211023802/https:/www.itu.int/en/ITU-T/focusgroups/drnrr/Documents/fg-drnrrtech-rep-2014-2-2-Framework-usecase-part-4-5.pdf
https://web.archive.org/web/20171010074012/https:/www.itu.int/en/ITUT/focusgroups/drnrr/Documents/fg-drnrr-tech-rep-2014-2-2-Framework-usecase-part-4-5.pdf
https://web.archive.org/web/20171010074012/https:/www.itu.int/en/ITUT/focusgroups/drnrr/Documents/fg-drnrr-tech-rep-2014-2-2-Framework-usecase-part-4-5.pdf


_BRSAnalysis.pdf. 
 
84 Morgan Ortagus, “ICAO’s Outrageous Practice of Blocking Twitter Users Who Reference Taiwan,” February 1, 
2020; Bethany Allen-Ebrahimian, “UN Aviation Agency Blocks Critics of Taiwan Policy on Twitter,” Axios, January 
27, 2020. 

85 Human Rights Watch, “The Cost of International Advocacy: China’s Interference in United Nations Human Rights 
Mechanisms,” September 5, 2017; Human Rights Watch, “China Pushes to Cut UN Human Rights Posts,” June 7, 
2017. 

86 Human Rights Watch, “The Cost of International Advocacy: China’s Interference in United Nations Human Rights 
Mechanisms,” September 5, 2017. 

87 Xinhua, “Spotlight: Ambassadors from 37 Countries Issue Joint Letter to Support China on Its Human Rights 
Achievements,” July 13, 2019. 
http://web.archive.org/web/20230808194457/https://global.chinadaily.com.cn/a/201907/13/WS5d28e6c0a3105
895c2e7d3c4.html.   

88 Emma Farge, “EXCLUSIVE China Seeks to Stop UN Rights Chief from Releasing Xinjiang Report – Document,” 
Reuters, July 20, 2022. 

89 Ministry of Foreign Affairs of the People’s Republic of China, “Chair’s Statement of the High-level Dialogue on 
Global Development,” June 24,2022. 
https://web.archive.org/web/20230808194648/https://www.fmprc.gov.cn/mfa_eng/wjdt_665385/2649_665393/
202206/t20220624_10709812.html; Ministry of Foreign Affairs of the People’s Republic of China, “Jointly 
Advancing the Belt and Road Initiative and the 2030 Agenda for Global Sustainable Development--Keynote Speech 
by Ambassador Zhang Jun, Permanent Representative of China to the United Nations,” September 14,2022. 
https://web.archive.org/web/20230808195515/https://www.mfa.gov.cn/mfa_eng/wjb_663304/zwjg_665342/zw
bd_665378/202209/t20220915_10766233.html; United Nations Department of Economic and Social Affairs, 
“Global Development Initiative-Building on 2030 SDGs for Stronger, Greener and Healthier Global Development.” 

90 United Nations Department of Economic and Social Affairs, “Jointly Building Belt and Road towards SDGS.”; 
United Nations Department of Economic and Social Affairs, “At China's Belt and Road Forum, UN Chief Guterres 
Stresses Shared Development Goals,” May 14, 2017; Colum Lynch, “China Enlists U.N. to Promote Its Belt and Road 
Project,” Foreign Policy, May 10, 2018. 

91 Ministry of Foreign Affairs of the People’s Republic of China, “Remarks by Vice Foreign Minister Ma Zhaoxu at 
the Launch of the Progress Report on the Global Development Initiative,” June 21, 2023. 
https://web.archive.org/web/20230810180752/https://www.fmprc.gov.cn/mfa_eng/wjbxw/202306/t20230621_1
1101683.html; Ministry of Foreign Affairs of the People’s Republic of China, “Wang Yi Chairs the Ministerial 
Meeting of the Group of Friends of the Global Development Initiative,” September 21, 2022. 
https://web.archive.org/web/20220924022136/https://www.fmprc.gov.cn/mfa_eng/zxxx_662805/202209/t2022
0922_10769737.html. 

92 Nathan Attrill and Audrey Fritz, “China’s Cyber Vision: How the Cyberspace Administration of China Is Building a 
New Consensus on Internet Governance,” Australian Strategic Policy Institute, November 24, 2021. 

93 Adam Segal, written testimony before U.S.-China Economic and Security Review Commission, Hearing on a 
“China Model?” Beijing’s Promotion of Alternative Global Norms and Standards, March 13, 2020 

94 Matt Sheehan, Marjory Blumenthal, and Michael R. Nelson, “Three Takeaways from China’s New Standards 
Strategy,” Carnegie Endowment for International Peace, October 28, 2021; Avi Asher-Schapiro, “China Found Using 
Surveillance Firms to Help Write Ethnic-Tracking Specs,” Reuters, March 30, 2021. 

95 Emily de la Bruyére et al., “China’s Digital Ambitions: A Global Strategy to Supplant the Liberal Order,” The 
National Bureau of Asian Research, March 2022. 



96 The PRC government’s preferred narrative on Taiwan is anchored by the “One China” principle, which asserts 
that there is only one China; that Taiwan is a part of China; and that the PRC is the only legitimate government 
representing all of China. However, many countries that maintain relations of some kind with Taiwan have their 
own “One China” policies, with some concurring with Beijing’s view and others taking a more ambiguous stance. 
Madoka Fukuda, “New Strategies of China Regarding the ‘One-China’ Principle,” Sasakawa Peace Foundation, 
March 16, 2023; Ministry of Foreign Affairs of the People’s Republic of China, “President Jinping Attends First 
China-GCC Summit and Delivers Keynote Speech,” December 10, 2022. 
https://web.archive.org/web/20230808195710/https://www.fmprc.gov.cn/mfa_eng/zxxx_662805/202212/t2022

1210_10988406.html Central Government of the People’s Republic of China, “The One China Principle” (一个中国

原则), July 20, 2005. Translation. https://web.archive.org/web/20230903194106/https://www.gov.cn/test/2005-
07/29/content_18293.htm. 

97 Ministry of Foreign Affairs of the People’s Republic of China, “Foreign Ministry Spokesperson Wang Wenbin’s 
Regular Press Conference on July 27, 2020,” July 27, 2020. 
https://web.archive.org/web/20230808200729/http://mv.china-
embassy.gov.cn/eng/fyrth/202007/t20200727_1629313.htm; Ministry of Foreign Affairs of the People’s Republic 
of China, “Chinese and Russian Foreign Ministry Spokespersons Held Consultations and Agreed to Cooperate in 
Combating Disinformation,” July 25, 2020. 
https://web.archive.org/web/20230808201237/https://www.fmprc.gov.cn/eng/wjb_663304/zzjg_663340/dozys_
664276/xwlb_664278/202007/t20200725_554695.html   

98 The Kremlin, “Joint Statement of the Russian Federation and the People’s Republic of China on the International 
Relations Entering a New Era and the Global Sustainable Development,” February 4, 2022. 
https://web.archive.org/web/20220204092919/http://www.en.kremlin.ru/supplement/5770. 

99 Ministry of Foreign Affairs of the People’s Republic of China, “Foreign Ministry Spokesperson Wang Wenbin’s 
Regular Press Conference on July 27, 2020,” July 27, 2020. 
https://web.archive.org/web/20230808200729/http://mv.chinaembassy.gov.cn/eng/fyrth/202007/t20200727_16
29313.htm; Ministry of Foreign Affairs of the People’s Republic of China, “Chinese and Russian Foreign Ministry 
Spokespersons Held Consultations and Agreed to Cooperate in Combating Disinformation,” July 25, 2020. 
https://web.archive.org/web/20230808201237/https://www.fmprc.gov.cn/eng/wjb_663304/zzjg_663340/dozys_
664276/xwlb_664278/202007/t20200725_554695.html 

100 Hua Chunying (@SpokespersonCHN), “While #Russia revealed evidence of US-funded bio-program in #Ukraine, 
the #US embassy has been found deleting from its website all documents about 11 Pentagon-funded biolabs in 
Ukraine. What is the US hiding? …” Twitter, March 9, 2022. 
https://web.archive.org/web/20220309152510/https://twitter.com/SpokespersonCHN/status/150157980034729
5745; Ambassador Deng Xijun (@China2ASEAN), “Why does the #US military need to control 336 biolabs in other 
parts of the world? The US owns [sic] the world an explanation!” Twitter, March 12, 2022. 
https://web.archive.org/web/20220418174910/https:/twitter.com/China2ASEAN/status/1502656683071672321; 
Diário do Povo Online. “Kiev destruiu amostras de laboratórios de guerra biológica financiados pelos EUA, diz 
Rússia.” March 9, 2022; Global Engagement Center, “People’s Republic of China Efforts to Amplify the Kremlin’s 
Voice on Ukraine,” May 2, 2022; U.S. Mission to International Organizations in Geneva. “Fact Sheet on DoD 
Cooperative Threat Reduction (CTR) Program: Biological Threat Reduction with Partner Countries,” April 4, 2022. 

101 Sputnik Globe, “Diplomacy Instead of Arming Ukraine: How Peace Movement is Scaling Up in Europe,” February 
2, 2023; Sputnik Globe, “US Deliberately Escalating Ukraine Conflict, Russian Ambassador Says,” February 4, 2022; 
Global Times, “Russia-Ukraine Conflict ‘May Escalate’ as US, NATO Hype ‘Spring Offensive’ ahead of 1-year Anniv,” 
February 15, 2023; Sputnik Globe, “US on Road to ‘Destructive War with Russia,’ Warns Former Pentagon Official,” 
February 21, 2023; Xinhua, “China Urges U.S. to Stop Escalating Ukraine Crisis,” March 21, 2023.; TASS. “US Must 
Reconsider Its Position on Ukraine, Not Blame China – Foreign Ministry,” March 22, 2023. 

102 President of Russia, “Address by the President of the Russian Federation,” February 24, 2022; Ministry of 
Foreign Affairs of the People’s Republic of China, “Transcript of Ambassador Qin Gang’s Interview with the US 
Mainstream Media,” August 17, 2022. https://archive.ph/wWAfR; China Daily, “Ukraine crisis is a conflict of 

https://web.archive.org/web/20220204092919/http:/www.en.kremlin.ru/supplement/5770


attrition,” December 26, 2022. https://archive.ph/vvTLw; TASS. “NATO’s ‘Reckless’ Expansion to Undermine 
Chances for Security Dialogue – Lavrov,” May 17, 2023; Global Times. “Ukraine Cease-fire Still a Long Way from 
Agreement due to US Influence: Experts,” July 30, 2023; TASS, “NATO May Provoke New Cold War – Chinese 
Ambassador to Russia,” August 2, 2023. 

103 Global Engagement Center, “Disinformation Roulette: The Kremlin’s Year of Lies to Justify an Unjustifiable War,” 
February 23, 2023; RT. “Kremlin Answers Request to Ship Weapons to Donbass”, January 27, 2022. 
https://web.archive.org/web/20220127125234/https:/www.rt.com/russia/547484-send-military-
separatistsukraine/; President of Russia, “Address by the President of the Russian Federation,” February 24, 2022; 
RIA Novosti, “The Kremlin announced the necessity to cleanse Ukraine from Nazis.” (В Кремле заявили о 
необходимости зачистить Украину от нацистов.) February 24, 2022. Translation. 
https://web.archive.org/web/20220224155059/https:/ria.ru/20220224/natsisty-1774759888.html; Global Times, 
“GT investigates: Evidence Suggests US May Have Supported Neo-Nazi Azov Battalion,” March 7, 2022; Global 
Times, “GT Investigates: Western Freelance Journalists Expose NATO Propaganda Fomenting Ukraine Crisis, Suffer 
Merciless Attacks by ‘Civilized’ West,” June 14, 2022; Global Times, “‘Neo-Nazism’ poisons Ukraine, Europe under 
US, West’s Connivance”, May 17, 2022. 
https://web.archive.org/web/20220517142205/https:/www.globaltimes.cn/page/202205/1265888.shtml; Foreign 
Intelligence Service of the Russian Federation. “State Department Follows the Patterns of Russia’s Eternal 
Enemies,”  (Служба внешней разведки Российской Федерации. “ГОСДЕПАРТАМЕНТ США ДЕЙСТВУЕТ ПО 
ЛЕКАЛАМ ИЗВЕЧНЫХ ВРАГОВ РОССИИ.”) March 11, 2022. Translation. 
https://web.archive.org/web/20230709132300/http://www.svr.gov.ru/smi/2022/05/gosdepartament-
sshadeystvuet-po-lekalam-izvechnykh-vragov-rossii.htm. 

104 MFA Russia (@mfa_russia), “         Russia's principled position remains unchanged: we operate on the 
premise that there is only one China, and the PRC government is the only legitimate government representing all 
of China, that Taiwan is an inalienable part of China. #WeStandWithChina #ThereIsOnlyOneChina,” Twitter, August 
2, 2022. 
https://web.archive.org/web/20230808201840/https://twitter.com/mfa_russia/status/1554547588132741121?re
f_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1554547588132741121%7Ctwgr%5E4ef21eeb080
b5fd82998a224f7e4231ded398c8c%7Ctwcon%5Es1_&ref_F; MFA Russia (@mfa_russia), “We consider 
@SpeakerPelosi visit a clear provocation in keeping with the US’s aggressive p MFA Russia (@mfa_russia), “We 
consider @SpeakerPelosi visit a clear provocation in keeping with the US’s aggressive policy of containment of the 

PRC.     We call on Washington to refrain from actions, undermining regional stability and international security 

#ThereIsOnlyOneChina          #WeStandWithChina,” Twitter, August 2, 2022. 
https://web.archive.org/web/20230808202014/https://twitter.com/mfa_russia/status/1554566677647749120 

105 Xinhua, “China, Kazakhstan Agree to Further Cooperation in Post-Epidemic Era,” September 13, 2020. 
https://web.archive.org/web/20200914201353/http://www.xinhuanet.com/english/2020-
09/13/c_139363906.htm.   

106 China Central Television CCTV News, “China-Kazakh Media Broadcast Jointly Produced News Information 

Segment Aired Regularly for the First Time in Kazakhstan” (中哈两国媒体合办新闻资讯栏目 首次在哈萨克斯坦

常态化落地开播), May 17, 2023. Translation. 

https://web.archive.org/save/https://www.cctv.com/2023/05/17/ARTISwzkhP7cKKDJ5TOakQR2230517.shtml; 
General Jiangsu Provincial Radio and Television Administration, “Report: Forum on Radio, Television, and 

Audiovisual Cooperation between China and Central Asian Countries Successfully Held” (【报道】中国与中亚国

家广电视听合作研讨会 成功举办), August 5, 2022. Translation. 

https://web.archive.org/web/20220813122239/http://jsgd.jiangsu.gov.cn/art/2022/8/5/art_69985_10565839.ht
ml. 

107 Xinhua, “China, Kazakhstan Agree to Further Cooperation in Post-Epidemic Era,” September 13, 2020. 
https://web.archive.org/web/20200914201353/http://www.xinhuanet.com/english/2020-
09/13/c_139363906.htm. 



108 Yasir Habib Khan, “6th CPEC Media Forum 2020,” China Economic Net, December 28, 2020. 
https://web.archive.org/web/20230808202120/http://en.ce.cn/main/latest/202012/28/t20201228_36165419.sht
ml; People’s Daily Online, “Media Professionals at the CPEC Media Forum Hail China's BRI,” December 24, 2019. 
https://web.archive.org/web/20230808202233/http://en.people.cn/n3/2019/1224/c90000-9643274.html. 

109 Yang Jianli, “Rising Chinese Dominance over Pakistan Media Signals Information Colonization,” Washington 
Times, December 13, 2021. https://www.washingtontimes.com/news/2021/dec/13/rising-chinese-dominance-
over-pakistan-mediasigna/; Associated Press of Pakistan, “China, Pakistan media pledge to counter false 
propaganda,” September 29, 2021. 
https://web.archive.org/web/20230808202506/https://dnanews.com.pk/media-forum-vows-to-defend-cpec-
fromdisinformation-fake-news-na-speaker/; Ministry of Foreign Affairs of the People’s Republic of China, “Foreign 
Ministry Spokesperson Hua Chunying’s Regular Press Conference on September 29, 2021,” September 29, 2021. 
https://web.archive.org/web/20230808203318/https://www.fmprc.gov.cn/eng/xwfw_665399/s2510_665401/251
1_665403/202109/t20210929_9580319.html; Xinhua, “Chinese, Pakistani Media Urged to Enhance Cooperation 
for Peace, Stability, Development,” September 28, 2021. 
https://web.archive.org/web/20230808203507/http://www.xinhuanet.com/english/asiapacific/2021-
09/28/c_1310214662.htm; Yasir Habib Khan, “6th CPEC Media Forum 2020,” China Economic Net, December 
28,2020. 
https://web.archive.org/web/20210101004219/http://en.ce.cn/main/latest/202012/28/t20201228_36165419.sht
ml; Xinhua, “Media Outlets Pledge to Contribute to Building China-Central Asia Community with Shared Future,” 
May 24, 2023. 

110 Evelyn Cheng, “Hard Lesson for U.S. Investors: Chinese Companies Don’t Make the Rules in China,” CNBC, 
August 18, 2021. 

111 Charles Burton, “Canada Needs a Foreign Agent Registry to Help It Tackle China’s Influence: Burton,” Citizen, 
March 8, 2021; Larry Diamond and Orville Schell, eds., “China’s Influence and American Interests: Promoting 
Constructive Vigilance,” Hoover Institution, October 2020, 134, 165, 168. BBC, “Australia Passes Foreign 
Interference Laws amid China Tension,” June 28, 2018. 

112 Jamie Tarabay, “Billionaire Wins Defamation Case Against Australian Media Group,” New York Times, February 
22, 2019; J. Michael Cole, “The Hard Edge of China’s Sharp Power: Understanding China’s Influence Operations 
Abroad,” MacDonald Laurier Institute, October 2018, 17, 22. 

113 J. Michael Cole, “The Making of ‘Insidious Power: How China Undermines Global Democracy,’” Taiwan Sentinel, 
July 29, 2020; Jamie Tarabay, “Billionaire Wins Defamation Case Against Australian Media Group,” New York Times, 
February 22, 2019; J. Michael Cole, “The Hard Edge of China’s Sharp Power: Understanding China’s Influence 
Operations Abroad,” MacDonald Laurier Institute, October 2018, 17, 22. 

114 Nathalie Guibert, “Huawei Withdraws Defamation Suit against a French Researcher,” Le Monde, July 8, 2022. 

115 J. Michael Cole, “J. Michael Cole: China Is Using Our Legal Systems against Us,” National Post, April 12, 2021; J. 
Michael Cole, “The Making of ‘Insidious Power: How China Undermines Global Democracy,’” Taiwan Sentinel, July 
29, 2020; J. Michael Cole, “The Hard Edge of China’s Sharp Power: Understanding China’s Influence Operations 
Abroad,” MacDonald Laurier Institute, October 2018, 18. 

116 Sarah Repucci, “Media Freedom: A Downward Spiral,” Freedom House, July 16, 2019; Thorsten Benner et al., 
“Authoritarian Advance: Responding to China’s Growing Political Influence in Europe,” Mercator Institute for China 
Studies and Global Public Policy Institute, February 2, 2018, 6; Anne-Marie Brady, “China’s Foreign Propaganda 
Machine,” Wilson Center for International Scholars, October 26, 2015. 

117 U.S.-China Economic and Security Review Commission, 2020 Annual Report to Congress, December 2020, 82; 
Matt Schrader, “Friends and Enemies: A Framework for Understanding Chinese Political Interference in Democratic 
Countries,” Alliance for Securing Democracy, April 22, 2020, 2; Larry Diamond and Orville Schell, eds., “China’s 
Influence & American Interests: Promoting Constructive Vigilance,” Hoover Institution, November 29, 2018, 133. 



118 Suzanne Nossel. “Chinese Censorship is Going Global,” Foreign Policy. October 26, 2021; Yvonne Lau. “How 
China’s censorship machine feeds on fear,” Australian Strategic Policy Institute. November 10, 2022; Vivienne 
Chow. “The Long Arm of Chinese Censorship Has Reached Europe, Forcing Artists and Institutions to Watch What 
They Say Against Beijing,” Artnet. December 15, 2022, 

119 Cheng Yang, “Shenzhen Attracts a Unicorn Accelerator to Settle in Baoan District, Will Build a ‘Great Unicorn 

City’ in the Future” (深圳引入一独角兽加速器落户宝安区，未来将打造“独角兽大城”), Southern Metropolis 

Daily, January 6, 2020. Translation. 
https://web.archive.org/web/20200106102433/https://m.mp.oeeee.com/a/BAAFRD000020200106246321.html; 
ToJoy, “Leadership.” https://web.archive.org/web/20230605034443/https://en.tojoy.com/leadership/. 

120 Markets Insider, “Former Heads of State Join ToJoy as EU Executives,” August 8, 2019; Yves Leterme, “China an 
Indispensable Part of International Cooperation,” People’s Daily, August 29, 2022. 
https://web.archive.org/web/20230808205250/http://en.people.cn/n3/2022/0829/c90000-10140728.html; 
Imperial Springs Forum, “Former Belgian Prime Minister: Democracy Not a Tool of Aggression towards Other 
Countries,” December 5, 2021. 
https://web.archive.org/web/20230808205448/http://www.imperialspringsforum.org/show.php?id=370; Xinhua, 
“Interview: Ex-Belgian PM calls on EU to strengthen cooperation with China,” July 7, 2021. 
https://web.archive.org/web/20230808205526/http://www.xinhuanet.com/english/europe/2021-
07/07/c_1310047903.htm. Imperial Springs Forum, “Former Serbian President: Whoever Destroys the One-China 
Principle Is Dismantling International Rules,” December 5, 2021. 
https://web.archive.org/web/20230808205807/http://www.imperialspringsforum.org/show.php?id=371; Boris 
Tadic, “China Creating Its Own Way to Thrive,” China Daily, November 15, 2021. 
https://web.archive.org/web/20230808205910/https://global.chinadaily.com.cn/a/202111/15/WS6191a376a310c
dd39bc7546f.html; China Focus, “Boris Tadić: The Chinese Model of Modernization Offers a New Option to Other 
Countries,” October 28, 2021; China.org, “ToJoy Launches EMEA East Headquarters,” December 4, 2019; Xinhua, 
“Interview: Boao Forum for Asia Important for World amid Global Challenges, Says Former Costa Rica President,” 
April 21, 2021. https://web.archive.org/web/20230809140601/http://www.xinhuanet.com/english/2021-
04/21/c_139895886.htm.  

121 Center for Promotion and Development of BRI, “Partners/Sponsors.” https://archive.ph/jxKC8; Tijana 
Cvjetićanin, “Chinese Influence in Bosnia and Herzegovina” Center for European Policy Analysis, September 7, 
2022. "Belt and Road", cooperation despite the pandemic” (“’Pojas i put,’ saradnja uprkos pandemiji,” Radio 
Teleivizja Srbjie, February 18, 2022. Translation. 
https://web.archive.org/web/20230809142541/https://www.rts.rs/lat/vesti/ekonomija/4708961/pojas-i-
putsaradnja-uprkos-pandemiji.html; Faruk Borić, “’Five Connectivities’ of the Belt and Road Initiative: Results and 
Recommendations for the Future Cooperation” in “How Bosnia and Herzegovina Perceives the Belt and Road 
Initiative and China-CEEC Cooperation,” China-CEE Institute, March 29, 2021, 87; Center for the Promotion and 
Development of the BRI, “Mission and Vision.” https://archive.ph/xHtk7. 

122 Center for the Promotion and Development of the BRI, “Board of Directors.” https://archive.ph/tkOyw; 
Bosnian-Chinese Association, “Decision to Establish” (Odluka o osnivanju). Translation. 
https://web.archive.org/web/20230903195357/https://boskin.ba/o-nama/. 

123 Roderick Kefferputz, “Big Fish in Small Ponds: China’s Subnational Diplomacy in Europe,” Mercator Institute for 
China Studies, November 18, 2021, 2. 

124 Roderick Kefferputz, “Big Fish in Small Ponds: China’s Subnational Diplomacy in Europe,” Mercator Institute for 
China Studies, November 18, 2021, 6; Jessie Yeung, “Prague’s Tryst with Taipei Sees Shanghai Spurned in Sister City 
Love Triangle,” CNN, January 15, 2020. 

125 John Fitzgerald, “Taking the Low Road: China’s Influence in Australian States and Territories,” Australian 
Strategic Policy Institute, February 15, 2022. 

https://web.archive.org/web/20230605034443/https:/en.tojoy.com/leadership/


126 For example, in 2019 Prague ended its sister city relationship with Beijing due to the agreement’s requirement 
to endorse the PRC’s “One China” principle. The next year, Prague then established a sister city agreement with 
Taipei, causing Shanghai to retaliate by ending its own agreement with Prague. Roderick Kefferputz, “Big Fish in 
Small Ponds: China’s Subnational Diplomacy in Europe,” Mercator Institute for China Studies, November 18, 2021, 
6; Jessie Yeung, “Prague’s Tryst with Taipei Sees Shanghai Spurned in Sister City Love Triangle,” CNN, January 15, 
2020. 

127 Sanne Zwart, “Sister City Relations with China: A Dutch Dilemma,” Clingendael Institute, February 2, 2022. Paul 
Costello and Mareike Ohlberg, “Cities Need to Talk about China,” German Marshall Fund, May 5, 2021. “Federal 
Government Tears Up Victoria’s Belt and Road Agreements with China,” Guardian, April 21, 2021. 

128 Ministry of Foreign Affairs of the People’s Republic of China, “Forum on China-Africa Cooperation Dakar Action 
Plan (2022-2024),” November 30, 2021. 
https://web.archive.org/web/20230809162008/https://www.fmprc.gov.cn/eng/wjdt_665385/2649_665393/2021
12/t20211202_10461183.html. 

129 Jean-Pierre Cabestan, “Party-to-Party Relations and Political Training” in Nadège Rolland, ed., “Political Front 
Lines: China’s Pursuit of Influence in Africa,” National Bureau of Asian Research, June 2022, 28; International 

Department, Central Committee of CPC, “Brief Introduction to the Department” (我部简介). Translation. 
http://web.archive.org/web/20200125025646/https://www.idcpc.org.cn/zlbjj/wbjj/. 

130 For example, at a virtual ILD forum in September 2021 attended by 300 party officials from 14 African countries, 
then ILD Director Song Tao called for “the two sides” to “support each other on their respective development 
paths,” clearly stating the objective to secure advocates for Beijing’s narratives about its governance. Jean-Pierre 
Cabestan, “Party-to-Party Relations and Political Training” in Nadège Rolland, ed., “Political Front Lines: China’s 
Pursuit of Influence in Africa,” National Bureau of Asian Research, June 2022. 

131 Emeka Umejei, oral remarks at “China’s Media Influence in Africa,” London School of Economics, January 19, 
2023. 

132 Emeka Umejei, oral remarks at “China’s Media Influence in Africa,” London School of Economics, January 19, 
2023; Joshua Kurlantzick, Beijing’s Global Media Offensive: China’s Uneven Campaign to Influence Asia and the 
World, Oxford University Press, 2023, 168; Ananthan Krishnan, “China is buying good press across the world, one 
paid journalist at a time,” The Print, November 24, 2018. 

133 Angeli Datt, oral remarks at “China’s Media Influence in Africa,” London School of Economics, January 19, 2023; 
U.S.-China Economic and Security Review Commission, 2020 Annual Report to Congress, November 2020, 153. 

134 Chimwemwe Mwale, “Chinese Media Leapfrogs,” Zambia Daily Mail Limited, December 3, 2018. 
https://web.archive.org/web/20230809162906/http://www.daily-mail.co.zm/favicon.ico; Economist, “China Is 
Broadening Its Efforts to Win over African Audiences,” October 20, 2018. 

135 Emeka Umejei, interview with GEC staff, January 7, 2023. 

136 Rahm Emmanuel, “Countering China's Economic Coercion - Report Launch,” Center for Strategic and 
International Studies, March 22, 2023. 

137 James Palmer and Bethany Allen-Ebrahimian, “China Threatens U.S. Airlines over Taiwan References,” Foreign 
Policy, April 27, 2018. 

138 Reuters, “Airlines Comply with China’s Request to Change Description of Territories,” May 25, 2018. 

139 Bloomberg, “China Canceled H&M. Every Other Brand Needs to Understand Why,” March 14, 2022; H&M, 
“Statement on H&M in China,” March 31, 2021, “H&M Group Statement on Due Diligence.” BBC, “Nike, H&M Face 
China Fury over Xinjiang Cotton ‘Concerns,’” March 25, 2021. 



140 Sheena Chestnut Greitens and Rory Truex, “Repressive Experiences among China Scholars: New Evidence from 
Survey Data,” China Quarterly 242 (2019): 349-75; Natalie Liu, “Scholars Rally to Defend Colleagues Sanctioned by 
Beijing,” Voice of America, April 1, 2021. Scholars Rally to Defend Colleagues Sanctioned by Beijing; U.S.-China 
Economic and Security Review Commission, 2017 Annual Report to Congress, November 2017, 473. 

141 BBC, “Cheng Lei: 1,000 Days Imprisoned in China for an Unknown Reason,” May 9, 2023; Anthony Galloway, 
“Australian Journalists Bill Birtles, Mike Smith Forced out of China,” Sydney Morning Herald, September 8, 2020; Le 
Monde, “The Expulsion from China of Our Colleague Ursula Gauthier Is Unjustifiable,” December 30, 2015. 

142 Foreign Correspondents’ Club of China, “Media Freedoms Report 2021: ‘Locked Down or Kicked Out,’ January 
31, 2022, 2-3. 

143 Embassy of the People’s Republic of China in the United States of America, “Foreign Ministry Spokesperson 
Announces Sanctions on Relevant EU Entities and Personnel,” March 22, 2021. 
https://web.archive.org/web/20230809165328/https://www.fmprc.gov.cn/eng/xwfw_665399/s2510_665401/253
5_665405/202103/t20210322_9170814.html. 

144 U.S. Department of Justice, “Assistant Attorney General Matthew Olsen Delivers Remarks at Press Conference 
Announcing Transnational Repression Charges,” March 16, 2022; U.S. Department of Justice,” Assistant Attorney 
General Matthew Olsen Delivers Remarks on Countering Nation-State Threats,” February 23, 2022; Zach Dorfman, 
“The Disappeared,” Foreign Policy, March 29, 2018. 

145 Zach Dorfman, “The Disappeared,” Foreign Policy, March 29, 2018. 

146 Bradley Jardine, “Great Wall of Steel: China’s Global Campaign to Suppress the Uyghurs,” Woodrow Wilson 
Center Kissinger Institute on China and the United States, March 2022, vxiii. 

147 Anastasya Lloyd-Damnjanovic, “A Preliminary Study of PRC Political Influence and Interference Activities in 
American Higher Education,” Wilson Center for International Scholars, August 2018, 2. 

148 U.S. Department of Justice, “Five Individuals Charged Variously with Stalking, Harassing and Spying on U.S. 
Residents on Behalf of the PRC Secret Police,” March 16, 2022. 

149 Alex Joske, “The Party Speaks for You: Foreign interference and the Chinese Communist Party's united front 
system,” Australian Strategic Policy Institute, June 9, 2020. 

150 GEC research partner, November 5, 2021. 

151 GEC research partner, July 15, 2022. 

152 Emily Feng, “China and the World: How Beijing Spreads the Message,” Financial Times, July 12, 2018. 

153 China News Service, “Global Chinese Media Cooperation Union Established with Members Spread throughout 

Five Continents” (世界华文媒体合作联盟成立 成员遍布五大洲), September 20, 2009. Translation. 

https://web.archive.org/web/20230810132045/https://www.chinanews.com.cn/hr/news/2009/09-
20/1875705.shtml. The presence of senior PRC and CCP officials in the leadership ranks of both organizations 
ensures they will effectively transmit Beijing’s guidance. The president of CNS served as GCMCU secretary-general 
at its launch along with honorary chairs including PRC Overseas Chinese Affairs Office Deputy Director Zhao Yang, 
Malaysian business magnate and GCLMF Chairman Zhang Xiaoqing, and Hong Kong Phoenix Satellite TV Chairman 
of the Board Liu Changle, placing it firmly under Beijing’s control. China News Service, “Global Chinese Media 

Cooperation Union Established with Members Spread throughout Five Continents” (世界华文媒体合作联盟成立 

成员遍布五大洲), September 20, 2009. Translation. 

https://web.archive.org/web/20230810132045/https://www.chinanews.com.cn/hr/news/2009/09-
20/1875705.shtml. 



154 Xia Chunping, “China News Service at 70: How was the Global Chinese Language Media Forum ‘Refined?” (中新

社70年丨世界华文传媒论坛是怎样“炼”成的？), Pao Ding Jie News, July 7, 2022.Translation. 
https://web.archive.org/web/20220921034514/https://www.chinanews.com.cn/gn/2022/09-21/9857209.shtml. 

155 Xia Chunping, “China News Service at 70: How was the Global Chinese Language Media Forum ‘Refined?” (中新

社70年丨世界华文传媒论坛是怎样“炼”成的？), Pao Ding Jie News, July 7, 2022.Translation. 
https://web.archive.org/web/20220921034514/https://www.chinanews.com.cn/gn/2022/09-21/9857209.shtml; 
Economist, “In the West, China Holds Growing Sway over Chinese-Language Media,” September 23, 2021. 

156 Alex Joske et al., “The Influence Environment,” Australian Strategic Policy Institute, 2020, 8; Xinhua, “Global 

Chinese Language Media Forum Opens in Wuhan, Mass Media Elites Seek Common Development” (世界华文传媒

论坛在武汉开幕 传媒精英共谋发展), September 12, 2005. Translation. 
https://web.archive.org/web/20230810131930/https://www.aspi.org.au/report/influence-environment. 

157 Alex Joske et al., “The Influence Environment,” Australian Strategic Policy Institute, 2020, 8; Xinhua, “Global 

Chinese Language Media Forum Opens in Wuhan, Mass Media Elites Seek Common Development” (世界华文传媒

论坛在武汉开幕 传媒精英共谋发展), September 12, 2005. Translation. 
https://web.archive.org/web/20230810131930/https://www.aspi.org.au/report/influence-environment. 

158 WeChat’s registered international users reached 100 million in 2013, the last year for which data are available. 
Alvin Lim, “A Look into WeChat: Enabling an Analyst to Search and Monitor Content,” NATO Strategic 
Communications Center of Excellence,” January 2022, 6; Miles Kenyon, “WeChat Surveillance Explained,” 
CitizenLab, May 7, 2020. 

159 Nick Bonyhady and Kat Wong, “WeChat, the Chinese mega app, can do almost everything - including election 
misinformation,” Sydney Morning Herald, May 13, 2022; Lowy Institute, “Media and News Habits.”  

160 Lowy Institute, “Media Use & News Habits.”  

161 Global Affairs Canada, “Rapid Response Mechanism Canada Detects Information Operation Targeting Member 
of Parliament,” August 9, 2023. 

162 Graeme Smith, “WeChat and the Australian Election,” University of Melbourne, June 1, 2022; Nick Bonyhady 
and Kat Wong, “WeChat, the Chinese Mega App, Can Do Almost Everything - Including Election Misinformation,” 
Sydney Morning Herald, May 13, Lowy Institute, “Media and News Habits.” Paul Karp, “Penny Wong Blasts 
‘Malicious’ WeChat Campaign Spreading Fake News about Labor,” Guardian, May 7, 2019. 

163 Patrick J. Chester and Audrye Wong, “Divide to Conquer: Using Wedge Narratives to Influence Diaspora 
Communities,” working paper, February 16, 2022; Audrye Wong, “The Diaspora and China’s Foreign Influence 
Activities,” Wilson Center for International Scholars, 2022, 618. 

164 Patrick J. Chester and Audrye Wong, “Divide to Conquer: Using Wedge Narratives to Influence Diaspora 
Communities,” working paper, February 16, 2022; Audrye Wong, “The Diaspora and China’s Foreign Influence 
Activities,” Wilson Center for International Scholars, 2022, 618. 

165 Natasha Kassam and Jennifer Hsu, “Being Chinese in Australia: Public Opinion in Chinese Communities,” Lowy 
Institute, 2022. 

166 Fan Yang, “Translating Tension: Chinese-Language Media in Australia,” September 29, 2021; Natasha Kassam 
and Jennifer Hsu, “Being Chinese in Australia: Public Opinion in Chinese Communities,” Lowy Institute, 2022.  

167 Fan Yang, “Translating Tension: Chinese-Language Media in Australia,” September 29, 2021; 168 Jeffrey Knockel 
et al., “We Chat, They Watch How International Users Unwittingly Build up WeChat’s Chinese Censorship 
Apparatus,” CitizenLab, May 7, 2020. 

168 Fan Yang, “Translating Tension: Chinese-Language Media in Australia,” September 29, 2021. 



169 Tom Sear, Michael Jensen, and Titus C. Chen, “How Digital Media Blur the Border between Australia and China,” 
The Conversation, November 15, 2018; Kelsey Munro and Philip Wen, “Chinese Language Newspapers in Australia: 
Beijing Controls Messaging, Propaganda in Press,” Sydney Morning Herald, July 8, 2016. 

170 Lotus Ruan et al., “One App, Two Systems: How Wechat Uses One Censorship Policy in China and Another 
Internationally,”CitizenLab, November 30, 2016, 6. 

171 Sarah Repucci, “Media Freedom: A Downward Spiral,” 2019.  

172 Tom Sear, Michael Jensen, and Titus C. Chen, “How Digital Media Blur the Border between Australia and China,” 
The Conversation, November 15, 2018.  

173 Fan Yang, “Translating Tension: Chinese-Language Media in Australia,” September 29, 2021. 

174 Lotus Ruan et al., “One App, Two Systems: How Wechat Uses One Censorship Policy in China and Another 
Internationally,”CitizenLab, November 30, 2016, 6; Fan Yang, “Translating Tension: Chinese-Language Media in 
Australia,” September 29, 2021. 

175 Alvin Lim, “A Look into WeChat: Enabling an Analyst to Search and Monitor Content,” NATO Strategic 
Communications Center of Excellence,” January 2022, 9. 

176 Alvin Lim, “A Look into WeChat: Enabling an Analyst to Search and Monitor Content,” NATO Strategic 
Communications Center of Excellence,” January 2022, 9. 

177 Alex Joske et al., “The Influence Environment,” Australian Strategic Policy Institute, 2020, 16. 

178 Freedom House, “Beijing’s Global Media Influence 2022; The White House, “National Security Strategy,” 
November 2022, 3. 

179 U.S. Department of State, “PRC Efforts to Manipulate Global Public Opinion on Xinjiang,” August 24, 2022; U.S. 
Department of State, “People’s Republic of China Efforts to Amplify the Kremlin’s Voice on Ukraine,” May 2, 2022; 
Australian Broadcasting Corporation, “Australia Deploys Diplomatic Resources to Fight Chinese and Russian 
‘Disinformation’ On AUKUS Submarine Deal,” February 10, 2022; U.S. Mission to International Organizations in 
Geneva, “PRC Manipulation of Research to Raise Doubt On COVID-19 Origin,” December 21, 2020. 

180 Freedom House, “Beijing’s Global Media Influence 2022.” 

181 Yi Fan, “South Africa Is Set to Make Its Mark on BRICS History,” IOL, August 16, 2023.  
https://web.archive.org/web/20230903195643/https://opinion.huanqiu.com/article/3znM7BRdzmD; Yi Fan, 
“Narrative on Xinjiang a Too-Familiar Playbook,” China Daily. April 10, 2021. 
https://web.archive.org/web/20230810144923/http://www.chinadaily.com.cn/a/202104/10/WS6070fb05a31024
ad0bab4a35.html; Yi Fan, “China-Africa Cooperation Is Vital in the Post-COVID Global Economy,” Capital Ethiopia, 
May 4, 2021. https://web.archive.org/web/20230810145058/http://capetown.chinaconsulate. 
gov.cn/eng/xwdt/202105/t20210510_9049935.htm; Yi Fan, “What China's poverty reduction experience means to 
the world,” People’s Republic of China Embassy in the Islamic Republic of Afghanistan, June 8, 2021. 
https://web.archive.org/web/20230810145615/http://af.chinaembassy.gov.cn/eng/sgxw/202106/t20210608_891
3637.htm; Yi Fan, “Stronger when together: China and fellow developing countries for a truly United Nations,” 
CGTN, October 22, 2021. https://web.archive.org/web/20230810150329/https://news.cgtn.com/news/2021-10-
22/China-and-fellowdeveloping-countries-for-a-truly-United-Nations-14vOETk7Gda/index.html; Yi Fan, “The 

Dangers of the U.S. and the West’s ‘Wrong Understanding and Wrong Translation’ are Not Small” ( 易凡：美西方“

歪解歪译”危害不小), Global Times, September 7, 2020. Translation.; Yi Fan, “Overseas Edition Ocean-View Tower: 

Fight the Pandemic with One Heart and One Destiny” (海外版望海楼：同心抗疫 命运与共 ), People’s Daily 

Overseas Edition, June 16, 2020. Translation. 
https://web.archive.org/web/20230810134116/http://paper.people.com.cn/rmrbhwb/html/2020-
06/16/content_1992217.htm; Yi Fan and Chen Xin, “Foreign Minister Makes a Bold Statement: India Must Use a 

Three-Pronged Approach to Counter China's Influence!” (外长放出豪言：印度要三管齐下抗衡中国影响力！), 



Global Times, July 9, 2018. Translation. 
https://web.archive.org/web/20211230162726/https://mil.huanqiu.com/article/9CaKrnKae3l; Yi Fan, “A Solid 
New Start for Old China-Africa Ties,” China Daily, December 4, 2015. 
https://web.archive.org/web/20211104180023/https://www.chinadaily.com.cn/a/201512/04/WS5a2b4255a310e
efe3e99f317.html; Yi Fan, “A Solid New Start for Old Africa-China Ties,” China Daily, December 1, 2015. 
https://web.archive.org/web/20230810134708/https://www.chinadaily.com.cn/a/201512/04/WS5a2b56e7a310e
efe3e99feaa.html; Yi Fan, “A Solid New Start for Old China-Africa Ties,” China Daily Europe, December 4, 2015. 
https://web.archive.org/web/20230810134708/https://www.chinadaily.com.cn/a/201512/04/WS5a2b56e7a310e
efe3e99feaa.html; Yi Fan, “Xi-Obama One-On-One Is All About Substance,” China Daily, September 28, 2015. 
https://web.archive.org/web/20230810134906/https://www.chinadaily.com.cn/world/2015xivisitus/2015-
09/28/content_22004953.htm. 

182 Yi Fan, “China and Africa: A Closer Community for a Better World,” Nation, January 16, 2021. 
https://web.archive.org/web/20230810150632/http://gh.china-
embassy.gov.cn/eng/zjgx/202101/t20210119_6224236.htm; Yi Fan, “China and Africa: A Closer Community for a 
Better World,” Guardian, January 18, 2021. 
https://web.archive.org/web/20230810150632/http://gh.chinaembassy.gov.cn/eng/zjgx/202101/t20210119_622
4236.htm; Yi Fan, “China and Africa: A Closer Community for a Better World,” Vanguard, January 21, 2021. 
https://web.archive.org/web/20230810150632/http://gh.chinaembassy.gov.cn/eng/zjgx/202101/t20210119_622
4236.htm; Yi Fan, “China and Africa: A Closer Community for a Better World,” Embassy of the People’s Republic of 
China in Sao Tome and Principe, January 18,2021. 
https://web.archive.org/web/20211227172035/https://www.mfa.gov.cn/ce/cest/por/sghd_3/t1847233.htm; 
https://web.archive.org/web/20230903200136/http://gh.china-
embassy.gov.cn/eng/zjgx/202101/t20210119_6224236.htm. 

183 Yi Fan, “China-Africa Cooperation Is Vital in the Post-Covid Global Economy,” New Times, May 7, 2021. 
https://web.archive.org/web/20230810155755/https://www.newtimes.co.rw/article/185861/Opinions/china-
africacooperation-is-vital-in-the-post-covid-global-economy; Yi Fan, “China-Africa Cooperation Is Vital in the Post-
COVID Global Economy,” KT Press, May 7, 2021. 
https://web.archive.org/web/20230810155930/https://www.ktpress.rw/2021/05/chinaafrica-cooperation-is-vital-
in-the-post-covid-global-economy/; Yi Fan, “China-Africa Cooperation is Vital in the Post-COVID Global Economy,” 
Capital Ethiopia, May 4, 2021. 
https://web.archive.org/web/20210506080458/https://www.capitalethiopia.com/opinion/china-africa-
cooperation-isvital-in-the-post-covid-global-economy/; Yi Fan, “China-Africa Cooperation Is Vital in the Post-COVID 
Global Economy,” Daily News, May 9, 2021. 
https://web.archive.org/web/20210509130401/https://dailynews.co.tz/news/2021-05096097dbc3afb98.aspx. 

184 Yi Fan, “Together for Greater Harmony between Man and Nature,” Embassy of the People’s Republic of China in 
the Republic of Uganda, October 12, 2021. 
https://web.archive.org/web/20230810161542/http://ug.chinaembassy.gov.cn/eng/wgdjj/202110/t20211012_95
44542.htm; Yi Fan, “Together for Greater Harmony between Man and Nature,” People’s Daily, October 11, 2021. 
https://web.archive.org/web/20230810161843/http://en.people.cn/n3/2021/1011/c90000-9905466.html; Yi Fan, 
“Together for Greater Harmony between Man and Nature,” New Times, October 14, 2021. 
https://web.archive.org/web/20230810162048/https://www.newtimes.co.rw/article/190279/Opinions/together-
for-greaterharmony-between-man-and-nature; Yi Fan, “Together for Greater Harmony between Man and Nature,” 
Ghana News Agency, October 18, 2021. 
https://web.archive.org/web/20230810162201/https://gna.org.gh/2021/10/together-for-greater-
harmonybetween-man-and-nature/. 

185 Yi Fan, “China’s New Long March: Getting Its Messaging Right,” Straits Times, February 2, 2021. 
https://web.archive.org/web/20230810162423/https://www.straitstimes.com/opinion/chinas-new-long-march-
gettingits-messaging-right. 



186 The Long March (1934-1935) was a legendary arc in the CCP’s founding mythos in which the Red Army of the 
CCP pushed through Kuomintang (KMT) lines to carry out a circuitous year-long retreat to Yan’an in northwest 
China. Although the Red Army’s forces incurred up to 90 percent attrition during the maneuver, according to some 
estimates, official CCP propaganda reveres it as a testament to the Party’s will to persevere in the face of 
insurmountable odds. Xi Jinping, “Today We Must Succeed in a New “Long March,” CPC Central Committee 
Bimonthly, October 21, 2016; John M. Glionna, “China’s Reality Check on Long March,” Los Angeles Times, January 
16, 2008; Karen Gernant, “Attrition Sustained by the First Front Army of the Chinese Red Army on the Long 
March,1934—35,” Journal of Asian History 19:2 (1985): 166-187. 

187 Yi Fan, “China’s New Long March: Getting Its Messaging Right,” Straits Times, February 2, 2021. 
https://web.archive.org/web/20230810162423/https://www.straitstimes.com/opinion/chinas-new-long-march-
getting-itsmessaging-right.  

188 People’s Daily, “Commentary: Responsible China Contributes to Global Development,” January 11, 2021. 
https://web.archive.org/web/20230928134915/http://en.people.cn/n3/2021/0111/c90000-9807931.html; Imran 
Khalid, “China Steps Forward as Responsible Global Actor,” China Daily Hong Kong, June 9, 2023. 
https://web.archive.org/web/20230928135231/https://www.chinadailyhk.com/article/335279.  

189 Xinhua, “SOE External Propaganda Work Symposium Sets Out Future Work” (国有企业外宣工作座谈会部署当

前和今后时期工作), June 23, 2010. Translation. 

https://web.archive.org/web/20230903200325/https://www.gov.cn/jrzg/2010-06/23/content_1635139.htm; 

Xinhua, “SOE Propaganda Work Symposium Convenes in Beijing: Liu Yunshan Gives an Address” (国有企业外宣工

作座谈会在北京召开刘云山讲话), June 22, 2010. Translation. 
https://web.archive.org/web/20230903200452/https://www.gov.cn/jrzg/2010-06/22/content_1633992.htm. 

190 Sarah Cook, “Beijing’s Global Megaphone: The Expansion of Chinese Communist Party Media Influence Since 
2017,” 2020, Freedom House. 
https://web.archive.org/web/20230903200627/https://freedomhouse.org/report/specialreport/2020/beijings-
global-megaphone; State Council Information Office, “The ‘2017 Chinese Enterprise Overseas Image Summit 

Forum’ is Held in Beijing” (‘2017中国企业海外形象高峰论坛’在京举行), November 17, 2017. Translation. 
https://archive.ph/04aB4. 

191 China.org Finance, “The 2020 Chinese Enterprise Overseas Image Summit Forum is Held in Beijing” (2020·中国

企业海外形象高峰论坛在北京举办], November 30, 2020. Translation. 
https://web.archive.org/web/20230903201138/http://finance.china.com.cn/industry/20201103/5423174.shtml. 

192 Xi received exposure to United Front work early in his career through his father Xi Zhongxun, whom Xinhua 
called “an outstanding leader and paragon of the CCP’s United Front.” Xinhua, “Xi Zhongxun on the United Front 

Published” (《习仲勋论统一战线》一书出版), October 24, 2013. Translation. 
https://web.archive.org/web/20230903201429/http://www.xinhuanet.com/zgjx/2013-10/24/c_132825262.htm. 

193 In the parlance of United Front work, “overseas Chinese work” refers to this type of operations. Paul Charon 
and Jean-Baptiste Jeangène Vilmer, “Chinese Influence Operations: A Machiavellian Moment,” Institut de 
Recherche Stratégique de l'École Militaire, October 2021, 42. 

194 Islamic Association of China, “China Islamic Scripture Institute” (中国伊斯兰教经学院), February 14, 2023. 

Translation. 
https://web.archive.org/web/20230903201616/http://www.chinaislam.net.cn/about/zbyx/about190.html; Islamic 
Association of China, “Joint Initiative Carrying out Education on the Topic of ‘Love the Party, Love the Country, 

Love Socialism’” (关于开展“爱党爱国爱社会主义”主题教育的共同倡议), April 13, 2021. Translation. 

https://web.archive.org/web/20230903201754/http://www.chinaislam.net.cn/cms/news/jujiaoredian/202104/13
-14592.html; Islamic Association of China, “Joint Initiative Carrying out Education on the Topic of ‘Love the Party, 

Love the Country, Love Socialism’” (关于开展“爱党爱国爱社会主义”主题教育的共同倡议), April 13, 2021. 

Translation. 
https://web.archive.org/web/20230903201754/http://www.chinaislam.net.cn/cms/news/jujiaoredian/202104/13



-14592.html; Li Qian, “Chinese Government Goes to Great Lengths to Help Muslims Go on the Hajj,” Global Times, 
August 14, 2017. 
https://web.archive.org/web/20170910155155/https://www.globaltimes.cn/content/1061269.shtml; Islamic 
Association of China, “CCP Central Committee, State Council Announcement Concerning Some Issues on Further 

Doing Good Religious Work” (中共中央、国务院关于进一步做好宗教工作若干问题的通知), July 26, 2012. 

Translation. 
https://web.archive.org/web/20230903202023/http://www.chinaislam.net.cn/cms/flfg/xgzcfg/201205/28-
834.html. 

195 U.S. Department of State, “2021 Report on International Religious Freedom: China—Xinjiang,” June 2, 2022, 2, 
24; China Government Net, “50th Anniversary Celebration Conference of the Islamic Association of China Held in 

Beijing” (中国伊斯兰教协会成立50周年庆祝大会在北京举行), July 1, 2005. Translation. 
https://web.archive.org/web/20230903202135/https://www.gov.cn/test/2005-07/01/content_11469.htm. 

196 Yan Xiusheng 延秀生 (@YXiusheng), “China Islamic Association holds forum on Islam and social development,” 

Twitter, August 19, 2021. 
https://web.archive.org/web/20230903202248/https://twitter.com/YXiusheng/status/1428335292025643012; 
Cui Jia, “China Islamic Association holds forum on Islam and social development,” China Daily, August 19, 2021. 
https://web.archive.org/web/20230903202426/https://www.chinadaily.com.cn/a/202108/19/WS611e4ac6a310ef
a1bd669e76.html; Cao Yi (@CaoYI_MFA), “Yang Faming, head of the #China Islamic Association: The West's 
accusations of China infringing on religious freedom are nonsense loaded with political prejudice. They are gross 
and malicious interference in China’s internal affairs that cannot be tolerated,” Twitter, December 29, 2020. 
https://web.archive.org/web/20230903202657/https://twitter.com/CaoYi_MFA/status/1344043537051111424; 
Yang Faming, “Muslims’ religious freedom fully respected, guaranteed in China,” Global Times, December 29, 
2020. https://web.archive.org/web/20230903202809/https://www.globaltimes.cn/page/202012/1211344.shtml. 

197 Xinhua, “’Xinjiang Is a Good Place’ Promotional Conference Held in Geneva” (“新疆是个好地方”宣介会在日内

瓦举), February 4, 2021. Translation. 

https://web.archive.org/web/20230903202938/http://www.xinhuanet.com/2021-02/04/c_1127061066.htm; 
Lucille Greer and Bradley Jardine, “The Chinese Islamic Association in the Arab World: The Use of Islamic Soft 
Power in Promoting Silence on Xinjiang,” Middle East Institute, July 14, 2020; China Ethnic Daily, “Islamic 

Association of China Representatives Attend International Science and Scripture Conference” (中国伊协代表团出

席国际科学经学会议), April 25, 2019. Translation. 

https://web.archive.org/web/20230903203226/http://www.rmzxb.com.cn/c/2019-04-25/2334487.shtml?n2m=1; 
“Islamic Middle-Way Thought International Summit Releases Proposal Advocating the Middle Way and Opposing 

Extremism” (伊斯兰教中道思想国际研讨会发表倡导中道反对极端倡议书), July 27, 2016. Translation. 
https://web.archive.org/web/20230903203420/http://www.chinaislam.net.cn/cms/jjgz/sxyt/zdsxyth/201607/27-
12273.html. 

198 Lucille Greer and Bradley Jardine, “The Chinese Islamic Association in the Arab World: The Use of Islamic Soft 
Power in Promoting Silence on Xinjiang,” Middle East Institute, July 14, 2020. 

199 Alex Joske, Spies and Lies: How China’s Greatest Covert Operations Fooled the World, Hardie Grant, 2022, 3, 7; 
Alex Joske, “The Party Speaks for You: Foreign Interference and the Chinese Communist Party’s United Front 
System,” Australian Strategic Policy Institute, 2020, 15-16. 

200 U.S. Department of Justice, “Five Individuals Charged Variously with Stalking, Harassing and Spying on U.S. 
Residents on Behalf of the PRC Secret Police,” March 16, 2022. 






