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 NOTE BY THE DEPARTMENT OF STATE 
 
 Pursuant to Public Law 89—497, approved July 8, 1966 
(80 Stat. 271; 1 U.S.C. 113)— 
 
“. . .the Treaties and Other International Acts Series issued 
under the authority of the Secretary of State shall be competent 
 evidence . . . of the treaties, international agreements other than 
treaties, and proclamations by the President of such treaties and 
international agreements other than treaties, as the case may be,  
therein contained, in all the courts of law and equity and of maritime 
jurisdiction, and in all the tribunals and public offices of the 
United States, and of the several States, without any further proof 
or authentication thereof.” 

 



AGREEMENT 

BETWEEN 

THE GOVERNMENT OF THE UNITED STATES OF AMERICA· 

AND 

THE GOVERNMENT OF AUSTRALIA 

ON 

ACCESS TO ELECTRONIC DATA FOR THE PURPOSE OF 
COUNTERING .SERIOUS CRIME 



Agreement between the Government of the United States ofAmerica and the 
Government ofAustralia on Access to Electronic Data for the Purpose of 

Countering Serious Crime 

The Government of the United States of America and the Government ofAustralia (here­
inafter the "Parties"); 

Prompted by the Parties' mutual interest in enhancing their cooperation for the purpose of 

protecting public safety and combating serious crime, including terrorism; 

Recognizing that timely access to electronic data for authorized law enforcement purposes 

is an essential component in this effort; 

Emphasizing the importance of, and common commitment to, respecting the protection of 

privacy, human rights and civil liberties, including freedom of speech, and the rule of law; 

Noting the harms of data localization requirements to a free, open, and secure Internet, and 
endeavoring to avoid such requirements; and 

Recognizing that both Parties' respective legal frameworks for accessing electronic data 

incorporate appropriate and substantial safeguards for protecting privacy and civil liberties, 
including, as applicable, the requirements of probable cause or reasonable grounds to sus­
pect, and independent review or oversight, when accessing the content ofcommunications; 

Have agreed as follows: 

Article 1: Definitions 

For the purposes of this Agreement: 

1. Account means the means, such as an account, telephone number, or addressing in­
formation, through which a user gains personalized access to a Computer System or 

telecommunications system. 

2. Australian Person means (i) a citizen ofAustralia; (ii) a permanent resident ofAus­
tralia; (iii) an uni11:corporated association with a substantial number of members of 
which fall into subparagraphs (i) or (ii); or (iv) a corporation that is incorporated in 

Australia. 

3. Computer System has the meaning set forth in Chapter 1 Article la of the Council 
of Europe Convention on Cybercrime: any device or a group of interconnected or 
related devices, one or more of which, pursuant to a program, performs automatic 
processing of data. 
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4. Covered Data means the following types of data when possessed or controlled by a 
private entity acting in its capacity as a Covered Provider: content of an electronic or 
wire communication; computer data stored or processed for a user; traffic data or 
metadata pertaining to an electronic or wire communication or the storage or pro­
cessing ofcomputer data for a user; and Subscriber Information when sought pursuant 
to an Order that also seeks any of the other types of data referenced in this definition. 

5. Covered Offense means conduct that, under the law of the Issuing Party, constitutes 

a Serious Crime, including terrorist activity. 

6. Covered Person means a person who, upon application of the procedures required 
by Article 7.1, is reasonably believed not to be a Receiving;.Party Person at the time 
the Agreement is invoked for an Order pursuant to Article 5. 

7. Covered Provider means any private entity to the extent that it: (i) provides to the 
public the ability to communicate, or to process or store computer data, by means of 
a Computer System or a telecommunications system; or (ii) processes or stores Cov­
ered Data on behalf of an entity defined in subparagraph (i). 

8. Designated Authority means for Australia, the governmental entity designated by 
the Minister for Home Affairs, and for the United States, the Attorney General or a 
person designated by the Attorney General. 

9. Issuing Party means the Party, including political subdivisions thereof, that issues 
the relevant Legal Process and, where applicable, invokes this Agreement. Where the 
United States is the Issuing Party, this includes Legal Process issued by federal, state, 
local, or territorial authorities within the United States. Where Australia is the Issuing 
Party, this includes Legal Process issued by Commonwealth, state or territory author­
ities within Australia. 

10. Legal Process means Orders subject to this Agreement as well as process related to 
the preservation of Covered Data or to the preservation, disclosure, production or au­
thentication of Subscriber Information. 

11. Order means a legal instrument issued under the domestic law of the Issuing Party 
requiring the disclosure or production of Covered Data (including any requirement to 
authenticate such data) by a Covered Provider, including for stored or live communi­
cations. 

12. Personal Data means information relating to an identified or identifiable individual. 

13. Receiving-Party Person means (i) any governmental entity, including a federal entity 
or an entity of a political subdivision thereof, of the Receiving Party; (ii) a citizen or 
national of the Receiving Party; (iii) a person lawfully admitted for permanent resi­
dence in the Receiving Party; (iv) an unincorporated association a substantial number 
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of members of which fall into subparagraphs (ii) or (iii); (v) a corporation that is in­
corporated in the Receiving Party; or (vi) a person located in the territory of the Re­
ceiving Party. 

14. Receiving Party means the Party, including political subdivisions thereof, other than 
the Issuing Party. 

15. Serious Crime means an offense punishable by a maximum term of imprisonment of 
at least three years. 

16. Subscriber Information means information that identifies a subscriber or customer 
ofa Covered Provider, including name, address, length and type ofservice, subscriber 
number or identity (including assigned network address and device identifiers) tele­
phone connection records, records of session times and durations, and means of pay­
ment. 

17. U.S. Person means: (i) a citizen or national ofthe United States; (ii) a person lawfully 
admitted for permanent residence in the United States; (iii) an unincorporated associ­
ation a substantial number ofmembers of which fall into subparagraphs (i) or (ii); or 
(iv) a corporation that is incorporated in the United States. 

Article 2: Purpose of the Agreement 

The purpose of this Agreement is to advance public safety and security, and to protect pri­
vacy rights, civil liberties, and an open Internet, by resolving potential conflicts of legal 
obligations when communications service providers are served with Legal Process from 
one Party for the production or preservation of electronic data, where those providers may 
also be subject to the laws of the other Party. To that end, this Agreement provides an effi­
cient, effective, and privacy-protective means for each Party to obtain electronic data for 
the purposes of prevention, detection, investigation, and prosecution of serious crime in a 
manner consistent with its domestic legal framework and the domestic legal framework of 
the other Party, and use that data subject to appropriate targeting and use restrictions and 
privacy protections, and consistent with each Party's international human rights and other 
international law ~bligations. 

Article 3: Domestic Law and Effect of the Agreement 

1. Each Party undertakes to ensure that its domestic laws relating to the preservation, 
authentication, disclosure, and production of electronic data permit Covered Provid­
ers to comply with Legal Process. Each Party shall advise the other of any material 
changes in its domestic laws that would substantially frustrate or impair the operation 
of this Agreement. 
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2. The provisions ofthis Agreement referring to an Order subject to this Agreement shall 
apply to an Order as to which the Issuing Party invokes this Agreement and notifies 
the relevant Covered Provider of that invocation. Any legal effect of Legal Process 
derives solely from the law of the Issuing Party. Covered Providers retain otl?-erwise 
existing rights to raise applicable legal objections to Legal Process. 

3. Each Party in executing this Agreement recognizes that the domestic legal framework 
of the other Party, including the implementation of that framework, affords robust 
substantive and procedural protections for privacy and civil liberties in light of the 
data collection and activities subject to this Agreement. 

4. Personal Data received pursuant to Legal Process from a Covered Provider shall be 
protected in accordance with the domestic legal framework of the Issuing Party. Pro­
tections for privacy include, subject to reasonable restrictions under each Party's do­
mestic legal framework: 

a. limiting the use and disclosure of Personal Data to purposes not incompatible 
with the purpose for which it was obtained; 

b. limiting retention ofPersonal Data for only as long as necessary and appropriate; 

c. safeguards to protect against loss or accidental or unauthorized access, disclo­
sure, alteration, or destruction of Personal Data; 

d. a framework for individuals to seek and obtain access to Personal Data concern­
ing them, and to seek correction ofPersonal Data that is inaccurate, when appro­
priate; and 

e. a framework to respond to complaints from individuals. 

5. Each Party shall advise the other of any material changes in its domestic law that 
significantly affect the protections for data received pursuant to Legal Process and 
shall consult regarding any issues arising under this paragraph pursuant to Article 5 
or Article 11. 

6. This Agreement is intended to facilitate the ability of the Parties to obtain certain 
electronic data. The provisions of this Agreement shall not give rise to a right or 
remedy on the part of any private person, including to obtain, suppress or exclude any 
evidence, or to impede the execution of Legal Process. Each Party shall ensure that 
the provisions of this Agreement are implemented consistent with its fundamental 
principles governing the relationship between its central government and constituent 
states or other similar territorial entities. 
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Article 4: Targeting Restrictions 

1. Orders subject to this Agreement shall be for the purpose of obtaining information 
relating to the prevention, detection, investigation, or prosecution of a Covered Of­
fense. 

2. Orders subject to this Agreement shall not be used to infringe freedom of speech or 
for disadvantaging persons based on their race, sex, sexual orientation, religion, eth­
nic origin or political opinions. 

3. Orders subject to this Agreement shall not intentionally target a Receiving-Party Per­
son, and each Party shall adopt targeting procedures designed to implement this re­
quirement as described in Article 7 .1. 

4. Orders subject to this Agreement shall not target a Covered Person if the purpose is 
to obtain information concerning a Receiving-Party Person. 

5. Orders subject to this Agreement shall be targeted at specific Accounts, and shall 
identify as the object of the Order a specific person, account, address, or personal 
device, or other specific identifier. 

Article 5: Issuance and Transmission of Orders 

1. Orders subject to this Agreement shall be issued in compliance with the domestic law 
of the Issuing Party, and shall be based on requirements for a reasonable justification 
based on articulable and credible facts, particularity, legality, and severity regarding 
the conduct under investigation. 

2. Orders subject to this Agreement shall be subject to review or oversight under the 
domestic law of the Issuing Party by a court, judge, magistrate, or other independent 
authority prior to, or in proceedings regarding, enforcement of the Order. 

3. Orders subject to this Agreement for the interception of wire or electronic communi­
cations, and any extensions thereof, shall be for a fixed, limited duration; shall not 
last longer than is reasonably necessary to accomplish the approved purposes of the 
Order; and shall be issued only if the same information could not reasonably be ob­
tained by another less intrusive method. 

4. The Issuing Party shall not issue an Order subject to this Agreement at the request of 
orto obtain information to provide to the Receiving Party or a third-party government. 

5. The Issuing Party may issue Orders subject to this Agreement directly to a Covered 
Provider. Orders subject to this Agreement shall be transmitted by the Issuing Party's 
Designated Authority. The Designated Authorities ofthe Parties may mutually decide 
that the functions each carries out under Articles 5. 5 through and inclusive of 5 .9, 6.1, 
and 6.2 may be performed by additional authorities of their governments in whole or 
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in part. The Designated Authorities of the Parties may, by mutual decision, prescribe 
rules and conditions for any such authorities. 

6. Prior to transmission, the Issuing Party's Designated Authority shall review the Or­
ders for compliance with this Agreement. 

7. Each Order subject to this Agreement must include a written certification by the Issu­
ing Party's Designated Authority that the Order is lawful and complies with the 
Agreement, including the Issuing Party's substantive standards for Orders subject to 
this Agreement. 

8. The Issuing Party's Designated Authority shall notify the Covered Provider that it 
invokes this Agreement with respect to an Order. 

9. The Issuing Party shall notify the Covered Provider ofa point ofcontact at the Issuing 
Party's Designated Authority who can provide information on legal or practical issues 
relating to the Order. 

10. In cases where an Order subject to this Agreement is issued for data in respect of an 
individual who is reasonably believed to be located outside the territory of and is not 
a national, citizen, or a lawful permanent resident of the Issuing Party, the Issuing 
Party's Designated Authority shall notify the appropriate authorities in the third coun­
try where the person is located, except in cases where the Issuing Party considers that 
it would be detrimental to operational or national security, or impede the conduct of 
an investigation, or imperil human rights. 

11. The Parties agree that a Covered Provider that receives an Order subject to this Agree­
ment may raise specific objections when it has reasonable belief that the Agreement 
may not properly be invoked with regard to the Order. Such objections should gener­
ally be raised in the first instance to the Issuing Party's Designated Authority and in a 
reasonable time after receiving an Order. Upon receipt ofobjections to the Order from 
a Covered Provider, the Issuing Party's Designated Authority shall respond to the ob­
jections. Ifthe objections are not resolved, the Parties agree that the Covered Provider 
may raise the objections to the Receiving Party's Designated Authority. The Parties' 
Designated Authorities may confer in an effort to resolve any such objections and 
may meet periodically and as necessary to discuss and address any issues raised under 
this Agreement. 

12. If the Receiving Party's Designated Authority concludes that the Agreement may not 
properly be invoked with respect to any Order subject to this Agreement, it shall no­
tify the Issuing Party's Designated Authority and the relevant Covered Provider of 
that conclusion, and this Agreement shall not apply to that Order. 
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Article 6: Production of Information by Covered Providers 

1. The Parties agree that any Covered Data produced by a Covered Provider 'in response 
to an Order subject to this Agreement should be produced directly to the Issuing 
Party's Designated Authority. 

2. The Designated Authority of the Issuing Party may make arrangements with Covered 
Providers for the secure transmission of Orders subject to this Agreement and Cov­
ered Data produced in response to Orders subject to this Agreement, consistent with 
applicable law. 

3. This Agreement does not in any way restrict or eliminate any obligation Covered Pro­
viders have to produce data pursuant to the law of the Issuing Party. 

4. The Issuing Party's requirements as to the manner in which a Covered Provider re­
sponds to an Order may include that a Covered Provider complete forms that attest to 
the authenticity of records produced, or to the absence or non-existence of such rec­
ords, and that the Order and any information or evidence furnished in response be 
kept confidential. 

Article 7: Targeting and Minimization Procedures 

1. Each Party shall adopt and implement appropriate targeting procedures, through 
which good-faith, reasonable efforts shall be employed to establish that any Account 
targeted by an Order subject to this Agreement is used or controlled by a Covered 
Person. 

2. Australia and the United States shall adopt and implement appropriate procedures to 
minimize the acquisition, retention and dissemination of information concerning U.S. 
Persons and Australian Persons respectively acquired pursuant to an Order subject to 
jhis Agreement, consistent with the need of the Parties to acquire, retain, and dissem­
inate Covered Data relating to the prevention, detection, investigation, or prosecution 
of a Covered Offense. 

3. The minimization procedures for information acquired pursuant to an Order subject 
to this Agreement shall include rules requiring Parties to segregate, seal, or delete, 
and not disseminate material found not to be information that is, or is necessary to 
understand or assess the importance of information that is, relevant to the prevention, 
detection, investigation, or prosecution of a Covered Offense, or necessary to protect 
against a threat of death or serious bodily harm to any person. 

4. The minimization procedures shall include rules requiring Parties to promptly review 
material collected pursuant to an Order subject to this Agreement and store any unre­
viewed communications on a secure system accessible only to those persons trained 
in applicable procedures. 
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5. The minimization procedures shall include a provision stating that Australia must not 
disseminate to the United States the content of a communication of a U.S. Person 
acquired pursuant to an Order subject to this Agreement, unless the communication 
may be disseminated pursuant to the minimization procedures and relates to signifi­
cant harm, or the threat thereof, to the United States or U.S. Persons, including crimes 
involving national security such as terrorism, significant violent crime, child exploi­
tation, transnational organized crime, or significant financial fraud. 

6. Each Party shall develop those targeting and minimization procedures it is required 
by this Article to adopt in consultation with and subject to the approval of the other 
Party, and shall seek the approval of the other Party for any changes in those proce­
dures. 

Article 8: Preservation Process and Subscriber Information Process 

1. The Issuing Party may issue and transmit Legal Process that solely seeks the preser­
vation of Covered Data or the preservation, disclosure, production, or authentication 
of Subscriber Information directly to a Covered Provider. Such process must relate to 
the prevention, detection, investigation, or prosecution ofcrime and shall be issued in 
compliance with and subject to review or oversight as appropriate under the domestic 
law of the Issuing Party. 

2. An Issuing Party and a Covered Provider may make arrangements for the secure trans­
mission of the Legal Process referenced in paragraph 1 of this Article and Subscriber 
Information produced in response, consistent with applicable law. 

3. The Issuing Party's re.quirements as to the manner in which a Covered Provider re­
sponds to Legal Process referenced in paragraph 1 of this Article may include that a 
Covered Provider complete forms that attest to the authenticity of the records pro­
duced, or to the absence or non-existence of such records, and that the Legal Process 
and any information or evidence furnished in response be kept confidential. 

Article 9: Limitations on Use and Transfer 

1. Data acquired by the Issuing Party pursuant to Legal Process shall be treated in ac­
cordance with the Issuing Party's domestic law, including its privacy and freedom of 

information laws. 

2. The Issuing Party shall not transfer data received pursuant to an Order subject to this 
Agreement to a third-party government or international organization without first ob­
taining the consent of the Receiving Party, except to the extent that such data has 
already been made public in accordance with the Issuing Party's domestic law. 
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3. The Issuing Party shall not be required to share any information produced pursuant to 
Legal Process with the Receiving Party or ·a third-party government. 

4. Where an Issuing Party has received data pursuant to Legal Process from a Covered 
Provider, and: 

a. Australia has declared that its essential interests may be implicated by the 
introduction of such data as evidence in the prosecution's case in the United 
States for an offense for which the death penalty is sought; or 

b. the United States has declared that its essential interests may be implicated 
by the introduction of such data as evidence in the prosecution's case in 
Australia in a manner that raises freedom of speech concerns for the United 
States; 

prior to use of the data in a manner that is or could be contrary to those essential 
interests, the Issuing Party shall, via the Receiving Party's Designated Authority, ob­
tain permission to do so. The Receiving Party may grant permission, subject to such 
conditions as it deems necessary, and if it does so, the Issuing Party may only intro­
duce this data in compliance with those conditions. If the Receiving Party does not 
grant approval, the Issuing Party shall not use the data it has received pursuant to the 
Legal Process in that manner. 

5. Use limitations additional to those specified in this Agreement may be imposed to the 
extent mutually agreed upon by the Parties. 

Article 10 Compatibility and Non-Exclusivity 

The Agreement is without prejudice to and shall not affect other legal authorities and mech­
anisms for the Issuing Party to obtain or preserve electronic data from the Receiving Party 
and from Covered Providers subject to the jurisdiction of the Receiving Party, including, 
but not limited to, legal instruments and practices under the domestic law of either Party 
as to which the Party does not invoke this Agreement; requests for mutual legal assistance; 
and emergency disclosures. 

Article 11: Review of Implementation and Consultations 

1. Within one year of this Agreement's entry into force, and periodically thereafter as 
mutually decided by the Parties, the Parties shall engage in a review of each Party's 
compliance with the terms of this Agreement, which may include a review of the is­
suance and transmission of Orders subject to this Agreement to ensure that the pur­
pose and provisions of this Agreement are being fulfilled, and a review of the Party's 
handling of data acquired pursuant to an Order subject to this Agreement to determine 
whether to modify procedures adopted under this Agreement. 
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2. The Parties may consult at other times as necessary or to resolve disputes concerning 
the implementation of this Agreement, and any such disputes shall not be referred to 
any court, tribunal, or third party. 

3. Each Issuing Party's Designated Authority shall issue an annual report to the Receiv­
ing Party's Designated Authority reflecting aggregate data concerning its use of this 
Agreement to the extent consistent with operational or national security. 

4. This Agreement does not in any way restrict or eliminate a Covered Provider's re­
porting of statistical information, consistent with applicable law, regarding Legal Pro­
cess received by the Covered Provider. 

Article 12: Costs 

Each Party shall bear its own costs arising from the operation of this Agreement. 

Article 13: Amendments 

This Agreement may be amended by written agreement ofthe Parties at any time. Any such 

amendment shall enter into force on the date of the later note completing an exchange of 
diplomatic notes between the Parties indicating that each has taken the necessary steps to 
bring the amendment into force. 

Article 14: Temporal Application 

This Agreement shall apply to Legal Process issued by an Issuing Party on or after the 

Agreement's entry into force, regardless of whether the offense at issue was committed 
before or after this Agreement's entry into force. 

Article 15: Entry into Force 

This Agreement shall enter into force on the date of the later note completing an exchange 
of diplomatic notes between the Parties indicating that each has taken the steps necessary 
to bring the agreement into force. 

Article 16: Expiry and Termination of the Agreement 

1. This Agreement shall remain in force for a five year period. The Parties may agree in 
writing to extensions of the Agreement. 
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2. Separately from expiration under paragraph 1, this Agreement may be terminated by 
either Party by sending a written notification to the other Party through diplomatic 
channels. Termination shall become effective one month after the date ofsuch notice. 

3. In the event the Agreement expires or is terminated, the provisions of this Agreement 
shall continue to apply with respect to Orders subject to this Agreement already issued 
prior to the date on which the Agreement terminates or expires. 

4. In the event the Agreement expires or is terminated, any data produced to the Issuing 
Party may continue to be used, and shall continue to be subject to the conditions and 
safeguards, including minimization procedures, set forth in this Agreement. 

IN WITNESS WHEREOF, the undersigned, being duly authorized by their respective 
governments, have signed this Agreement. 

Done at UJaJMf'_5b;'\ this &~ day of S)gc,Vr-be r) 'lo'2..\ in duplicate, in 
the English language. 

FORTHEGOVERNMENTOFTHE 
STATES OF AMERICA: 

FOR THE GOVERNMENT OF 
AUSTRALIA: 

~ 
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